.

 


[image: image1.png]Y Brown & Brown




2026 tender – 
INSURANCE specification

for

LisBURN & CASTLEREAGH CITY COUNCIL
	RENEWAL DATE – 1st April, 2026


Dated – 4th December 2026

4 HS
	insurance specification 

The insurances are renewable on 1st April 2026
The tender is to be returned by Noon on Friday 23rd January 2026, in accordance with the Instructions to Tenderers.

Tenders received after this time will NOT be considered.

Tenders may only be submitted to john.macmanus@bbrown.com
Tenders submitted by post or fax will be rejected.

You may cost any or all of the lots listed.

Costs are to be submitted on the Cost Schedule and confirmation must be provided that the costs meet the specification, are net of Insurance Premium Tax and all commission.

A copy of your quotation and policy wording must be included within your tender return.
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Please Note the following:-

Note 1

Please note that you can quote for any or all of the lots listed in the specification
Note 2

The following Specification is the minimum that will be accepted by the Lisburn & Castlereagh City Council.

No additional Exclusions, Conditions or Warranties will be accepted except those already specified. 
You are asked to confirm this in the Cost Schedule part of the tender.

The criteria and scoring details of the specification are contained in the “Instructions to Tenderers”

Note 3

All successful insurers would be required to produce claims information to the Lisburn & Castlereagh City Council throughout the duration of the contract and any subsequent run – off experience.

                                                                                                                                   


General information
INSURED
:
Lisburn & Castlereagh City Council 
NUMBER OF YEARS IN BUSINESS
:
Established 10 years
MAIN LOCATION
:
Lagan Valley Island



Lisburn

Co. Antrim

BT27 4RL

Northern Ireland
BUSINESS DESCRIPTION


:     Local Authority, Property Owners and Occupiers
Council Profile

	Name of Council

	Lisburn & Castlereagh City Council

	Correspondence Address

	Lagan Valley Island, Lisburn, BT27 4RL

	Business Description

	Local Authority, Property Owners & Occupiers

	Web-site Address 
	www.lisburncastlereagh.gov.uk

	VAT Status
	Registered

	PAYE Employer Reference Number
	Lisburn and Castlereagh City Council:  475/AB06578.


Main Functions
Lisburn & Castlereagh City Council is a Local Authority and Development Corporation, Property Owner and Occupier.  
The Council is responsible for local planning responsibilities from DoE, Enterprise and some Tourism development responsibilities from DETI, and some Housing functions from DSD. 
The council will continue to become increasingly involved in partnerships such as Lagan Valley Regional Park, the Policing Community Safety Partnership and Community Planning Partnership.
The Council is responsible for a wide range of services and facilities including but not limited to:

Animal Welfare, Building Control, Business Support, Capital Development, Community Development & Good Relations, Community Planning, Community Safety, Economic Development & Job Creation, Employment, Skills & Training, Environmental Health, Environmental Improvement, Events & Festivals, Grounds Maintenance & Cemeteries, Health Promotion, Heritage & Museums, Leisure Services, Licensing & Street Trading, Off-Street Car Parking, Parks Development & Management, Planning, Play Areas, Public Conveniences, Public Event Safety, Refuse Collection, Registration of Births, Deaths & Marriages, Regulation of Houses of Multiple Occupation, Rural Development, Sports Development, Street Cleansing, Tourism, Arts & Culture, Urban & Physical Regeneration and Waste Management

The Council owns and maintains land including Council properties, sports and playing fields, parks, civic buildings, community and leisure centres and playgrounds.
Examples as follows:-
· CityWatch – (formerly Lisburn Commerce Against Crime) – LCCC provide funding annually and CityWatch provide CCTV provision in Lisburn City Centre, Hillsborough and Moira. We do not provide advice or sit on the board.

· City Centre Grant Schemes- Heritage Shop Front Scheme and Urban Investment Fund.

· Small settlements – LCCC administer funding received through the Department for Communities (DFC), the Department for Infrastructure (DFI) and DEARA to deliver a number of capital projects and funding schemes across the council’s rural villages. The Capital Projects include the delivery of environmental improvement schemes, traffic calming measures and village improvements. The works are normally undertaken through a licence agreement with the DFI (roads) as the landowner and are carried out by an appointed contractor. The capital projects element of the Small Settlements Scheme is managed through an employer’s agent on behalf of LCCC.

· There are also a number of grants schemes available for rural businesses to occupy current vacant properties, extend into currently unused areas of their premises and to undertake external/internal works to improve the premises. LCCC offer advice on how to comply with guidelines (planning/building control/environmental health/conservation), how to undertake and manage procurement of contractors and provide support to undertake works to the required standards in partnership with statutory bodies.

· LCCC administer grant funding (allocated to LCCC from Department for Communities) in the form of grants to City Centre, Carryduff and Dundonald to improve shop fronts or undertake internal works in order for a business to occupy a vacant premise. LCCC offer advice on how to comply with guidelines (planning/ building control/ environmental health/ conservation), how to undertake and manage procurement of contractors and provide support to undertake works to the required standards in partnership with statutory bodies. 

· Visit Belfast – Regional Tourism Partnership with membership from LCCC based on SLA with target outputs.  Primarily promotion and marketing the area to international visitor markets. 

· Tourism Major and Tourism Small Grants – applications received from third party event organisers looking funding and support for events in the Council area. 

· Food and Drink – Tender for promotion and management of the tourism food and drink programme, including staging events i.e. Farmers Markets, Christmas Markets, and Moira Speciality Food Fair, as well as producing good news stories/ publicity for the area. 

· Integrated Marketing Campaign – Outsourced tender for design and delivery of annual programme of marketing campaigns promoting the area as a visitor and retail destination, including TV, radio, print, and digital. 

· The Tackling Rural Poverty and Social Isolation Programme’s (TRPSI) Rural Business Development Grant Scheme aims to support the sustainability, recovery and development of rural micro-businesses across Northern Ireland by providing a small capital grant for the business.  The TRPSI Programme is funded by the Department of Agriculture, Environment and Rural Affairs, and this grant Programme is administered and managed by local Councils.  DAERA and LCCC have a contract in place, whereby LCCC deliver the programme on behalf of DAERA.  This includes providing advice to potential applicants on eligibility, assessing applications, issuing the LoOs and reviewing claims.  LCCC are the main point of contact with applicants.  All payments are processed by DAERA and any failure to comply with programme procedures or fraud is dealt with directly by DAERA.  DAERA pay LCCC approx. £7,500 per year to deliver the programme.  The advice offered to applicants regarding eligibility is at no charge to them. 

· Lisburn and Castlereagh Interim Labour Market Partnership 2022-2023 was developed under DfC’s new Employability NI Framework (100% funded by DFC). Due a shortfall in the 23/24 budget allocation from DFC, the council approved an additional budget of £100,00 to allow the action plan projects to be delivered in full. The aim of a Labour Market Partnership (LMP) is to improve employability outcomes and labour market conditions by working through co-ordinated, collaborative and multi-agency partnership.  As the secretariat for the Lisburn Castlereagh LMP, it is LCCC’s role to deliver the LMP initiative across the district.  This includes developing a Strategic Action Plan based on the current labour market which includes a range of employability programmes.  It is our role to then develop these programmes and appoint suitable delivery agents to deliver the employability programmes.  LCCC is responsible for managing the contracts between delivery agents, ensuring projects complete as per the agreement.  This is 100% funded by DfC, the budget also funds administrative running costs such as salaries, stationery, photocopying etc.  LCCC chair the partnership meetings and offer advice to delivery agents, and potential participants through public facing forums such as Job Fairs.  The advice offered is all free of charge, but we are signposting people to possible employability programmes, which again are all free of charge.

· The Northern Ireland Enterprise Support Service (NIESS) is a set of connected enterprise support activities, where individuals, entrepreneurs or businesses can access a continuum of support to meet their needs aligned with the relevant stage of the enterprise. The service is delivered by all 11 NI councils and incorporates 5 elements representing a continuum of support from pre-start support, through to start up and the growth. The 11 council grouping has successfully secured funding for a 2 year period of the NIESS through UKSPF, totalling £17m which includes grant funding of £5m for local businesses. All councils will financially contribute to the 2 year programme.

· A Framework A Consortium has been appointed on a NI-wide basis and led by Enterprise NI with associated delivery partners. Five framework A sub-regional contracts are in place with Full Circle Management Ltd leading for LCCC. Framework B delivery agents to be appointed. A Collaboration Agreement for all councils is pending from BCC. Each council will have a Service Level Agreement with their delivery agents/contractors. Each council will have an agreed Annual Service Plan. LCCC will administer their share of the £5m Business Grant Funding. FFNI (and DTFF) is governed in accordance with agreed Terms of Reference (TOR) for each group and the operations team.

· LCCC in partnership with Historic Royal Palaces (HRP) on Destination Royal Hillsborough. The proposed Belfast Region City Deal (BRCD) investment aims to position Royal Hillsborough as a heritage village which will attract visitors and benefit the local community by preserving their heritage, improving their environment and boosting their economy. With an investment of £20m from the BRCD fund, together with a £4.25m LCCC contribution and a £1.725m HRP contribution to the following projects:-

· Public Realm (LCCC)

· Additional Car Parks (LCCC)

· Social Enterprise Café (LCCC)

· Hillsborough Forest Fort (HRP)

· Courthouse (HRP) 

· LCCC in partnership with the other 10 councils and DAERA in relation to the Digital Transformation Flexible Fund: The Digital Transformation Fund will provide small scale capital grants for businesses seeking to invest in digital technology s part of an overall digital transformation plan. The fund aims to create flexible funding targeting micro, small and social enterprise businesses wishing to invest in capital equipment (hardware/software) tha will enable them to digitally innovate and transform their business. Access to the fund will include a requirement that businesses are participants on the council led Digital Transformation Programme (or an equivalent scheme such as FE colleges Innovate Us programme). The online Business Café for the DTFF project based on the 11 council model (£7.5m) has been approved with an official launch to happen at the end of November. The revenue cost contribution for Lisburn & Castlereagh City Council across the three year period will be £69,605.

· Employability & Skills:- The Employability and Skills Pillar of the BRCD Programme has a key role in developing the talent pipeline required to enable the economic and inclusive growth ambitions of the overall City Deal to be realised. The Employability & Skills Proposition creates the framework through which partners align existing Employability & Skills interventions to meet emerging need, while also providing a mechanism for future collaboration where opportunities and need relating to the City Deal are identified.

Marketing Strategy & Additional Benefits: -

Insurance pricing and cover for the insurance programmes of Lisburn & Castlereagh City Council are being sought, with an inception date of 1st April 2025.

Brown & Brown is the holding broker for these risks 

Lisburn & Castlereagh City Council and Brown & Brown will together undertake an evaluation of each quotation received.  Pricing will be important in this exercise, but we are also looking for differentiation and cutting-edge capability to assist Lisburn & Castlereagh City Council in their selection process. 

Therefore, when putting forward your terms, please also include comments with regards to the following: -

Payment Options

Please provide details of payment options via Interest Free instalments

Claims Handling Procedures

Claims are required on a direct deal basis.  Please therefore provide full details on the procedures in place for this.

Long Term Agreements

Agreement/Undertaking wordings being proposed including the operation of any such Agreement/Undertaking or rate stability agreements
Rebate Clauses

Lisburn & Castlereagh City Council will accept, and review offers of Low Claims Rebate clauses. These should be detailed in full as to how they would operate, when any rebate would be paid and the methodology for payment.

Risk Management Support

Lisburn & Castlereagh City Council welcome any offers or proposals in relation to monetary contribution to assist them with risk management & bursary - services to be agreed and delivered during the period 01.04.25 – 31.03.26. The work to be completed by Brown & Brown staff – CV’s available upon request.

This support should not be conditional on any aspect of the insurance requirement and should be quoted as an independent item in the quotation response.

Insurer Services

Please can you provide details of any other services or facilities that you are able to offer as part of your insurance proposal, which will give added value and prove beneficial for Lisburn & Castlereagh City Council
Brokerage

On quotation please confirm rate of brokerage.  Brokerage is expected at 0% in respect of this Fee Based Client. 

All premiums are to be quoted NET of all commission, over-rider and/or contingency payments.  

Agreed Policy Wording

On quotation please identify the title, reference and version number of your proposed wording and provide a full specimen policy wording including schedule page(s) or a web address from which they can be obtained and hyperlink to the specified document(s).

Choice of Law and Jurisdiction

On quotation please identify proposed choice for each.

Limits

All limits, including inner limits, are expressed as the minimum limits required, if your standard policy offers higher limits then those will supersede and replace the limits shown herein.

Taxes Payable by Insured and Administered by Insurers

Where applicable, any taxes payable, including Insurance Premium Tax (IPT) and Value Added Tax (VAT), to be shown on your quotation.

Payment Terms

The agreed standard terms of credit set out in the Terms of Business Agreement or Terms of Trade Agreement in force with Brown & Brown at the time of acceptance of this risk will apply to your quotation. Any alteration to payment terms must be specified on your quotations.

Recording/Transmitting and Storing Information

Where the broker maintains risk and claim data / information / documents the broker may hold such data / information / documents electronically.

Co-Insurance

In a co-insurance placement following (re) insurers may, but are not obliged to, follow the premium charged by the lead (re) insurer.

(Re) insurers may not seek to guarantee for themselves terms as favourable as those which others subsequently achieve during the placement. 

Basis of Agreement to Contract Changes 

If a risk is to be co-insured the Insurers agree to delegate authority to the Lead Insurer to agree policy wording, all amendments, alterations, special agreements, endorsements, deletions, additions, attachments, schedules, extensions and additional or return premiums, unless otherwise specified.

Document Production

Evidence of Cover to be an Insurance Policy produced and authorised by Insurers and provided to Brown & Brown within 20 calendar days of the date this contract is entered into unless Brown & Brown is authorised by insurers or their agents to produce the policy on their behalf.

Liability policies 

Claims investigation costs – Brown & Brown require to instruct Brown & Brown loss management executives to carry our accident investigations for both Employers and Public/Products liability claims subject to agreed terms and conditions.

Motor policies 

Motor Uninsured Loss Recovery to be included

Material Damage policies 

Claims Preparation Clause to be included - applicable to Material Damage policies including Property and Business Interruption – “In so far as it is not covered elsewhere herein this insurance extends to cover the fees of a professional adviser or consultant, supporting or validating any claim in excess of £5,000 under this insurance - provided that the claim is of a type covered by this insurance”

Important Notes

	1.
	The information contained in this presentation is to be used solely for the purpose of providing quotations to Brown & Brown.  It must not be used for any other purpose, reproduced, wholly or in part, or disclosed to any person outside of your company without the prior written consent of Brown & Brown. 

	2.
	Any risk information detailed in this presentation is as at the date of this submission and as provided by our client for the purposes of illustrating the nature of the risk and for seeking a quote.  The information contains brief commentary on matters of a technical nature such as the construction of the relevant property.  Our client is not a qualified risk surveyor and so the commentary must be considered in this light.  Insurers should therefore seek their own verification of the information provided.


3.        The currency of all premiums, sums insured and limits displaying a £ symbol is GBP.

4.         Insurers are required to highlight any terms of the policy which put the insured in a worse position than 

            it would be under the general law.

Additional Benefits:-

When tendering, consideration should be given to the following:-

1. Payment options – Interest Free instalments

2. Claims Handling Procedures 

3. Long Term Agreements/Fixed Rate Stability Agreement options 

4. Risk Management Support - Risk and Loss Management Bursary support is required in respect of Motor Fleet. Services are to be agreed and are to be delivered during the period of Insurance 1st April 2026 to 31st March 2027 -The work will be completed by ABL Staff - (CV’s available upon request)

5. Insurer Services – please provide details of any other services or facilities that you are able to offer as part of your insurance proposal, which will give added value and prove beneficial for Lisburn & Castlereagh City Council

6. All Insurance Premiums quoted are to be net of all Commission, Over-rider and/or Contingency Payments. Please confirm at time of quote the commission that applies. 

7.  Clarification on issues such as Legal System to be used, Jurisdiction and Insurance Premium Tax.

8. Standard policy wordings to include No Average Clause, Upgrade to Green (reinstatement with environmentally friendly materials), No Warranties and increased cover where possible

eg. wider definition of insured perils, inclusion of Capital Additions/Pollution etc…

9. Motor Uninsured Loss Recovery to be included

10. Claims Preparation Clause to be included - applicable to Material Damage policies including Property and Business Interruption – “In so far as it is not covered elsewhere herein this insurance extends to cover the fees of a professional adviser or consultant including an ABL Loss Management Executive, supporting or validating any claim in excess of £5,000 under this insurance - provided that the claim is of a type covered by this insurance”

lot 1:              COMBINED LIABILITY 

Specification of Requirement :

Employers Liability Cover Specification

COVER
Indemnity against legal liability to pay damages in respect of, 


personal injury, death, disease or illness of any employee 


caused during the period of Insurance and arising in connection


with the business.

EMPLOYEES
Definition includes –


Persons under a contract of service or apprenticeship.


Self-employed persons.


Owners/Operators of Hired in Plant.


Labour only sub-contractors and persons supplied by them.


Persons on work experience or Government Training Schemes


or similar.


Persons hired or borrowed by the Insured.


Persons employed under Community Offenders Acts.


Voluntary Workers.


Labour Masters & Gangs.


Non-Executive Directors.

INDEMNITY LIMIT
£10,000,000 any one occurrence unlimited in the policy period


Territorial Limits – Great Britain, Northern Ireland, Republic of Ireland, 

 Isle of Man, Channel Islands and whilst temporarily overseas on business


Jurisdiction - Great Britain, Northern Ireland and Republic of Ireland


Employment Related Accident Benefits Extension - Death & Capital 

Benefits: £10,000. 


Libel & Slander Extension - £1,000,000 any one claim / in the aggregate 


Pollution & Contamination Clean Up - £1,000,000 any one claim / in the 

aggregate


Crisis Containment Extension - £100,000 in the aggregate
EXCESS
Nil

2024/25 ESTIMATES
Clerical
GBP      19,643,150 - 542

Manual
GBP      13,329,646 - 239

TOTAL
GBP      32,972,796

No of Employees  - 781
Wageroll Estimates inclusive of payments to Agency Staff. 
	Additional covers
	· Cross Liabilities 

· Indemnity to Principals / Directors / Employees

· Definition of Employee extended to include Volunteers and Work Experience, Training, Study Exchange or similar schemes

· Persons on temporary hire or loan
Labour only sub-contractors
Labour masters or persons supplied by them

· Self Employed Persons

· Drivers or operators of hired in plant

· Private Work carried out on behalf of directors and senior officials of the Insured by Employees   

· Persons on Secondment

· Prospective employees being assessed for employment

· Former Employees rehired on an internal consultancy basis

· Compensation For Court Attendance

· Transfer or Undertakings (Protection of Employment ) Regulations 2006

· Data Protection Act

· Offshore Activity

· Contractual Liability 

· Corporate Manslaughter and Corporate Homicide Act 2007

· Health & Safety at Work Act – Legal Defence and Appeal Costs

· Consumer Protection Act 

· Food Safety Act

· Unsatisfied Court Judgments

· Provision and Management of Catering, Sports, Social, Education and Welfare Organisations / Activities 

· Provision and Management of Fire, First Aid, Security and Ambulance Services

· Policing and Community Safety Partnership  

· Legal Defence Costs under Data Protection Act

· Court Attendance Costs

· Right of Recovery 


ENDORSEMENTS: 

Trade Endorsement



Insurances of Contractors 

Specification of Requirement:

Public & Products Liability Cover Specification

COVER


    Legal Liability for damages costs and expenses arising out of or 
                                       in respect of:  
· Accidental injury, death, disease or illness sustained  
· Accidental loss of or damage to Third Party Property  
· Trespass, nuisance or interference  
· Wrongful arrest or false imprisonment  
                                                   occurring during the period of insurance in connection with the business.

	Indemnity limit (£)
	£10,000,000 any one accident/ unlimited in period

Products - £10,000,000 any one period

	Retention (£)
2024/25 Estimates:


	£10,000 Third Party Excess up to 2023 Renewal

£30,000 Third Party Excess – 2023 – 2025 Renewal

£50,000 Third Party Excess – 2025 Renewal

Quotes required to cap excess  

Estimated Annual Turnover  - £20,548,548
Inc payments to BFSC’S - £500,000


	Geographical limit
	Worldwide

	EXTENSIONS
	Pollution & Contamination Clean Up - £1,000,000 any one claim / in the aggregate

Crisis Containment Extension - £100,000 in the aggregate

	
Additional covers
	· Cross Liabilities

· Indemnity To Principals, Directors and Employees

· Use of any vehicle as a tool of trade

· Motor Contingent Liability

· Directors, Visitors and Employees Personal Effects

· Property in insured care custody control 

· Legal Defence and Appeal Costs under Health & Safety at Work Act 1974, Consumer Protection Act 1987, Data Protection Act and Food Safety Act

· Corporate Manslaughter and Corporate Homicide Act 2007

· Private Work carried out on behalf of directors and senior officials of the Insured 

· Loading / Unloading

· Compensation For Court Attendance

· Defective Premises Act

· Damage to Hired or Rented Premises 

· Contractual Liability 

· Personal Liability for overseas visits including family

· Legionellosis liability

· Member to Member Liability

· Defective design specification or advice (except where provided for a fee)

· Passenger/ Escalator Lifts provided maintenance contract in place

· Skateboard parks 

· Unauthorised movement of vehicles

· Policing and Community Safety Partnership

· Use of Premises by clubs, groups and organisations

· Car Park Liability

· Wrongful Arrest

· Sale Of Goods

· Accidental obstruction, loss of amenities, trespass or nuisance

· Costs of representation at any Coroner’s Inquest or Fatal Injury and defending in any Court of Summary Jurisdiction

· Liability arising out of the provision of Sports and Social clubs, Fire Fighting and First Aid and other services

· Sudden and accidental pollution 


Specified Additional Interests Indemnity to - 

· Lisburn & Castlereagh Policing and Community Safety Partnership 

Cover also includes:

Indemnification to community groups:

Old Mill Bowling Club

Enler Senior Mens Club

Ballybeen Remote Control Model Club

Moneyreagh WI

Ballyoran Old Tyme Dance

Cover should extend to include, but not limited to, cover in respect of the council’s activities as follows:

Street Cleaning

Refuse Cleaning/Sites

Public Conveniences

Parks & Cemeteries

Registration of Births, Deaths & Marriages

Environmental Health under Public Health Acts

Building Control under Building Control Regulations

Leisure Services – Sports Facilities (including Tuition) and Play areas

War Memorials

Re-homing of Dogs

Tourism

Community Services

Recycling

Sports Development

Conference Facilities

Planning

Urban Regeneration and Community Development

Off Street Parking 

Local Economic Development

Local Water Recreational Activities

Regulation of Houses of Multiple Occupation

Inter-council Activities as required

DRD car parks now client responsibility

Linear paths network 

ISLAND Arts Centre

Lisburn & Castlereagh Civic Centres

Museum Services
Events

The Council will run a number of events throughout the year.  Some of these will be carried out in partnership with other bodies/organisations when there is a clear division of responsibility and accountability.  

The Council will also organise a number of events on its own account.  These include, but not limited to:  Christmas Carol Concerts, Charity Walks, Fun Runs, Halloween Fireworks Events (various locations), Christmas Lights Switch On’s (various locations), Outdoor Music Concerts, Summer and Easter Physical Activity Programmes for age grouped children, Easter Fun Days (various locations), Summer Band Concerts in District Parks, Outdoor Theatres, Culture Nights and Craft Fairs 

All participating partners must hold relevant insurance and provide confirmation of such.

All events are subject to rigorous risk assessments.

Indemnity for all sums for which the Insured becomes legally liable to pay to pay as damages &/or compensation (including claimants’ costs and expenses) in respect of or arising out of:

Personal Injury

Damage to Property

Trespass, nuisance or obstruction or interference with right of air light water or way or other easement

Occurring during the Period of Insurance in the course of the Insured’s Business within the Territorial Limits

Costs and Expenses (hereafter referred to as Costs)

	Claims Experience

Policyholder: Lisburn & Castlereagh City Council

Policy No: EGI3169000

Expiry Date: 31 March 2026
Date to which experience completed: 30 September 2025
Employers Liability Claims Experience
	Intact Insurance Artola House 91-97 Victoria Street Belfast, BT1 4PB
Tel: +44 (0) 2890 320190 www.intactinsuranceni.com 


	Year of 
Insurance
	Claims Paid
	Claims 
Outstanding
	Total Paid and 
Outstanding
	Total Number 
of Claims

	2020-2021
	£26,412.52
	£0.00
	£26,412.52
	7

	2021-2022
	£28,709.30
	£0.00
	£28,709.30
	5

	2022-2023
	£19,217.86
	£90,766.00
	£109,983.86
	5

	2023-2024
	£22,581.66
	£0.00
	£22,581.66
	5

	2024-2025
	£1,128.96
	£77,325.00
	£78,453.96
	3

	2025-2026
	£0.00
	£0.00
	£0.00
	0


Public Liability Claims Experience

	Year of 
Insurance
	Claims Paid
	Claims 
Outstanding
	Total Paid and 
Outstanding
	Total Number 
of Claims

	2020-2021
	£104,365.39
	£178,148.00
	£282,513.39
	21

	2021-2022
	£98,064.29
	£142,788.00
	£240,852.29
	34

	2022-2023
	£115,756.06
	£99,182.00
	£214,938.06
	22

	2023-2024
	£38,915.99
	£297,038.00
	£335,953.99
	30

	2024-2025
	£44,645.24
	£621,599.00
	£666,244.24
	24

	2025-2026
	£1,156.80
	£155,066.00
	£156,222.80
	9


Settled claims are shown net of amounts within any EL or PL deductible that is applicable whilst outstanding claims are shown gross of any deductible

Yours faithfully 
Karen Boyd
Senior Liability Underwriter 
13 October 2025
Claims Listing
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lot 2:            Commercial CRIME                                       
Specification of Requirement:

Commercial Crime Cover Specification
The insurer will indemnity the insured against any loss sustained as a direct result of a crime first discovered in the policy period or discovery period. 

Limit of Indemnity:

£250,000 any one claim and in the aggregate

Excess:

£25,000 each and every claim 

*Please advise if you would also be willing to quote with a lesser excess*

Annual Projections:

Total Payroll - £32,972,796
No of Employees - 781
Policy Terms & Conditions:

Geographical Limits – United Kingdom 

Discovery Period – 90 days

Policy should extend to provide cover for

· Commercial disruption - £250,000 sublimit

· Contractual penalties - £250,000 sublimit

· Court Compensation - £25,000 sublimit

· Damage to money and securities 

· Identity fraud – 10% or £250k whichever is less, sublimit

· Malicious data damage10% or £250k whichever is less, sublimit

· Mitigation costs - £250k sublimit

· Public Relations Consultancy Fees £25k sub limit

· Public Utilities Fraud 10% or £250k whichever is less, sublimit

· Telecommunications fraud 10% or £250k whichever is less, sublimit

Conditions including

· Acquisition or creation of subsidiaries or associated companies during period of insurance

· Connected crimes – all crimes resulting from a single act or any number of acts in which the same person is concerned or implicated, shall be deemed to be a single crime first discovered
· Misrepresentation and non-disclosure
· Sale or cessation of subsidiaries associated companies and benefit plans. If sold or ceases to be insured then cover continues for this ceased/ stopped entity until end of the policy period for crimes committed prior to such sale. If 2 years prior to policy period, cover attaches for crimes committed prior to such sale/cessation provided there was insurance policy in place and in force at time of crimes committed.

Additional Information:-
1. 2026 Renewal Proposal Form
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Claims History for new council effective from 01.04.2015

No Claims
lot 3:             Cyber liability 

Specification of Requirement:

Cyber Liability Cover Specification

Event Management, Data Protection, Cyber Liability,  
Limit of Indemnity:

£500,000 in the aggregate

Policy Terms & Conditions:

Policy Retention:        £50,000 each claim
Exclusions

Digital Media Liability

Network Interruption

Electronic Data Incident

Outsource Service Provider

Additional Information:-

2026 Renewal forms
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Claims History for new council effected from 01.04.2015
No Claims
lot 4:             Exhibition 

Specification of Requirement:

MUSEUM (EXHIBITS ONLY) COVER SPECIFICATION
Perils Insured  
All Risks of physical loss or damage including accidental & malicious

damage, theft, fire, explosion, water damage, lightning & aircraft
Cover

Loss of or damage to property described in the schedule

Theft

Involving forcible and violent entry to or exit from the building or 

actual or threatened assault or violence

Basis of Settlement

Exhibits owned by Insured: agreed value in accordance with the

inventory 

Exhibits on loan to Insured: value stated in the loan agreement

Excess

£250 each and every loss

£NIL in respect of incoming loans

Premium based on 

Regalia Total      404,500

Exhibits Total     £1,008,364
Current limit £1,500,000 cover for exhibits
Inventory for items in excess of £5,000 (attached)
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Premises 

Irish Linen Centre & Lisburn Museum, Market Square, Lisburn, BT28 1AG

	value of Exhibits within the premises(£)


	1,500,000


Island Arts Centre, The Island, Lisburn, BT27 4RL

	Limit of Exhibits within the premises(£)


	1,500,000


Lisburn Civic Centre, The Island, Lisburn, BT27 4RL

	Limit of Exhibits within the premises(£)


	1,500,000




Extensions

Exhibits on temporary Loan to Insured - £250,000

Exhibits at unnamed Locations - £250,000

Exhibits in Transit Worldwide - £250,000

Exhibits temporarily removed from above premises (excluding fairs & exhibitions - £250,000

Construction / Security details

Irish Linen Centre and Lisburn Museum – Construction - Walls: Sandstone, concrete, new build is stone and
girders / Roof: Slate on old part, copper on new build / Floors: Concrete and Wooden Overlay. Wooden Floor 
on 1st Floor Museum - Security - Stanley Security “Red Care” Telephone and alarm system

Island Arts Centre & Lisburn Civic Centre – Construction - Walls: Block Walls / Roof: Metal / Copper & Insulation 
and Pre-Fab Metal / Floors: Concrete slab. - Security - Diamond Systems remote Telephone signalling
Claims History for new council effected from 01.04.2015

No Claims 
lot 5:              Castlereagh Hills Golf club 




     commercial combined                

Specification of Requirement:

Commercial Combined Cover Specification

Risk Addresses – 

73 Upper Braniel Road, Castlereagh BT5 7TX
Material Damage

Cover – All Risks Including Fire, Accidental Damage, Burglary, Money & Fixed Glass
Day One + 15% - the following are declared values:-
Buildings - £4,278,124
This includes Clubhouse, Hamiltons Shed, Greenkeepers Shed, Toilet Block, which are all part of CHGC vacant Old Pro Shop  (Vacant CHGC Cottage not included in value as only ROD)

Vacant Premises (Not included total buildings value above)

	  CHGC Cottage (Old House 

  near nursery):
	 Liability only

	  CHGC Old Pro Shop:                             

	   £219,000


Computer & Telecommunication Equipment (PC and screens) £11,500

Course Maintenance Equipment/Tools & Implements - £275,000
Cups Trophies Paintings Antiques & Sculptures – £10,000

Machinery Plant & All Other Contents – £173,650
Members Personal Effects - £80,000

Putting Studio Equipment - £3,000

Professional Shop Stock - £25,000

Stock & Materials in Trade - £10,000

Fees & Debris Removal - £200,000
Replacement Locks - £1,000

Irrigation Equipment - £30,000

Playing Greens & Tee Areas - £120,000 max any one event

Deterioration of Stock

On stock in refrigerated units - £4,000
Business Interruption
Gross Revenue Sum Insured - £468,200
Additional Increased Cost of Working Sum Insured - £15,000

Rent Receivable - £0.00
Indemnity period – 12 months

Extensions:- Prevention of Access, Public Utilities Electricity, Gas, Telecoms & Water, Unspecified Suppliers and Infectious Diseases 

Outstanding Debt Balances - £50,000
Public/Products Liability

Limit of Indemnity - £5,000,000

Turnover - £346,730
Fidelity Guarantee

All persons employed or hired or loaned  

Limit of Indemnity - £25,000
Loss of Licence
At premises situate 73 Upper Braniel Road, Castlereagh BT5 7TX - £148,856

Claims History for new council effected from 01.04.2015

1 PL Claim 2024-25 - £654 paid
lot 6:            Commercial Legal EXPENSES                                       

(Councillors Code Conduct)
Specification of Requirement:

Commercial Legal Expenses (Councillors Code of Conduct) Cover Specification

Covers councillors code of conduct – elected members only for legal advice and representation at formal hearing via DAS panel solicitor in respect of personal conduct of the councillor  

Government act legal defence 

Eurolaw and group assistance services
Number of members 40
Limit £ 50,000
90 day period does not apply
Claims History for new council effected 19.5.2015

	Claims Enquiry for Policy 6845297 - Lisburn & Castlereagh City

	Incident Date
	Status
	EOC Description
	Payments
	Estimate

	
	
	
	
	

	01/06/24
	O
	Government Act Legal Defence
	0.00
	9,149.00

	01/11/15
	C
	Government Act Legal Defence
	11,316.00
	0.00

	00/00/00
	C
	
	0.00
	0.00


Lot 7:            Excess Public/Products Liability                  
Specification of Requirement:

	Indemnity limit (£)
	£15,000,000 any one occurrence but limited to any one period of insurance in respect of the Products Liability in excess of primary £10,000,000

 

	Retention (£)
	Nil – Third Party Excess



	Geographical limit
Extensions


	Worldwide
Crisis Containment Extension - £100,000 in the aggregate



Claims History for new council effected 19.5.2015

No Claims – 5 years
lot 8:            Drone                                    

Specification of Requirement:

Drone Property & Liability Cover Specification 

	Activities Covered: Business and /or commercial including initial flight assessment training and /or examination and continuation flying.

Geographical Limits: Worldwide subject to the TMK UAS policy wording

Maximum number of UAS (Drones) in the air at any one time: 1
Drone Schedule

MAKE              MODEL                             SERIAL NUMBER                              VALUE

DJI                   Mini 4 Pro                         1581F6Z9C23CC003JK4Q             £979.00
No Detachable Payload Details

Third Party Liability Limit (Bodily Injury & Property Damage) - £1,000,000

Operators Liability / Indemnity - £1,000,000



	Policy includes cover for Invasion of Privacy – Limit: £5,000

Policy includes cover for Noise Liability – Limit: £5,000

Policy includes cover for Third Party War Liability – Limit: £10,000,000

Policy includes cover for Cyber (digital asset loss) – Limit: £10,000

Deductibles


Dones - 10% of UAS insured value

Detachable Payloads - 10% of detachable payload insured value

Third Party Liability Claims - £250 each and every claim

No Claims
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COMMERCIAL CRIME PROTECTION PROPOSAL FORM


GUIDELINES TO HELP YOU COMPLETE THIS PROPOSAL FORM


I. Reference to “Proposer”. you’ or ‘your” in this Proposal Form shall include all Benefit Plans, Subsidiary and Associated Companies to be insured,


2. Where the space provided is insufficient for your replies, please use the pages at the back or provide separately and attach to Ibis Proposal Form.


3. Reference to “North Ame~ca” in this Proposal Form shall mean the USA and Canada and their respective tei,~todes and possessions.







A. GENERAL SECTRON


I. Name of the Proposer and any previous names under which the business has been conducted


(Previously Lisbur-i City Council and Castlereagh Borough Council)


Lisburn & Castlereagh City Council


Addiess of your head office


Civic Centre
Lagan Valley lslar~
Lisburn
BT274RL


Business Infonnation


a. Describe the nature of your business activitiesfservices


Local Government - Services provided include but are not limited to:
Leisure Services at the councils various activity centres and playing fields
Planning Services Building Control Services, Economic Development
Environmental Ser,ices including domestic and non-domestic waste collection
Registration of deaths, births and marriages
Occupiers
Property Owners


~ 2015
b. Year business cDmmenced


~ 3 1 / 0 3 / 2 0 2 elc. Date of financial year end


~ £ 19,616072
d. Annual tumove- for last financial year


~ £ 20,548,548
e. Estimated annual tumover for forthcoming financial year


Corporate Structure


a. Outline briefly any major changes, such as acquisitions, disposals or capital restructuring which have occun-ed during the last three years


No major changes nave taken place in the last 3 years


b. Are there any proposals at the present time which have been publicised relating to the
acquisition of the Proposer by. or its merger with, any other entity?


If Yes’, provide deta Is


Yesi_____ Nol ,/ I


N/A
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B. CR~ME gNSURANCE


Please enclose the latest audited annual reporL and accounts.


I Employee and Location details


List specific locations outside the UK


a. Please confirm the location(s) of your Treasury Department(s) and the number of employees in each location


Civic Centre
Lagan Vally Island
Lisburn
BT27 4RL


2. Values at Risk


Maximum any Maximum any Maximum in locked
one premise (0 one transit (C) safe overnight (C)


Money & other bearer instruments and cheques 52500 20000 41000


Registered securities 0 0 0


Precious metals orjewellery 307,000 77,000 77,000


Stock, raw materials & work in progress 513,556 513,556 0


a, If any of your stock raw materials or work in progress are stored at thirtl party premises please provide details below, including the values at risk


UK


Rest of Europe


North America


Elsewhere - Please speciE,’ locations below


Total


Country


N/A


Number of
Employees


Number of
Locations


781


Annual \Vager’oll
for fast financial
year (C)


Number of
Employees


781


Number of
Locations


80


80


Wagerol[ for last
financial year (C)


27,248,443


27,248,443


Estimated Wager’oll for
forthcoming financial
year (C)


Estimated wageroll for
forthcoming financial year (C)


Annual tumover
for last financial
year (C)


32,972,796


32,972,796


Estimated annual turnover for
forthcoming financial year (C)


b. Are all premises containing stock money, securlUes or precious metals connected to
an intruder alam’r?


If ‘Yes’, are they connected to a central monitoring station or police station?


Yesi INol /


Yes~ INol I







If No. please provice details of security below


All stock, raw mate’ials and work in progress are kept securely in locked areas of council land and buildings.


3. External and Interna Audit


a. Do external auc tors audit all operations including overseas subsidiaries at least annually?


b. Have all recommendations by external auditors regarding internal controls been
complied with aid documented following your last audit?


If No’, provide detais


direciiy to the Bcard?


d. Do you have an internal audit process?


If Yes does this process include:


Yesj .1 INol I


N/Aj IYesI / I~~I I


i. an established written program for all operations?


H. an audit of all premises at least annually?


Hi. an audit of all Electronic Data Processing and cash managemeni functions?


iv. random checks on stock raw material, work in progress and finished goods?


e. What are the procedures for the implementation of internal audit recommendations?


Yesi / INol I


Yesj INol / I


Yesi / INol I


Yesi / INol I


All audit recommendations (both external and internal) are recorded and tracked via automated process with agreed owners and target
implementation dates. When nearing the target date an automated email reminder is sent to the agreed owner to remind them that the
recommendation is nearing its target date and please provide an update or alternatively advise that it is ready for discharge -that is ready for
internal audot to revisit and vouch that it has been fully implemented and obtain supporting evidenence. A follow up report is issued by internal
audit team confirmi-ig the work done and that the recommendation has been implemented and is then removed from automated list as closed.


Please confirm the date of your last internal/external audit. 3 0 / 0 9 I 2 0 2 5~


4. Internal Controls


a. Stock and Refund Controls


i. Is the arnourt of cash, cheques. securities, stock and materials subject to an independent
physical check against supporting documents at least quartedy?


If No’, prov;de details below


Yesi INol / I


H. At what monetary value are duties segregated so that no one individual can £ o
refund mon,es or return goods without referral to others?


Please provide details of your refund controls below


All bank payments require 2 authorisations. All cash payments for refund of staff out of pocket expenses are double checked.


b. Bank Account


i. are duties segregated so that no one individual can open a new bank account without
referral to oners?


H. are bank staternents independently reconciled with customer accounts by persons not


Yesi / IN0I I


c, Is there an audit committee which monitors the effecriveness of internal controls and reports ________ ________


Yesi / INol I


Yes! / IN0I I


It is up to each serrice to carry out its own cash and stock counts. Finance would ask for supporting evidence, for example a list of retail stick
valued at lower of ~st and net realisable value (say) at year end 31st March each year.
Occasionally, dep~ding on risk profile internal audit will carry out independent spot cheoks at various looations - perhaps at year end to
provide assurance that the stock balance calculated at the Year End is recorded in the Year End balance sheet. Cash handling has reduoed
since COVID, as most clients pay by card.


authorised to deposit or withdraw funds from the account? Yesi / INol I







iii. do employees receiving cash and cheques in the course of their duties remit all monies
received and/or bank in full on the day of receipt or next banking day?


iv, do all manually prepared cheques and other bank instruments drawn for £25,000
or mote require two manually applied signatures added after the amount has been
inserted with one signatory examining the supporting documentation?


has your bank been advised?


If ‘No, for any of the above, please provide details below


Is there a centralised list of suppliers and service providers?


i. Is there a standar-dised procedure for vetting and appointing new suppliers
and service providers?


Describe the vetting procedure


Yesi / INol I


Yesi / INol I
Yesi I INol I


Yesi I INol I


ii. Who has authorily to appoint new suppliers and service providers? Head of Service


can any one individual award a contract after tender without refenal to others? Yes I No /


iv. Are the duties of ordering from suppliers/service pi-oviders, authorising supplier/service
provider payments and reconciling supplier/service provider accounts, segregated ________ ________


such that no one individual can perform more than one of these functions? Yes I / No


If nol please provide details


d. Third Patty Bank Accounts


i. Are all requests to create or alter any third party bank account details (including [hose of
any supplier, client, landlord or service provider) received in writing and independently ________ ________


verified with a known contact by telephone lo authenticate the request? Yes / No


If’No’, please give details below


e. Statement of Account


i. are statements of account for all amounts due issued at least monthly and direct ________


•to customei’s independently of employees receiving or collecting monies? Yes / No


If’No’, please advise below the altemative controls in place


c. Supplier’s and Service Providers


Yesi / INol I


Tender procedure for large suppliers - building contractors. Successful tenderers need to provide their insurance documents, previous 3 years
financial accounts, confirmation that they are HMRC tax compliant,







5. Employment RecruFnient and Training Procedure


a. Descdbe your pocedures that allow employees to report suspected fraud


LCCC has an Anti~craud and Corruption Policy and Strategy to reduce the risk of fraud, loss and impropriety within the council to an absolute
minimum and mairdain that level of risk.


LCCC also has a Whistleblowing Policy and Procedure outlining how employees can raise concerns.


b. Are all employees made aware of the Hsks of payment diversion fraud.
including impersonation fraud? Yes I / I No I I


c. Do all employees with payment authonty (including employees of companies to
whom you outsource accounting or supplier management activities) receive formal training
to spot and pre~ent fraud, including payment diversion fraud and impersonation fraud? Yes I / No I I


d. Do all computer users undergo secudty awareness training? Yes / No


e. How do you inform and remind employees to identify and report suspicious Emails and not to reply to, or click on any links or attachments
embedded in such Emails?


LCCC has an IT Security Policy that must be read and signed by new employees to the Council along with IT Security Training is mandatory for
all relevant staff.


Descdbe the prccedures in place to identify and prevent ‘phishing” attacks (including attacks through vertal. wdtten
or electronic communication). Do these procedures include the use of ‘phishing” tests?


The council insists Ihat no suspicious looking emails with an attachment should be opened regardless of the source - either sent internally or
externally. If sent internally contact should be made to the sender to confirm the email has been sent by that person. If unable to confirm the
internal source the recipient must deleted the email immediately.


g. Please confirm the following regarding your financial control procedures:


How are they implemented and communicated?


The financial contrc s of the council can be found in the accounting manual. The manual sets out clearly all financial controls and policies which
staff are required to comply with. There are also other policies of a financial nature which staff are required to comply with -eg. reimbursement
of out of pocket expenses.


ii. How fi-equeitly are they refreshed?


The policies are updated as and when required. The council receives such updates from Department of Finance, Local Government
Commission and CIPFA.


iii. How are breaches identified?


A breach is identified if it falls within the criteria for a breach of council rules and regulations.


iv. What measires are implemented to prevent a recurrence of any breach?


The council will monitor the post breach period and review situations that gave rises to the breach to check that new policies and rules, if
required, are adhered to.







h. In respect of employees responsible for money, goods, accounts, other financial & treasury
functions or computer programming operations:


i. At-c written or verbal references obtained directly from former employers for the
three year-s immediately preceding their engagement? Yes I I I No I I


ü. If verbal, are notes of the discussion kept on file? Yes I No I I
If ‘No’, for any of the above, provide explanation


iii, Please describe your screening process to ensure their suitability for the position, including details of any background checks undertaken?


New staff are required to complete an application form to outline their suitability for a role which is assessed by a panel and are required to
submit copies of their qualifications in line with the specific role. LCCC also takes up references from the individuals current employer or most
recent employer (if unemployed) to verify the information provided at application stage.


Do you have a whilstleblowing policy? Yes I I I No ________


Do you outsource any administrative activities to third party service providers? Yes I I No I I I
If ‘Yes’, please pi-ovide details of the functions outsourced below and any indemnities taken. Please also pr-ovide details of the steps -taken to ensure
that appr-opriate controls and procedures are in place at such organisations


Note. Losses caused by employees of or-ganisations to whom nor-i-na? administrative functions have been outsourced will only be covered if you have
vetted them for competency and financial stability, appointed them under written contract and you retain the right to audit -them


6, Computer Systems


a, Is access to your computer system restricted by passwoi-ds used -to give various levels of -


entry depending on the user-s authorisation? Yes / No I I
b. How frequently does the system require that passwords are changed?


At east once a year - working towards passwords not expiring - based on new guidance


c. Are passwords withdiawn when employees leave? Yes I I No


d. Ar-e pr-ograms protected to detect unauthorised changes? Yes / No


If ‘No’, how fiequently aIe exception reports generated?


e. Please confiim the per-iod of inactivity befoi-e the computer terminal is automatically locked


5 minutes


Please confirm:


You have an Acceptable Use Policy Yes I / I No


ü. You have taken steps to ensu’e compliance with the latest data privacy legislation Yes / No


iü, You operate commercially licenced and pui-chased anti-virus software across
your network and regularly apply patches and updates in accoi-dance with the
suppliers’ r-ecommendations Yes / I No
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iv. You back up your critical/sensitive data at least weekly to a secure location (Le. ofl’site, cloud) Yes I I I No


v. You have a have a Business Continuity Plan or Disaster Recovery Plan that addresses
procedures orthe back up of data Yesj I I Noj_______


II No, for any of the above, please provide details?


g. Please confirm the date of your last penetration test. g 5 / 0 9 / 2 0 2 5


7. Internet


a. Do all changes tc The content and functionality of your website require password protected access? Yes I I No


b. If you use your own web server how often is your software firewall pi-otection checked/updated and by whom
(e.g. in-house or Dy outside consultants?)


c. Do you have an on-line trading capability? Yes I I No ________


If ‘Yes, what is your estimated turnover for the next twelve months
from on-line tracing? £ 4,000,000


8. Payment Systems


a. Do payment systems prevent any one individual, independently of the physical intervention
of another, from transferring funds, either electronically or in paper format? Yes I I j No


lf’No’, please provide details of the process in place?


b. How are payme9t instructions authorised and effected?


Bank payments (extl BAGS payments)
A bank authorisati~i form will be completed by a member of the creditors team after documentation has been agreed with a Head of Service
(HOS) from the department requesting the payment or from a director. The staff member checks and initials the form which is then passed to
the [-lOS for review and initialed. The form is then passed to a staff member in finance who has permission to make the first online transfer of
funds. The second authoriser checks all the details online before authorising the payment,


i. approximate number of transactions annually: 10.000


it average/maxmum single payments: £ o £ 3,000


c. Do payment systems provide different levels of access based upon user authority levels? Yes / I Noj I
d. Does the system prevent access or revoke password access if an unauthorised


transaction is attempted? Yes 1 No I I
If No’, please ccifrn’n how this is monitored?
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9. Are all Email or telephone requests for payment transfers (including those purporting to come
from senior managers) refer-red to a supervisor or senior manager (other than requestor)
to verify the request prtr to the transfer being made? Yes / No I I
If ‘No’, please descdbe the process in place below?


0. A’e the controls and procedures detailed in this Proposal Form operative at all locations? Yes / I No


If ‘No’, please provide details of any differences on a separate sheet.


II. Loss History


a. Dudng the last 5 year-s has the Proposer suffered a loss in relation to the risks to which ________


this proposal for insurance relates? Yes I No /


If ‘Yes’, provide details


b. What con’ective measures were taken to prevent similar losses?


c. Have any of the directors or pariners ever been convicted oC or charged with a criminal ________


offence other than a motoring offence? Yes I I No /


If ‘Yes’, provide details


12. Are you, after enquiry, aware of any circumstance which might give rise to a claim in relation ________ _________


to any of the covers being applied for in this Proposal Form? Yes I No I / I
lf’Yes’, provide details







C. INSURANCE DETAILS


I. Limit of Lability reqLired: C 250,000


2. Do you currently ha-,e Employee Dishonesty or Commercial Crime Insurance? Yes / No


If Yes, state:


Date from which coninuous cover has been purchased 01.04.2015


Current Umit of Liab ~ty and Retention Limit C 250,000 Retention £ 25,000


Name of Current Insurer RSA


Renewal Date 01.04.26


3. Has any insurer in respect of the risks to which this proposal relates:


a. Ever declined a roposal, refused renewal or terminated insurance? Yes I I No /


b. Imposed special conditions or required an increased premium other than as a
result of organic growth? Yes I No I / I


If Yes’, in either case provide details


Please read and sign Section D, the Important Notices, Declaration and Undertaking.


to







D, DMPORTANT NO11CES, DECLARATDON AND UNDERTAK~NG


Please read the following carefully before you sign and dale the Declaration and Undertaking


Important Notice concerning your duty to make a lair presentation of the risk


Belore your Commercial Crime Protection Policy takes effect you have a duty to make a fair presentation of the risks to be insured under your
Commercial Crime Protection Policy.


A fair presentation of the hsk is one:
which:
— discloses to the Insurer every material circumstance which you know of or ought to know of: or
— gives the Insurer suflicient information to put the Insurer on notice that it will need to make further enquiries for the purpose of revealing


those material circumstances,
• which makes that disclosure referred to above in a manner which is reasonably clear and accessible to the lnsure~ and
• in which every material representation as to a matter of fact is substantially con-ed, and every material representation as to a matter of


expectation or belief is made in good faith.


A material circumstance is one that would influence the Insurer’s decision as to whether or not to agree to insure you and, if so, the terms of that
insurance. If you are in any doubt as to whether a circumstance is material you should disclose it to the Insurer.


A copy of the proposal should be retained by you for your own records.


Financial or Trade Sanctions


Royal & Sun Alliance Insurance Ltd is unable to provide insurance in circumstances where to do so would be in breach of any financial or trade
sanctions imposed by the United Nations or any government, governmental or judicial body or regulatory agency.


Privacy Notice


Royal & Sun Alliance Insurance Ltd is committed to ensuring that your privacy is protected.


For a full explanation of how we use the information we coiled about you, how you can contact us if you wish to exercise your rights and the
procedure that we have in place to safeguard your privacy please visit:


www.rsagroup.com/supportllegal-inforrnation/privacy-policy/


Declaration and Undertaking


iNJe declare that every statement and particular contained within this Proposal Form:


• which is a statement of fact is substantially comect, and
• which is matter of expectation or belief, is made in good faith,


if any such facts, expectations and/or beliefs materially change before the Commercial Cnme Protection Policy takes effect I/we undertake to provide
details of all such changes to the Insurer in order to comply with my/our obligation to provide a fair presentation of the risk to be insured under the
Commercial Crime Protection Policy,


For the purposes of making this proposal for insurance, I/we agree that Ihe Intermediary (which i/we have appointed to advise in relation to this
Commercial Crime Protection Policy) is acting on my/our behalf and not as an agent of the Insurer,


Signature


On behalf of ~
(insert name
of Proposer)


Lisburn & Casliereagh City Council


Date







Royal & Sun AlIia-tce Insurance Ltd (No.93792). Reg~stered in England andWales at St MarVs Court. ChartWa~ Horsham.West Sussex RH 12 IXL
Authoriaed by the Prudential Regulation Authonty and regulated by the Financial Conduct Authority and the Prudential Regulation Authority.


UKC02961J October 2021
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		Record number		Keyword		Object name		Method		Title		insurance

		1996_00053_00000		Fine Art		painting		purchase		The Locks at Edenderry by John Luke, R.U.A, (1906-1975)		100,000.00

		1997_00078_00000		Domestic		dining room table		purchase		Furniture Dining Room Table		30,000.00

		LMILC_2021_462		Local History		Letters Patent		purchase		Letters Patent on vellum		26,000.00

		1988_00006_00000		Fine Art		painting		purchase		The Arrival of Phadrig na pib (Paddy The Piper) By Samuel McCloy, 1831-1904		20,000.00

		LMILC_2025_32		Local History		Linen Damask Napkin		purchase		George IV Damask Napkin		£16,000

		LMILC_2022_300		Fine art		Portrait oil on canvas		purchase		Portrait oil on canvas Sir George Rawdon		15,000.00

		LI:LMILC_2022.5		Textiles		tablecloth		loan		Waringstown Tablecloth		14755

		2000_00018_00000		Local History		tankard		purchase		A 17th Century Irish silver tankard.		12,000.00

		2001_00046_00000		Local History		harp		gift		Irish Harp by John Egan		12,000.00

		1996_00064_00000		Transport		fire engine		purchase		Denis Light Fire Engine		11,000.00

		2006_00037_00000		Fine Art		oil painting		gift		Dromara Hills,1959		11000

		2008_00163_00000		Fine Art		oil painting		purchase		Henry de Massue, Earl of Galway (1648 -1720) c. 1715 by Martin Maingaud (fl.1692 - c.1725)		11,000.00

		2018_00252_0000		Local History		Medal		purchase		Suffragette Hunger Strike Medal in box		10,570.00

		LMILC_2022_410		Fine Art		oil on canvas painting		gift		Sir James Hogg M.P.		10000

		1990_00149_00000		Fine Art		bust		purchase		Bust,white marble sculpture, James Corry		8,000.00

		1992_00035_00000		Fine Art		decanter		purchase		King William Memorial Decanter, c1765		7,000.00

		1994_00050_00000		Costume		wedding dress		purchase		Wedding dress, linen, white pleated 'handkerchief' linen made by Sybil Connolly, c.1965		7,000.00

		2005_00114_00000		Local History		illuminated address		gift		Illuminated Address to Dr Joseph A kennedy		7000

		2013_00277_00000		Fine Art		oil on canvas		gift		Colin Mountain from Hillsborough, Basil Blackshaw		7000

		LMILC_2025_36		Local History		Medal		purchase		Waterloo Medal Private Arthur Elliot		£7,000.00

		2017_00145_00000		Local History		cast bust		purchase		Bust Rev. Saumarez Dubourdieu (1717-1812)		6,000.00

		1984_00287_00000		Textiles		embroidery		gift		Length of hand embroidered fabric. Design, flowers and foliage, Robinson and Cleaver		5,000.00

		2006_00038_00000		Fine Art		oil painting		gift		Untitled,view of Divis through three trees		5000

		2015_00521_00000		Fine Art		watercolour and pencil		purchase		Housing Estate near lisburn 1957		5000

		LMILC_2022_138		Militaria		Vickers machine gun		purchase		Vickers machine gun with Tripod		5,000.00

		LMILC_2022_301		Fine art		Portrait oil on canvas		purchase		Portrait oil on canvas The Hon. Dorthea Conway		5,000.00

		LMILC_2022_302		Fine art		Portrait oil on canvas		purchase		Portrait oil on canvas of Elizabeth Hastings Countess of Moira		5,000.00
























Sheet1

		ARTS CENTRE		Inventory for Items £5,000 or over 

				Higher Value Artefacts

				Object Name/Title				Value

				New Growth’ – Artist: Ned Jackson Smyth 
– Medium – wood – Value £20,000				20,000

				Concentric Twist’ - Artists: Ngaire Jackson, 
Clare Lawson & Gerry Woodcock – medium – steel 				10,000

				‘Artist’s Easel’ – Artist: Brian Connolly – 
medium – bronze - 				12,000

				‘Salmon’s Leap’ Artist: Larissa Watson, 
medium - stained glass, ‘Air’ Artist: 
Larissa Watson, medium – 
kinetic sheet metal & ‘Canal Walk’ – 
Artist: Larissa Watson, medium – textiles - 				10,000

				‘The island and the Elements’ Artist: 
Ned Jackson Smyth – medium – 
granite and bronze 				20,000

				The Lagan River Revival’ – Artist: 
Karl Ciesluk – medium – stone				10,000

				Tree of Dreams – Artist: Bob Sloan - 
Millennium Garden – medium - 
steel, copper 				16,500

				‘Creating Space’ Needle – 
Bridge Street roundabout – 
Martin Heron, medium steel				20,000

				‘Creating Space’ Hill Hall roundabout – 
Red Apple Arts, medium steel 				20,000
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* Cyber Insurance Ransomware Supplemental


This Supplemental Questionnaire is applicable to CyberEdge® coverage. As used herein, “Applicant” includes the Company applying for CyberEdge® coverage
and its subsidiaries.


Name of Applicant Lisburn a Casttereagh City Council


INSTRUCTIONS FOR THE FOLLOWING SECTIONS:
In the response column, unless the question specifically asks for a “write-in” or specific integer, the drop-down selection will solely allow an answer of Yes.
When the Applicant leaves the Response as blank, it will be interpreted as a “no” or “not having such control,” unless there is a Response option that
specifically indicates No, Don’t Know, or None of the Above. There are commentary sections after each section that will allow the Applicant to provide
additional commentary, if desired. (Additional commentonj sections are limited to 1,000 characters; If additional space is needed, please attach a separate
document as on appendix)


The questions below are important to the underwriting of coverage for the Applicant This must be completed by, or with the assistance of, the person(s)


below apply to less than 98% of total endpoints.
Information security at the Applicant is federated, but the controls outlined below apply to greater than or equal to 98% of total endpoints.
Information security at the Applicant is federated, and the controls outlined below apply to greater than 50% of total endpoints, but less than 98%
of total endpoints.
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Yes


I I


responsible for the security of the Applicant’s information systems. If information security is outsourced to a third party (e.g., a managed security provider), it
is understood that the Applicant has verified its responses with such third party prior to submitting this supplemental. I


Question


________________ Response


Select one response: How centralised is the Applicant’s information security program?
Information security at the Applicant is centrally managed, and the policies apply to all operations. Where exceptions are made, it’s by asset only
(as opposed to by operation/legal entity).
Information security at the Applicant is centrally managed, but exceptions are made for certain operation/legal entities. The controls as outlined


OS/BC #1
below apply to greater than or equal to 98% of total endpoints.
Information security at the Applicant is centrally managed, but exceptions are made for certain operation/legal entities. The controls as outlined
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Other (indicate to the right and describe in comments section at end of Data Security & Business Continuity section).


Don’t know.
Select all responses that are true With regards to the Applicant’s management of information technology assets (hardware and software)
The Applicant has an inventory of all enterprise hardware assets - including end-user devices, network devices, appliances, loT devices, and
servers - that includes the network address (if static), hardware address, machine name, and enterprise asset owner, and updates it at least bi
annually.
The Applicant has an inventory of all enterprise hardware assets - including end-user devices, network devices, appliances, loT devices, and
servers - that includes the network address (if static), hardware address, machine name, and enterprise asset owner, and updates it at least
annually.
The Applicant has a process to discover and identify hardware assets on its network and does so at least ~Ih.
The Applicant has a process to discover and identify hardware assets on its network and does so at leastiy~g~.
The Applicant has a process to update its hardware asset inventory at least weekly based on discovery tools or IP Address Management (IPAM)
software.
The Applicant has an inventory of all licensed software installed on enterprise assets and updates it at least bi-annually.
The Applicant has a process to ensure all software is either supported or is a documented exception with mitigating controls, and the process is
repeated at least monthly.
None of the above.
Select all responses that ore true: With regards to the Applicant’s management of “Vital Assets”:
“Vital Assets” means those assets which are key to the organisation’s success and operation, including, but not limited to, applications which
support business production, applications which store business critical and/or sensitive data, and core technology services such as directory
services, document repositories, and email.
The Applicant has an inventory of all data stores - including data owner, the asset it’s stored on, sensitivity, retention limits and disposal
requirements - for at least all sensitive data and updates it at least annually.
The Applicant has defined and documented all “Vital Assets”.
The Applicant has a process to actively identify “Vital Assets” and update the inventory of “Vital Assets” at least quarterly.
The Applicant prioritises “Vital Assets” by importance to business operations.
None of the above. ________________


What is the “Recovery Time Objective” (RTO) for “Vital Assets”? “RTO” means the amount of time in which “Vital Assets” are expected to be
restored byan organisation after a disaster/disruption — — — ____________________________


DS/BC# <5 hours
4


5-12 hours
12-24 hours


© AIG, Inc All rights reserved.


Information security is managed by individual legal entities or operating units. The controls below are based on a survey of all entities and
operating units.


DS/BC#
2


DS/BC#
3


yes


Yes
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1-7 days.
> 7 days.


No RTO is defined/Don’t Know.


Yes


Select all responses that are true: With respect to the Applicant’s disaster recovery capabilities:
A process for creating backups exists (even if it is undocumented and/or ad hoc).


DS/BC # Applicant’s documented Disaster Recovery Policy requires weekly or more frequent automated backups and standards for backups based on Yes
5 information criticality.


At least quarterly, Applicant tests its ability to restore different ‘Vital Assets” in accordance with the Recovery Time Objective (RTO).
None of the above/Don’t know.
Select all responses that are true: With respect to the Applicants backup capabilities:
Applicant’s backup strategy includes offline (archive) backups stored onsite.
Applicant’s backup strategy includes offline (archive) backups stored offsite. Yes


DS/BC# Applicant’s backup strategy includes onsite, regular backups.
6 Applicant’s backup strategy includes offsite, regular backups (Cloud or Continuity of Operations Site). Yes


Applicant’s backups are isolated and separate from the production domain (i.e., they are accessed via an authentication mechanism outside of
Active Directory or are otherwise available even if the production domain is compromised) or they are immutable. es
None of the above/Don’t know.
Select all responses that are true: With respect to the Applicant’s policies for the use of encryption to protect data:
The Applicant requires that all data on portable devices - including phones, tablets, and laptops — is encrypted (using full disk encryption or file- Yes


‘BC 4 based encryption).D5, The Applicant requires that all end user devices - even if not portable - containing sensitive data must use full disk encryption. Yes


The Applicant requires that all removeable media - USB sticks, CDs, etc. - is encrypted.
The Applicant requires that all sensitive data at rest is encrypted (at either the storage layer or application layer). Yes
None of the above/Don’t know.
Select all responses that are true: With respect to the Applicant’s monitoring of “Vital Assets”:
The Applicant has an internal function and/or has an outsourced Managed Security Service Provider (“MSSP”) charged with monitoring security


DS’BC ~ event alerts, including alerts on “Vital Assets” (a “Security Operations Center” or “SOC”).
~ The Applicant’s SOC/MSSP is provided an updated list of “Vital Assets” at least quarterly.


The Applicant’s SOC/MSSP uses a Security Information and Event Monitoring (SIEM) solution to automate the collection of logs from “Vital
Assets”.
None of the above/Don’t know. Yes


I If Applicant has any additional commentary on any specific question or response in this section, please provide below: 1
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Question Response
Select all responses that are true: Which of the following tools does the Applicant use for directory services, identity providers (ldP), federation
and/or rights management?
Microsoft Active Directory (Active Directory) Yes
Azure Active Directory (Azure AD) Yes
Okta


ICA#1 Ping
Active Directory Federation Services
Google Workspaces
Other (details required — provide in the next row)
If Other provide details here


None of the above/Don’t Know.
Select one response: What is the source of identity for the majority of Applicant’s users?
Microsoft Active Directory (Active Directory)
Azure Active Directory (Azure AD)
Active Directory and Azure AD (Active Directory is authoritative)
Azure AD and Active Directory (Azure AD is authoritative) Yes


CA #2 An Identity Provider (“idP”; e.g., Okta or Ping)
Cloud-based collaboration (e.g., Google Workspaces)
Other (details required— provide in the next row)
If Other provide details here


No centralised identity management or don’t know.
Select all responses that are true: With respect to the Applicants account management:


CA #3 The Applicant has an inventory of all user and administrative accounts. Yes


_________ The Applicant’s inventory of accounts includes the individual’s name, username, start/stop dates, and department. Yes
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I AIG I
The Applicant validates that all active accounts are authorised, at least annually.
The Applicant validates that all active accounts are authorised, at least quarterly.
None of the above.
Select all responses that ore true: With respect to the Applicant’s policies and technical controls on passwords:
The Applicant educates users on the risks of password reuse and has a policy against it. Yes
The Applicant has a solution to prevent users from setting common and known-breached passwords, even if they meet complexity requirements Ye
(such as hlq2w3e4rStIt and “PasswOrd!”).


CA #4 The Applicant provides a password manager to its employees.
The Applicant has implemented a solution to set different random passwords across all domain-attached computers for local administrator
accounts (i.e., Local Administrator Password Solution - Reference: https://support.microsoft.com/enus/topic/microsoftsecurityadvisory local
administrator-Password-solutionlapsnow-availablemay12oa54o4369c3ealegQff1e145~~~f~832f53)
None of the above.
Select all responses that are true: With regards to how the Applicant protects user accounts with domain administrative privileges (“Domain
Administrator Accounts”):
“Domain Administrator Accounts” means those user accounts - excluding “Service Accounts” - which can edit information in whatever solution the
Applicant is using for directory services, identity provider (ldP), rights management, etc. In an Active Directory environment this would include
Enterprise Admins, Domain Admins, and the (domain) Administrators groups (and any nested groups/accounts); in Azure AD this would include
Global Administrators, Hybrid Identity Administrators, and Privileged Role Administrators).
System administrators at the Applicant have a unique, privileged credential for administrative tasks (separate from their user credentials for Y
everyday access, email, etc.). es
“Domain Administrator Accounts” require multifactor authentication.


ICA ~ “Domain Administrator Accounts” are managed and monitored through just-in-time access, are time bound, and require approvals to provide


privileged access.
“Domain Administrator Accounts” are kept in a password safe that requires_the user_to_“check_out”_the_credential_(which_is_rotated afterwards).
In addition to being kept in a password safe, “Domain Administrator Accounts” are not exposed to the administrative user when “checked out”,
and access is recorded through a session manager.
“Domain Administrator Accounts” can only be used from Privileged Access Workstations (workstations that do not have access to internet or
email).
There is a log of all actions by “Domain Administrator Accounts” for at least the last thirty days.
None of the above/Don’t Know.
Select one response: How do the Applicant’s g~ployees authenticate to remotely access the corporate network?
Remote access to the corporate network generally only requires a valid username and password (single factor authentication).


ICA #6 Multi-factor authentication (MFA) is in place for some types of remote access to the corporate network, but not others.
MFA is required by policy for all remote access to the corporate network, and all exceptions to the policy are documented. Yes
Applicant does not provide remote access to any employees.
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LALd


Select one response: How do vendors of the Applicant authenticate to remotely access the corporate network?
Remote access to the corporate network generally only requires a valid username and password (single factor authentication).


ICA #7 MEA is in place for some types of remote access to the corporate network, but not others. Yes
MFA is required by policy for all remote access to the corporate network, and all exceptions to the policy are documented.
Applicant does not provide remote access to any vendors.
Select one response: How do both employees and vendors of the Applicant authenticate to those Vital Assets which are SaaS/3td party
applications?


ICA #8 Access to externally hosted Vital Assets generally only requires a valid username and password (single factor authentication).
MFA is in place for some types of access to externally hosted Vital Assets, but not others.
MFA is required by policy for all access to externally hosted Vital Assets, and all exceptions to the policy are documented. Yes
Applicant does not use SaaS/3~ party hosted applications which would be considered Vital Assets.
Select all responses that are true: With regards to how the Applicant protects “Privileged” “Service Accounts”;
“Service Accounts” are accounts used for running applications and other processes; they are not typically used by people outside troubleshooting.
“Privileged” means having elevated privileges, and in an Active Directory environment includes, but is not limited to, Enterprise Admins, Domain
Admins, and (domain) Administrators.
There is an inventory of all “Privileged” “Service Accounts”, and it is updated at least quarterly.
“Privileged” “Service Accounts” have password lengths of at least 25 characters.


CA #9 “Privileged” “Service Accounts” have their passwords rotated at least ann~fly.
“Privileged” “Service Accounts” have their passwords rotated at least gy~rtgrl.
“Service Accounts” are tiered such that different accounts are used to interact with workstations, servers, and authentication servers, even for the
same service.
There is a process in place to review at least annually the current requirements for each service associated with “Privileged” “Service Accounts” to
verify the service still requires the permissions the service account has (and deprivilege if not). es
None of the above/Don’t know.
Select one response. Authenticator Assurance Level (AAL) which best represents the Applicant’s authentication solution(s).
NIST Special Publication 800-638 defines the Authenticator Assurance Levels


AAL2
AAL3


Don’t know.Provide the number of active accounts the Applicant has for the categories below Accounts should not include inactive accounts but should
include all nested accounts aggregated across all domains/forests.


Number of “Domain Administrator Accounts”
Number of “Privileged” “Services Accounts” 4
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ICA#10


ICA# 11


AAL1


Yes


21







L~J


NOTE: For each “Privileged’ “Service Account’, use the table provided at the end of the supplemental to indicate) the name of the account ii)
the privileges it has, iii) the software it supports, iv) what hosts the service account is authenticating to, and v) why those entitlements are
required.
Select one response: Which description below best reflects the Applicant’s posture with respect to access controls for each user’s workstation?
For the purposes of this question, where the Applicant is using an endpoint privilege manager or other similar technology to allow users to
temporarily request administrative access for certain activities, that should not be considered “admin access”.


#12 No user’s regular, every day account is in the Administrator’s group or has local admin access to their workstation. YesCA Applicants policy is that employees by default are not in the Administrators’ group and do not have local admin access; all exceptions to the policy


are documented. es
Some of the Applicant’s employees are in the Administrators’ group or are local admins.
Don’t know.
Select one resDonse: Which description best reflects the Applicants posture with respect to access controls for member servers?
This question is regarding employees’ everyday user accounts; where the Applicant provisions employees with separate credentials for
administrative access, those accounts should not be considered for the purposes of this question.


I A #13 No employees are in the Administrator’s group or have local admin access to member servers.C Applicant’s policy is that employees by default are not in the Administrators’ group and do not have local admin access; all exceptions to the policy


are documented. es
Some of the Applicant’s employees are in the Administrators’ group or are local admins.
Don’t know.
How many of the Applicant’s users have persistent administrative access to servers and/or workstations other than their own? For the purposes
of this question, “administrative access’ means entitlements to configure, manage and otherwise support these endpoints, including through the


ICA #14 use ofa unique administrative account (separate from their everyday user account). Users who must “check out’ credentials for administrative
access should not be included.


Please enter an integer. 0
Does the Applicant ingest security logs from all Domain Controllers into their SIEM solution for analysis?


CAMS , , . es.
No — Applicant doesn t have a SIEM or doesn t ingest security logs into SIEM. yes


Not Applicable - not using directory services, ldP, rights management.


ICA#16


Select all responses that are true: What Audit Policies has the Applicant enabled on Domain Controllers?


Audit Credential Validation (Failure)
Audit Process Creation (Success)


Audit Security Group Management (Success and Failure)
Audit UserAccount Management (Success and Failure)


Audit Other Account Management Events (Success and Failure)


Yes


Yes
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Audit Sensitive Privilege Use (Success and Failure) Yes
Audit Logan (Success and Failure) Yes


Audit Special Logan (Success) Yes
None of the above/Don’t know.


Not applicable (not using Active Directory).


What is the Applicant’s average time to triage and contain security incidents of workstations for the most recent completed quarter2


30 minutes-2 hours.


If Applicant has any additional commentary on any specific question or response in this section, please provide below.
LCCC have completed the process of migrating to Azure and M365 with our Managed Services provider EirEvo. The controls listed
above reflect the current situation, in that we are in the process of turning off the old servers and services are being retired. Best
practice has been implemented by EirEvo. Critical systems such as Finance and HR have been migrated to SaaS (with only the legacy
servers being retained for reference as the new SaaS solutions imbeds). All desktops and laptops have been rebuilt as Windows 11.
New servers by default are provisioned using secure builds and laptops/desktops/servers are being locked down and managed by
our service partner via inTune. Firewalls are managed and supported by EirEvo, whilst switches have been securely configured by BT


Question Response
Select one response: Which description best reflects the Applicant’s security operations program?
Applicant does not have anyone (internal or external) dedicated to monitoring security operations (a “Security Operations Center” or SaC). Yes


SMIR #1 Applicant has a SOC, but it’s not 24/7 (can be internal or external).
Applicant has 24/7 monitoring of security operations by a 3rd party (such as a Managed Security Services Provider).
Applicant has 24/7 monitoring of security operations internally (regardless of whether or not a 3rd party is also used).
Select all responses that are true: With respect to the Applicant’s security and network monitoring capabilities:
Applicant uses a “Security Information and Event Monitoring” or SIEM tool to correlate the output of multiple security tools.
Applicant monitors network traffic for anomalous and potentially suspicious data transfers.


SMIR 412 Applicant monitors for performance and storage capacity issues on all servers (such as high memory or processor usage, or no free disk space).
Applicant has tools to monitor for data loss (DLP) and they are in blocking mode.
Applicant has tools to monitor for data loss (DLP), but they are not in blocking mode.
None of the above/Don’t know. Yes


SMIR#3 <30 minutes


2-8 hours.
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SMIR #4


8 hours-3 days.
>3 days.


Applicant does not track this metric/Don’t know. Yes


SMIR#5


SMIR#6


Yes


Select all responses that are true: With respect to how the Applicant validates the efficiency and effectiveness of seèurity controls:
Applicant uses Breach and Attack Simulation (BAS) software to verify the effectiveness of security controls.
Applicant has a “red team” on staff to test security controls, or at least annually engages experts to perform a penetration test focused on internal
systems.
Applicant has engaged an external party to simulate threat actors and test security controls in the last year.
None of the above.


Yes


_______________________________ Yes


Select all responses that are true: With respect to the Applicant’s incident response program and procedures:
Applicant has a documented incident response plan. Yes
Applicant’s incident response plan includes a plaYbook specifically for a ransomware incident at the organisation. Yes


SMIR #7 Applicant’s incident response plan includes a playbook specifically for a ransomware incident of 3rd parties/MSps.
Applicant’s incident response plan includes contact of law enforcement once a ransomware incident is confirmed. Yes
Applicant’s response plan includes a process to resume business operations by restoration of known clean backups. Yes


_________ None of the above.


Does the Applicant have a documented process to respond to phishing incidents (whether targeted specifically at the Applicant or its employees,
or not)?


SMIR#8


Yes Yes
No
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If Applicant has any additional commentary on any specific question or response in this section, please provide below:
Phishing is included in the Cyber security training for all staff


Question Response
Does the Applicant have a vulnerability scanning program which identifies and manages vulnerabilities across “Vital Assets’?


RM#1 Yes Yes


NoSelect all responses that are true: With respect to the factors the Applicant uses to prioritise patching:
Common Vulnerability Scoring System (CVSS) score. Yes
Correlation with whether the vulnerability affects the Applicant’s “Vital Assets”. Yes
Generic threat intelligence (e.g., that threat actors are exploiting a given vulnerability; this includes tools like ClSA~s Known Exploited VulnerabilityRM#2 Yes
Catalog).
Threat intelligence specific to the Applicant (including intelligence that threat actors may be targeting the Applicant specifically via exploitation of
a certain vulnerability, or data from the Applicant’s environment which indicates where threat actors are focused). es —


None of the above/Don’t know.


RM #3


RM #4
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RM #5


Question
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Yes
Yes


Yes
Yes


Yes
Yes


Select all responses that are true: With respect to the Applicant’s policies for the use of organisational IT assets;
The Applicant has an “Acceptable Use Policy” (AUP) outlining users’ obligations and constraints.
The AUP describes consequences for policy violations. ________________


Users are disallowed from surfing social media platforms from organisational assets except where this is a defined business need.
Users are disallowed from accessing personal email from organisational assets.
Administrators are explicitly disallowed from surfing the internet or accessing personal email from their privileged accounts.
Users and administrators are responsible for keeping their computer and accounts safe from common risks or issues.
Users and administrators are required to report suspected violations.


_________ None of the above/Don’t know. ________________


Select all responses that are true: With respect to the Applicant’s capabilities to monitor for risky behavior and malicious insiders:
Applicant has an insider threat program. ________________


Applicant monitors for when a user or administrator account sets an insecure password.


RM #6 Applicant monitors for when “Privileged” accounts access unauthorised websites and services.
Applicant monitors for unauthorised remote access to “Vital Assets”.
Applicant monitors both user and administrator accounts for communication with known malicious websites, P addresses, and other well-known
threat group resources.


_________ None of the above/Don’t know. Yes


If Applicant has any additional commentary on any specific question or response in this section, please provide below;
Insecure websites are blocked using Fortigate firewalls which are maintained by our Managed Services provider. An additional layer
of protection is provided by Bandura Threat Blockr. Email security is enforced with Microsoft email filtering. We use a combination
of ManageEngine products for monitoring and alerting beyond the normal alerts generated by the Microsoft platform


PhD#1


Select all responses that are true: With respect to the Applicant’s capabilities for mitigating phishing incidents:
Applicant provides security awareness training, including phishing awareness training) to employees at least annually.
Applicant uses simulated phishing attacks to test employees’ cybersecurity awareness at least annually.
Where the Applicant is conducting simulated phishing attacks, the success ratio was less than 15% on the last test (less than 15% of employees
were successfully phished).
Applicant ‘tags’ or otherwise marks e-mails from outside the organisation. Yes
Applicant has a documented process to report suspicious e-mails to an internal security team to investigate and publishes the process to users. Yes
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If Applicant has any additional commentary on any specific question or response in this section, please provide below.


Select all responses that are true. With respect to the Applicant’s deployment of its endpoint security tool(s) (as described above):
Applicant’s endpoint security tool(s) is/are deployed on all workstations & laptops, all exceptions are documented


None of the above/Don’t know
Select all responses that are true With respect to the Applicant’s capabilities to block potentially harmful websites and/or email:
Applicant uses an e-mail filtering solution which blocks known malicious attachments and suspicious file types, including executables yes
Applicant uses an e-mail filtering solution which blocks suspicious messages based on their content or attributes of the sender Yes —


Applicant uses a web-filtering solution which stops employees from visiting known malicious or suspicious web pages Yes


PhD #2 Applicant blocks uncategorised and newly registered domains using web proxies or DNS filters Yes
Applicant uses a web-filtering solution which blocks known malicious or suspicious downloads, including executables Yes
Applicant’s e-mail filtering solution has the capability to run suspicious attachments in a sandbox Yes —


Applicant’s web filtering capabilities are effective on all organisation assets, even if the asset is not on the organisation’s network (e g, assets are
configured to utilize cloud-based web filters or require a VPN connection to browse the internet)
None of the above/Don’t know


Question Response
Select all responses that are true: With respect to the Applicant’s endpoint security tool’s capabilities:
Applicant’s endpoint security solution includes antivirus with heuristic capabilities. Yes
Applicant uses endpoint security tools with behavioral-detection and exploit-mitigation capabilities. Yes
Applicant uses an endpoint threat detection and response (ETDR or EDR) tool which does all the


M I #1 following: monitors for threat indicators; identifies patterns which match known threats; automatically responds by removing or containinga threats; alerts security personnel of incidents; provides forensic and analysis capabilities to allow analysts to pe~orm threat hunting activities.


Applicant implements application controls across workstations to only allow for execution of authorised applications. Unauthorised applications Y ~
are blocked, and the list of authoried applications is reassessed at least bi-annually. e
Applicant has an internal group and/or MSSP which monitors the output of endpoint security tools and investigates any anomalies.
None of the above/Don’t know.


Mal#2


_________ Applicant’s endpoint security tool(s) is/are deployed on all servers (excluding hypervisor hosts); all exceptions are documented.


Yes ______
Yes
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Applicant’s endpoint security tool(s) s/are deployed on all mobile devices (including tablets, phones, etc. but excludes laptops); all exceptions are Yes
documented.
None of the above/Don’t know.
Select all responses that are true: With respect to the Applicant’s configuration of its endpoint security tool(s) (as described above)
For those tools which require updated definitions, such tools are updating at least daily Yes


M I #3 Tool(s) is/are configured to block (vs just notify of) suspected malicious processes/filesa Tool(s) is/are configured to find unmanaged assets, which are addressed at least weekly


Anti-tamper features are enabled Yes
None of the above/Don’t know
Identify the endpoint security tool(s) used (please be as specific as possible, e g, “Falcon Prevent Insight and Overwatch”, not “CrowdStrike”)


Mal#4
Write in here lnsightVM
Select all responses that are true With respect to the Applicant’s capabilities to limit lateral movement
Applicant has segmented the network by geography (i e , traffic between offices in different locations is denied unless required to support a
specific business requirement)


M I #5 Applicant has segmented the network by business function (i e, traffic between assets supporting different functions - HR and Finance fora example - is denied unless required to support a specific business requirement)


Applicant has implemented host firewall rules that prevent the use of RDP to log into workstations
Applicant has configured all service accounts to deny interactive logons
None of the above/Don’t know Yes
Has the Applicant conducted an exercise simulating the tactics, techniques, and procedures of ransomware actors in the last year7


Mal#6 Yes


No Yes


If Applicant has any additional commentary on any specific question or response in this sectionS please provide below.


Question I ResponseTP & Select all responses that are true With respect to the roles of third parties or Managed Service Providers (MSP5) for the Applicant’s network,
MSP #1 including remote access to resources such as cloud and VPNs
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I AIG I
Applicant utilizes an MSP for administration of “Vital Assets”. Yes
Applicant utilizes an MSP for security operations. Yes
Applicant utilizes an MSP for data backup and recovery. Yes
Applicant utilizes an MSP for cloud transformation. Yes
Applicant utilizes an MSP for software development.
Applicant provides third parties persistent (‘always on”) access to corporate resources (access does not require Applicant’s authorisation).
None of the above/Don’t know.
Does the Applicant have a process or technical solution to identify, assess, manage, monitor, and reduce the risks from MSPs and third parties?


TP &
MSP#2 Yes


No Yes


If Applicant has any additional commentary on any specific question or response in this section, please provide below


Question I Response
Select all responses that are true: With respect to the Applicant’s capabilities to secure externally-exposed systems, including internet-facing
systems:
Applicant maintains an inventory of externally-exposed assets.
Applicant performs regular vulnerability scans of externally-exposed assets. Yes
Applicant has a Web Application Firewall (WAF) in front of all externally-exposed applications, and it is in blocking mode.


~, . Applicant scans externally-exposed assets for vulnerabilities at least monthly.erime er Applicant uses an external service to monitor its attack surface (internet-facing systems).


Applicant disables or blocks on externally-exposed systems those ports, services, and protocols known to allow the spread of ransomware,
including, but not limited to RDP, SMEv1, and SMBv2.
Applicant’s externally-exposed assets are segmented within a demilitarised zone (DMZ), and the DMZ is not directly routable to the corporate
network. Users requiring access to DMZ services are routed to the internet for access.
Applicant can detect and respond to threats through endpoint and network monitoring solutions.
None of the above/Don’t Know.
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AIG


I) the name of the account
ii) the privileges it has,
iii) the software product it supports,
iv) what hosts the service account is authenticating to, and
v) why those entitlements are required


ManageEngine AD Audit Workstations (may or may not
include servers and DC5)


DA required to change passwords of
sensitive accounts


Required for backup and for
administration of the backup and


_______________________________ controllers


Firewalls and ManageEngine Firewall Workstations (may or may not Required for the proper operation of


the firewalls authentication
mechanism/service


I I
If Applicant has any additional commentary on any specific question or response in this section, please provide below:


Instructions: For each “Privileged” “Service Account”, use the table provided to indicate:


EXAMPLE ONLY
svccyberork


EXAMPLE ONLY
Domain Admin


AsigraBUAdmin


_________________ “Privileged” “Service Account” Appendix


Name of the Privileges it has Software Product it Supports What Hosts it Authenticates To Whythose Entitlements are Required
Account


Domain Admin
(‘DA”)


EXAMPLE ONLY
CyberArk Privileged Access Manager


Au d itP I usMon itor Domain Admin
(“DA”)


BackupTechnology


Forti5SQsvc


EXAMPLE ONLY
Solely Domain Controllers


Workstations (may or may not
include servers and DC5)


Domain Admin
(“DA’)


EXAMPLE ONLY


Fortigate


144538 (3/22) UK


monitoring


restore function
Required for Log Access to


workstations, servers and domain


include servers and DC5)
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IAIGI
Nexposescan Domain Admin lnsightVM Workstations (may or may not Required for the detailed interrogation


(“DA’) include servers and DCs) of scanned assets
Choose an tern. Choose an item.
Choose an item. Choose an item.
Choose an item. Choose an item.
Choose an item. Choose an item.
Choose an item. Choose an item.
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THIS SUPPLEMENTAL QUESTIONNAIRE IS INCORPORATED INTO AND MADE PART OF ANY APPLICATION FOR CYBEREDGE COVERAGE BY THE APPLICANT. ALL
REPRESENTATIONS AND WARRANTIES MADE BY APPLICANT IN CONNECTION WITH SUCH APPLICATION ALSO APPLY TO THE INFORMATION PROVIDED IN THIS
SUPPLEMENTAL QUESTIONNAIRE.


LEGAL NOTICE AND SIGNATURES
BEFORE YOU SIGN THIS APPLICATION, READ THESE NOTICES CAREFULLY AND DISCUSS WITH YOUR BROKER IF YOU HAVE ANY QUESTIONS.


IT IS DECLARED THATTO THE BEST OF THE KNOWLEDGE AND BELIEF OF THE APPLICANT, AFTER ENQUIRY, THAT THE STATEMENTS AND RESPONSES SET OUT HEREIN ARE
TRUE AND ACCURATE. THE APPLICANT UNDERSTANDS THAT IT IS UNDER A DUTY TO MAKE A FAIR PRESENTATION OF THE RISK TO THE INSURER, AND THAT ALL MATERIAL
CIRCUMSTANCES THAT THE APPLICANT IS AWARE OF OR OUGHTTO BE AWARE OF HAVE BEEN DISCLOSED TO THE INSURER, OR FAILING THAT, SUFFICIENT INFORMATION TO
PUT A PRUDENT INSURER ON NOTICE THAT FURTHER ENQUIRES ARE NEEDED.


THE APPLICANT UNDERSTANDS THAT NON-DISCLOSURE OR MISREPRESENTATION OF A MATERIAL FACT OR MATFER MAY IMPACT THE TERMS OF THE POLICY OR IMPACT
WHETHER THE POLICY RESPONDS IN WHOLE OR IN PART TO A CLAIM.


THE APPLICANT UNDERTAKES TO INFORM THE INSURERS OF ANY MATERIAL ALTERATION TO THE INFORMATION PROVIDED HEREIN OR ANY NEW FACTOR MATTER THAT
ARISES WHICH MAY BE RELEVANTTO THE CONSIDERATION OF THE PROPOSAL FOR INSURANCE.


THE UNDERSIGNED HEREBY AGREES, WARRANTS, AND REPRESENTS THAT HE OR SHE ISA DULY AUTHORISED REPRESENTATIVE OF THE APPLICANT, AND IS FULLY
AUTHORISED TO ANSWER AND MAKE STATEMENTS AND REPRESENTATIONS BY AND ON BEHALF OF THE APPLICANT.


Applicant’s Signature: Date:


‘~(


TftIe:fJJ Chief Executive


American International Group UK Umited is registered in England: company number 10737370. Registered address: The AIG Building, 58 Fenchurch Street, London EC3M 4AB. American
International Group UK Umited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN number
781109). This information can be checked by visiting the FS Register (www.fca.org.uk/register).


AIG Europe S.A. is an insurance undertaking with R.C.S. Luxembourg number B 218806. AIG Europe S.A. has its head office at 35D Avenue John F.Kennedy, L-1855, Luxembourg. AIG Europe S.A.
is authorised by the Luxembourg Ministère des Finances and supervised by the Commissariat aux Assurances 7, boulevard Joseph II, L-1840 Luxembourg, GO de Luxembourg, Tel.: (+352) 2269
11-1, caa@caa.Iu, www.caa.Iu/.
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		Claim No.

		Insured

		Policy No.

		UWY

		Business Category

		Claim Description

		Date of Loss

		Notify Date

		Total O/S (Gross)

		Total Paid (Gross)

		Total (Gross)



		202508050689

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		PL Tripping

		31/07/2025

		19/08/2025

		17080

		0

		17080



		202508017127

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		Struck by moving object

		30/07/2025

		06/08/2025

		14305

		0

		14305



		202508049700

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		Cuts

		06/07/2025

		18/08/2025

		13668

		0

		13668



		202509028803

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		PL Highway defects / pathways

		05/07/2025

		19/09/2025

		18400

		0

		18400



		202507105336

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		Circumstances Unclear At Present

		02/07/2025

		30/07/2025

		19500

		578.4

		20078.4



		202507074294

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		Negligence of employee

		24/06/2025

		16/07/2025

		1142

		0

		1142



		202506015279

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		PL Tripping

		18/06/2025

		25/06/2025

		12001

		0

		12001



		202506012363

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		Struck by moving object

		25/05/2025

		20/06/2025

		11582

		578.4

		12160.4



		202505003657

		Lisburn and Castlereagh C

		EGI3169000

		2025

		Public Liability

		PL Tripping

		28/04/2025

		29/05/2025

		47388

		0

		47388



		202509009927

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		28/02/2025

		04/09/2025

		20350

		0

		20350



		202503001923

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		19/01/2025

		31/03/2025

		51800

		564.48

		52364.48



		202503001581

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		23/12/2024

		24/03/2025

		31575

		0

		31575



		202501000221

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		04/12/2024

		06/01/2025

		0

		0

		0



		202503000194

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		30/11/2024

		04/03/2025

		38848

		564.48

		39412.48



		202501000285

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Employers Liabil tyEL slipping,tripping etc

		26/11/2024

		07/01/2025

		52325

		564.48

		52889.48



		202412000732

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		21/11/2024

		10/12/2024

		0

		0

		0



		202411001374

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		28/10/2024

		22/11/2024

		74500

		564.48

		75064.48



		202409000742

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		Cuts

		01/09/2024

		10/09/2024

		1000

		36486.48

		37486.48



		202410001054

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		Animal

		28/08/2024

		14/10/2024

		13065

		0

		13065



		202408000657

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL other dam/inj premises occ

		04/08/2024

		14/08/2024

		26110

		564.48

		26674.48



		202410001857

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		04/08/2024

		22/10/2024

		0

		0

		0



		202409001760

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		Struck by moving object

		01/08/2024

		23/09/2024

		20325

		564.48

		20889.48



		202503001777

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		28/07/2024

		27/03/2025

		31830

		564.48

		32394.48



		202502005806

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		Bullying & Harrassment

		08/07/2024

		03/02/2025

		0

		0

		0



		202407000603

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL member/member liability

		05/07/2024

		11/07/2024

		37110

		564.48

		37674.48



		202503000193

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Employers Liabil ty Work Related Stress

		05/07/2024

		04/03/2025

		25000

		564.48

		25564.48



		202410001930

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		Fall under 2 metres

		19/06/2024

		23/10/2024

		19806

		564.48

		20370.48



		202409001769

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability

		PL Tripping

		05/06/2024

		23/09/2024

		0

		0

		0







		202411000487

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability	PL Tripping

		27/05/2024

		11/11/2024

		19650

		0

		19650



		202406000446

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability	Struck by moving object

		23/05/2024

		11/06/2024

		0

		1949.48

		1949.48



		202408000878

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability	PL Tripping

		06/05/2024

		20/08/2024

		50330

		564.48

		50894.48



		202410002271

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability	PL Tripping

		24/04/2024

		30/10/2024

		0

		0

		0



		202406000523

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability	PL Tripping

		19/04/2024

		12/06/2024

		15800

		564.48

		16364.48



		202408000879

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability	Struck by moving object

		16/04/2024

		20/08/2024

		96325

		564.48

		96889.48



		202407000019

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Public Liability	Slip / Trip

		10/04/2024

		01/07/2024

		73175

		0

		73175



		202411000314

		Lisburn and Castlereagh C

		EGI3169000

		2024

		Employers Liabil ty Industrial Deafness

		01/04/2024

		07/11/2024

		0

		0

		0



		202405000132

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Assault/Violence Public

		27/03/2024

		03/05/2024

		0

		0

		0



		202406000473

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Animals incl trespass etc.

		16/02/2024

		11/06/2024

		69500

		0

		69500



		202403001956

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Slip/Trip

		11/02/2024

		27/03/2024

		0

		564.48

		564.48



		202403001007

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Tripping

		05/02/2024

		14/03/2024

		0

		0

		0



		202401001607

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Electricity

		11/01/2024

		22/01/2024

		0

		524.38

		524.38



		202505000885

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Tripping

		08/01/2024

		15/05/2025

		0

		0

		0



		202403001324

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL other dam/inj premises occ

		05/01/2024

		15/03/2024

		0

		16198.1

		16198.1



		202405001247

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Employers Liabil tyEL slipping,tripping etc

		29/12/2023

		28/05/2024

		0

		564.48

		564.48



		202403001925

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Slip / Trip

		15/12/2023

		27/03/2024

		0

		6713.6

		6713.6



		202401000519

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Tripping

		04/12/2023

		09/01/2024

		0

		0

		0



		202312000344

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Struck by moving object

		24/11/2023

		07/12/2023

		0

		1972.56

		1972.56



		202501000315

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Tripping

		06/10/2023

		07/01/2025

		12001

		0

		12001



		202310000197

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Struck by moving object

		26/09/2023

		04/10/2023

		0

		0

		0



		202309001154

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Employers Liabil tyEL slipping,tripping etc

		13/09/2023

		21/09/2023

		0

		0

		0



		202310000195

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Machine

		12/09/2023

		04/10/2023

		0

		0

		0



		202309000112

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Product Liability Slip / Trip

		29/08/2023

		01/09/2023

		14266

		564.48

		14830.48



		202410001821

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Tripping

		29/08/2023

		22/10/2024

		0

		0

		0



		202308001658

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Exposure

		24/08/2023

		24/08/2023

		0

		0

		0



		202308001074

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Slip/Trip

		11/08/2023

		17/08/2023

		0

		564.48

		564.48



		202308000491

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Burns

		05/08/2023

		10/08/2023

		0

		0

		0



		202307001024

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Escape of Oil

		11/07/2023

		18/07/2023

		0

		0

		0



		202308001748

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Slip/Trip

		11/07/2023

		23/08/2023

		0

		564.48

		564.48



		202411000594

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Gradually Operating Cause

		10/07/2023

		13/11/2024

		0

		0

		0







		202312001321

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Bullying & Harrassment

		06/07/2023

		21/12/2023

		34565

		564.48

		35129.48



		202311001705

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Employers Liabil ty Cuts

		26/06/2023

		24/11/2023

		0

		0

		0



		202308000339

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Employers Liabil tyEL slipping,tripping etc

		05/06/2023

		08/08/2023

		0

		12047.68

		12047.68



		202307000186

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Employers Liabil tyEL Mech propelled plant RTA

		02/06/2023

		05/07/2023

		0

		9969.5

		9969.5



		202307001817

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Other dam/inj prem unoccup

		29/05/2023

		31/07/2023

		0

		0

		0



		202306001138

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	PL Tripping

		26/05/2023

		19/06/2023

		0

		504

		504



		202309000997

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Slip/Trip

		24/05/2023

		18/09/2023

		0

		8608.47

		8608.47



		202403000771

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Cuts

		14/05/2023

		11/03/2024

		0

		564.48

		564.48



		202305000925

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Slip/Trip

		03/05/2023

		15/05/2023

		0

		504

		504



		202306001870

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Pushing/Pulling

		02/05/2023

		29/06/2023

		67000

		0

		67000



		202305001859

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Struck by moving object

		13/04/2023

		26/05/2023

		99706

		504

		100210



		202308001661

		Lisburn and Castlereagh C

		EGI3169000

		2023

		Public Liability	Escape of Chemical

		04/04/2023

		24/08/2023

		0

		0

		0



		202407000320

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		29/03/2023

		05/07/2024

		19000

		0

		19000



		202303000353

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Employers Liabil ty Chemicals

		22/02/2023

		07/03/2023

		0

		0

		0



		202303000369

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		14/02/2023

		06/03/2023

		0

		0

		0



		202303002014

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		18/01/2023

		29/03/2023

		0

		0

		0



		202304001492

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		08/01/2023

		24/04/2023

		37266

		1008

		38274



		202305000279

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		04/01/2023

		02/05/2023

		0

		0

		0



		202305000282

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		04/01/2023

		02/05/2023

		0

		1190.84

		1190.84



		202302000223

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Product Liability Slip/Trip

		30/12/2022

		01/02/2023

		0

		504

		504



		202303000450

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Liability Personal Injury

		28/12/2022

		08/03/2023

		0

		91703

		91703



		202308000341

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	PL Tripping

		25/12/2022

		08/08/2023

		0

		0

		0



		202302000658

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip / Trip

		20/12/2022

		09/02/2023

		0

		0

		0



		202310000506

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Employers Liabil tyEL lifting (mechanical)

		06/12/2022

		09/10/2023

		0

		564.48

		564.48



		202212000975

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		29/11/2022

		15/12/2022

		0

		0

		0



		202307001780

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Employers Liabil tyEL lifting (manual)

		17/11/2022

		31/07/2023

		90766

		504

		91270



		202211000695

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Horseplay

		04/11/2022

		10/11/2022

		0

		0

		0



		202212000110

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		04/11/2022

		02/12/2022

		0

		504

		504



		202509027390

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	PL Tripping

		27/09/2022

		18/09/2025

		22150

		0

		22150



		202212000506

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Lack of Supervision

		16/09/2022

		08/12/2022

		0

		17724.54

		17724.54



		202210000483

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip / Trip

		15/09/2022

		10/10/2022

		20766

		504

		21270







		202309000973

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Strike/Step on

		30/07/2022

		18/09/2023

		0

		564.48

		564.48



		202211000371

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Struck by moving object

		10/06/2022

		21/07/2022

		0

		0

		0



		202207000561

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	PL other dam/inj premises occ

		05/06/2022

		08/07/2022

		0

		1045.2

		1045.2



		202205001664

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Slip/Trip

		02/05/2022

		23/05/2022

		0

		0

		0



		202208001807

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Employers Liabil tyEL fall of object striking emp

		27/04/2022

		25/08/2022

		0

		17584.9

		17584.9



		202401001247

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Employers Liabil tyEL premises defect

		27/04/2022

		18/01/2024

		0

		564.48

		564.48



		202211000287

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Product Liability Slip/Trip

		23/04/2022

		03/11/2022

		0

		504

		504



		202205000331

		Lisburn and Castlereagh C

		EGI3169000

		2022

		Public Liability	Third Party Property Damage

		06/04/2022

		04/05/2022

		0

		504

		504



		202203001960

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip/Trip

		09/03/2022

		29/03/2022

		0

		17356.6

		17356.6



		202202001895

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	PL other dam/inj premises occ

		22/02/2022

		28/02/2022

		0

		0

		0



		202203000278

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Employers Liabil ty Third Party Property Damage

		07/02/2022

		03/03/2022

		0

		0

		0



		202202000679

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip / Trip

		29/01/2022

		11/02/2022

		0

		7488.12

		7488.12



		202201001887

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip / Trip

		24/01/2022

		28/01/2022

		0

		504

		504



		202201001442

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip / Trip

		02/01/2022

		24/01/2022

		0

		504

		504



		202203000108

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Employers Liabil tyEL slipping,tripping etc

		01/12/2021

		02/03/2022

		0

		6193.6

		6193.6



		202112000740

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip/Trip

		30/11/2021

		09/12/2021

		0

		0

		0



		202303000882

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	PL Tripping

		29/11/2021

		09/03/2023

		40544

		564.48

		41108.48



		202111002233

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Using Equipment

		24/11/2021

		30/11/2021

		0

		0

		0



		202111002239

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Pushing/Pulling

		22/11/2021

		30/11/2021

		0

		0

		0



		202111000978

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip / Trip

		08/11/2021

		12/11/2021

		0

		0

		0



		202111000741

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Cuts

		05/11/2021

		09/11/2021

		0

		504

		504



		202111000633

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Entanglement

		28/10/2021

		08/11/2021

		0

		0

		0



		202111000150

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Employers Liabil ty Slipped in Hopper

		26/10/2021

		02/11/2021

		0

		16442.1

		16442.1



		202203000520

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Struck by moving object

		24/10/2021

		04/03/2022

		0

		504

		504



		202110001558

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	PL Tripping

		11/10/2021

		22/10/2021

		0

		16815.12

		16815.12



		202110000219

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Entanglement

		30/09/2021

		04/10/2021

		0

		0

		0



		202112001403

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip/Trip

		20/09/2021

		20/12/2021

		0

		36792.7

		36792.7



		202109001337

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Slip / Trip

		18/09/2021

		27/09/2021

		0

		0

		0



		202109000773

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	PL Tripping

		10/09/2021

		13/09/2021

		0

		0

		0



		202109000281

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Employers Liabil ty Injury

		03/09/2021

		07/09/2021

		0

		0

		0



		202108001275

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability	Injury

		23/08/2021

		26/08/2021

		0

		0

		0







		202108001466

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Injury

		22/08/2021

		31/08/2021

		0

		0

		0



		202112001405

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Slip / Trip

		21/08/2021

		20/12/2021

		102244

		532

		102776



		202109000642

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		PL Tripping

		17/08/2021

		13/09/2021

		0

		0

		0



		202108000935

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Cuts

		03/08/2021

		17/08/2021

		0

		0

		0



		202111000654

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Employers Liabil tyEL mechanically prop plant

		31/07/2021

		08/11/2021

		0

		6073.6

		6073.6



		202109000292

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Injury

		24/07/2021

		07/09/2021

		0

		0

		0



		202107001101

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		PL Tripping

		10/07/2021

		22/07/2021

		0

		0

		0



		202108000115

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Slip / Trip

		09/07/2021

		04/08/2021

		0

		0

		0



		202107001261

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Cuts

		07/07/2021

		25/07/2021

		0

		6373.6

		6373.6



		202108001096

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Slip / Trip

		03/07/2021

		23/08/2021

		0

		0

		0



		202108000506

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Using Equipment

		18/06/2021

		10/08/2021

		0

		9655.67

		9655.67



		202110001327

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Slip/Trip

		03/06/2021

		19/10/2021

		0

		0

		0



		202109000367

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Injury

		02/06/2021

		07/09/2021

		0

		0

		0



		202106000435

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Struck by moving object

		19/05/2021

		09/06/2021

		0

		470

		470



		202104001373

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Housekeeping

		18/04/2021

		30/04/2021

		0

		0

		0



		202104000724

		Lisburn and Castlereagh C

		EGI3169000

		2021

		Public Liability

		Slip / Trip

		15/04/2021

		16/04/2021

		0

		0

		0



		202103001099

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		PL Highway defects / pathways

		17/03/2021

		22/03/2021

		0

		0

		0



		202104001342

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Employers Liabil ty Lifting/Handling

		09/03/2021

		30/04/2021

		0

		26412.52

		26412.52



		202103000448

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Fall over 2 metres - L

		02/03/2021

		08/03/2021

		0

		0

		0



		202102000271

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Cuts

		04/02/2021

		05/02/2021

		0

		9422.79

		9422.79



		202106000268

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Circumstances Unclear At Present

		02/02/2021

		04/06/2021

		0

		0

		0



		202102000846

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		PL Tripping

		25/01/2021

		16/02/2021

		155205

		3155.6

		158360.6



		202101000506

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Entanglement

		24/12/2020

		11/01/2021

		0

		100

		100



		202012000011

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Fall under 2 metres

		27/11/2020

		01/12/2020

		0

		0

		0



		202012000009

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Slip/Trip

		26/11/2020

		01/12/2020

		0

		0

		0



		202010000002

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Fall under 2 metres

		28/09/2020

		01/10/2020

		0

		36566

		36566



		202009001164

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Fall under 2 metres

		16/09/2020

		18/09/2020

		0

		0

		0



		202009001284

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		Using Equipment

		14/09/2020

		21/09/2020

		0

		0

		0



		202011000530

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability

		PL Tripping

		12/09/2020

		12/11/2020

		0

		0

		0



		202008001673

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Employers Liabil tyEL slipping,tripping etc

		27/08/2020

		28/08/2020

		0

		0

		0



		202009001488

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	Slip / Trip

		25/08/2020

		22/09/2020

		22943

		830

		23773







		202010001049

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	Slip / Trip

		22/08/2020

		19/10/2020

		0

		3686

		3686



		202012001248

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	Cuts

		08/08/2020

		16/12/2020

		0

		0

		0



		202008000724

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Employers Liabil ty Struck by moving object

		06/08/2020

		14/08/2020

		0

		0

		0



		202008000157

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Employers Liabil tyEL slipping,tripping etc

		05/08/2020

		05/08/2020

		0

		0

		0



		202009001484

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	PL Tripping

		21/07/2020

		22/09/2020

		0

		40519

		40519



		202010001015

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Employers Liabil tyEL lifting (manual)

		16/07/2020

		16/10/2020

		0

		0

		0



		202007001206

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	Slip / Trip

		08/07/2020

		24/07/2020

		0

		10086

		10086



		202008000936

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	PL Tripping

		07/07/2020

		18/08/2020

		0

		0

		0



		202006001695

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	Slip / Trip

		25/06/2020

		29/06/2020

		0

		0

		0



		202007001083

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Employers Liabil tyEL slipping,tripping etc

		17/06/2020

		20/07/2020

		0

		0

		0



		202006000497

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	Slip / Trip

		04/06/2020

		09/06/2020

		0

		0

		0



		202110000877

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Public Liability	Fall over 2 metres - L

		04/06/2020

		11/10/2021

		0

		0

		0



		202005000183

		Lisburn and Castlereagh C

		EGI3169000

		2020

		Employers Liabil ty Struck by moving object

		04/05/2020

		06/05/2020

		0

		0

		0
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CyberEdge ProposaO Form
American International Group UK Limited


Business Continuity


AIG Cyber CyberEdge Proposal Form


1. Name of Organisation:


2. Principle Address:


Postcode:


Country:


3. Website URL’s:


4. Date of Establishment:


5. Number of Employees:


6. Nominated Contact:


Michael Finney


Lisburn & Castlereagh City Council


~ Lagan Valley Island, Lisburn


~ BT274RL


~ N. Ireland


~ www.lisburncastlereagh.gov.uk


~ 2015


781


7. Please provide an overview of your business activities:


8.


Local Government
Property Owners
Occu piers


Is the Firm a subsidiary of an overseas parent company2 D Yes ~ No


If Yes, please provide details:


Name of Parent Registered Address of Parent


9. Is the Firm involved in any Joint Ventures2 D Yes ~ No


If Yes, please provide details:


Operätioñal (includinU IT Revenues Ownership StakeJoint Venture Name Security) Control


jJ Yes El No


ElYes flNo %


flYes ElNo


%


American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential
Regulation Authority (FRN number 781109). American International Group UK Limited is registered in England: company number 10737370. Registered address:
The AIG Building, 58 Fenchurch Street, London, EC3M 4A8.


IT Manager - michaeI.finney©IisburncastIereagh~







I ~ i G j AIG Cyber CyberEdge Proposal Form


10. During the past 6 years has the name of the Firm been changed or have any
mergers or acquisitions taken please’ fl Yes ~ No


If Yes, please provide details:


11. Please provide Details of your revenues:


Data Exposure & Security


12. Please state the number of data records currently processed I stored in the following categories:


Basic Persons’’ -


(Name, address, e .,


American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential
Regulation Authorily (FRN number 781109). American internalicnal Group UK Limited is registered in England: ccmpany number 10737370. Registered address:
The AIG Building, 58 Fenchurch Street, London, EC3M 4A8.


Currency: JGBP


UK


(Actua.,


Europe
19,616


current Year (Es


22,084,945


Next Year (Estimate)


USA! Canada


Rest of World


20,548,548


Processed I Stored


13.


‘ Sensitive Personal Information 300 000 300 000
(Government_Issued_ID,_sexuality,_etc.)
Payment Card InformatIon 100 000 None
(Debit and Credit card_information)
Financial Account Information
(Sank_account_information,_etc.)
Health Related Information
(Medical conditions, prescriptions, etc,)
HR Information
(Basic I Sensitive Personal Information of 2200 2200
Employees)
3~ Party Corporate Information
(Intellectual property, trade secrets, etc.)
Biometric Information


, (Retinal scan, palm scan, fingerprints, etc.)


What is the largest volume of Basic Personal Information and I or Sensitive Personal information stored in a
single location / database~


Trent (HR system) SaaS solution







IMG[ AIG Cyber CyberEdge Proposal Form


14. Do you have a designated Chief Privacy Officer7 El Yes ~ No


If No, please explain how this function is monitored and controlled and who is responsible,


We have a Policy Manager/DPO


15. Do you have a group-wide privacy policy7


If Yes, are you in compliance with your privacy policy7


16. Do you have a data classification policy with adequate levels of security in
place for sensitive data? El Yes ~ No


17. Is your network configured to ensure that access to sensitive data is limited
to properly authorised requests, with privileges reviewed regularly7 ~ Yes ~ No


18. Do you monitor access to sensitive information on your network7 ~ Yes ~ No


19. Is all sensitive and confidential information stored on your network encrypted:
a. When at rest


b. When in transit outside of the network


c. When stored on portable devices


A policy is in place


Do you have user revocation procedures on user accounts following
employee termination? ~ Yes ~ No


If Yes, please provide details:


T Services disable and delete accounts as identified by HR through our Sysaid (helpdesk) ticketing system


22. Do you utilise data mapping or Data Protection Impact Assessment (DPIA)
processes7 ~ Yes ~ No


If Yes, please provide details:


For new systems data owners are tasked with completing a DPIA


American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential
Regulation Authority (FRN number 781109). American International Group UK Limited is registered in England: company number 10737370. Registered address:
The AIG Building, 58 Fenchurch Street. London, EC3M 4AB,


Yes El No


~ Yes El No


20. Do you have a data retention and destruction policy? ~J Yes El No


If Yes, please provide details:


j~ Yes El No
~ Yes El No


~J Yes El No


21.







IAIG[ AIG Cyber CyberEdge Proposal Form


23. Is customer / client information shared with 3rd parties’ El Yes El No


If Yes:
a. Who is data shared with and for what purpose?


Data is shared with 3rd parties when there is a data processing / data sharing agreement in place. Data
sharing is solely for the purpose designated


b. Are you indemnified for breaches of the data by such 3~ parties9


c. Is data always anonymised I aggregated prior to release9


d. Where data is not anonymised, do you always seek permission from
the data subject prior to release9


24. Do you ensure data is not transferred to any territory unless such territory
has an adequate level of protection for the rights and freedoms of the data
subjects in relation to the processing of personal data9


25. Do you store any critical data on End-of-Life Systems’


If Yes, please provide details of the End-of-Life systems and detail the controls in place to
mitigate this exposure:


H Yes ~ No


H Yes jj~j No


El Yes El No


El Yes H No


El Yes H No


Critical data is store on our Finance (Total Mobile) and PAMS (HR Systems). These systems are in the
process of being retired/replaced by new online SaaS solutions. For Finance this is CIA from
TechnologyOne, and for HR iTrenT. By and large the legacy systems are for reference only. For iTrent
access is through a selected number of Windowsi I virtual machines.


26. Where you store or process biometric information:


a. Have you on all occasions obtained written consent from individuals
(including employees) prior to the collection, storage, or processing
of their biometric data9


b. Does the written consent inform the individuals (including employees)
of both the purpose and length of time for which you are collecting,
storing or processing the information9


c. Do you clearly define to individuals (including employees) how you will
collect their biometric data, how it will be stored and when
it will be destroyed’


d. Do you disclose or disseminate biometric data to any
other individual or entity’


If Yes, does the written consent from the individuals (including employees) notify them
that their biometric data is disclosed and I or disseminated to other individuals and / or
entities?


e. Do you use equipment provided by a third-party vendor
in order to collect, store, or process biometric data’ El Yes H No


H Yes El No


H Yes El No


H Yes El No


H Yes El No


American International Group 1)1< Limited is authorised by the Prudential Regulation Authority and regulated by the Financial conduct Authority and Prudential
Regulation Authority (FRN number 781109), American International Group UK Limited is registered in England: company number 10737370. Registered address:
The AIG Building, 58 Fenchurch Street, London, EC3M 4AB.
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f. Do you use a third-party vendor to store biometric data9


If Yes, does the written consent from the individuals (including employees)
notify them that the biometric data is disclosed to the vendor’


Regulatory Exposure


28. Do you have a process in place to ensure that you stay abreast of any
changes in relevant Data Protection legislation’ ~ Yes LI No


If No, please provide details:


29. Do you have processes and procedures in place to manage data subject
access requests and manage consent~ ~ Yes LI No


If No, please provide details:


30. If you transfer any data across borders, how do you ensure that you remain in compliance with
appropriate Data Protection Legislation?


No data transfer required across border. We would take legal advice if required.


American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential
Regulation Authority (FRN number 781109). American International Group UK Limited is registered in England: company number 10737370. Registered address:
The AIG Building, 58 Fenchurch Street. London, EC3M 4A5.


[~ Yes LI No


LI Yes [~?] No


27. Have you identified all relevant Data Protection Legislation’ ~ Yes LI No


If No, please provide details:


31. Please state your compliance with the following:


Payment C
Standards


Please 5


Please Sel


Fair and Acc
Act (FACTA)


e Credit


Yes LI No D N/A Version 4.0
— - LI 2.0 [~J3.o


E;LI2~3LI4


LI Yes LI No [~j N/A







IMG[ AIG Cyber CyberEdge Proposal Form


Health Information Portability and Yes ~ No ~1 N/A
Accountability Act (HIPAA) t—~ Lfl L...J


Health Information Technology for
Economic and Clinical Health Act fl Yes ~ No ~J N/A
(HITECH)


Gramm-Leach Bliley Act (1999) Yes ~ No ~J N/A


Other (Please Specify) fl Yes H No ~ N/A


Network Interruption Exposure


32. Please provide a split of all your revenue I income streams


33. In what way would your profit be impacted following a disruption or failure of your computer system,
network, or applications (please include estimates of lost revenue, 3rd party liability and customer churn)?


Happy to discuss on a call, as per previous years


34. Please state the time after which a disruption or failure of your computer system, network or application
would lead to a reduction in your profit:


Happy to discuss on a call, as per previous years


1
American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authorily and Prudential
Regulation Aulhority (FRN number 781109). American International Group UK Limited is registered in England: company number 10737370. Registered address:
The AIG Building. 58 Fenohurch Street, London. EC3M 4AB,
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35. Please describe actions you have taken to prevent outages from occurilng (e.g., usage of backup power
systems, fault tolerant architecture, excess bandwidth for multiple providers, etc):


LCCC have invested in UPS and have internet resilience for the main headquarters. Hardware has been
refreshed and Managed Services contracts are in place with BT and EirEvo which includes out of hours
support.


36. Please describe the actions you would take to mitigate the duration of such disruption if it were to occur,
including details of any operational and system failover measures:


Ultimately staff in the leisure facilities would move to manual tills to allow the facilities to continue working.
COVIDI 9 has meant that these contingency options have been tested and refined


37. Please describe the actions you would take, including the likely costs associated with such actions, to
mitigate the impact of a material interruption. (e.g., staffing / overtime, opening additional contact
centres or re-housing IT equipment I servers I data centres or making customer compensation
payments):


It is likely that the council would run a reduced service until such times as service was restored.


38. Do you have formal business continuity / disaster recovery plans9 ~ Yes ~ No


If Yes’:
a. What are the recovery time objectives for the restoration or critical systems?


i) less than 4hrs LI
H) less than 8hrs LI
iH) less than l2hrs LI
iv) less than 24hrs LI
v) less than 48hrs
vi) greater than 48hrs LI
vii) do not know LI


b. How often are such plans tested?
i) Weekly LI
H) bi-weekly LI
Hi) monthly LI
iv) bi-monthly LI
v) quarterly LI
vi) semi-annually LI
vH) annually LI
vHi) never I ad hoc I~l


39. Do you have a formal change management control policy including risk assessment, testing, authorization,
change control procedures and roll back procedures for major systems?


Yes major systems have the cover of Managed Services support with vendor SLA
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40. Do you have a lifecycle management process for assessing and replacing system I network equipment?


41.


A replacement cycle is included in budget estimates


Do you continue to operate any End-of-Life Systems for
critical infrastructure9 I~I Yes fl No


If Yes, please provide details of the End-of-Life systems and detail the controls in place to
mitigate this exposure:


Finance and HR systems are currently End-of-Life. These are currently being replaced with new SaaS
solutions which are nearly fully in place.


Outsourced Service Provider (OSP) I Dependent Network Interruption


Please complete AIG OSP Supplemental Questionnaire.


42. What due diligence is undertaken before engaging with a new OSP from a data and network security
perspective?


Procurement for these large contracts is via the large frameworks to ensure that the suppliers have the
necessary security procedures in place.


43. Do you have a process for regular security audits on QSPs9 ~ Yes ~ No


45.


3rd parties have to comply with our technology standards document which is part of our procurement
process. We have regular meetings with third parties to make sure that they are following best practice


For all on-demand services, is data stored in a private cloud9 fl Yes ~ No


If ‘No’, to what extent are public clouds used and how is access to data controlled?


LCCC use a mixture of private and public cloud offerings. They avail primarily of joint procurement and
shared services across the public sector so that they can take best benefit of the security protection of
larger vendors


American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by (he Financial conduct Authority and Prudential
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44. Where data is processed or stored by 3rd party providers, how do you assess and manage
the risks posed by shared infrastructure such as clouds or shared servers?
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46. If a data breach occurs, which party incurs the costs of notification and what is the OSP’s obligation in this
situation?


As LCCC are the data controller the council would likely incur the cost of notification. The OSP is required
to inform LCCC immediately of suspected data breaches


There would be operational disruption which would trigger the councils business continuity processes


What contractual indemnities are in place in the event of a data breach or network unavailability
caused/suffered by the OSP or cloud provider?


Service credits could be claimed in the event of large network unavailability


How do your business continuity and / or disaster recovery plans address an OSP or cloud failure?


Business continuity and disaster recovery plans do take into account such scenarios


52. During the last 5 years, have you suffered from any of the following?


i) The unauthorised disclosure or transmission of any confidential
information for which you are responsible


H) Any complaints alleging the collection, receipt, retention, use,
dissemination, or sale of biometric data9


Hi) Any intrusion of, unauthorised access to, or unauthorised


American International Group UK Limiled is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential
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47. If an OSP system or cloud service is unavailable, what is the likely impact on you?


48.


49.


Incident Response and Claims History


50. Do you keep an incident log of all system security breaches
and network failures’ ~ Yes Li No


If ‘Yes’, please describe the escalation and review process for such incidents:


51. Do you have an incident response plan which includes a team with
specified roles and responsibilities? ~ Yes
If ‘Yes’, has this been tested within the last 12 months~ ~ Yes


ENo
~No


l~?i Yes ~ No


~ Yes LI No
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use of your computer system H Yes ~ No


iv) Any accidental, negligent or unintentional act or failure to act by an
employee or an employee of any third-party service provider whilst
operating, maintaining or upgrading your computer system H Yes ~ No


v) The suspension or degradation of your computer system H Yes fj~ No


vi) Your inability to access data due to such data being deleted,
damaged, corrupted, altered or lost ~ Yes H No


vii) Receipt of an extortion demand or security threat H Yes ~ No


viu) Receipt of a claim in respect of any of the above H Yes ~ No


ix) Any formal or official action, investigation, inquiry or audit by a
regulator arising out of your use, control, collection, storing,
processing or suspected misuse of personal information H Yes ~ No


If Yes’ to any of the above, please provide full details:


Data deleted from Placecube Digital Platform and not recoverable
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LEGAL NOTICE AND SIGNATURE
BEFORE YOU SIGN THIS QUESTIONNAIRE, READ THESE NOTICES CAREFULLY AND DISCUSS WITH
YOUR BROKER IF YOU HAVE ANY QUESTIONS.


IT IS DECLARED THAT TO THE BEST OF THE KNOWLEDGE AND BELIEF OF THE APPLICANT, AFTER
ENQUIRY, THAT THE STATEMENTS AND RESPONSES SET OUT HEREIN ARE TRUE AND ACCURATE.
THE APPLICANT UNDERSTANDS THAT IT IS UNDER A DUTY TO MAKE A FAIR PRESENTATION OF THE
RISK TO THE INSURER, AND THAT ALL MATERIAL CIRCUMSTANCES THAT THE APPLICANT IS AWARE
OF OR OUGHT TO BE AWARE OF HAVE BEEN DISCLOSED TO THE INSURER, OR FAILING THAT,
SUFFICIENT INFORMATION TO PUT A PRUDENT INSURER ON NOTICE THAT FURTHER ENQUIRES ARE
NEEDED.


THE APPLICANT UNDERSTANDS THAT NON-DISCLOSURE OR MISREPRESENTATION OF A MATERIAL
FACT OR MATTER MAY IMPACT THE TERMS OF THE POLICY OR IMPACT WHETHER THE POLICY
RESPONDS IN WHOLE OR IN PART TO A CLAIM.


THE APPLICANT UNDERTAKES TO INFORM THE INSURERS OF ANY MATERIAL ALTERATION TO THE
INFORMATION PROVIDED HEREIN OR ANY NEW FACT OR MATTER THAT ARISES WHICH MAY BE
RELEVANT TO THE CONSIDERATION OF THE PROPOSAL FOR INSURANCE


Signed:
(Duly authorised
representative, by and on
behalf of the Applicant)


Date: 6ZI2~~ 25


Title: ~ ~ ffc~ie~ Exexcutive


Organisation: Lisburn & Castlereagh City Council
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