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[bookmark: _Toc202034755]1. Parties
This Data Processing Agreement (“Agreement”) is entered into on [Date] between:
(1) [Controller Name], a company incorporated in [Jurisdiction] with its registered office at [Address] (“Controller”); and
(2) [Processor Name], a company incorporated in [Jurisdiction] with its registered office at [Address] (“Processor”).
The Controller and the Processor are each a “Party” and together the “Parties”.
[bookmark: _Toc197373740]2. Purpose and Scope
2.1 This Agreement sets out the terms on which the Processor shall process Personal Data on behalf of the Controller in connection with the provision of the HR and Payroll Software Solution (the “Services”).
2.2 The purpose of the Processing is to enable HR, payroll, and related employment management functions, including:
· Employee record management;
· Payroll processing and statutory submissions;
· Time, attendance, and leave tracking;
· Pensions and benefits administration; and
· Compliance reporting and analytics.
[bookmark: _Toc1261693180]3. Definitions
For the purposes of this Agreement:
“Data Protection Legislation” means all applicable data protection and privacy laws in the United Kingdom, including the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and any other applicable legislation or regulatory guidance.
“Personal Data” means any information relating to an identified or identifiable natural person.
“Data Subject” means an individual to whom Personal Data relates.
· “Processing”, “Processor”, “Controller”, and “Personal Data Breach” have the meanings set out in the UK GDPR.
“Sub-Processor” means any third party appointed by the Processor to process Personal Data on behalf of the Controller.

[bookmark: _Toc239894787]4. Roles and Responsibilities
4.1 The Controller is responsible for determining the purposes and means of Processing Personal Data.
4.2 The Processor shall process Personal Data only on documented instructions from the Controller, including with regard to transfers of Personal Data to a third country or international organisation, unless required to do so by law.
4.3 The Processor must ensure that people processing the data are subject to a duty of confidence.  
4.4 The Processor must take appropriate measures to ensure the security of processing.
4.5 The Processor must only engage a sub-processor with the Controllers prior authorisation and under a written contract. 
4.6 The Processor must take appropriate measures to help the Controller respond to requests from individuals to exercise their rights. 
4.7 taking into account the nature of processing and the information available, the Processor must assist the Controller in meeting its UK GDPR obligations in relation to the security of processing, the notification of personal data breaches and data protection impact assessments.
4.8 the Processor must delete or return all personal data to the Controller (at the controller’s choice) at the end of the contract, and the Processor must also delete existing personal data unless the law requires its storage; and
4.9 the Processor must submit to audits and inspections. The Processor must also give the Controller whatever information it needs to ensure they are both meeting their Article 28 obligations.
[bookmark: _Toc1715969808]5. Nature of Processing

	Category
	Description

	Subject Matter
	HR and Payroll processing for Controller’s employees, contractors, and workers.

	Duration of the Processing 
	For the duration of the Services and until deletion or return of data as instructed.

	Nature and Purpose of the processing 
	To enable HR, payroll, benefits, and employment management processes in compliance with UK law.

	Type of Personal Data Involved
	Identification details (e.g. name, address, NI number, contact details), employment information, payroll data, bank details, tax and pension information, attendance records, performance data, and other HR-related records.
Personal identification documents e.g. passport/driving licences

Sensitive personal information

	Categories of Data Subjects
	Employees, contractors, workers, and former staff of the Controller.

	Controller’s obligations and rights. 
	To protect the data through restriction of access and secure management and audit of access



Special category data or criminal offence data under the UK GDPR, or sensitive processing within the meaning of Part 3 of the DPA 2018 - document the relevant conditions for processing, as appropriate under the UK GDPR or the DPA 2018 here: 
	Special Category
	Description
	Conditions for processing?

	Racial or ethnic origin
	Information collected for equality and diversity monitoring, reporting, and support
	ICO website guidance

	Health data
	Details about physical or mental health and occupational health, disabilities, absence records, medical certificates, or adjustments for staff
	

	Religious or philosophical beliefs
	Information provided for equality monitoring
	

	Trade union membership
	Used for payroll deductions or employment relations purposes
	

	Sex life or sexual orientation
	May be collected for safeguarding, equality monitoring, or support services
	

	Biometric data
	Used for identification or access control systems (e.g., fingerprint or facial recognition).
	

	Criminal offence data
	Information related to DBS checks for safeguarding, or disclosures under employment law or safeguarding duties.
	



When processing these categories, you must document and apply the relevant conditions for processing under Article 9 (special category data) or Article 10 (criminal offence data) of the UK GDPR, and Part 3 of the DPA 2018 where appropriate. These conditions typically include explicit consent, employment and social security law obligations, or safeguarding of children and individuals at risk.

[bookmark: _Toc754494340]6. Data Protection Obligations of the Processor
The Processor shall:
6.1 Process only on instructions – Process Personal Data only on documented instructions from the Controller.
6.2 Confidentiality – Ensure that persons authorised to process Personal Data are bound by confidentiality obligations.
6.3 Security – Implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including (where applicable):
· Encryption of data in transit and at rest;
· Regular access control and authentication;
· Backup and disaster recovery processes;
· Regular security testing and patch management; and
· Audit logging and monitoring.
6.4 Sub-Processing –
The Processor shall not engage another processor without the Controller’s prior written authorisation.
Where authorised, the Processor shall ensure that a written contract is in place with the Sub-Processor that imposes the same data protection obligations as those set out in this Agreement.
The Processor remains fully liable for any Sub-Processor’s acts or omissions.
6.5 Data Subject Rights –
Assist the Controller in fulfilling its obligations to respond to Data Subject requests under the UK GDPR, including rights of access, rectification, erasure, restriction, data portability, and objection.
6.6 Personal Data Breaches –
Notify the Controller without undue delay (and within 24 hours where feasible) after becoming aware of a Personal Data Breach. The notification shall include, to the extent possible:
· The nature of the breach;
· Categories and approximate number of Data Subjects concerned;
· Likely consequences; and
· Measures taken or proposed to address the breach.
6.7 Data Protection Impact Assessments (DPIAs) –
Provide assistance and information necessary for the Controller to carry out DPIAs and prior consultations with the ICO when required.
6.8 Return or Deletion –
At the end of the provision of Services, the Processor shall, at the Controller’s choice, delete or return all Personal Data and certify that no copies have been retained, unless retention is required by law.
6.9 Audit and Inspection –
Make available all information necessary to demonstrate compliance and allow audits or inspections by the Controller or an independent auditor mandated by the Controller (subject to reasonable notice and confidentiality).
[bookmark: _Toc1639344945]7. International Data Transfers
7.1 The Processor shall not transfer Personal Data outside the UK (or to any non-adequate country) without the Controller’s prior written authorisation.
7.2 Where transfers occur, the Processor shall ensure that appropriate safeguards are implemented in accordance with Chapter V of the UK GDPR, such as International Data Transfer Agreements (IDTAs) or Addenda to EU SCCs issued by the UK ICO.
[bookmark: _Toc357121289]8. Data Security and Compliance
8.1 The Processor shall maintain an up-to-date Information Security Management System  aligned to recognised standards such as ISO 27001 2022.
8.2 The Processor shall conduct regular internal audits and staff training on data protection and hold a current cyber security plus certificate.
8.3 The Processor shall assist the Controller in demonstrating compliance with the accountability principle under Article 5(2) of the UK GDPR.
[bookmark: _Toc556801990]9. Liability and Indemnity
9.1 Each Party’s liability shall be governed by the underlying Services Agreement, subject to the limitations set out therein.
9.2 The Processor shall indemnify the Controller for any losses, damages, or fines arising from the Processor’s breach of this Agreement or of Data Protection Legislation.
[bookmark: _Toc1857063422]10. Duration and Termination
10.1 This Agreement shall remain in effect for the duration of the Services.
10.2 Upon termination, all Personal Data shall be securely returned or deleted in accordance with clause 6.8.
[bookmark: _Toc1519071992]11. Governing Law and Jurisdiction
This Agreement and any dispute or claim arising from or in connection with it shall be governed by and construed in accordance with the laws of England and Wales, and the Parties submit to the exclusive jurisdiction of the English courts.
[bookmark: _Toc105224292]12. Signatures
Signed for and on behalf of the Controller:
Name: ________________________
Title: _________________________
Date: _________________________
Signature: ____________________
Signed for and on behalf of the Processor:
Name: ________________________
Title: _________________________
Date: _________________________
Signature: ____________________

Schedule 1 – Sub-Processors (if applicable)
[List approved Sub-Processors, purpose, location, and safeguards.]
Schedule 2 – Security Measures
[Detail encryption, access control, monitoring, disaster recovery, and backup procedures.]
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