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Appendix C: Service Level Agreement 

Between:
South Staffordshire College (“the Authority”)
and
[Provider Name] (“the Contractor”)

Effective Date: [Insert Date]
Version: V1
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[bookmark: _Toc213747113][bookmark: _Toc213765088]1. Purpose
This Service Level Agreement (SLA) defines the Products and Services provided and managed by the Contractor for the Authority, collectively known as “the Solution.” 
The purpose of this agreement is to ensure that the Solution is delivered in a reliable, secure, and efficient manner.
[bookmark: _Toc213747114][bookmark: _Toc213765089]2. Scope of Work
[this section may be amended to include details of the successful Tenderer’s Offer] 
	Security Item 
	Description

	Azure Sign On 
	Single sign-on must be enabled so MFA can be used.

	Data Security 
	Full compliance with data protection laws, including GDPR including Secure File Transfer Protocol (SFTP) to enable the secure transfer of files.

	Cyber Essentials Plus
	Provide annual evidence of holding Cyber Essentials Plus certificate.

	ISO27001
	Provide annual evidence of holding ISO27001.

	Penetration Testing
	Provide evidence of external penetration testing every six
months.

	Protecting data at rest
	Provide evidence of complying with a recognised standard such as CSA CCM v3.0



[this section may be amended to include details of the successful Tenderer’s Offer] 
	Contractor responsibilities and obligations for hosting, maintenance, upgrades/patches of the software and infrastructure.

	Provide the Authority access to the HR and Payroll solution via a secure URL.

	Provide access to and maintain IT infrastructure (including solution application) and proactively manage and monitor all factors that contribute to performance for the Contract duration up to and including the Service Boundary (the end point is the router that provides access to the internet from the Contractor site).

	Provide secure data storage in the UK and or Europe, backup, and recovery services.

	Ensure any third-party support provider is declared to the Authority and complies with and continues to comply with all GDPR and data security obligations as stated in the tender.

	Provide and manage an alternative (back up) internet link in the event of the primary internet link being unavailable. Multiple data centres available for replication/fallback to ensure business continuity

	Maintain internal Business Continuity Plan to facilitate the recovery of the solution in the event of a Disaster. 

	Report any Cyber security breaches or near misses to the Authority in accordance with ICO requirements and no later than 72 hours

	Retain 30 days of solution database backups, database transaction logs, via Secondary Backup Solution. 

	Produce annual disaster recovery test report and share with the Authority. 

	Complete a full annual test as per Business Continuity Plan. 



[this section will include the successful Tender’s Offer] 
	Contractor Implementation Responsibilities 

	Prepare a transition schedule detailing timescales, requirements, and milestones to achieve the transfer of the Authority data 

	Agree the transition schedule with the Authority. 

	Assist the Authority in creating a specification of requirements for the data to be transferred. 

	Fully support the Authority with User Acceptance Testing prior to GO-Live of the Solution.

	Training for user acceptance testing personnel (HR and system admin training) and for ‘train the trainer’ to support roll-out – end user, superuser and remote training



[this section will include the successful Tender’s Offer] 
	Deliverables Authority Acceptance Criteria 

	Charges instalments invoiced on satisfactory completion of defined stages to include e.g.
1. Successful transfer of data;
2. User acceptance testing;
3. Successful parallel run on payroll;
4. Go live including user support/training;



[bookmark: _Toc213747115][bookmark: _Toc213765090]3. Service Availability
The solution is required to perform to the service levels as follows: 
	Service Component 
	Availability Target 
	Measurement Period 

	HR and Payroll Solution
	99.8% 24/7/365 uptime
	Monthly 

	API and Integrations
	99.0% uptime
	Monthly

	Data Backup and Restore Services
	99.9% availability
	Monthly



Planned Maintenance Windows:
· Planned maintenance will occur between [e.g., 18:00 and 04:00 UK time], with a minimum of [96 hours’] notice provided to the Authority.
· Unplanned maintenance may be carried out as required, with reasonable notice provided.
4. Service Performance and Reporting
The Contractor shall provide:
· Monthly performance reports detailing uptime, incident summaries, and resolution metrics.
· Attend quarterly review meetings to discuss performance, issues, and improvement plans.
[bookmark: _Toc213765091]5. User Support and Incident Management
The Contractor shall provide a central point of contact between the Contractor and the Authority for reporting incidents and making service requests. 
[bookmark: _Toc213765092]5.1 Support Hours
· Standard Support: Monday to Friday, 08:00 – 18:00 (UK time), excluding English bank holidays.
· Out-of-Hours Support: For critical incidents only (see severity definitions below).
· Authority staff can telephone the Contractor support staff on (TELEPHONE NUMBER) (EMAIL ADDRESS) (SOCIAL MEDIA DM) (WhatsApp).
· The Contractor will provide a ticket logging system and query recording tool and share this information with the Authority Free of Charge as part of the required management information reporting. 
[bookmark: _Toc213765093]5.2 Incident Severity Levels and Response Times
	Severity 
	Description 
	Initial Response Time
	Target Resolution Time

	Critical (P1)
	Complete solution outage or payroll processing failure affecting all users
	1 hour
	4 hours

	High (P2)
	Major functionality unavailable affecting multiple users.
	1 hour
	8 hours

	Medium (P3) 
	Partial solution issue or degraded performance.
	1 hour
	2 business days

	Low (P4)
	Minor issue, cosmetic defect, or general enquiry.
	1 hour
	20 business days



[bookmark: _Toc213765094]5.3 Non-Critical Support 
· Standard Support: Monday to Friday, 08:00 – 18:00 (UK time), excluding English bank holidays.
· The Contractor shall provide user guides as part of the Service. 

[bookmark: _Toc213765095]5.4 Escalation Contacts 
The following table provide the full details of the Contractor escalation contacts. 
[To be completed prior to contract award] 
	Name
	Job Role 
	Telephone 
	Email 
	Responsibilities 

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc213765096]6. Data Protection and Security
The Contractor shall:
· Fully comply with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
· Act as a data processor on behalf of the Authority, who is the data controller.
· Ensure that all data is hosted within the United Kingdom (or other approved jurisdiction).
· Implement appropriate technical and organisational measures to protect personal data.
· Comply with the requirements of the Data Processing Agreement

[bookmark: _Toc213765097]7. Backup and Disaster Recovery
· Backups are performed daily and retained for a minimum of 30 days.
· Full disaster recovery capability with a maximum Recovery Time Objective (RTO) of 8 hours and Recovery Point Objective (RPO) of 24 hours.
· Disaster recovery testing is conducted six (6) monthly and results are available to the Authority at quarterly review meetings or upon request.

[bookmark: _Toc213765099]8. Authority Responsibilities
The Authority agrees to:
· Report incidents promptly and provide relevant information for issue resolution.
· Maintain internet connectivity and equipment required to access the Solution.
· Safeguard login credentials and access permissions.

[bookmark: _Toc213765100]9. Charges
[bookmark: _Toc213765101]9.1 Charges 
[The pricing schedule from successful Tenderers’ Offer will be inserted here].  
[bookmark: _Toc213765102]9.2 Service Credits
If the Contractor fails to meet the availability targets defined in Section 3, the Authority will be entitled to service credits as follows:
	Availability Level Achieved
	Service Credit (% of Monthly Fee)

	99.0% – 99.49%
	5%

	98.0% – 98.99%
	10%

	Below 98.0%
	20%



Service credits will be applied to the next billing cycle and represent the Authorities sole remedy for breach of uptime commitments.
[bookmark: _Toc213765103]10. Change Control 
The Contractor shall provide a formal process to ensure that any changes to the solution (including implementation and exit management) are introduced in a controlled and coordinated manner. 
Any changes to the solution that may impact performance, or availability shall be communicated in advance in writing to the Authority for approval. 
All Change Requests will follow an industry recognised and documented Change Control Process, agreed upon between both parties.
The Contractor will create a Change Notice to document the agreed change and provide the Authority with a copy prior to actioning the agreed change. 
[bookmark: _Toc213765104]11. Contractor Personnel 
The Contractor will assign responsibility for the implementation/delivery of Authority contract to a dedicated Account Manager and/or Project Manager. 
The Contractor will ensure that the Account Manager and/or the Project Manager has the necessary skills, previous experience and decision making capacity to deliver the contract and to meet the ongoing contact management obligations under the contract. 
The Contractor shall provide Trainers to ensure that the Authority personnel understand how the Solution works and are competent in using the Solution to fulfil their job role. 
The Contractor shall ensure that where it offers Professional Services (e.g. consulting) that the consultants have the necessary skills, knowledge, and previous experience to deliver the Authority requirements. 
All proposed consulting services must be defined and scoped prior to any agreement from the Authority to proceed. This agreement must be obtained in writing, and a Purchase Order (PO) number must be provided by the Authority to the Contractor prior to any consulting services taking place. 
The Contractor must ensure that prior to any consulting work that a discovery/scoping exercise is carried out first. Any discovery/scoping work will be charged for separately. 
If the Authority decide not to proceed following the discovery/scoping work the Authority will not be liable for any charges relating to the future costs of the Contractor consulting services. 
A working day is defined as Monday – Friday 08:30 to 17:00 excluding English bank holidays. 
[bookmark: _Toc213765105]12. Review and Revision
This SLA will be reviewed annually or upon significant change to the services provided.
Revisions must be agreed in writing and signed by authorised representatives of both parties.
[bookmark: _Toc213765106]13. Termination
Either party may terminate this SLA with e.g., 90 days’ written notice or immediately in the event of a material breach not remedied within 30 days of notice.
[bookmark: _Toc213765107]14. Exit Management 
The Contractor will provide Authority data in line with the transition plan and specification of requirements free of charge. 
The Contractor must allow the Authority to perform their own data extracts Free of Charge to provision and enable the move to a different provider. 
[bookmark: _Toc213765108]15. Signatures
This document is to be reviewed by the Authority and the Contractor and approved as being accurate by both parties prior to the commencement of the Contract. 
For the Authority
Name: ________________________
Position: ______________________
Signature: ____________________
Date: _________________________
For the Contractor 
Name: ________________________
Position: ______________________
Signature: ____________________
Date: _________________________
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