



	
	
	



[bookmark: _Toc205471491][bookmark: _Toc205544570]Client common data environment specification: High-level requirements
This document is to be read alongside the CCDE Specification.
Systems and hosting
The CCDE must provide a secure, UK-hosted, cloud-based environment that is browser-accessible without specialist software, operates 24/7 with resilient backup, and supports large model and datasets.
Information storage and organisation
The CCDE must preserve all previous versions with full change history and allow Trust-configurable organisation and archiving rules. 
Collaboration and workflows
The CCDE must support structured workflows for validating, accepting, publishing, and transferring information from project CDEs into the CCDE, with automated user notifications, full transmittal and tracking capability, complete auditability of workflow actions, and defined progression of files through work in progress, shared, published, and archived states.
Search, reporting and dashboards
The CCDE must provide configurable metadata-driven search and filtering, configurable dashboards showing workflow and information status, and Power BI-enabled reporting with export to common formats. 
File and data formats
The CCDE must accept and store open and proprietary file formats, provide in-platform previews, version comparison, and enable bulk upload and download of documents.
Ownership and access control
The CCDE must give the Trust ultimate administrative control, provide role-based access aligned to Trust-defined permissions and workflow stages, and maintain comprehensive logs of user activity and permission changes to ensure full auditability and governance.
Audit and traceability
The CCDE must maintain a comprehensive audit trail of all information actions, enable filtered export of audit logs, support scheduled audit reporting, and create immutable project snapshots at RIBA Stage 6. 
Security standards
The CCDE must meet recognised security and accessibility standards, including ISO/IEC 27001 hosting, Cyber Essentials certification, alignment with ISO19650-5 principles, and WCAG 2.1 AA accessibility. 
Access and authentication
The CCDE must enforce secure access through multi-factor authentication (MFA) or single sign-on, support immediate deactivation of user accounts, and record all authentication attempts and access events within a secure audit log.
Data protection, security and hosting
The CCDE must ensure strong data protection through industry-standard encryption, transparent hosting and backup arrangement, unrestricted Trust-controlled data export and interoperability, and mandatory 24-hour notification of any data breach or security incident.
System integration
The CCDE must support scheduled or manual data export and provide an API or equivalent mechanism to enable controlled, approved data exchange with other systems.
Data and file compatibility
The CCDE must support import and export of required open and proprietary formats while maintaining Trust-defined metadata, naming conventions, unique container IDs, and links between graphical and non-graphical data, with automated field population and full retention of version and approval history.
Interoperability standards
The CCDE must comply with open data principles and common classification schemas, using non-proprietary, interoperable data structures that enable future migration between CCDE platforms without restriction. 
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