[image: ECITB logo]

SPECIFICATION: GOODS OR SERVICES

Contract Name: ECITB ACE Card Production and Digital Environment

Contract Reference: P2510-3

Version 1.1










Contents

1.	Introduction	3
1.1 About the ECITB	3
2.	Background	3
3.	Scope of the Contract	3
4.	Requirements	4
4.1	Functional Requirements	4
4.2	Performance Requirements	8
4.4     Mandatory Requirements	9
5.	Service Levels and Key Performance Indicators (KPIs)	11
6.	Contract Management and Review	12
7.	General Data Protection Regulation (GDPR) 	12
8.	Contract Type and Duration	14













1. [bookmark: _Toc216187769]Introduction
[bookmark: _Toc216187770]1.1 About the ECITB
The Engineering Construction Industry Training Board (ECITB) is the employer-led skills, standards and qualifications body for the development of the engineering construction workforce of Great Britain. An arms-length body of the UK Government, the ECITB reports to the Department for Education. Our vision is a trailblazing Engineering Construction Industry where critical infrastructure, energy security and net zero ambitions are achieved. 

The ECITB works with employers and training providers to attract, develop and qualify the engineering construction workforce in a wide range of craft, technical and professional disciplines. We invest about £28 million each year to support skills development within the industry. 

More information about the ECITB can be found here: What is the ECITB? - ECITB 

2. [bookmark: _Toc216187771]Background 
[bookmark: OLE_LINK1]The Assuring Competence in Engineering (ACE) scheme is operated by ECITB to assure that workers in engineering construction hold the appropriate training, qualifications and competence to work safely and effectively.
The ACE card is a key tool used across the industry to evidence this competence and supports ECITB’s wider strategy of raising standards, improving workforce mobility and enabling safe and efficient project delivery.
The ACE card function sits within ECITB’s quality-assurance and standards activity. It underpins the industry’s ability to verify skills quickly and reliably, whether on site or through employer checks, and is a critical part of maintaining confidence in the engineering-construction workforce. The scheme is currently undergoing a major programme of reform to modernise processes, strengthen governance and improve the user experience.
The Construction Skills Certification Scheme (CSCS) is the leading skills-certification scheme for the UK construction industry. CSCS cards provide proof that individuals working on construction sites have the required training and qualifications for the type of work they carry out. ACE operates as an Alliance scheme within the CSCS framework, meaning its cards must meet CSCS standards and display the CSCS logo.
As an Alliance scheme, ACE must comply with current Construction Leadership Council (CLC) requirements. This includes ensuring that all physical cards are Smart and NFC-enabled, display the CSCS logo, and are fully compatible with the CSCS Smart Check app through real-time API integration. Digital cards, where offered, must use dynamic QR codes to support secure verification.
This contract therefore requires a supplier to deliver not only secure card production and distribution but also a Smart, compliant card-issuing and data-management system that keeps ACE aligned with CSCS requirements and future standards.
The next generation of the ACE system must go beyond physical card production to include a digital-first issuing system, robust data management, fraud prevention, and employer-facing verification tools.

3. [bookmark: _Toc216187772]Scope of the Contract
The ACE card scheme provides evidence of competence for individuals working in engineering construction. This contract covers the full end-to-end delivery of that service, including the production of physical cards, a digital issuing and data-management system, and the supporting tools required for employers and cardholders to access and verify information.
In scope for this contract are:
· A complete end-to-end application and issuing platform for individuals and employers, enabling users to apply for ACE cards, upload evidence of ECITB and ECITB-approved qualifications, validate their information, and track progress from submission through to approval, renewal and replacement.
· A centralised, secure data-management system linked to ECITB learner and training records, supporting evidence review, auto-approval where applicable, and full auditability of all actions taken during the card application and management lifecycle.
· Secure production and distribution of ACE cards in full compliance with current and future Construction Leadership Council (CLC) technology requirements, including NFC-enabled physical cards, CSCS branding, dynamic QR codes for any digital or virtual cards, and a real-time API endpoint for CSCS Smart Check to retrieve mandatory cardholder data. The solution must be capable of adapting as CLC Smart standards evolve.
· A secure online record system for cardholders, providing web and mobile access to their ACE record, digital twin cards, application history, and notifications.
· Real-time employer and site verification tools, enabling easy checking of card validity and cardholder competence, including bulk and offline verification options, renewal and revocation alerts, and fraud-prevention features that support secure site-entry decisions.
· Integration and real-time qualification validation, including API-based connections to recognised awarding bodies, the ECITB learner database, CCNSG records, and the ability to easily add further awarding body or industry system integrations in future.
· A modular, extensible platform architecture capable of supporting future ECITB or industry competence schemes, with configurable rules for eligibility, renewal cycles, pricing structures, and scheme-specific requirements without significant redevelopment.

Out of scope for this contract are:
· The development or approval of qualifications themselves, which will remain the responsibility of ECITB.
· Wider ECITB membership management systems not directly related to ACE card issuing.

4. [bookmark: _Toc216187773]Requirements
4.1 [bookmark: _Toc216187774] Functional Requirements 
The ACE system must provide an intuitive, end-to-end platform for applying, issuing, renewing and verifying CLC-compliant smart cards, with real-time qualification checks, fraud prevention, employer verification tools and the flexibility to support future schemes.
Card Production and Distribution
· The supplier will be responsible for the secure production, personalisation, and distribution of ACE cards, with supplier-managed printing preferred but integration with a third-party card bureau supported if required.
· The Supplier must ensure that all ACE cards and associated digital records comply with current and future Construction Leadership Council (CLC) Smart standards. At a minimum, the Supplier must ensure the following:
· NFC-enabled physical cards: All physical ACE cards must include NFC technology that allows authentication through CSCS Smart Check without requiring an internet connection.
· Real-time Smart Check verification: The ACE system must provide a secure API endpoint that allows CSCS Smart Check to retrieve cardholder data in real time, including photograph, qualifications, health and safety records, CPD, card status and expiry.
· Dynamic QR codes for digital cards: Where digital wallet cards are offered, QR codes must be dynamic (regularly refreshed) to prevent spoofing, screenshots or static code reuse.
· CSCS logo and branding: All physical cards must display the CSCS logo in accordance with CSCS branding rules.
· Data completeness: All information required by CSCS Smart Check must be captured, stored and retrievable, including qualifications, certifications and card status.
· Future CLC updates: The supplier must ensure the platform can be updated to meet future CLC Smart standards (typically refreshed every 2–4 years).
· Cards must be produced and dispatched within five (5) working days of application approval, with an in-app or email notification confirming shipment to the cardholder.
· Cards should be sent directly to individual workers, with tracking or status updates available where practical.
· The supplier must follow ECITB’s current branding and design standards for ACE cards, while maintaining capacity for future redesigns or scheme additions.
· The supplier may include optional security print features (for example, holograms, UV ink, or tamper-resistant laminate) to enhance anti-fraud protection where feasible.
· The supplier must conduct quality control checks on all card batches, including scan verification and visual inspection before dispatch.
· ECITB must have access to print-error and misprint reports for audit purposes, in line with CSCS requirements for card roll reconciliation.
· All personalisation data must be encrypted during transfer and deleted after printing, ensuring compliance with GDPR and ISO 27001 standards.
· The supplier may propose environmentally responsible materials and packaging options, though these are optional rather than mandatory.
· Each physical card may, where possible, be accompanied by a digital twin (for example, Apple or Google Wallet), with system readiness for potential digital-only cards in future.

Application and Issuing
· The system must provide a single, adaptive application process for both ECITB-qualified and non-ECITB-qualified applicants, dynamically adjusting based on the information entered.
· The system should pre-fill known details such as name, qualification and CCNSG record from ECITB databases to reduce input errors and improve efficiency.
· The system must link with existing CCNSG user accounts through integration with ECITB learner (Creatio) systems.
· The supplier must enable integration via API with recognised awarding bodies to validate qualifications automatically; applications should default to ECITB manual review where API validation is unavailable.
· Applicants must be able to upload qualification certificates, photographic ID, and supporting evidence directly from mobile or desktop devices, with automatic validation of file type and size.
· Applications with ECITB qualifications should be auto-approved when matched within ECITB’s training database.
· Reviewers must be able to return applications to applicants for further information rather than rejecting them outright, with all actions and comments logged to an audit trail.
· The system must support card renewals, automatically identifying upcoming expiries and issuing reminders 90, 30 and 7 days prior to expiry via email, SMS, and in-app notification.
· Applicants must be able to update personal information (for example, employer or address) and request replacement cards for lost or damaged ones.
· Users must receive automated notifications at key stages, including application submission, review, approval, rejection, and card dispatch.
· Photo ID upload is mandatory for all applicants; future biometric or face-matching verification should be supported as an option to strengthen identity checks.
Employer and Verifier Functions
· The system should provide secure functionality for registered and ECITB-approved employers to verify ACE cards and view essential worker competence information.
·  Employers should have access to organisation-level accounts supporting multiple users (for example, supervisors and administrators), with ECITB approval required before access is granted.
· Verification results must clearly display cardholder name, trade/discipline, expiry date, and card status (VALID / EXPIRED / REVOKED / WORKING TOWARD).
· The system should support bulk verification, allowing employers to upload worker lists (for example, CSV files) and verify multiple ACE cards simultaneously.
· All verification events must be logged and auditable, recording who performed the check, when, and the outcome.
· Employers must be able to download verification logs or reports for compliance or audit purposes.
· Employers must receive automatic alerts when one of their workers’ cards is revoked or nearing expiry, with notifications shown via email and within the employer portal.
· A workforce dashboard showing all employee cards and expiry dates would be desirable but is not essential at this stage.
Administration (ECITB Back-End)
· The system must include a secure administrative dashboard for ECITB staff, providing real-time visibility of applications, renewals, verifications, and fraud alerts.
· The system must support role-based access control, allowing ECITB to assign and manage permission levels (for example, admin, reviewer, finance, or read-only).
· Administrators must be able to review applications and supporting documentation in one consolidated view and approve, reject, or return submissions for further information.
· Administrators must be able to flag suspected fraud, trigger investigations, and revoke or suspend cards where required, with full audit trail of all actions taken.
· The supplier should provide first-line customer support (helpdesk and ticketing) as part of the service, with ECITB retaining oversight and audit access to all customer-service logs and outcomes.
· The system must allow ECITB to configure and manage multiple schemes with custom rules for eligibility, renewal cycles, and pricing.
· The system must handle out-of-sync renewal cycles between schemes, ensuring that an expired CCNSG card invalidates an ACE card, but not vice versa.
· The system must maintain a complete audit log of all administrative actions, including approvals, rejections, data edits, and user interactions, with time and user stamps for traceability.
· The administration interface should provide reporting dashboards showing applications, renewals, fraud cases, and KPIs to support operational and performance monitoring.
· The system should be modular and extensible, allowing additional ECITB or partner schemes (for example, Connected Competence) to be integrated in future without major redevelopment.
Integration and Data
· The supplier must migrate all current ACE and CCNSG data, including relevant historical qualification records, from the existing MSP system into the new platform.
· The system must be capable of handling unclean or inconsistent data and the supplier should offer options for data cleansing or validation either before or after migration.
· The system must integrate with ECITB’s learner database and CCNSG systems (Creatio) from launch.
· The system must support API-based integration with external awarding bodies to validate qualifications automatically, and be built to easily accommodate additional APIs as they become available.
· All integrations must use secure, encrypted data transfer and comply with relevant data-protection and information-security standards.
· The ACE system must provide a secure API endpoint for CSCS Smart Check to retrieve cardholder data in real time.
· Other data synchronisation should be real-time where possible, although nightly batch updates may be accepted where more practical.
· The system must maintain a directory of approved awarding bodies and recognised qualifications, allowing ECITB to add, update, or deactivate entries through the admin interface.
· Data migration and management processes must include a defined method for removal or archiving of inactive or obsolete records, ensuring compliance with data-retention policies.
· The system must support data export and import in common formats (for example, CSV, JSON, or XML) and remain flexible to ECITB’s preferred standards.
· The system should include deduplication logic to identify potential duplicate records (for example, similar names or repeated IDs) and flag them for review.
· All integrations and data processes must be fully auditable, maintaining logs of data imports, updates, and system synchronisations.
Fraud Prevention and Security
· The system must include automated fraud detection tools to identify anomalies such as duplicate ID numbers, repeated photographs, or inconsistent qualification information.
· Any suspected fraudulent activity must be flagged to ECITB for investigation, rather than automatically suspended, ensuring ECITB retains full control over enforcement actions.
· The system must provide clear visibility of fraud alerts within the ECITB admin dashboard, enabling rapid review and resolution by authorised staff.
· The supplier should produce monthly fraud reports summarising incidents, actions taken, and outcomes, to support audit and compliance processes.
· Administrators must be able to revoke or suspend cards instantly, ensuring that revoked cards are immediately invalidated across both physical and digital verification channels.
· The system must retain records of all revoked or suspended cards for audit, governance, and reporting purposes.
· The system must support photo ID verification as a mandatory requirement for all applicants to confirm identity before card issuance.
· The system should include an option for future biometric or face-matching validation, allowing enhanced identity checks to be introduced at a later date.
· All data transfer and storage must be encrypted and compliant with GDPR, ISO 27001, and Cyber Essentials Plus (or equivalent) standards.
· The system must maintain detailed logs of all security events and provide ECITB with full visibility of user and system activity where relevant to data security or compliance.
Payments and Finance
· ACE does not require a payment functionality now and as such the below is not mandatory. This functionality may be required if other schemes are added in the future and as such will be included in scope. 
· The system should be designed to support integrated payment functionality
· The system should enable automatic payment validation, confirming successful transactions through integration with ECITB’s finance systems (for example, Sage or an equivalent).
· The system should be capable of generating invoices and receipts automatically, storing them within the user’s account for future reference.
· The system should allow refunds or cancellations where an application is withdrawn or rejected before processing.
· The supplier should ensure that all financial transactions are secure, traceable, and compliant with relevant financial and data-protection regulations.
· The system should support basic reporting of payment activity, allowing ECITB to track payment status and reconcile with financial records.
Communications and Notifications
· The system must provide automated communication and notification functionality to keep cardholders, employers, and administrators informed of key events and actions.
· All notifications should be delivered through multiple channels, including email, SMS, and in-app messages, to ensure accessibility and reliability.
· Users should be able to set their communication preferences, including the option to opt out of specific channels such as SMS or email.
· ECITB must should the ability to edit and manage notification templates, including wording, branding, and timing of messages (for example, renewal reminders or approval confirmations).
· All communications must include ECITB branding, contact details, and relevant links to online portals or support resources.
· The system must automatically issue notifications for key user events, including application submission, review outcomes, card approval, dispatch, renewal reminders, expiry alerts, and fraud-related actions.
· The system should provide administrative visibility of all communications, allowing ECITB to track delivery, view message history, and confirm receipt where required.
Analytics and Reporting
· The system should include reporting and analytics functionality that enables ECITB and employers to access key operational and performance data in real time.
· The solution should provide role-based dashboards, allowing ECITB administrators and employers to view information relevant to their respective needs.
· ECITB must be able to filter and export data by scheme, qualification, region, or time period, supporting both operational management and policy insight.
· The supplier should provide standardised report templates, including renewals due, site activity, application volumes, and skills-gap indicators.
· The system should support integration with Power BI or equivalent analytics tools where in-built analytics are limited or unavailable.
· The supplier should enable KPI tracking within the system, either through live dashboards or scheduled reports, covering key metrics such as application processing times, card production accuracy, and system uptime.
· The system must maintain data accuracy and integrity to ensure all analytics and reports are reliable and auditable.
· The system should support long-term workforce intelligence development, enabling aggregated data analysis (for example, workforce trends, renewal compliance, and skill distribution) as the ACE programme matures.

4.2 [bookmark: _Toc216187775] Performance Requirements 
The supplier will be required to ensure the system and service deliver consistent, reliable, and high-quality outcomes. Performance will be measured against the following requirements:
Application and Issuing
· 90% of applications processed within five (5) working days of submission.
· Bulk employer applications processed within agreed timeframes (to be confirmed with ECITB, expected within ten working days).
· Renewal reminders issued to cardholders at least 90, 30, and 7 days before expiry, and again on expiry.
Data Management
· Data accuracy rate of 99.9% for all entries, transfers, and synchronisations between the ACE system and ECITB records.
· All data processing and storage must comply with GDPR, UK data-protection legislation, and ISO 27001 (or equivalent).
· System must support secure handling of qualification evidence uploads, ensuring no unauthorised access or data breaches.
Card Production and Distribution
· 95% of cards produced and dispatched within ten (10) working days of approved application.
· 98% accuracy in card personalisation (details and photograph).
· 99% successful delivery rate to intended recipients.
Digital Record and User Access
· Cardholder records updated in real time following qualification approval or renewal.
· System availability for cardholder and employer access of 99.5% uptime over a rolling 12-month period.
Employer and Site Verification
· Employer verification tools (online and mobile) must maintain 99.5% uptime.
· Verification response times must not exceed 5 seconds under normal operating conditions.
· Fraud detection tools must identify and invalidate 100% of cancelled or revoked cards during verification attempts.
Customer Support and Service Management
· 95% of cardholder and employer queries responded to within two (2) working days.
· 90% of all issues resolved within five (5) working days.
· All escalated issues acknowledged within 24 hours and resolved within agreed timescales.
System and Technical Standards
· System uptime of at least 99.5% over a rolling 12-month period.
· Multi-factor authentication (MFA) should be available for system access.
· Data encryption must be applied both in transit and at rest.
· Compliance with Web Content Accessibility Guidelines (WCAG) v2.1 Level AA.
· Annual review of system security and data protection policies, with ECITB notified of any significant changes.
Standards and Compliance
· All cards must be Smart, display the CSCS logo, and be fully compatible with CSCS Smart Check without the need for manual data entry.
· Physical cards must use NFC technology. Where digital cards are offered, QR codes must be dynamic and refreshed frequently to prevent spoofing.
· ACE must provide a real-time API for CSCS Smart Check to retrieve cardholder data.
· Supplier must comply with ISO 9001 (quality), ISO 27001 (information security), and Cyber Essentials Plus (or equivalent) certifications.

[bookmark: _Toc216187776]4.4 Mandatory Requirements 
The following requirements are considered essential to the delivery of this contract. Tenderers must demonstrate how they will meet these requirements. 
Hours of Service / Delivery
· Card production and distribution services must be available throughout the contract period with agreed turnaround times below and service levels. 
· Cards must be produced and dispatched within five (5) working days of application approval, with an in-app or email notification confirming shipment to the cardholder.
· Customer support must be available during standard UK business hours at a minimum.
Accreditations and Certifications
· Certification to ISO 9001 (or equivalent) for quality management.] 
· Certification to ISO 27001 (or equivalent) for information security.
· Accreditation to Cyber Essentials Plus (or equivalent).
· Evidence of Disaster Recovery and Business Continuity Planning.
· Annual review of data security policies and practices.

Health and Safety
· Compliance with all relevant UK health and safety legislation.
· Have a current health and Safety Policy which is compliant with UK Health and Safety legislation.

Insurance
· Public Liability Insurance of at least £5 million.
· Professional Indemnity Insurance of at least £1 million.
· Employer’s (Compulsory) Liability Insurance of at least £5 million.

Environment and Sustainability
· Vendor organisation has a policy that support a commitment to fighting climate change 
Equality, Diversity and Inclusion
· Compliance with the Equality Act 2010 and hold current, compliant polic(ies) to this effect.
Security and Data Protection
· Compliance with UK GDPR and the UK Data Protection Act.
· Data storage located in the UK or EU.
· Use of strong authentication methods (e.g. multi-factor authentication) for system access.
· Encryption of data at rest and in transit.
· Clear incident response and data breach handling procedures.
· Evidence that subcontractors and third parties are held to equivalent data protection standards.
System and Technical Standards
· Supplier must provide NFC-enabled physical cards and API-based Smart Check integration in compliance with Construction Leadership Council (CLC) Smart requirements.
· System uptime of at least 99.5% over a rolling 12-month period.
· Compliance with Web Content Accessibility Guidelines (WCAG) v2.1 Level AA or later.
· Ability to import/export data via open APIs in common formats.
· Unique cardholder identifier must be issued to each user, with the ability to merge duplicate records.
· Bulk upload functionality for employers.
Contractual Terms
· Agreement to ECITB’s standard terms and conditions of contract.
Exit Strategy
· Clear processes to ensure a smooth transition of services at the end of the contract.
· Secure transfer or deletion of cardholder data in line with ECITB requirements and data protection law.

5. [bookmark: _Toc216187777]Service Levels and Key Performance Indicators (KPIs)
The supplier’s performance will be monitored against agreed service levels and Key Performance Indicators (KPIs) to ensure that the ACE Card Issuing and Data Management System is delivered and maintained to a high standard of quality, reliability, and compliance.
Performance measurement will focus on outcomes that support ECITB’s operational efficiency, user satisfaction, and adherence to CSCS and CLC standards.
Card Issuing and Fulfilment
· Application Processing: 90% of applications processed within five working days. (Monitored monthly)
· Card Production and Delivery: 95% of cards produced and dispatched within ten working days of approved application. (Monitored monthly)
· Accuracy of Personalisation: 98% of cards issued must be free from errors. (Monitored quarterly)
Data Management and Security
· Data Accuracy: 99.9% accuracy rate for data held in the ACE system compared with ECITB records. (Monitored quarterly)
· Duplicate Record Resolution: 100% of identified duplicate records merged within five working days. (Monitored monthly)
· Data Security: Zero tolerance for unauthorised data breaches. (Continuous monitoring; reported quarterly)
System Availability and Performance
· System Uptime: Minimum of 99.5% availability measured over a rolling 12-month period. (Monitored monthly)
· Verification Response Time: Employer verification requests must return a response within 5 seconds under normal conditions. (Monitored quarterly)
Customer Service and Support
· Query Response Time: 95% of cardholder and employer queries responded to within two working days. (Monitored monthly)
· Issue Resolution: 90% of issues resolved within five working days. (Monitored monthly)
· Escalations: 100% of escalated cases acknowledged within 24 hours. (Monitored quarterly)
Compliance
· CSCS Smart Compliance: 100% of cards issued must be Smart, display the CSCS logo, and be compatible with CSCS Smart Check. (Monitored quarterly).
6. [bookmark: _Toc216187778]Contract Management and Review
The Supplier shall participate in regular contract management activities to ensure effective delivery of the ACE Scheme. This will include structured account meetings, performance reviews, and reporting as required by the ECITB.
A programme of meetings will be agreed during the Mobilisation phase, reflecting the higher level of coordination needed during implementation. As a minimum:
· Mobilisation / Implementation Stage: Meetings will take place at a frequency agreed in the Mobilisation Plan, but no less than monthly.
· Live Contract Stage: Formal contract review meetings will take place no less than quarterly, with additional meetings arranged as required to address performance, risks, service developments or any emerging issues.
The Supplier will be expected to provide relevant performance data, updates, and documentation in advance of each meeting to support effective contract oversight.

7. [bookmark: _Toc216187779]General Data Protection Regulation (GDPR) 
Under this contract the supplier will process personal data on behalf of the Engineering Construction Industry Training Board (ECITB). For the purposes of the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, ECITB shall be the Data Controller and the Supplier shall be the Data Processor. The Supplier agrees to process personal data only on documented instructions from ECITB and in full compliance with applicable data protection legislation.  
Subject Matter and Duration of Processing

The processing of personal data relates to the operation and management of the ACE Card Issuing and Data Management System, including the application, verification, renewal, and administration of ACE cards.
· Processing will continue for the duration of the contract, including any extensions, and for any additional period required for secure data transfer, audit, or contract exit, as agreed with ECITB.
Nature and Purpose of Processing
The supplier will process personal data solely for the purpose of delivering the services defined in this specification, including:
· Application submission and identity verification.
· Qualification validation and record management.
· Card production, personalisation, and distribution.
· System user authentication and access management.
· Customer support and communication.
· Audit, compliance, and fraud-prevention activities.
· The supplier must not process personal data for any purpose other than fulfilling contractual obligations to ECITB.
Type of Personal Data
The data processed may include, but is not limited to:
· Full name, date of birth, and contact details (address, email, phone number)
· Photographic identification and, where applicable, facial image for card use
· National Insurance number or other unique identifiers used for verification
· Employment and training information, including employer name, trade discipline, qualification history, and certification details
· Card reference numbers, issue and expiry dates
· System user account details and access credentials
· Application and transaction history, including logs of verification or support interactions.
Categories of Data Subjects

· ACE card applicants and current cardholders;
· Employers or site representatives using the system for verification;
· ECITB staff and administrators using the system for operational purposes; and
• Customer service representatives and authorised supplier staff involved in system management.
Obligations and Rights of the Controller (ECITB)
ECITB shall at all times remain the Data Controller in respect of all personal data processed under this Agreement. ECITB retains full ownership, rights, and control over such personal data, including the determination of the purposes and means of processing. Nothing in this Agreement shall confer upon the Supplier any rights, title, or interest in the personal data. The Supplier shall process personal data solely on documented instructions from ECITB and shall not use, disclose, or otherwise process such data for its own purposes or for the benefit of any third party. ECITB reserves the right to amend, update, or withdraw its instructions at any time, and the Supplier shall comply promptly with any such changes. All personal data, together with any copies, derivatives, or results of processing, shall remain the exclusive property of ECITB. 
The supplier must:
· The Supplier shall process personal data solely on documented instructions from ECITB, including with respect to transfer of personal data to a third country or international organisation, unless required to do so by applicable law. In such cases, the Supplier shall inform ECITB of that legal requirement before processing, unless prohibited by law. Process data only on documented instructions from ECITB
· The Supplier shall ensure that all personnel authorised to process personal data are subject to appropriate confidentiality obligations, whether contractual or statutory and shall provide evidence of such obligations upon request.
· The Supplier shall implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including but not limited to encryption, access control, audit logging, vulnerability management, and regular penetration testing. The Supplier shall provide ECITB with a summary of such measures upon request.
· The Supplier shall assist ECITB, at no additional cost, in ensuring compliance with obligations under applicable data protection laws, including responding to data subject requests, notifying supervisory authorities of breaches, and conducting data protection impact assessments. 
· The Supplier shall notify ECITB without undue delay, and in any event within 24 hours, upon becoming aware of a personal data breach or security incident. Such notification shall include all information reasonably required by ECITB to meet its legal obligations.
· The Supplier shall make available to ECITB all information necessary to demonstrate compliance with this Agreement and shall allow for and contribute to audits, including inspections, conducted by ECITB or an auditor mandated by ECITB. The Supplier shall promptly address any findings or recommendations arising from such audits. 
· Upon termination or expiry of the Agreement, or upon ECITB’s written instruction, the Supplier shall securely delete or return all personal data (including copies) processed on behalf of ECITB, unless retention is required by law. The Supplier shall certify in writing that such deletion or return has been completed 
· The Supplier shall not transfer personal data outside the UK or EU without ECITB’s prior written consent. Where such transfers are authorised, the Supplier shall ensure that adequate safeguards are in place, such as Standard Contractual Clauses or other mechanisms approved under applicable data protection laws
· The Supplier shall not engage any sub‑processor to process personal data without the prior written consent of ECITB. Where such consent is granted, the Supplier shall ensure that the sub‑processor is bound by a written agreement imposing obligations that are no less protective than those set out in this Agreement. The Supplier shall remain fully liable to ECITB for the acts and omissions of any sub‑processor and shall provide ECITB with an up‑to‑date list of all approved sub‑processors upon request.
· The Supplier shall be liable for any damages, losses, fines, or claims arising from its failure to comply with this Agreement or applicable data protection laws, including but not limited to unauthorized disclosure, misuse, or breach of personal data.

8. [bookmark: _Toc216187780]Contract Type and Duration
The contract will run for an initial period of two (2) years, from April 2026 (post implementation), with the option to extend for up to two (2) additional one-year periods (2 + 1 + 1) under the ECITB Service Provision Agreement, shared as part of the procurement pack.
Any extension will be subject to satisfactory supplier performance against agreed KPIs, continued compliance with CSCS and CLC requirements, and mutual agreement between ECITB and the supplier.
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