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1
1.1

Information Security Policy

Introduction

This document sets out the Agency's overarching Information Security Policy.

2 Scope

2.1

2.2

2.3

2.4

All the Agency’s physical and information assets are within scope of this
security policy.

Physical assets include, but are not limited to, premises, computer hardware,
data cabling, telephone systems, filing systems and physical data files.

Information assets include, but are not limited to, data and information printed
or written on paper, spoken in conversation or shown in films, or stored
electronically on servers, website(s), extranet(s), intranet(s), PCs, laptops,
mobile phones as well as on CD ROMs, floppy disks, USB sticks, personal
devices, backup tapes and any other digital or magnetic media, and
information transmitted electronically by any means.

‘Data’ also includes the sets of instructions that tell the system(s) how to
manipulate information (i.e. the software: operating systems, applications, and
utilities).

3 Policy

3.1

3.2

3.3

The Agency’s Executive Committee (ExCo) and Unitary Board are committed
to securing all the physical and information assets throughout the Agency to
prevent unauthorised access, loss or damage. This is to preserve the
confidentiality, integrity and availability of Agency information to safeguard
public health, protect personal data, meet legal and contractual obligations
and protect its commercial image and reputation.

The Agency’s information security policy will be implemented through its
Information Security Management System (ISMS). The ISMS is the set of
policies and procedures for systematically managing the Agency’s sensitive
data.

The purpose of the Information Security Policy’s is to define a framework so
that the Agency’s staff, service providers, and any external party using
Agency information, are made aware of their responsibilities (defined in job
descriptions or contracts) to:

e preserve information security

e report security breaches; and
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3.4

3.5

Information Security Policy

e act in accordance with the requirements of the Information Security
Management System (ISMS).

All Agency staff (and certain external parties identified in the ISMS) are
expected to comply with this policy and ISMS. They will receive appropriate
information security awareness training such as those mandatory training
courses found on Civil Service Learning and other sessions the Information
Security Team will run throughout the year.

The consequences of breaching the Information Security Policy are set out in
the Agency’s disciplinary policy; and in contracts and agreements with third
parties.

4 Roles and responsibilities

4.1

4.2

The Senior Information Risk Owner (SIRO) is ultimately responsible for the
management, maintenance and implementation of this security policy.

Legal and regulatory obligations and other roles and responsibilities in relation
to the Information Security Policy are set out in the ISMS and the Information
Governance Management Framework.

5 Procedure

5.1

5.2

5.3

The processes and standards that relate to the implementation of this security
policy are set out in the Information Security Management System (ISMS).

The ISMS is a set of policies and procedures that are relevant to the security
risks faced by the Agency. These procedures are for staff to implement in
situations that present a security risk.

When applicable, the ISMS also sets out the standards that procedures need
to meet to be effective in preventing a security breach and comply with this
security policy.

6 Competence

6.1

Staff will receive appropriate training such as those mandatory training
courses found on Civil Service Learning and other sessions the Information
Security Team will run throughout the year to meet their responsibilities under
the Information Security Policy. As a minimum, this will include mandatory
security learning standards set out by Cabinet Office and Civil Service
Learning.
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6.2

6.3

Information Security Policy

In support of this Information Security Policy all service providers must ensure
that all their staff, who in the course of their work have access to government

assets (regardless of where located), are vetted to a minimum of the Baseline
Personal Security Standard (BPSS).

Where is it is not possible or practical for a supplier to comply with this BPSS
requirement, alternative equivalent methods will be considered on a case by
case basis and addressed formally in writing.

7 Monitoring compliance

7.1

7.2

7.3

This security policy will be reviewed to respond to any changes in the risk
assessment or risk treatment plan within the ISMS and at least annually.

Monitoring compliance with this policy will be measured by the number and
type of reported security incidents.

Security incident trends and lessons learnt will be reported to the Information
Asset Board.

8 References

8.1  The following internal documents are associated with or linked to this
document:
Internal Document Document Location

Information Governance Management

INsite | Policies and Procedures

Framework
8.2  The following external documents are associated with or linked to this
document:
External Document Document Location
HM Government baseline personnel https://www.gov.uk/government/publi
security standard cations/government-baseline-
personnel-security-standard

Page 7 of 8



9 Glossary

Information Security Policy

9.1  The following key terms are used in this document:

Term

Definition of term

Availability

Information and associated assets should be accessible to
authorised users when required. The computer network must be
resilient, and the Agency must be able to detect and respond
rapidly to incidents (such as viruses and other malware) that
threaten the continued availability of assets, systems and
information. There must be appropriate business continuity plans.

Confidentiality

Information should only be accessible to those authorised to
access it, therefore preventing both deliberate and accidental
unauthorised access to the Agency’s information and proprietary
knowledge and its systems, including its network(s), website(s),
extranet(s), and e-commerce systems.

Integrity

This involves safeguarding the accuracy and completeness of
information and processing methods, and therefore requires
preventing deliberate or accidental, partial or complete,
destruction or unauthorised modification, of either physical assets
or electronic data.

ISMS

A set of information security policies which address and look to
minimise security risks of the Agency. A link to our security
policies can be found here: Information Security Policies and
Procedures.
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