
[image: ]


Revision History
	Version
	Author(s)
	Status
	Revision Notes
	Date

	1.0
	Governance Improvement Group
	Approved
	First draft
	07/08/17

	1.1
	Governance Improvement Group
	Approved
	Changes to data protection provisions and other minor updates 
	29/11/17

	1.2
	Legal
	Approved
	Changes to incorporate information security schedule
	15/10/18

	1.3
	Legal
	Approved
	Changes to incorporate IR35 schedule
	02/03/20

	1.4
	Legal (DWF)
	Approved
	Changes to incorporate the Real Living Wage provision, Background Check schedule and the signature block.
	January 2021

	1.5
	Legal (DWF)
	Approved
	Replacing the Real Living Wage provision with the version prepared by GIG.
	May 2021

	1.6
	Legal (DWF) 
	Approved
	Changes to incorporate the Carbon Reduction provision.
	November 2021

	1.7
	Legal (DWF)
	Approved
	Changes made to a number of clauses following a general review including provisions relating to electronic signatures, SAP Ariba, data protection and liability. 
References to outdated legislation have also been removed and formatting changes made.
	January 2023

	1.8
	Legal 
	Approved 
	Term Clause inserted and updated contents page. 
	June 2023




ST Classification: OFFICIAL COMMERCIAL	Version 1.6ST Classification: OFFICIAL PERSONAL

ST Classification: OFFICIAL PERSONAL

ST Classification: OFFICIAL COMMERCIAL	Version 1.7ST Classification: OFFICIAL PERSONAL



53

Purchase Goods and Services November 2021 90429411-1




	[bookmark: _DV_M1][bookmark: _DV_C4][bookmark: _DV_M0]Dated	2025

	(1) SEVERN TRENT WATER LIMITED
(2) [NAME OF SUPPLIER]

	AGREEMENT FOR
GOODS AND SERVICES
[Enter - Contract ID number/s from SAP before signature]

	[image: ]



[bookmark: _DV_M3]Contents
1	DEFINITIONS AND INTERPRETATION	1
2	APPOINTMENT	8
3	SUPPLIER OBLIGATIONS - GENERAL	8
4	TERM	9
4	TERMS RELATING TO THE SUPPLY OF GOODS	9
6	WARRANTY IN RESPECT OF GOODS	10
7	TERMS RELATING TO SERVICES	11
8	WARRANTY IN RESPECT OF SERVICES	12
9	LATE DELIVERY, NON CONFORMITY AND REJECTION	12
10	TIME OF THE ESSENCE	13
11	CHARGES AND PAYMENT	13
12	INDEMNITY	14
13	INSURANCE	14
14	EXCLUSIONS AND LIMITATIONS OF LIABILITY	14
15	CLIENT DATA	15
16	INTELLECTUAL PROPERTY RIGHTS	15
17	PERFORMANCE MONITORING AND RECORDS	16
18	TERMINATION	16
19	CONSEQUENCES OF TERMINATION	17
20	CHANGE	18
21	FORCE MAJEURE	18
22	ASSIGNMENT AND SUB-CONTRACTING	18
23	NON-SOLICITATION	19
24	ANTI-BRIBERY AND ANTI-SLAVERY	19
25	CONFIDENTIALITY	20
26	DATA PROTECTION	20
27	ENVIRONMENTAL INFORMATION REGULATIONS	23
28	EMISSIONS REDUCTION	24
30	AUDIT	26
31	PUBLICITY	27
32	CONTRACTS (RIGHTS OF THIRD PARTIES) ACT 1999	27
33	SUCCESSORS	27
34	NO PARTNERSHIP OR JOINT VENTURE	27
35	ENTIRE AGREEMENT	27
36	VARIATIONS	28
37	WAIVER	28
38	NOTICES	28
39	SUPPLIER PERSONNEL	28
40	REAL LIVING WAGE	29
41	INFORMATION SECURITY	29
42	DISPUTES	29
43	LAW AND JURISDICTION	29
44	COUNTERPARTS	30
Schedules
1	Specification	31
2	Charges	32
3	Service Levels	33
Part 1	[Service Levels]	33
Part 2	[Service Credits]	33
Part 3	[Liquidated Damages]	34
4	Client Policies	35
5	Change Control Procedure	36
6	Not Used	38
7	Not Used	39
8	IR35	40
9	Background Checks	43
10	Agreement Personal Data	44
11	Information Security	45
Part 1	Security Measures	45
Part 2	Checklist	52
Part 3	Additional Technological and Organisational Measures	53


Agreement Particulars
	DELIVERABLES 
	

	Subject matter of this Agreement:
	The deliverables to be provided under this Agreement comprise: the supply of Goods and Services as described in more detail in Schedule 1

	TERM
	

	Commencement Date (clause 4)
	The date upon which this Agreement was executed by both Parties 

	Initial Term (clause 4)
	The period starting on the Commencement Date and ending at 23:59 on the date which is 2 years after the Commencement Date

	Extension Notice (clause 4)
	A notice given by the Client to the Supplier at least twenty (20) Business Days prior to any date on which this Agreement would otherwise have expired.

	Extension Period(s) (clause 4)
	A period of not less than three (3) months from any date on which this Agreement would otherwise have expired

	Longstop Expiry Date (clause 4)
	The date which is  1 year after the date of expiry of the Initial Term

	WARRANTY
	

	Service Levels
	Do not apply

	Key Performance Indicators
	Do not apply

	Time period for deemed acceptance of Goods (clause 5.8)
	[thirty (30) days] OR [INSERT] following delivery

	Warranty Period (clause 6)
	[INSERT]

	Period for continuance of replacement parts (clause 6)
	[INSERT] years from the date of delivery or for the relevant Goods or the expected life of the ordered Goods, whichever is the greater

	PAYMENT
	

	Address for submission of invoices (clause 11)
	[INSERT]

	Accounting Period (clause 11)
	[INSERT] OR [Sixty (60) days] following the date on which a Valid Invoice is received by the Client or, if later following the date on which such supporting information as may be reasonably required by the Client to enable the Client to assess whether the amount invoiced is correct 

	LIABILITY
	

	Liquidated Damages (clause 9.1.2.3)
	[Do not apply] OR [Do apply and the rate is set out in Schedule 3]

	Service Credits (clause 9.1.2.3)
	Do not apply

	Overall Cap (clause 14.3)
	[The higher of (a) £[INSERT AMOUNT] and (b) [INSERT NUMBER] times the total of the Charges payable under this Agreement] OR [£INSERT AMOUNT]

	TERMINATION
	

	Remedy Period (clause 18.1)
	The period ending [ten (10)] OR [INSERT] Business Days after a written notice from the Client setting out a breach and requiring it to be remedied by the Supplier

	NOTICES
	

	Client Notices (clause 38)
	Address: Severn Trent Centre, 2 St Johns Street, Coventry, CV1 2LZ
For the attention of: P2P Team

	Supplier Notices (clause 38)
	Address: [INSERT ADDRESS]
For the attention of: [INSERT NAME]

	BACKGROUND CHECKS
	

	Background Checks (clause 39.3)
	Part B of Schedule 9 does not apply

	INSURANCE
	

	Type of insurance
	Insured Amount
	Period for which the type of insurance and Insured Amount is to be maintained
	Other requirements

	Public & Products Liability Insurance
	£10,000,000 [Ten million pounds] in any one incident and unlimited in the period of insurance
	From the Commencement Date to end of contract period
	[Insurance team to provide]

	Employer’s Liability Insurance
	£10,000,000 [Ten million pounds] in any one incident and unlimited in the period of insurance
	From the Commencement Date to end of contract period
	[Insurance team to provide]

	Professional Indemnity Insurance
	£5,000,000 [Five million pounds] in any one incident and unlimited in the period of insurance
	From the Commencement Date to end of contract period
	[Insurance team to provide]
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[bookmark: _DV_C6][bookmark: _DV_M4]THIS AGREEMENT is made the	day of	20[ ]
[bookmark: _DV_M5]BETWEEN:
[bookmark: _DV_C7]SEVERN TRENT WATER LIMITED (registered number 02366686) whose registered office is at Severn Trent Centre, 2 St Johns Street, Coventry CV1 2LZ (the “Client”); and
[NAME OF SUPPLIER] (registered number [NUMBER]) whose registered office is at [ADDRESS] (the “Supplier”),
(each a "Party", together the “Parties”).
[bookmark: _DV_M8]BACKGROUND:
[bookmark: _DV_M9]The Client wishes to buy and the Supplier wishes to sell certain goods and/or services.
[bookmark: _DV_M10]The Parties therefore wish to enter into an agreement for the purchase of the goods and/or services in accordance with the terms and conditions set out below.
[bookmark: _DV_M11][bookmark: _DV_M12]IN CONSIDERATION OF THE PAYMENT OF £1 BY THE CLIENT TO THE SUPPLIER (RECEIPT OF WHICH IS HEREBY ACKNOWLEDGED) IT IS AGREED AS FOLLOWS:
[bookmark: _DV_M13][bookmark: _Ref482445643][bookmark: _NN755][bookmark: _Toc505331370][bookmark: _Toc520455880][bookmark: _Toc65165547][bookmark: _Toc171066747]DEFINITIONS AND INTERPRETATION	
[bookmark: _DV_M14]In this Agreement:
[bookmark: _DV_C79]the following expressions will have the following meanings:
	“Accounting Period”
	has the meaning given to it in the Agreement Particulars;

	“Agreement Particulars”
	the Agreement Particulars set out at the front of this Agreement;

	“Agreement Personal Data”
	the Personal Data (if any) set out in Schedule 10 as Processed by the Supplier on behalf of the Client;

	“Announcement”
	any public announcement, circular or other communication about or containing information about the terms, subject matter or existence of this Agreement or any matter arising out of or ancillary to this Agreement including:
the Parties’ performance of their obligations under or in connection with this Agreement; and
any dispute between the Parties in respect of this Agreement or any such matters arising out of or ancillary to it;

	“Applicable Law”
	any one or more of the following:
law including any statute, statutory instrument, bye-law, order, regulation, directive, treaty, decree, decision (including any judgment, order or decision of any court, regulator or tribunal);
legally binding rule, policy, guidance or recommendation issued by any governmental, statutory or regulatory body;
legally binding industry code of conduct or guideline; and/or
guidance issued by the Information Commissioner’s Office, Article 29 Working Party or the European Data Protection Board (as applicable) or any successor entity;
in force from time-to-time which relates to this Agreement and/or the Services and/or the activities which are comprised in all or some of the Services, the use or application of the output from any part of the Services and/or the Client’s business or the business of any other Service recipient;

	“Associated Company”
	[bookmark: _DV_M15][bookmark: _DV_C15][bookmark: _DV_M16][bookmark: _DV_C17][bookmark: _DV_C18]any company which is, in relation to another company, its Holding Company, its Subsidiary or a Subsidiary of its Holding Company (“Holding Company” and “Subsidiary” having the meanings set out in section 1159 Companies Act 2006), and for the purposes of section 1159(1) a company (the first company) will be treated as a member of another company if:
0. [bookmark: _DV_C19][bookmark: _DV_C20]any of its subsidiaries is a member of that other company; 
[bookmark: _DV_C21][bookmark: _DV_C22]any shares in that other company are held by a person acting on behalf of the first company or any of its subsidiaries; or
[bookmark: _DV_C23]any shares in that other company are registered in the name of a person (or its nominee) by way of security or in connection with the granting of security over those shares by the first company);

	“Authorised Sub-Processor”
	any third party appointed by the Supplier in accordance with this Agreement, with the prior written consent of the Client, to Process Agreement Personal Data;

	“Business Days”
	any day other than a Saturday or Sunday or a public or bank holiday in England;

	“Change”
	any change to this Agreement including any change to the Goods and/or Services, the Service Levels, the Service Credits and Key Performance Indicators;

	“Change Control Procedure”
	the change control procedure set out in Schedule 5;

	“Charges”
	the charges or prices set out in Schedule 2 payable in consideration of the full and proper performance of the Services or the supply of Goods as the case may be;

	“Client Data”
	all data (including Confidential Information) in any medium which is provided to the Supplier by or on behalf of the Client or which the Client permits or requests (whether expressly or by implication) the Supplier to access, store, transmit, distribute, create or otherwise process as part of the Services including Agreement Personal Data;

	“Client Policies”
	the policies and standards of the Client described or referred to in Schedule 4;

	“Commencement Date”
	is the date of this Agreement;

	“Confidential Information”
	all information in respect of the business of the Client including, but not limited to, know-how or other matters connected with the Goods and/or Services, and information concerning the Client’s relationships with actual or potential clients, customers or suppliers and the needs and requirements of the Client and of such persons, the Charges, and any other information which, if disclosed, will be liable to cause harm to the Client; 

	“Control”
	[bookmark: _DV_C36][bookmark: _DV_M22][bookmark: _DV_C38][bookmark: _DV_M23][bookmark: _DV_C41][bookmark: _DV_M24]has the meaning set out in section 1124 of the Corporation Tax Act 2010;

	“Data Protection Laws”
	all Applicable Laws relating to data protection, the processing of personal data and privacy, including:
the Data Protection Act 2018;
UK GDPR and EU GDPR; and
the Privacy and Electronic Communications (EC Directive) Regulations 2003; 
and references to “Data Processor”, “Data Subjects”, “Personal Data”, “Process”, “Processed” shall have the meaning as if read in the context of EU GDPR, except where the UK GDPR applies to the Personal Data Processing activity, in which case the interpretation of the term under the UK GDPR shall apply;

	“Data Security Incident”
	the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Agreement Personal Data transmitted, stored or otherwise Processed;

	“Delivery Date”
	the date or dates for delivery of each of the Goods as specified in Schedule 1 or any date subsequently agreed in writing by the Parties;

	“Delivery Point”
	[bookmark: _DV_M25][bookmark: _DV_M26]the place or places where delivery of the Goods is to take place as detailed in Schedule 1;

	“EIR Legislation”


"EU GDPR"
"Extension Notice"
"Extension Period"
	the Environmental Information Regulations 2004 and any subordinate legislation made under them, any amendment or re-enactment of any of them and any guidance and/or codes of practice issued by the Information Commissioner's Office in relation to such legislation from time to time;
the General Data Protection Regulation (EU) 2016/679;
has the meaning given to it in the Agreement Particulars;
has the meaning given to it in the Agreement Particulars;

	“Force Majeure Event”
	act of God, war, act of terrorism, civil commotion, lightening, earthquake, fire, explosion, flood, drought, epidemic or pandemic, and any other event or circumstance to the extent it is beyond the reasonable control of the relevant Party to the extent that such event or circumstance has materially affected the ability of the Party relying on that event or circumstance to perform its obligations but excluding:
0. strikes, lockouts and industrial disputes affecting the Supplier or the workforce of its subcontractors;
0. failure to secure a subcontractor or default of a subcontractor;
0. breakdown or failure of plant or machinery;
0. inability to obtain essential supplies or materials;
0. changes in law other than a change in law which renders some or all of the activities of a Party in connection with this Agreement illegal or unlawful and where no action of that Party (such as obtaining a Licence or amending or varying its activities or processes) can make such activities legal and lawful;

	“Good Industry Practice”
	in relation to the provision of any Goods or Services under this Agreement and any ancillary performance obligations, using the degree of skill, care, prudence, supervision, diligence, foresight, quality control and quality management which would (at the relevant time) be adopted by a leading provider of similar goods and/or services;

	[bookmark: _DV_C45][bookmark: _DV_M27][bookmark: _DV_C47]“Goods”
	[bookmark: _DV_M30]any of the goods described in Schedule 1,  which are to be supplied by the Supplier under this Agreement;

	"Initial Term"
	has the meaning given to it in the Agreement Particulars;

	“Information”
	information recorded in any form held by the Client (or other entity on behalf of the Client) subject to the EIR Legislation which relates to the Client and/or this Agreement;

	“Information Request”
	a valid request for Information under the EIR Legislation;

	“Indemnified Liabilities”
	all losses, liabilities, costs, damages and expenses that the Client does or will incur or suffer, all claims or proceedings made, brought or threatened against the Client by any person and all losses, liabilities, costs, damages and expenses the Client does or will incur or suffer as a result of defending or settling any such actual or threatened claim or proceeding;

	“Insolvent”
	the Supplier:
0. is unable to pay its debts within the meaning of section 123 of the Insolvency Act 1986;
makes a proposal for a voluntary arrangement or convenes a meeting of its creditors to consider such a proposal;
becomes subject to any voluntary arrangement;
has a receiver, manager, or administrative receiver appointed over any of its assets, undertaking or income, passes a resolution for its winding-up (save for the sole purpose of a solvent liquidation to effect a reconstruction or amalgamation);
is subject to a petition presented to any court for its winding-up, has a provisional liquidator appointed;
has a proposal made for a compromise or arrangement under Part 26 or Part 27 Companies Act 2006 (save for the sole purpose of a solvent reconstruction or amalgamation);
has an administrator appointed in respect of it or is the subject of an application for administration filed at any court or a notice of appointment of an administrator filed at any court or a notice of intention to appoint an administrator filed at any court by any person or is the subject of a notice to strike off the register at Companies House;
has any distraint, execution or other process levied or enforced on any of its property; or
ceases, or appears in the reasonable opinion of the Client likely or is threatening to cease to trade;

	“Insured Amount”
	the amount specified as the minimum level of insurance to be taken out and/or maintained in respect of the Supplier’s liabilities under this Agreement as specified in the Agreement Particulars;

	“Intellectual Property Rights”




"Invoicing Platform"
	all intellectual and industrial property rights including patents, know-how, registered trade marks, registered designs, utility models, applications for and rights to apply for any of the foregoing, unregistered design rights, unregistered trade marks, rights to prevent passing off for unfair competition and copyright, database rights, topography rights and any other rights in any invention, discovery or process, in each case in the United Kingdom and all other countries in the world and together with all renewals and extensions;
the Client's preferred electronic invoicing platform as notified to the Supplier by the Client from time to time, being at the date of this Agreement SAP Ariba;

	“Key Performance Indicators”
	where applicable (as stated in the Agreement Particulars), the Key Performance Indicators described in Schedule 3;

	“Licences”
	approvals, authorisations, certificates, consents, licences, permits and permissions, in each case whether statutory, regulatory, contractual or otherwise necessary for: (i) the provision or use of any part of any Goods or Services to be supplied or performed under this Agreement, or (ii) the performance of any of the Supplier's obligations under the Agreement;

	“Liquidated Damages”


"Longstop Expiry Date"
	where applicable (as stated in the Agreement Particulars), the genuine pre-estimate of loss and damage suffered by the Client arising from the Supplier’s failure to provide the Goods and/or Services at the times and/or dates specified in this Agreement.  The rate will be as set out in Schedule 3; 
has the meaning given to it in the Agreement Particulars;

	“Mandatory Exclusions”
	the circumstances set out in regulation 57(1) of the Public Contracts Regulations by application of regulation 80(2) of the Utilities Contracts Regulations;

	“Material Service Level Default”
	a failure to meet the minimum Service Levels or Key Performance Indicators described in Schedule 3;

	“Overall Cap”
"Public Contracts Regulations"

	has the meaning given to it in the Agreement Particulars;
the Public Contracts Regulations 2015 SI 2015/102 as amended, consolidated, modified, extended, re-enacted or replaced from time-to-time;

	“Purchase Order”
"Real Living Wage"

"Related Party"
	a purchase order issued by the Client; 
the real living wage as published by the "living wage foundation" at https://www.livingwage.org.uk/; 

the Supplier and: (a) its Associated Companies, directors, employees contractors, agents; or (b) any other person or entity acting for on or behalf of the Supplier or otherwise involved in the performance of this Agreement;

	“Remedy Period”
"Restricted Jurisdiction"

"Restricted Party"
	has the meaning given to it in the Agreement Particulars;
a country, state, territory or region which is subject to comprehensive economic or trade restrictions under Trade Control Laws applicable to any Party involved in the performance of the Agreement;
any individual, legal person, entity or organisation that is:
(i) resident, established or registered in a Restricted Jurisdiction or otherwise targeted by Trade Control Laws;
(ii) directly or indirectly owned or controlled (as these terms are interpreted under the relevant Trade Control Laws), or acting on behalf of, person, entities or organisations described in (i); or
(iii) a director, officer or employee of a legal person, entity or organisation described in (i) or (ii);


	“Service Credits”
	where applicable (as stated in the Agreement Particulars), the sums payable by the Supplier to the Client for failure to achieve the Service Levels as set out in Schedule 3;

	“Service Levels”
	where applicable (as stated in the Agreement Particulars) the standards for performance of the Services as set out in Schedule 3;

	[bookmark: _DV_C62][bookmark: _DV_M32][bookmark: _DV_C64]“Services”
	[bookmark: _DV_M36]all or any part of the services described in Schedule 1 and which are to be supplied by the Supplier under this Agreement;

	“Specification”
	the technical specifications and documents detailing the specific requirements of the Client as attached or referred to in Schedule 1;

	“Supervisory Authority”
	any applicable authority that oversees compliance with the Data Protection Laws (in the UK currently the Information Officer) as varied from time to time;

	“Supplier Personnel”
	all employees, officers, workers and staff, suppliers, consultants, agents and permitted subcontractors of the Supplier who are engaged or involved in the provision of any of the Goods and/or Services under this Agreement from time to time;

	[bookmark: _DV_C77]“Termination Date”

"Trade Control Laws"





"UK GDPR"
	[bookmark: _DV_C78]the date on which this Agreement terminates for whatever reason;
any laws concerning trade or economic sanctions or embargoes, Restricted Party lists, trade controls on the imports, export, re-export, transfer or otherwise trade of goods, services or technology, and any other similar regulations, rules, restrictions, orders or requirements having the force of law in relation to the above matters and in force from time to time including those of the European Union, the United Kingdom, the United States of America or any Applicable Laws relating to the above matters applicable to a Party to this Agreement;
the EU GDPR as it forms part of the laws of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018 and as amended by the Data Protection, Privacy and Electronic Communications (Amendments etc.) (EU Exit) Regulations 2019 and 2020 respectively and any legislation in force in the United Kingdom from time to time that subsequently amends or replaces the UK GDPR;

	“Utilities Contracts Regulations”
	the Utilities Contracts Regulations 2016 SI 2016/274 as amended, consolidated, modified, extended, re-enacted or replaced from time to time;

	“Valid Invoice”
	a valid VAT invoice within the meaning given by HM Revenue and Customs which also details Client’s name and address, the contract number given to this Agreement by the Client and the relevant Purchase Order number (or relevant numbers if more than one);

	“Warranty Period”
	the warranty period as specified in the Agreement Particulars.


[bookmark: _DV_M40][bookmark: _DV_M41][bookmark: _DV_C83][bookmark: _DV_C84]the headings are for convenience only and will not affect the construction or interpretation of this Agreement;
[bookmark: _DV_M42][bookmark: _DV_C87][bookmark: _DV_C88]where the context so requires or admits, the singular will include the plural and vice versa;
wherever under this Agreement the Client’s consent is required before the Supplier is permitted to do a particular act or thing, unless otherwise expressly provided, the Client is entitled to give or withhold consent or make consent subject to conditions at its sole discretion;
[bookmark: _DV_M43][bookmark: _DV_C90][bookmark: _DV_M44][bookmark: _DV_C93][bookmark: _DV_M45][bookmark: _DV_C95][bookmark: _DV_C96]references to “clauses” and “Schedules” are, unless otherwise provided, references to clauses of, and Schedules to, this Agreement;
[bookmark: _DV_M46][bookmark: _DV_C98][bookmark: _DV_M47][bookmark: _DV_M48][bookmark: _DV_C101][bookmark: _DV_M49][bookmark: _DV_C103][bookmark: _DV_M50][bookmark: _DV_C105][bookmark: _DV_C106]the Schedules form part of this Agreement; however, where the provisions of the Schedules and the clauses conflict the clauses will prevail;
any words following the terms "including", "include", "in particular", "for example" or any similar expression shall be construed as illustrative and shall not limit the generality of the related general words;
[bookmark: _DV_M51][bookmark: _DV_C109][bookmark: _DV_M52]the expression “person” means any individual, firm, company, incorporated association, partnership, government, state, or agency of state or joint venture; and
[bookmark: _DV_C110][bookmark: _DV_M53][bookmark: _DV_C113]any reference to a statute or statutory provision will be construed as a reference to the same as from time to time amended, consolidated, modified, extended, re-enacted or replaced and all statutory instruments and orders made pursuant thereto.
[bookmark: _Ref65236032][bookmark: _NN756][bookmark: _Toc65165549][bookmark: _Toc171066748]APPOINTMENT	
[bookmark: _DV_C117]The Client appoints the Supplier to provide the Goods and/or Services on the terms of this Agreement.
The terms of this Agreement:
apply to the provision of the Goods and/or Services to the exclusion of any other terms that the Supplier or any person performing the Supplier’s obligations on its behalf or as its contractor seeks to impose or incorporate, or which are implied by trade, custom, practice or course of dealing; and
will supersede any existing contract for the provision of the same Goods and/or Services made between the Client and the Supplier.
This Agreement shall (unless otherwise agreed by the Parties) be executed by the Parties using electronic signature, which shall be conclusive evidence of each Party's intention to be bound by this Agreement. 
[bookmark: _Ref65236069][bookmark: _DV_C133][bookmark: _NN757][bookmark: _Toc171066749]SUPPLIER OBLIGATIONS - GENERAL	
The Supplier acknowledges that:
it has had the opportunity to carry out a thorough due diligence exercise in relation to the Goods and Services; and
has sufficient information about the Delivery Points to enable it to provide Goods and Services in accordance with this Agreement.
The Supplier will perform all its obligations under this Agreement in accordance with:
the requirements of this Agreement;
to satisfy and in accordance with the Specification including providing all resources, equipment, hardware, software and materials necessary for the provision of the Goods and/or Services;
in an economic, efficient and safe manner free from any unreasonable or avoidable risk to any person’s health and well-being; and
in compliance with all Applicable Law (and will promptly notify the Client if the Supplier is required to make any change to the Goods and/or Services for the purposes of complying with Applicable Law).
The Supplier will:
comply with directions of the Client relating to its performance of this Agreement;
comply with the directions of any Client contractor relating to health and safety in the event that a Delivery Point is not controlled by the Client;
provide to the Client a copy of the Supplier’s health and safety policy signed and dated by a director of the Supplier (and any subsequent updates to that policy) together with any information required by any health and safety legislation and promptly notify the Supplier’s personnel and the Client of any health and safety hazards that exist or may arise in connection with the provision of the Goods and/or Services (including in accordance with the requirements of Section 6 of the Health and Safety at Work Act 1974);
inform the Client without delay and give written details as soon as practicable of any reportable accident, as defined by the Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995 (RIDDOR), that the Supplier its servants or agents are involved in on any of the Client’s sites or whilst otherwise engaged in the provision of the Goods and/or Services;
ensure that it has and maintains at all times all Licences required from time to time to perform its obligations under this Agreement;
not do or omit to do anything which may cause the Client to be in breach of any Applicable Law;
comply and procure compliance by all Supplier Personnel with the Client Policies including Client’s Sustainable Supply Chain Charter as updated from time to time.
[bookmark: _Ref482381585][bookmark: _Ref65236109][bookmark: _NN932][bookmark: _DV_C115][bookmark: _Toc124500104][bookmark: _Toc171066750]TERM	
[bookmark: _DV_C121]This Agreement will commence on the Commencement Date and will continue for the Initial Term and after that for any Extension Period notified by the Client to the Supplier in accordance with this Agreement, provided that it may be terminated earlier in accordance with its terms.
[bookmark: _DV_C123][bookmark: _DV_C125]Without prejudice to the rights of termination set out in this Agreement, the Client will be entitled to extend the term of this Agreement by one or more Extension Periods by serving an Extension Notice provided that it will not extend beyond the Longstop Expiry Date.

[bookmark: _NN758][bookmark: _Toc171066751]TERMS RELATING TO THE SUPPLY OF GOODS	
[bookmark: _DV_C135]The Supplier will:
provide the Goods in the quantities specified in Schedule 1 or any quantities subsequently agreed in writing by the Parties in accordance with clause 20;
deliver the Goods to the Delivery Point on the Delivery Date during Client’s normal business hours (unless otherwise notified by the Client);
be responsible for off-loading the Goods at the Delivery Point;
off-load any Goods at its own risk and expense and in accordance with any reasonable instructions from the Client;
mark any Goods in accordance with Client’s instructions and any Applicable Laws and any applicable requirements of the carrier and ensure they are properly packed and stored so as to reach their destination in an undamaged condition;
accompany all Goods with a prominently displayed delivery note which shows the Purchase Order number, date of Purchase Order, type, quantity and code numbers of the Goods;
provide the Client upon delivery of the Goods with storage instructions, operating and safety instructions with warning notices clearly displayed and other information as may be necessary for the Goods’ proper use, maintenance and repair and for the Client to accept delivery of the Goods;
on or before delivery provide the Client in writing with a list by name and description of any harmful or potentially harmful properties or ingredients in the Goods supplied whether in use or otherwise and any subsequent changes in those properties or ingredients;
where the Client has agreed to pay some or all of the purchase price for the Goods prior to delivery, mark the Goods as being owned by the Client on the date that any payment is received by the Supplier from the Client; and
remove from any Delivery Point any and all waste and/or surplus (particularly, but not limited to, packaging materials) created by the provision of the Goods in a safe and legally compliant manner at the Supplier’s sole cost and responsibility.
Delivery of the Goods will occur when they are offloaded by the Supplier at the Delivery Point and, without prejudice to Client’s rights under clause 9, a duly authorised representative of the Client has accepted the delivery.
Ownership of any Goods will pass to the Client on delivery at the Delivery Point or, where the Client has paid for the Goods prior to delivery, upon receipt of payment of the Goods by the Supplier.
Risk in the Goods will pass to the Client immediately after delivery at the Delivery Point.
The Supplier may not deliver the Goods by separate instalments unless Schedule 1 specifies that instalments are permitted or the Client gives its prior written consent to this.  If such consent is given, the Supplier will invoice the price for each instalment separately.
The Supplier will:
[bookmark: _DV_M65]allow the Client to inspect any Goods prior to acceptance and will not unreasonably refuse any request by the Client to carry out such inspection (and testing if necessary) at the Supplier’s premises and will provide the Client with all facilities as are reasonably required;
[bookmark: _Ref482369826]carry out such tests as the Client, acting reasonably, considers necessary for ascertaining the quality of the Goods and to certify that the Goods have been tested and comply with this Agreement.
[bookmark: _DV_M98]Without prejudice to the Client’s other rights under this Agreement, if the Goods are delivered to the Client in excess of the quantities ordered, the Client will, at its absolute discretion, be entitled to:
[bookmark: _DV_C187][bookmark: _DV_M100][bookmark: _DV_C190][bookmark: _DV_M101]either retain and pay for such Goods under equivalent terms and conditions to this Agreement; or
[bookmark: _Ref482369940]reject the excess Goods and will not be bound to pay for the excess, such excess will be and remain at the Supplier’s risk and be returnable at the Supplier’s expense.
[bookmark: _Ref482603739][bookmark: _DV_M104]The Client will not be deemed to have accepted Goods until the expiry of the relevant period stated in the Agreement Particulars following delivery and in any event that acceptance will not in any way reduce or affect the Client’s rights in respect of any defect in the Goods caused prior to delivery or its ability to reject any excess Goods.
[bookmark: _Ref482615073][bookmark: _Ref415502693][bookmark: _NN759][bookmark: _Toc171066752]WARRANTY IN RESPECT OF GOODS	
The Supplier warrants that:
the Goods will:
be of satisfactory quality within the meaning of the Sale of Goods Act 1979;
strictly conform to this Agreement, to the Specification, all Applicable Law including to any health and safety and data protection legislation;
be fit for any purpose held out by the Supplier or made known to the Supplier expressly or by implication (including in the context of all reasonably foreseeable eventualities) and in this respect the Client relies on the Supplier’s skill and judgement;
be free from defects in design, materials and workmanship;
it has full, clear and unencumbered title to the Goods and that on delivery to the Client it will have full and unrestricted rights to sell and transfer the Goods to the Client;
it will arrange for the Client to have the full benefit of the same guarantees which are provided by the Supplier to other purchasers in respect of the Goods (or their nearest equivalents); and
it will, to the fullest extent possible, pass on to the Client the benefit of any guarantees received by it from its suppliers or manufacturers in respect of all, or any elements of the Goods.
[bookmark: _Ref446507078][bookmark: _Ref482548049]The Supplier will, for the period stated in the Agreement Particulars ensure a continuation of the supply of all replacement parts (or suitable alternatives) for those Goods.  Following expiry of such period the Supplier will give the Client at least three (3) months prior written notice if it intends to discontinue such replacement parts.
[bookmark: _Ref482608554]During any Warranty Period, such replacement parts will be supplied free of charge to the Client and following that Warranty Period the replacement parts or suitable alternative parts will be supplied at equitable charges and on equitable terms.
[bookmark: _Ref482611108]During the Warranty Period the Supplier will:
inform the Client as soon as it becomes aware of any material defect, imperfection fault or failure in any goods or services provided by the Supplier under any contract which:
occurs repeatedly;
a supplier operating in accordance with Good Industry Practice would reasonably consider is likely to occur repeatedly,
and which are the same as or similar to the Goods and/or Services (“Serial Defect”);
proceed to search for any similar defect, imperfection, fault or failure in the Goods or Services,
and if any Serial Defect is present in or is likely (exercising Good Industry Practice) to be present in the Goods and/or the Services the provisions of clause 9 will apply.
[bookmark: _Ref65236201][bookmark: _NN760][bookmark: _Toc171066753]TERMS RELATING TO SERVICES	
[bookmark: _Ref449444774]The Supplier will supply and perform the Services to the Client:
in a timely manner and in accordance with any time periods stated in Schedule 1;
in such a manner that the Services will not be adversely affected by any reasonably foreseeable eventualities; and
in accordance with the Service Levels.
[bookmark: _DV_C141]Without prejudice to the description of the Services provided in Schedule 1, the Services will include all services, responsibilities, processes and/or functions to be provided by the Supplier that relate to, are incidental or ancillary to or necessary to ensure the proper performance of the Services, or activities and which may be reasonably inferred from this Agreement.
[bookmark: _Ref65236226][bookmark: _NN761][bookmark: _Toc171066754]WARRANTY IN RESPECT OF SERVICES	
[bookmark: _Ref449444782]The Supplier warrants that it will perform, manage and provide the Services in accordance with Good Industry Practice.
[bookmark: _Ref449433090][bookmark: _NN762][bookmark: _Toc171066755]LATE DELIVERY, NON CONFORMITY AND REJECTION	
[bookmark: _Ref489458721]If the Supplier fails to deliver any of the Goods on the Delivery Dates, or if any of the Goods and/or Services do not conform with the requirements of this Agreement, the Client may, at its option and without prejudice to any of its other rights or remedies, elect (as applicable) to:
in the case of Goods only:
require further testing of the Goods at the cost of the Supplier;
reject the relevant Goods, including any Goods already delivered which cannot be effectively and commercially used by reason of their non-delivery or late delivery,
and the Supplier will collect any Goods rejected within five (5) Business Days from the date of written notice advising of the rejection provided that if the Supplier fails to collect the Goods within five (5) Business Days from the date of a notice advising of the rejection, the Client may dispose of them or return them at the Supplier’s expense.
in the case of Goods and Services:
require the Supplier to:
promptly (and, where applicable, in accordance with any timescales set out in Schedule 3) repair or replace the relevant Goods free of charge or promptly re-perform the Services free of charge; or
refund the Charges for the relevant Goods and/or Services
in each case within the time period stipulated by the Client;
refuse to accept any subsequent delivery of the Goods or provision of associated Services;
[bookmark: _Ref446513524][bookmark: _Ref499745929]require the Supplier to pay or allow to it the Liquidated Damages or Service Credits where applicable in accordance with Schedule 3;
[bookmark: _Ref482561169]terminate this Agreement in relation to the applicable Goods and/or Services by giving written notice to that effect to the Supplier, in which case the Supplier will refund any monies already paid by the Client under this Agreement for Goods and/or Services which have not been delivered and/or provided on time or otherwise do not conform with this Agreement; and/or
[bookmark: _Ref482561175]terminate this Agreement by giving written notice to that effect to the Supplier, in which case the Supplier will refund any monies already paid by the Client under this Agreement.
If the Supplier fails to repair or replace Goods, or re-perform Services, where requested by the Client in accordance with clause 9.1 the Client will be entitled to undertake or procure such repair or replacement or re-performance itself at the Supplier’s cost.
[bookmark: _Ref65236348][bookmark: _NN763][bookmark: _Toc171066756]TIME OF THE ESSENCE	
Time will be of the essence in respect of any dates, periods and time-scales set out in this Agreement and any dates, periods and time-scales which may be substituted for them by the agreement in writing of the Parties.
[bookmark: _Ref482551368][bookmark: _Ref482603085][bookmark: _NN764][bookmark: _Toc171066757]CHARGES AND PAYMENT	
Subject to the Supplier performing its obligations in accordance with the terms of this Agreement, the Client will pay the Charges for the Goods and/or Services supplied under this Agreement in accordance with this clause 11.
The Charges will be:
inclusive of all expenses, disbursements and charges including, but not limited to, packaging material, packing, shipping, loading, carriage, insurance and delivery of the Goods to the Delivery Point, travel, and subsistence and any duties, imposts, levies or taxes other than VAT;
exclusive of VAT; and
inclusive of all necessary works and processes required to ensure compliance with the terms of this Agreement.
[bookmark: _Ref531503476][bookmark: _Ref531503528][bookmark: _Ref531503565]No variation in the price nor extra charges will be made (whether on account of increased material, labour or transport costs, fluctuation in rates of exchange or otherwise) without the prior written agreement of the Client.
[bookmark: _Ref332732429]The Supplier will submit invoices to the Client on such dates or at the end of such periods as may be specified in Schedule 2.
All invoices will be submitted to the address stated in the Agreement Particulars.
No payment will become due unless a Purchase Order has been issued by the Client in accordance with Schedule 2 and a Valid Invoice has been received by the Client.
Subject to this clause 11 each Valid Invoice will be payable by the Client within the Accounting Period.
Any retention monies held in accordance with Schedule 2 will become due upon the times and dates as stated in Schedule 2.
The Charges will be in pounds sterling and payments will be made by electronic transfer to such bank account as the Supplier may nominate from time to time.
[bookmark: _DV_M124]No payment made by the Client will constitute acceptance or approval of the Goods and/or Services to which the payment relates or otherwise prejudice the rights or remedies which the Client may have against the Supplier, including the right to recover any amount overpaid or wrongfully paid to the Supplier.
Service Credits accrued will be deducted from the Charges invoiced in accordance with Schedule 3.
Without prejudice to any other right or remedy, the Client will be entitled to set-off any liability of the Supplier to the Client against any liability of the Client to the Supplier (in either case however arising and whether any such liability is present or future, liquidated or unliquidated and irrespective of the currency).
[bookmark: _DV_C225]If any sums due under this Agreement are not paid when due then, without prejudice to the Parties, other rights under this Agreement, that sum will bear interest from the due date until payment is made in full, both before and after any judgement, at three per cent (3%) per annum over the base rate as set by the Bank of England’s Monetary Committee from time to time.
[bookmark: _Ref118810742]The Supplier shall submit all invoices pursuant to this clause 11 via the Invoicing Platform. 
[bookmark: _Ref65236416][bookmark: _Ref482555488][bookmark: _Ref531503483][bookmark: _Ref531503535][bookmark: _Ref531503572][bookmark: _NN765][bookmark: _Toc171066758]INDEMNITY	
The Supplier will indemnify the Client and any Associated Company of the Client against all Indemnified Liabilities arising out of or in connection with any claim or proceedings made, brought or threatened against the Client or any Associated Company of the Client by any person for death, personal injury or damage to property arising out of or in connection with the acts or omissions of the Supplier or the Supplier Personnel.
[bookmark: _Ref65236446][bookmark: _NN766][bookmark: _Toc171066759]INSURANCE	
The Supplier will, at its sole cost, maintain the insurance cover specified in the Agreement Particulars for the Insured Amount with a reputable insurer.
The Supplier will produce evidence to the Client of the existence of insurance policies referred to in the Agreement Particulars and payment of all premiums due on each policy.
[bookmark: _Ref482369840]The Supplier warrants that nothing has or will be done or be omitted to be done which may result in any of the insurance policies set out in the Agreement Particulars being or becoming void, voidable or unenforceable.
Save in relation to any insurances provided and maintained by the Supplier which include the Client as a joint insured, the Supplier will ensure that all insurance policies provided and maintained by the Supplier under this Agreement will include a waiver of subrogation rights of the insurers against the Client and an indemnity to principal clause in favour of the Client.
[bookmark: _Ref65236478][bookmark: _NN767][bookmark: _Toc171066760]EXCLUSIONS AND LIMITATIONS OF LIABILITY	
[bookmark: _Ref482555265]Neither Party excludes or limits its liability (if any) to the other:
for personal injury or death resulting from its negligence;
for wilful default or abandonment; 
for fraud or fraudulent misrepresentation and any matter for which it is not permitted by law to exclude or limit its liability;
[bookmark: _DV_C250][bookmark: _DV_M152]for breach of the Intellectual Property Rights of a third party; and
in the case of the Supplier, for any breach of clauses 24, 25, 26 or 27 (including Schedules referred to in those clauses).
References to liability in this clause 14 include all liabilities howsoever arising, under or in connection with this Agreement, including under contract, tort (including negligence), misrepresentation, restitution or otherwise.
[bookmark: _Ref483225093]Except as provided under clause 14.1, notwithstanding anything else contained in this Agreement, the aggregate liability of the Supplier to the Client will be:
for liabilities recoverable under any policy of insurance taken out by the Supplier in accordance with this Agreement (or which would have been recoverable but for any default on the part of the Supplier), limited to the Insured Amount (and such sums will not count towards the Overall Cap); and
for all other liabilities, limited to the Overall Cap.
Except as provided under clause 14.1, the Client’s liability to the Supplier in respect of this Agreement will be limited to the Charges payable under this Agreement.
[bookmark: _Ref482616076]The limitation period within which any claim may be brought by the Client for breach of this Agreement is six (6) years from completion of all the Supplier’s obligations under this Agreement.
[bookmark: _Ref65236512][bookmark: _NN768][bookmark: _Toc171066761]CLIENT DATA	
[bookmark: _Ref489465792]Save where expressly stated to the contrary in this Agreement, any data or information received by the Supplier, from the Client or otherwise, will not relieve the Supplier from its responsibility for performance of the Services.
The Supplier acknowledges that all data arising from or in connection with the Services and this Agreement (including the Client Data) and all Intellectual Property Rights in that data will belong to the Client and will be made available to the Client promptly upon request in the format specified by the Client.
The Supplier will not, without the prior written consent of the Client, be entitled to delete, amend or modify any Client Data to which the Supplier has access in performance of the Services under this Agreement, including any Client Data received and/or created by the Supplier.
The Supplier will take all necessary precautions to preserve the integrity of the Client Data and to prevent any corruption or loss of the Client Data.
In the event that the Client Data is corrupted or lost or sufficiently degraded as a result of the Supplier’s or the Supplier Personnel’s negligence, act, omission or default so as to be unusable after its receipt or creation by the Supplier or during any collection, processing, storage or transmission by the Supplier or the Supplier Personnel of the Client Data, then in addition to any other rights or remedies of the Client, the Client may require the Supplier at its own expense to restore or reconstitute, or to procure the restoration or reconstitution, of the Client Data and the Supplier will use its best endeavours to do so to the Client’s reasonable satisfaction as soon as possible.
If at any time the Supplier suspects or has reason to believe that Client Data has or may become corrupted in any way for any cause then the Supplier will immediately notify the Client of such and inform the Client what remedial action it proposes to take.
[bookmark: _Ref65236528][bookmark: _NN769][bookmark: _Toc171066762]INTELLECTUAL PROPERTY RIGHTS	
The Client grants to the Supplier a non-exclusive, transferable, royalty-free licence to use, reproduce, modify, adapt and enhance the Client’s Intellectual Property Rights solely to the extent necessary for complying with its obligations under this Agreement.
The Supplier warrants that neither:
the Goods and/or the Services (including any documents and information electronic or otherwise including drawings, calculations, computer programmes and other software, samples, patterns and operation and maintenance manuals supplied by the Supplier);
nor their use, resale, importation or performance,
infringes the Intellectual Property Rights of any third party except to the extent that any infringements arise from any Specifications, drawings, samples or descriptions provided by the Client.
The Supplier will indemnify the Client and any Associated Company of the Client against all Indemnified Liabilities arising out of or in connection with any claim or action brought against the Client by any third party during or after the termination of this Agreement, claiming that possession or use by the Client of the Goods and/or anything provided to the Client by or on behalf of the Supplier in the course of the provision of the Services infringes any Intellectual Property Rights of that third party.
The Parties agree that all Intellectual Property Rights arising during the continuance in force of this Agreement created by or on behalf of the Supplier in the course of supplying the Goods and/or providing the Services (including without limitation all and any such Intellectual Property Rights arising in respect of all and any adaptations, modifications and enhancements of the Client’s Intellectual Property Rights made by or on behalf of the Supplier), or in respect of any other developments made by or procured by the Supplier upon behalf of the Client, will belong to the Client, and the Supplier assigns with full title guarantee and without charge to the Client all such Intellectual Property Rights (whether existing or arising in the future).
The Supplier agrees that it will do or procure the doing of all such acts and things and will execute or procure the execution of all such documents as may be required including on or subsequent to the termination of this Agreement or any Agreement to vest in the Client ownership of all such Intellectual Property Rights in the Client or to assist the Client in the registration of such Intellectual Property Rights.
[bookmark: _Ref65236714][bookmark: _Ref482370056][bookmark: _DV_M79][bookmark: _NN770][bookmark: _Toc171066763]PERFORMANCE MONITORING AND RECORDS	
[bookmark: _DV_M80][bookmark: _DV_M81]The Supplier will continuously monitor its ability to fulfil its obligations under this Agreement.
[bookmark: _DV_M82]Where the Supplier has any reason for believing that:
[bookmark: _DV_M83]it is not able, or might become unable, to provide the Goods and/or Services or comply with any other obligation under this Agreement; and/or
there is an emergency or other circumstance that could endanger persons or property,
the Supplier will immediately notify and consult with the Client about such matter and await the Client’s further instructions.
The Supplier will maintain all documents and records required to be maintained by it by Applicable Laws and as are necessary to demonstrate compliance with this Agreement.  Unless instructed otherwise by the Client in writing, the Supplier will retain such records for the longer of six (6) years from the Termination Date and the period of time (if any) required by Applicable Law.
[bookmark: _Ref499749452][bookmark: _NN771][bookmark: _Ref267501687][bookmark: _Toc171066764]TERMINATION	
[bookmark: _Ref482608571][bookmark: _Ref482370030][bookmark: _DV_M176]The Client may by notice in writing terminate this Agreement immediately and at any time if:
[bookmark: _DV_M177]the Supplier or any of its Associated Companies is Insolvent;
the Supplier has a change in its Control;
the Supplier or its officers, employees, agents or contractors by any act, omission or default does anything in the Client’s reasonable opinion, which is likely to cause damage to the goodwill, standing or reputation of the Client;
the Client considers any of the circumstances detailed in the Mandatory Exclusions applied to the Supplier at the Commencement Date;
the provisions of clauses 9.1.2.4 or 9.1.2.5 apply;
any Material Service Level Default occurs;
the Supplier commits a material breach of this Agreement which cannot be remedied;
the Supplier commits a material breach of this Agreement which can be remedied but it fails to remedy that breach within the Remedy Period;
any subsequent remediable breach of this Agreement after the Supplier commits a total of three (3) remediable breaches (including any that have been remedied within the Remedy Period) which will be dealt with as a non-remediable material breach.
[bookmark: _Ref482561815][bookmark: _Ref267501624]Failure to comply with clauses 24, 25, 26 or 29 will be deemed to be an irremediable material breach.
[bookmark: _Ref482370076][bookmark: _Ref267501666][bookmark: _DV_C331]Without prejudice to the Client’s rights under clause 18.1, the Client may terminate this Agreement at any time subject to giving the Supplier twenty (20) Business Days written notice.
The Client may terminate this Agreement as a consequence of Force Majeure in the circumstances described in clause 21.621.5.
In the event that this Agreement is declared “ineffective” by a court or is otherwise suspended pending a decision by the court as to whether or not the contract may remain in place then the Client may terminate this Agreement with immediate effect.
[bookmark: _DV_M213][bookmark: _DV_C341]The rights to terminate this Agreement given by this clause 18 will not prejudice any other right or remedy of either Party in respect of the breach concerned (if any) or any other breach.
[bookmark: _Ref482369834][bookmark: _NN772][bookmark: _DV_C345][bookmark: _Toc171066765]CONSEQUENCES OF TERMINATION	
The termination of this Agreement howsoever arising is without prejudice to the rights, duties and liabilities of either Party accrued prior to termination.
[bookmark: _Ref482561460]The clauses in this Agreement which expressly or impliedly have effect after termination will continue to be enforceable notwithstanding termination.
On termination of this Agreement all clauses necessary to give effect to the continuing rights and obligations of the Parties under this Agreement will remain in effect to the fullest extent, and for such period, as is necessary to serve their respective purposes.
Upon the expiration or termination of this Agreement for whatever reason:
the Supplier will take all steps reasonably necessary to facilitate the orderly handover of the provision of any Goods and Services still in its control to the Client (or its nominee), such that provision of the Goods and Services can be dealt with and/or continued with the minimum of interruption and inconvenience to the Client and to effect such handover;
within ten (10) Business Days of the termination date the Supplier will remove the Supplier’s materials and its employees from all of the Client’s premises and will cease to use the Client’s facilities;
[bookmark: _Ref482370069]the Supplier will promptly deliver up to the Client all property supplied by it together with all work performed up to and including the date of termination and all materials incorporating any Confidential Information, and will at the election of the Client return or destroy any Confidential Information contained in any materials prepared by the Supplier.
Upon termination of this Agreement, the Client will be liable to pay any sums due and payable under this Agreement up to the date of termination but will not be liable for any loss of profits or other costs (whether direct or otherwise) incurred or likely to be incurred by the Supplier as a result of such termination.
[bookmark: _Ref489621045][bookmark: _Ref482369988][bookmark: _NN773][bookmark: _Toc171066766]CHANGE	
Where a Party wishes to make a Change, the Parties will comply with the Change Control Procedure.
No variation or amendment to this Agreement will be effective unless it is agreed and executed in accordance with the Change Control Procedure.
[bookmark: _Ref65236824][bookmark: _NN774][bookmark: _Toc171066767]FORCE MAJEURE	
[bookmark: _DV_M230]Neither Party will be in breach of this Agreement or otherwise liable to the other for any failure to perform or delay in performing its obligations under this Agreement to the extent such failure or delay is due to a Force Majeure Event.
The date for performance of an obligation affected by a Force Majeure Event will be deemed suspended only for a period equal to the delay caused by that event.
The Supplier will not be entitled to payment from the Client in respect of extra costs and expenses incurred by virtue of the Force Majeure Event.
[bookmark: _DV_M232]If the Supplier’s performance of its obligations under this Agreement is affected by a Force Majeure Event, the Supplier shall:
promptly upon becoming aware of the Force Majeure Event give the Client written notice of the occurrence, anticipated duration and impact of the Force Majeure Event;
[bookmark: _DV_C368]at all times use all reasonable endeavours to mitigate the effects of the Force Majeure Event, to continue to perform the affected obligations notwithstanding the occurrence of the Force Majeure Event and to ensure that the Force Majeure Event comes to an end; and
continue to perform all of its obligations under this Agreement which are not affected by the Force Majeure Event.
[bookmark: _Ref499749509]The affected Party shall notify the other Party as soon as practicable after the Force Majeure Event ceases or no longer causes the affected Party to be unable to comply with the affected obligations. 
[bookmark: _Ref169527476][bookmark: _DV_C372][bookmark: _DV_M237][bookmark: _DV_C373]If the Force Majeure Event continues for more than one (1) month, the Client may give written notice to the Supplier to terminate this Agreement.  The notice to terminate must specify the termination date after the date on which the notice is given, and once such notice has been validly given, this Agreement will terminate on that Termination Date.
[bookmark: _Ref65236863][bookmark: _DV_M243][bookmark: _NN775][bookmark: _Toc171066768]ASSIGNMENT AND SUB-CONTRACTING	
The Client may assign the benefit of and its benefits and rights under this Agreement.
[bookmark: _Ref482370133][bookmark: _DV_M248][bookmark: _DV_C386]The Supplier may not assign, novate, transfer, charge, hold on trust, subcontract or otherwise transfer the whole or any part of the benefit of, or any of its rights or obligations and/or delegate or subcontract the whole or any part of its duties under this Agreement without the Client’s prior written consent such consent not to be unreasonably withheld or delayed.
Any consent given by the Client under the provisions of this clause 22 will not relieve the Supplier of any liability for the performance of such obligations and the Supplier will be responsible for the acts, default or neglect of any subcontractor or its agents, staff or own subcontractors in all respects as if they were the acts, defaults or neglect of the Supplier or its agents or staff.
[bookmark: _Ref482370108][bookmark: _NN776][bookmark: _Toc171066769]NON-SOLICITATION	
The Supplier agrees that it will not, without the prior written consent of the Client, whether directly or indirectly, and whether alone or in conjunction with, or on behalf of, any other person, for a period of six (6) months following the Termination Date, solicit or entice, or endeavour to solicit or entice away from the Client or any Associated Company any person who has been employed or engaged in the receipt of Goods and/or Services or in the performance or management of this Agreement.
For the purposes of this clause 23 “solicit” or “entice” means the soliciting or enticing of such person with a view to engaging such person as an employee, director, subcontractor, consultant or independent contractor or through a company owned by such person or his or her family, but will not apply in the case of any such person responding without enticement to a job advertisement.
[bookmark: _Ref482601105][bookmark: _Ref65236920][bookmark: _NN777][bookmark: _Toc171066770]ANTI-BRIBERY AND ANTI-SLAVERY	
The Supplier will comply with all applicable laws, statutes, regulations, and codes relating to:
anti-bribery and anti-corruption including the Bribery Act 2010, and anti-facilitation of tax evasion, including but not limited to the Criminal Finances Act 2017 (“Relevant Requirements”);
slavery, servitude, forced or compulsory labour or human trafficking including the Modern Slavery Act 2015 (“Anti-Slavery Laws”).
The Supplier will comply with the Client’s Ethics, Anti-bribery and Anti-corruption Policies, and Anti-Slavery Policy contained in the Client’s Code of Conduct known as “Doing the Right Thing” in addition to the Client’s Anti-Facilitation of Tax Evasion Policy and Group Financial Crime, Anti-bribery, and Anti-Corruption Policy including any updates from time to time (“Relevant Policies”).
The Supplier will have and will maintain in place throughout the duration of this Agreement its own policies and procedures to ensure compliance with the Relevant Requirements and the Relevant Policies and will enforce them where appropriate.
The Supplier shall and shall procure that any subcontractors shall:
[bookmark: a268150]not do or omit to do any act or thing which causes or may cause the Client to commit an offence under section 45 or section 46 of the Criminal Finances Act 2017 or results in any action being taken against the Client in respect of a purported offence;
[bookmark: a687637]have and shall maintain in place throughout the duration of this Agreement such policies and procedures as are both reasonable to prevent the facilitation of tax evasion by another person (including without limitation employees of the Supplier) and to ensure compliance with this clause; and
promptly report to the Client any request or demand from a third party to facilitate the evasion of tax within the meaning of Part 3 of the Criminal Finances Act 2017.
The Supplier will provide such supporting evidence of compliance with this clause 24 as the Client may reasonably request and promptly notify the Client of any breach of this clause.
[bookmark: _Ref482369960][bookmark: _Ref482602836][bookmark: _DV_M252][bookmark: _NN778][bookmark: _Toc171066771]CONFIDENTIALITY	
The Supplier undertakes that it will keep confidential and will not, throughout the duration of this Agreement and for six (6) years after the Termination Date, disclose to any person any Confidential Information except as permitted by this clause.
The Supplier will ensure that its employees, officers, representatives or advisers to whom it discloses Confidential Information comply with this clause.
The Supplier will not use Confidential Information for any purpose other than to exercise its rights and perform its obligations under or in connection with this Agreement.
The Supplier may disclose Confidential Information:
to its employees, officers, representatives or advisers to the extent that they need to know such information for the purposes of performing the Supplier's obligations under this Agreement; or
as may be required by Applicable Law, a court of competent jurisdiction or any governmental or regulatory authority.
[bookmark: _DV_C426][bookmark: _DV_M270]The provisions of this clause 25 are without prejudice to any employee’s rights under the Public Interest Disclosure Act 1998 to make protected disclosures.
[bookmark: _Ref383004104][bookmark: _Ref417469016]The Supplier will not make any Announcement, or permit any Announcement to be made, without the prior written consent of the Client (such consent not to be unreasonably withheld or delayed), except that the Supplier will be entitled to make Announcements if and to the extent required by law or by any governmental or regulatory authority (including any stock exchange or listing authority or the Panel on Takeovers and Mergers).
[bookmark: _Ref482369966][bookmark: _NN779][bookmark: _Toc171066772]DATA PROTECTION	
Compliance with Laws
In performing the Services and its other obligations under this Agreement the Supplier will comply with the Data Protection Laws.
[bookmark: _Ref479687058]The Supplier will not cause the Client to breach any obligation under the Data Protection Laws.
The Supplier will notify the Client in writing, without undue delay if, in the performance of the Services, it identifies any areas of actual or potential non-compliance with the Data Protection Laws or this clause 26.
The Supplier will notify the Client immediately if asked to do something that infringes or may infringe Data Protection Laws
[bookmark: _Ref494438425]Authority
The Client is the Controller of the Personal Data.
[bookmark: _Ref494395911]The Supplier is the Processor of the Personal Data. 
Sub-processing
[bookmark: _Ref479253023][bookmark: _Ref475115628]The Supplier will not engage or use any third party for the Processing of Agreement Personal Data or permit any third party to Process Agreement Personal Data without the prior written consent of the Client.
[bookmark: _Ref479079722][bookmark: _Ref479685017][bookmark: _Ref494442174]If the Supplier appoints an Authorised Sub-Processor pursuant to clause 26.3.1, the Supplier will ensure that, prior to any Processing of Agreement Personal Data by the Authorised Sub-Processor, there is in place a written contract between the Supplier and the Authorised Sub-Processor that specifies the Authorised Sub-Processor’s Processing activities and imposes on the Authorised Sub-Processor the same terms as those imposed on the Supplier in this clause 26.
The Supplier will remain responsible for all acts and omissions of Authorised Sub-Processors as if they were its own.
[bookmark: _Ref494438482]Supplier obligations
The Supplier will, and will procure that any Authorised Sub-Processor will:
[bookmark: _Ref475117485]Process the Agreement Personal Data only on documented instructions (including this Agreement) from the Client;
[bookmark: _Ref479080631]without prejudice to clause 26.4.1.1, ensure that Agreement Personal Data will only be used for the purpose of providing and to the extent required to provide the Services;
without prejudice to clause 26.4.1.2, not without the express prior written consent of the Client:
convert any Agreement Personal Data into anonymised, pseudonymised, depersonalised, aggregated or statistical data;
use any Agreement Personal Data for “big data” analysis or purposes; or
match or compare any Agreement Personal Data with or against any other Personal Data (whether belonging to the Supplier or a  third party);
not permit any Processing of Agreement Personal Data outside the United Kingdom and/or the European Economic Area (as it is made up from time-to-time) without the Client’s prior written consent (unless the Supplier or the relevant Authorised Sub-Processor is required to transfer the Agreement Personal Data to comply with United Kingdom, European Union (as it is made up from time-to-time) or European Union Member State Applicable Laws, in which case the Supplier will notify the Client of such legal requirement prior to such transfer unless such Applicable Laws prohibit notice to the Client on important public interest grounds);
[bookmark: _Ref479081670]ensure that any individual authorised to Process Agreement Personal Data accesses such Agreement Personal Data strictly on a need to know basis as necessary to perform their role in the provision of the Services, and:
[bookmark: _Ref494396077]is subject to confidentiality obligations equivalent to those set out in clause 25 or is under an appropriate statutory obligation of confidentiality;
will comply with this clause 26; and
is appropriately reliable, qualified and trained in relation to their Processing of Agreement Personal Data;
[bookmark: _Ref479255318][bookmark: _Ref489435840]implement (and assist the Client to implement) technical and organisational measures at a minimum to the standard set out in Part 1 of Schedule 11, and (where present) any additional technical and organisational measures stated in Part 3 of Schedule 11 to ensure a level of security appropriate to the risk presented by Processing the Agreement Personal Data, in particular from a Data Security Incident;
[bookmark: _Ref479081684][bookmark: _Ref489364855]notify the Client without undue delay (and in any event no later than twenty four (24) hours) after becoming aware of a reasonably suspected, “near miss” or actual Data Security Incident, including the nature of the Data Security Incident, the categories and approximate number of Data Subjects and Agreement Personal Data records concerned and any measure proposed to be taken to address the Data Security Incident and to mitigate its possible adverse effects.  Where, and in so far as, it is not possible to provide all the relevant information at the same time, the information may be provided in phases without undue further delay, but the Supplier (and Authorised Sub-Processors) may not delay notification under this clause 26.4.1.7 on the basis that an investigation is incomplete or ongoing.  The Supplier will not, and will procure that Authorised Sub-Processors will not, make or permit any Announcement in respect of the Data Security Incident to any person without the Client’s prior written consent;
in the event that the Supplier becomes aware of, or has developed a reasonable suspicion that, any technological measures used to protect any Agreement Personal Data or otherwise relevant to the Processing of Agreement Personal Data that was subject to a Data Security Incident, has or is now is vulnerable to an exploit or other vulnerability that may expose the Agreement Personal Data, it shall promptly and without any undue delay (and no later than twenty four (24) hours from becoming aware of or developing a reasonable suspicion) notify the Client pursuant to clause 26.4.1.7, as if it was a new Data Security Incident, and work with the Client and/or their nominated representatives to mitigate, contain and/or remediate and provide reasonable and prompt information and cooperation to the Client to help identify and accurately assess such risks and where believed reasonably necessary by the Client, to minimise the identified risks to the Agreement Personal Data as soon as reasonably possible and to the reasonable satisfaction of the Client;
assist the Client in:
responding to requests for exercising Data Subjects’ rights under the Data Protection Laws, including by appropriate technical and organisational measures, insofar as this is possible;
documenting any Data Security Incidents and reporting any Data Security Incidents to any supervisory authority and/or Data Subjects;
taking measures to address Data Security Incidents, including, where appropriate, measures to mitigate their possible adverse effects; and
conducting data protection impact assessments of any Processing operations and consulting with supervisory authorities, Data Subjects and their representatives accordingly; and
[bookmark: _Ref479684953]at the option of the Client, securely delete or return to the Client or, at the Client’s option, transfer to any replacement supplier all Agreement Personal Data promptly after the end of the provision of Services relating to Processing (and in any event within one (1) calendar month), and securely delete any remaining copies and promptly certify (via a director) when this exercise has been completed.
[bookmark: _Ref494438522][bookmark: _Ref479251296]Information provision
The Supplier will, and will procure that Authorised Sub-Processors will:
make available to the Client all information necessary to demonstrate compliance with the obligations set out in this clause 26; and
[bookmark: _Ref494463779]allow for and contribute to audits, including inspections, conducted by the Client, another auditor mandated by the Client or the Information Commissioner.
The Supplier will prepare and securely maintain a record of all categories of Processing activities carried out on behalf of the Client in relation to the Agreement Personal Data, including as a minimum:
its name and contact details and details of its Data Protection officer;
the categories of Processing it carries out on behalf of the Client;
any transfers of Agreement Personal Data outside the United Kingdom, the European Economic Area (as it is made up from time-to-time);
a general description of the technical and organisational security measures referred to in clause 26.4.1.6; and
the same information in relation to any Authorised Sub-Processor, together with its name and contact details (together the “Data Record”).  The Supplier will promptly upon request securely supply a copy of the Data Record to the Client.
Indemnity
The Supplier will indemnify the Client against the Indemnified Liabilities, in each case arising out of or in connection with any breach by the Supplier of any of its obligations under this clause 26 (including any failure or delay in performing, or negligent performance or non-performance of, any of those obligations).
Breach
A breach of this clause 26 by the Supplier or any Authorised Sub-Processor will be a material breach of this Agreement.
[bookmark: _Ref482369971][bookmark: _Toc171066773]ENVIRONMENTAL INFORMATION REGULATIONS	
The Supplier acknowledges that the Client may be obliged to disclose Information pursuant to the EIR Legislation (whether or not the Information is Confidential Information and/or commercially sensitive) without consulting or obtaining consent from the Supplier.
The Supplier warrants and undertakes to the Client that it will (at its own expense) or procure that any subcontractors or third parties will (at their own expense):
in relation to Information held by the Supplier on behalf of the Client, provide the Client with details about and/or copies of all such Information that the Client requests within five (5) Business Days of a request from the Client (or such other period as the Client may reasonably specify), and in such forms as the Client may reasonably specify; and
use reasonable endeavours to assist and co-operate with the Client to enable the Client to comply with its obligations under the EIR Legislation.
The Supplier acknowledges that the Client will be solely responsible for determining whether Information relating to this Agreement is excepted from disclosure under the EIR Legislation or not and what Information held by the Client (or held by the Supplier, or subcontractors on behalf of the Client) will be disclosed in response to an Information Request.
The Client may consult with the Supplier and invite the Supplier to make representations to the Client as to whether or not in the Supplier's view the Information is excepted from disclosure under the EIR Legislation and on what basis in the Supplier's view the Information requested should be disclosed or withheld.
Notwithstanding any consultation, the Supplier acknowledges that the Client may be obliged under EIR Legislation to disclose Information without consulting the Supplier or following consultation with the Supplier and having taken the Supplier's views into account.
[bookmark: _Ref482370184]The Supplier will not itself (or allow any subcontractor or third party to) respond to any person making an Information Request unless expressly authorised to do so in advance by the Client and will pass any Information Requests to the Client within three (3) Business Days of receipt of an Information Request.
[bookmark: _Ref87437655][bookmark: _Toc171066774]EMISSIONS REDUCTION	
In this clause the following defined terms shall have the following meanings:
	“Emissions Measurement Period”
	the period (i) (provided that the date of this Agreement does not fall between 25 March and 30 March) from the date of this Agreement to the following 31 March, and/or (ii) thereafter, each consecutive period of twelve (12) calendar months during the Term  ending on 31 March;

	“Emissions Reductions”
	reductions by the Supplier (and all other companies in the Supplier's corporate group, if any) in their greenhouse gas emissions; 

	“SBT”
	a “Science Based Target”, as defined by SBTi from time to time; 

	“SBTi”
	the Science Based Target Initiative; a partnership between CDP Worldwide, the United Nations Global Compact, World Resources Institute and the World Wide Fund for Nature, whose principle website is at the date of this Agreement at  https://sciencebasedtargets.org; and

	“Sustainability Assessment Portal”
	the online portal nominated by the Client pursuant to clause 28.2.



[bookmark: _Ref82435264]The Supplier shall (if it has not already done so), within ninety (90) days of the date of this Agreement, undertake and complete an online sustainability assessment of such form, and at such online portal, as are nominated by the Client for such purpose (the “Sustainability Assessment Portal”), and create an account at the Sustainability Assessment Portal. Unless the Supplier has been otherwise notified by the Client in writing, the Sustainability Assessment Portal as at the date of this Agreement will be at [https://ecovadis.com/].  The Supplier shall bear the associated cost of completing the assessment as notified by the Client, and any reassessment thereafter. 
The Supplier [shall, within 120 days of this Agreement] OR [has] set a SBT which: 
details the methodology to be employed by the Supplier (and all other companies in the Supplier's corporate group, if any) to set the SBT; 
meets such criteria for validation notified to the Supplier by the Client in writing; and 
has been verified in writing by an independent body to the Client's reasonable satisfaction.
[bookmark: _Ref81582773]Seven (7) days prior to the end of each Emissions Measurement Period, the Supplier shall, through the Environment Portal, submit to the Client: 
all carbon performance data requested by the Client (such requests being deemed to include any prompts or questions directed to the Supplier via the Environment Portal interface); and
evidence that the Supplier has in its performance of this Agreement implemented measures that delivered Emissions Reductions during the Emissions Measurement Period, and details of those measures and their efficiency in delivering Emissions Reductions.
Without prejudice to clause 28.4, the Supplier shall, during the Term, promptly provide the Client with such information as is requested by the Client to monitor the Supplier's performance against its SBT.
[bookmark: _Ref124331139]TRADE CONTROLS AND SANCTIONS
The Supplier confirms that it is knowledgeable about Trade Control Laws applicable to the performance of this Agreement including the lists of Restricted Parties. The Supplier shall comply with all applicable Trade Control Laws in the performance of this Agreement and in particular the Supplier undertakes that it shall not, and shall procure that its Related Parties shall not, do anything in connection with the performance of this Agreement which causes the Client to: (a) be exposed to a risk of being added to any Restricted Party list or otherwise becoming the target of any national, regional or multilateral trade or economic sanctions under Trade Control Laws; or (b) be in breach of any Trade Control Laws.
The Supplier shall not source, purchase or procure any of the goods, products, software or services to be delivered or provided to the Client under this Agreement directly or indirectly from a Restricted Party or from a Restricted Jurisdiction.
Unless otherwise agreed by the Parties the Supplier shall be responsible for obtaining any required authorisation, import, export or transfer licences or any customs licences which may be required pursuant to applicable Trade Control Laws, including but not limited to export licences for sale and delivery of products to the Client.  Where necessary, the Supplier shall provide the Client with applicable export classifications for the products supplied by the Supplier to the Client under this Agreement.
Notwithstanding anything to the contrary in this Agreement, nothing in this Agreement is intended, and nothing herein should be interpreted or construed, to induce or require the Client to act or refrain from acting (or agreeing to act or refrain from acting) in any manner which is inconsistent with, penalised or prohibited under Trade Control Laws or would otherwise expose the Client to a risk of being added to any Restricted Party list or to becoming the target of any national, regional or multilateral trade or economic sanctions under Trade Control Laws.
The Client shall not be obliged to perform any obligation under this Agreement, shall not be liable for damages or costs of any kind (including penalties) for any delay or non-performance, and shall be entitled to suspend or terminate this Agreement with immediate effect if the Client determines that:
such performance would expose the Client to a risk of being added to any Restricted Party list or otherwise becoming the target of any national, regional or multilateral trade or economic sanctions under Trade Control Laws and/or be in breach of any Trade Control Laws;
the Supplier has failed to comply with the requirements of this clause 29; or
the Supplier becomes a Restricted Party.
In the event that the Client suspends deliveries / supplies or terminates this Agreement pursuant to this clause 29, the Client shall not be liable to the Supplier for any of the Client's damages or losses for any delay or non-performance, provided that where the relevant obligation relates to payment for goods or services that have already been delivered, the affected payment obligation shall remain suspended (without prejudice to the accrual of any interest on an outstanding payment amount) until such time as the payment may lawfully be made.
Where requested to do so by the Client, the Supplier will supply the Client with such evidence as the Client may reasonably request to demonstrate the Supplier's compliance with this clause 29 and to demonstrate that controls are in place which actively support such compliance.
The Supplier confirms that it has imposed or has required the imposition of the conditions set out in this clause 29 (or equivalent) on any direct or indirect supplier or provider of the products, goods, services or software to be provided by the Supplier to the Client under this Agreement.  
The Supplier shall indemnify the Client for any Losses, liabilities (including fines and penalties), damages, costs incurred by or claims or proceedings instituted against the Client arising from or in connection with the Supplier or its Related Parties failing to comply with this clause. 
[bookmark: _Ref527377874][bookmark: _NN780][bookmark: _Toc171066775]AUDIT	
[bookmark: _Hlk60748700][bookmark: _Hlk60746933]The Supplier will for the duration of this Agreement and for a period of six (6) years after the Termination Date permit the Client or representatives of any regulatory authority (each an “Auditing Body”) to have access during normal business hours to the Supplier’s premises, systems and relevant records and procure that the Supplier Personnel gives such cooperation to the Client as may be reasonably required to:
fulfil any request by any regulatory authority;
undertake verifications of the accuracy of the charges or identify or investigate suspected fraud;
undertake verification that the Goods and/or Services are being provided in accordance with this Agreement and that the Supplier is complying with all other obligations contained in this Agreement including any Service Levels and Key Performance Indicators;
assess and verify the Supplier’s compliance with all Applicable Laws;
audit arrangements and agreements within the Supplier’s supply chain including cost information; and
enable the Client to:
fully comply with all Applicable Laws (including any accounting, tax and filing obligations);
respond to enquiries by any regulatory authority; or
deal with enquiries, complaints or claims made by the Client’s customers.
The Client will provide the Supplier with at least five (5) Business Days’ written notice of its intention to conduct an audit, except in cases of suspected fraud or suspected breach of this Agreement.
[bookmark: _Hlk60748720][bookmark: _Hlk60747445][bookmark: _Hlk60748755]If an audit reveals a breach by the Supplier of clause 40.1.1 the Supplier shall pay to the relevant Supplier Personnel all amounts the Supplier has failed to pay in breach of clause 40.1.1.
[bookmark: _Ref65240786][bookmark: _NN781][bookmark: _Toc171066776]PUBLICITY	
[bookmark: _DV_M278]No announcement, circular, advertisement or other publicity in connection with this Agreement, their subject matter or any ancillary matter will be made or issued by or on behalf of the Supplier without the prior written consent of the Client (such consent not to be unreasonably withheld or delayed).
[bookmark: _Ref65240833][bookmark: _DV_M280][bookmark: _NN782][bookmark: _Toc171066777]CONTRACTS (RIGHTS OF THIRD PARTIES) ACT 1999	
The Parties to this Agreement do not intend that any of its terms will be enforceable by virtue of the Contracts (Rights of Third Parties) Act 1999 by any person not a Party to it.
[bookmark: _Ref65240845][bookmark: _DV_M282][bookmark: _NN783][bookmark: _Toc171066778]SUCCESSORS	
This Agreement will be binding upon and benefit each Party to this Agreement and their successors and permitted assignees.
[bookmark: _Ref65240872][bookmark: _DV_M284][bookmark: _NN784][bookmark: _Toc171066779]NO PARTNERSHIP OR JOINT VENTURE	
[bookmark: _DV_M285][bookmark: _DV_M286]Nothing contained in this Agreement, and no action taken by the Parties pursuant to this Agreement, will be deemed to constitute a relationship between the Parties of partnership, joint venture, principal and agent or employer and employee.  Neither Party has, nor may it represent that it has, any authority to act or make any commitments on the other Party’s behalf.
[bookmark: _Ref482369883][bookmark: _DV_M288][bookmark: _NN785][bookmark: _DV_C443][bookmark: _Toc171066780]ENTIRE AGREEMENT	
[bookmark: _DV_C445][bookmark: _DV_C446][bookmark: _DV_C447][bookmark: _DV_C449]Without prejudice to clause 35.2, this Agreement constitutes the entire agreement between the Parties and supersede any prior agreement or arrangement in respect of its subject matter and neither Party has entered into this Agreement in reliance upon, and it will have no remedy in respect of, any representation or statement which is not expressly set out in this Agreement.  Nothing in this clause 35 will be interpreted or construed as limiting or excluding liability for fraud or fraudulent misrepresentation.
[bookmark: _Ref87437794]The Supplier warrants, undertakes and represents (on a continuing basis) that any and all statements and/or representations it has given pursuant to any pre-qualification questionnaire, response to a request for proposal, or otherwise made to the Client in relation to this Agreement prior to the date of this Agreement, are true, accurate, complete and not misleading.
[bookmark: _Ref65240906][bookmark: _DV_M290][bookmark: _NN786][bookmark: _Toc171066781]VARIATIONS	
[bookmark: _DV_M291]Any variation or amendment to the terms and conditions of this Agreement will only be binding if it is in writing and signed by the Parties or their authorised representatives.
[bookmark: _Ref65240920][bookmark: _DV_M293][bookmark: _NN787][bookmark: _Toc171066782]WAIVER	
[bookmark: _DV_M294]The single or partial exercise by the Client of any right, power or remedy under this Agreement will not in any circumstances preclude any other or further exercise of it or the exercise of any other right, power or remedy.
[bookmark: _Ref482370204][bookmark: _DV_M296][bookmark: _NN788][bookmark: _Toc171066783]NOTICES	
[bookmark: _DV_M298][bookmark: _DV_C458][bookmark: _DV_C459]Any notice, demand or communication in connection with this Agreement will be in writing and may be delivered by hand or by first class postal service addressed to the address stated in the Agreement Particulars, and marked for the attention of the individual as the case may be stated in the Agreement Particulars (or such other address or person which the recipient has notified in writing to the sender in accordance with this clause 38).
[bookmark: _DV_M299]The notice, demand or communication will be deemed to have been duly served:
[bookmark: _DV_M300]if delivered by hand, at the time of delivery;
[bookmark: _DV_C463]if delivered by postal service, two (2) Business Days after being posted;
provided that, where in the case of delivery by hand such delivery occurs either after 4.00pm on a Business Day, or on a day other than a Business Day, service will be deemed to occur at 9.00am on the next following Business Day (such times being local time at the address of the recipient).
[bookmark: _Ref65240965][bookmark: _NN789][bookmark: _Toc171066784]SUPPLIER PERSONNEL	
The Supplier will before commencing provision of the Goods and/or Services appoint appropriately qualified and experienced persons to carry out the performance of any services.  Such persons will be subject to the prior approval of the Client (such approval not to be unreasonably withheld or delayed).  Such persons, or any replacements approved by the Client, will have full authority to act on behalf of the Supplier for all purposes in connection with this Agreement.
[bookmark: _Hlk60748151][bookmark: _Hlk60746969]The Client will have the right (without liability) to require the removal of any person engaged in the performance of any services (including without limitation any subcontractor) and the Supplier will promptly remove the person so specified, and agree with the Client his or her replacement.
[bookmark: _Hlk60746981][bookmark: _Ref484769542][bookmark: _Hlk60740805][bookmark: _Hlk60747009][bookmark: _Hlk60748188][bookmark: _Hlk60733753]Prior to appointing any person and/or subcontractor in connection with the Services the Supplier will (and will procure that all of its subcontractors will) comply with the Client’s background check requirements as set out in Part A (and, where the Agreement Particulars state that it is to apply, Part B) of Schedule 9 (as amended from time to time) and/or any corresponding requirements applicable in the [Territory] OR [territory where the Services shall be performed] (“Background Check Requirements”).  If any person and/or subcontractor does not satisfy any of the Background Check Requirements the Supplier shall not engage that person and/or subcontractor to provide any services in connection with this Agreement.
[bookmark: _Ref60672608][bookmark: _Hlk60747083][bookmark: _Hlk60733814][bookmark: _Hlk60748293]Notwithstanding clause 39.3, the Parties acknowledge that from time to time there may be a requirement to engage a person and/or subcontractor in connection with the Services prior to completion of the relevant Background Check Requirements.  In such circumstances, the Supplier shall immediately notify the Client and request consent to engage the relevant person and/or subcontractor (such consent not to be unreasonably withheld or delayed) prior to completion of the Background Check Requirements.  In the event that the relevant person and/or subcontractor does not satisfy the Background Check Requirements within a reasonable period of time following such engagement, the Client will have the right (without liability) to require the removal of such person and/or subcontractor and the Supplier shall promptly arrange to appoint a replacement in accordance with the terms of this Agreement.
[bookmark: _Hlk60747104][bookmark: _Hlk60748309][bookmark: _Hlk60733889][bookmark: _Hlk60748371][bookmark: _Hlk60741060]The Supplier shall maintain a record of all background checks undertaken under clause 39.3 and/or clause 39.4 in connection with any person and/or subcontractor engaged to provide Services pursuant to this Agreement.  The Supplier shall within five (5) days of a request from the Client provide the Client with a copy of such checks for inspection and renew all applicable background checks at least 3 months prior to the expiry of the background checks. 
The Supplier shall indemnify the Client and Group Company from an against all Indemnified Liabilities arising out of or in connection with any breach or failure of the Supplier to comply with any provision of this Clause 44 or Schedule 9 of this Agreement.
The provisions set out in Schedule 8 shall apply to this Agreement.
[bookmark: _Ref87438149][bookmark: _Toc171066785]REAL LIVING WAGE	
[bookmark: _Ref87437908]For the duration of the term of this Agreement and subject to any amendments made to these conditions by the Client from time to time, the Supplier shall for its Supplier Personnel who provide a service to or on behalf of the Client for more than two (2) hours a week consecutively for eight (8) weeks in a twelve (12) month period  (the “Affected Employees”):
[bookmark: _Ref87437742]pay all its Affected Employees aged 18 or over not less than the then current Real Living Wage rates; and
increase the amount which it pays to Affected Employees by the same amount as any increase to the Real Living Wage, within six (6) months of the date on which any increase in the Real Living Wage is officially announced by the Living Wage Foundation (Charity No. 1107264, whose address is Citizens UK Head Office, 136 Cavell Street, London, E1 2JA) (the “Living Wage Announcement”); and
notify in writing all Affected Employees of the date of the next increase to the Real Living Wage within one (1) month of the Living Wage Announcement, unless the Affected Employees have been previously notified in writing about the date on which they will receive at least the increase in the Real Living Wage.
The Supplier shall ensure that all of its contractors and third parties engaged in the provision of Services to the Client shall abide by the terms of clause 40.1.
[bookmark: _Ref87437927][bookmark: _Toc171066786]INFORMATION SECURITY	
Where the Supplier will Access (as defined in Schedule 11) Agreement Personal Data on behalf of the Client pursuant to this Agreement, the Supplier will comply with clause 26.4.1.6.
Where the Supplier will Access (as defined in Schedule 11) Client Data and/or the Client Infrastructure (as defined in Schedule 11), then it shall comply with the obligations and provisions stated in Schedule 11 (Parts 1 and 2).
[bookmark: _Ref87437946][bookmark: _DV_M306][bookmark: _DV_M307][bookmark: _NN790][bookmark: _Toc171066787]DISPUTES	
Any dispute which the Parties fail to resolve within five (5) Business Days of its first notification by one Party to the other will be referred to the contract manager and the Supplier’s account manager for resolution.  If these individuals are unable to resolve the dispute within ten (10) Business Days of such a referral either Party may refer the dispute to the courts for resolution.
[bookmark: _Ref65241233][bookmark: _DV_M309][bookmark: _NN791][bookmark: _Toc171066788]LAW AND JURISDICTION	
[bookmark: _DV_C468][bookmark: _DV_M311][bookmark: _DV_C470][bookmark: _DV_M312][bookmark: _DV_M313]This Agreement and any non-contractual obligations arising out of or in connection with it will be governed by English law.
[bookmark: _DV_C473][bookmark: _DV_M315][bookmark: _DV_C475][bookmark: _DV_M316][bookmark: _DV_M317][bookmark: _DV_C478][bookmark: _DV_M318][bookmark: _DV_M308][bookmark: _DV_M325]The Parties irrevocably submit to the exclusive jurisdiction of the courts of England and Wales for the determination of any dispute arising out of or in connection with this Agreement (including in relation to any non-contractual obligations).
[bookmark: _Ref124498097][bookmark: _Ref65241277][bookmark: _Toc171066789]COUNTGERPARTS	
This Agreement may be signed in any number of counterparts, and this has the same effect as if the signatures on counterparts were on a single copy of this Agreement.  Each counterpart, when executed, will constitute an original of this Agreement, but all the executed counterparts will together constitute a single instrument.
THIS DOCUMENT is executed as an agreement and delivered on the date stated at the beginning of this Agreement
SIGNED by a duly authorised representative of
SEVERN TRENT WATER LIMITED
Authorised	________________________________________
Representative	(signature)
________________________________________
(print name)]
SIGNED by a duly authorised representative of
[SUPPLIER]
Authorised	________________________________________
Representative	(signature)
________________________________________
(print name)

[bookmark: _DV_M344][bookmark: _DV_M346][bookmark: _Ref482344916]
Purchase Goods and Services November 2021 	190429411-1
[bookmark: _Ref65673175][bookmark: _Ref482381686][bookmark: _NN793][bookmark: _Toc413404711][bookmark: _Toc413404782][bookmark: _Toc505331435][bookmark: _Toc256000066][bookmark: _Toc520455945][bookmark: _Toc65151442][bookmark: _Toc65159370][bookmark: _Toc65159433][bookmark: _Toc65165510][bookmark: _Toc65165595][bookmark: _Toc65243644][bookmark: _Toc65675326][bookmark: _Toc87438131][bookmark: _Toc87438202][bookmark: _Toc87438341][bookmark: _Toc124498146][bookmark: _Toc169596293][bookmark: _Toc171066729][bookmark: _Toc171066790]SCHEDULE 1
[bookmark: _Toc505331436][bookmark: _Toc520455946][bookmark: _Toc65165596][bookmark: _Toc171066791]Specification	
[bookmark: _DV_M349][bookmark: _Ref482445746][bookmark: _Ref482445747][bookmark: _Ref482345073][bookmark: _Ref482345074][SCHEDULE TO BE INSERTED]


[bookmark: _Ref65241396][bookmark: _Ref482607015][bookmark: _Ref482606986][bookmark: _NN794]SCHEDULE 2
[bookmark: _Toc65165597][bookmark: _Toc171066792]Charges	
1. [bookmark: _Ref482382068][bookmark: _Ref482382394][bookmark: _Ref482445878][bookmark: _Ref482545316]CHARGES
The Charges set out in this Schedule 2 are the maximum that the Supplier may charge pursuant to this Agreement.  The provisions of this Schedule 2 do not, however, prevent the Customer from agreeing Charges that are lower than those set out in this Schedule 2.
The Charges payable for the supply of the Goods and Services as follows:
Goods under Part 1 of Schedule 1: [	]
Services under Part 1 of Schedule 1: [	]
Goods under Part 2 of Schedule 1: [	]
Services under Part 2 of Schedule 1: [	]
DISCOUNTS
prompt payment:
volume:
other:
1. INVOICING AND PAYMENT
Invoicing: [The Supplier will invoice the Client for the Charges for an Accounting Period [at least [NUMBER] [days]/[Business Days]] following the end of that Accounting Period.]
Payment Terms: Are stated in clause 11 of this Agreement.
Supplier’s Bank Account: The Supplier’s bank account as at the date of this Agreement is as follows:
BANK:	 [	]
ACCOUNT NUMBER: [	 ]
SORT CODE:	[	]
PROVISIONS RELATING TO REVIEW AND ADJUSTMENT
[	]


[bookmark: _Ref65241485][bookmark: _Ref482607035][bookmark: _Ref65241500][bookmark: _NN795]SCHEDULE 3
NOT USED

[bookmark: _DV_M353][bookmark: _DV_M355][bookmark: _Ref482454884][bookmark: _Ref482454885][bookmark: _Ref482382032][bookmark: _Ref482382033][bookmark: _Ref482382111][bookmark: _Ref482382220][bookmark: _NN796]SCHEDULE 4
[bookmark: _Toc65165603][bookmark: _Toc171066797]Client Policies	
The Client Policies are the following policies and standards as updated from time to time (copies of which are available from the Client on request)
STW POLICIES
	POLICY
	DOCUMENT

	Doing the Right Thing – the full document
	


	Group Data Protection Policy
	


	Anti-Bribery & Anti-Fraud Policy
	


	Group Information Management Policy
	


	Group Security Policy
	





[bookmark: _Ref65241768][bookmark: _Ref482619210][bookmark: _Ref65242031][bookmark: _Ref482455356][bookmark: _Ref482455583][bookmark: _NN797]SCHEDULE 5
[bookmark: _Toc65165604][bookmark: _Toc171066798]Change Control Procedure	
1. [bookmark: _Ref290045738]If a Party wishes to request a Change, it will give written notice of the requested Change to the other Party.
If either Party requests a Change in accordance with paragraph 1 of this Schedule 5, the Supplier will prepare within ten (10) Business Days of the request two (2) copies of a Change Control Notice substantially in the form of the appendix to this Schedule 5 (“CCN”).
Each CCN will contain:
the title of the Change;
the originator and date of the request for the Change;
the reason for the Change;
full details of the Change including any specifications;
the price, if any, of the Change;
a timetable for implementation of the Change;
a schedule of payments if appropriate;
details of the impact, if any, of the Change on the supply of the Goods and/or Services including:
any Service Levels and Key Performance Indicators; and
the Charges;
the date of expiry of validity of the CCN; and
provision for signature by the Supplier and by the Client.
Following receipt by the Client of the CCN the Parties will discuss the CCN.  The Supplier will not unreasonably withhold its agreement to any Change.  The Client will be entitled to withhold its agreement to any Change at its sole discretion, save that it will not unreasonably withhold its agreement to any Change required to implement a new Applicable Law or a change in Applicable Law.
The Supplier will not be entitled to any Change as a consequence of a new Applicable Law or a change in Applicable Law where such new and changed Applicable Law could reasonably have been foreseen by a supplier exercising Good Industry Practice as at the Commencement Date.
No Change will be effective unless and until the relevant CCN is in writing and signed by each of the Client and the Supplier or their authorised representatives.
If a CCN is not signed by each of the Client and the Supplier or their authorised representatives on or before the date of expiry of validity of that CCN then it will automatically expire.
If a CCN is signed by or on behalf of each of the Client and the Supplier on or before the date of expiry of validity of that CCN then the Supplier will implement the Change in accordance with the terms of the CCN and the Client will perform any obligations imposed on it in the CCN in accordance with the terms of the CCN or (if applicable) the relevant provisions of this Agreement, including the payment of any charges and/or any increase to the Charges.
Until such time as a Change is agreed in accordance with this Change Control Procedure, each of the Client and the Supplier will continue to perform its respective obligations under this Agreement without taking account of the requested Change.
APPENDIX
FORM OF CHANGE CONTROL NOTICE
	Change Request Number
	[UNIQUE ID NUMBER OF REQUEST]

	Title of Change
	[TITLE OF CHANGE]

	Originator:
	[NAME OF INDIVIDUAL]

	Originator’s Organisation:
	[CUSTOMER/SUPPLIER]

	Date of Notice:
	

	Proposed Change:
	[DESCRIBE CHANGE, INCLUDING ANY SPECIFICATIONS]

	Reasons for Change:
	[DESCRIBE RATIONALE FOR CHANGE]

	Timetable for implementing Change: 
	[INCLUDE TIMETABLE, SEPARATE DESCRIPTION OF IMPACTS AND PAYMENT PROFILE]

	Adjustment to the Charges as a result of the Change (if any):
	[DESCRIBE (1) ANY ONE-OFF ADDITIONAL PAYMENTS (INCLUDING HOW THESE WILL BE PAID FOR – E.G.  LUMP SUM, COST REIMBURSABLE) (2) ANY ADJUSTMENT TO THE CHARGES]

	Impact of the implementation of the Change:
	Specification:
	[DESCRIBE]

	
	Service Levels:
	[DESCRIBE]

	
	Interfaces:
	[DESCRIBE]

	
	Operational service:
	[DESCRIBE]

	
	Parties consulted:
	[DESCRIBE]

	
	Detailed risk assessment:
	[DESCRIBE]

	
	Recommendations:
	[DESCRIBE]

	
	Other impacts
	[DESCRIBE]

	Date of expiry of validity of Notice
	

	Signature of the Supplier:
	
	Date:

	Signature of the Client:
	
	Date:




[bookmark: _Ref65242064][bookmark: _Ref482455367][bookmark: _Ref482455619][bookmark: _Ref482616617][bookmark: _Ref484974094][bookmark: _Ref65242090][bookmark: _NN798]SCHEDULE 6
[bookmark: _DV_M357][bookmark: _Toc65165605][bookmark: _Toc171066799]Not Used	



[bookmark: _Ref482382133][bookmark: _Ref482382601][bookmark: _Ref482620995][bookmark: _Ref65242122][bookmark: _Ref267556922][bookmark: _Ref267556923][bookmark: _NN799]SCHEDULE 7
[bookmark: _Toc171066800]Not Used	


[bookmark: _Ref65242139][bookmark: _Ref484965149][bookmark: _Ref499745833][bookmark: _Ref65242230][bookmark: _Ref482621092][bookmark: _NN800]SCHEDULE 8
[bookmark: _Toc65165613][bookmark: _Toc171066801]IR35	
1. [bookmark: _Ref65242331]DEFINITIONS
In this paragraph 1 of this Schedule 8 only, the following expressions shall have the following meanings:
	“Contract”
	includes any statement of works, call off contract or purchase order made under this Agreement;

	“Costs”
	all costs (on a full indemnity basis) including (but not limited to) legal and other professional costs and costs of enforcement;

	“Employee”
	an individual employed under a contract of employment, whose income is taxed in full under PAYE, directly with the Supplier or any of its Labour Supply Chain;

	“Employment Taxes” 
	income tax, national insurance contributions and any other liability, deduction, levy including without limitation any apprenticeship levy, arising from or made in connection with the performance of the Services;

	“Group Company”
	the Client and its Parent Undertakings, its Subsidiary Undertakings and the Subsidiary Undertakings of any of its Parent Undertakings from time to time (“Parent Undertaking” and “Subsidiary Undertaking” having the meanings set out in section 1162 Companies Act 2006);

	“IR35”
	the intermediaries legislation known as IR35 concerning off payroll working which as at the date of this Agreement is set out in the Finance Bill 2019-2020 and which is proposed to be included in Chapters 8 and 10 of Part 2 of the Income Tax (Earnings and Pensions) Act 2003 (as may be amended from time to time) and any other legislation or secondary legislation dealing with the tax and national insurance contributions treatment of workers whose services are provided via intermediaries 

	“Labour Supply Chain”
	the Supplier’s supply chain as it relates to the provision of labour or personnel to assist in the provision of the Services and includes without limitation all subcontractors at any level or tier of that supply chain, whether or not there is a formal contract in place in respect of such assistance;

	“Losses”
	all losses including (but not limited to) all direct, indirect and consequential losses;

	“Recoverable Liabilities”
	all Losses, liabilities, Costs, damages and expenses that the indemnified person does or will incur or suffer, all claims or proceedings made, brought or threatened against the indemnified person by any person and all Losses, liabilities, Costs, damages and expenses the indemnified person does or will incur or suffer as a result of defending or settling any such actual or threatened claim or proceeding;

	“Services”
	any element of the services provided by the Supplier under this Agreement and under any Contract, where an individual personally performs, or is under an obligation to personally perform the services for the Client and/or the Group Company, including, without limitation, secondments and provision of personal resource to the Client;

	Tax Authority
	HMRC and any court, tribunal or other competent tax authority.


[bookmark: _Ref21528604][bookmark: _Ref11966294]REPRESENTATIONS AND WARRANTIES
[bookmark: _Ref31979381]The Supplier represents and warrants to the Client and the Group Company that any individuals who are or will be involved in the provision of the Services will be Employees.
[bookmark: _Ref65242399]The Supplier represents and warrants to the Client and the Group Company that in the provision of the Services it shall not operate as an IR35 intermediary (including, without limitation, a personal service company) and shall not contract, engage with or provide the services of any Party operating via an IR35 intermediary (including, without limitation, a personal service company) in its Labour Supply Chain.
[bookmark: _Ref21528618]The representations and warranties set out in paragraphs 2.1 and 2.2 of this Schedule 8:
are made on the date of this Agreement; and
are made in each Contract on the date of each such Contract.
[bookmark: _Ref21421461]COMPLIANCE WITH IR35
[bookmark: _Ref11939865][bookmark: _Ref517986953]If the Client or Group Company is liable to withhold and account for any Employment Taxes due to any act, omission or default of the Supplier or any member of the Labour Supply Chain, the Supplier will take or procure the taking of all necessary action to ensure that the Client or Group Company ceases to be responsible for such liabilities as soon as practicable.
[bookmark: _Ref21530738]OTHER RIGHTS RELATING TO THE APPLICATION OF IR35
In addition to, and without limiting its other rights or remedies, if the Client or Group Company is or becomes responsible for withholding and accounting for any Employment Taxes in connection with the provision of the Services:
the Client may, subject to giving the Supplier written notice, terminate this Agreement in whole or in part with immediate effect by giving written notice to the Supplier;
the Client or Group Company may terminate the relevant affected Contract in whole or in part with immediate effect by giving written notice to the Supplier; and/or
[bookmark: _Ref21423308]the Client or Group Company will have the right to recover from the Supplier to the maximum extent permitted by law by way of deduction from the amount of any fees or charges payable by the Client or by any Group Company to the Supplier (and whether by set-off or otherwise) any amounts (including penalties and interest) which the Client or Group Company is required to pay under IR35.
INDEMNITY
The Supplier will indemnify the Client and Group Company from and against any Recoverable Liabilities (including for the avoidance of doubt any liability to pay any Employment Taxes and any penalty, fine or interest incurred or payable by the Client and Group Company in connection with or in consequence of any liability, deduction, contribution, assessment or claim for any individual or by a Tax Authority in respect of the application of IR35 where recovery is not prohibited by law) arising out of or in connection with:
[bookmark: _Ref65242523]any breach of (including without limitation any breach of any warranty or representation) or failure of the Supplier to comply with any provision of this paragraph 5.1 of this Schedule 8;
the Client or Group Company being responsible for deducting and accounting for any Employment Taxes as a result of any action, omission or default of the Supplier or any member of the Labour Supply Chain; and/or
any claim brought against the Client or Group Company by any worker not employed by the Client or Group Company where such claim is based on or connected with any worker or deemed employment status as a result of assistance or involvement in the provision of the Services.

[bookmark: _Ref65242565][bookmark: _Ref484965183][bookmark: _Ref527377812][bookmark: _Ref65242607][bookmark: _NN801]SCHEDULE 9
[bookmark: _Toc65165607][bookmark: _Toc171066802]Background Checks	
[bookmark: _Hlk60747513][bookmark: _Hlk60734594]PART A: All roles will require the following pre-employment checks as a minimum:
· Three (3) years employment history from when they start with current employer;
· Proof of address; and
· Check on electoral roll.
PART B: If the following activities are undertaken within the role, additional pre-employment checks are required.  
	Activity
	If yes,

	Access to customer bank details?
	DBS or Disclosure Scotland (Basic)

	Exposure/Processing to customer data (bank details, address information)?
	DBS or Disclosure Scotland (Basic)

	Entering into a customer property?
	Enhanced DBS or Disclosure Scotland

	Face to Face contact with the general public?
	DBS or Disclosure Scotland (Basic)

	Exposure/Processing to employee data (bank details, address information)
	DBS or Disclosure Scotland (Basic)

	Works on a MOD site
	DBS or Disclosure Scotland (Basic) - one completed, then appropriate person informed to process MOD Clearance

	Needs access to MOD area - 5th Floor STC
	DBS or Disclosure Scotland (Basic) - one completed, then appropriate person informed to process MOD Clearance

	Working with children or vulnerable adults
	Enhanced DBS or Disclosure Scotland & Drugs & Alcohol Test

	Working on visitor centre sites, parks or reservoirs
	Enhanced DBS or Disclosure Scotland 

	Do they have regular/uncontrolled access to sensitive information or material assessed as being of value to an individual/groups who operate against the national interest?  
[DRAFTING NOTE: Please check critical sites list. If the Supplier is on the critical sites list, the CTC PQQ needs to be sent out]
	Counter Terrorism Check (CTC) 

	Are they based on any of the critical sites?
[DRAFTING NOTE: Please check critical sites list. If the Supplier is on the critical sites list, the CTC PQQ needs to be sent out]
	Counter Terrorism Check (CTC)

	Access to waste treatment site?
	DBS or Disclosure Scotland (Basic)

	Is the role a safety critical role?
	Safety Critical Medical & Drugs & Alcohol check

	Do they drive a company vehicle?
	DVLA licence check & Drugs & Alcohol check

	Do they drive for work purposes outside of their base location?
	DVLA licence check




[bookmark: _Ref65242711][bookmark: _Ref494449587][bookmark: _Ref494463696][bookmark: _Ref65242717][bookmark: _NN802]SCHEDULE 10
[bookmark: _Toc65165608][bookmark: _Toc171066803]Agreement Personal Data	
[Not applicable]
OR
[[Personal data types (including related metadata)
[INSERT]
Data Subject categories
[INSERT]
Nature and purpose of Processing
[INSERT]
Subject matter of processing
[INSERT]
Duration of Processing
[INSERT]]

[bookmark: _Ref65242747][bookmark: _Ref494449796][bookmark: _Ref494463721][bookmark: _Ref65242753][bookmark: _NN803]SCHEDULE 11
[bookmark: _Toc65165609][bookmark: _Toc171066804]Information Security	
In this Schedule 11, the following expressions have the following meanings:
	“Access”
	access, storage, transmission, creation, distribution and processing and/or any access or connection via means of, without limitation, remote access, connection from cloud services, on-site network connection and/or any on-site physical access;

	“Client Infrastructure”
	any of the Client’s information technology (“IT”) or operational technology (“OT”) systems and/or programs.  “IT” includes but is not limited to mobile devices, computers, servers, routers, network switches, cloud services in the Client’s corporate environment.  “OT” refers to industrial control systems, instrumentation & telemetry used for water treatment and distribution, including but not limited to; programmable logic controllers (PLCs), human machine interfaces (HMIs) and supervisory control and data acquisition (SCADA).


1. [bookmark: _Ref65242823][bookmark: _Toc65165610][bookmark: _Toc171066805]Security Measures	
Where the Supplier will Access Client Data and/or the Client Infrastructure pursuant to this Agreement, the Supplier shall put in place and, at all times, maintain the security measures stated in Part 1 of this Schedule 11.
The Supplier shall comply with all minimum security measures required of it (or the Client) by any applicable Data Protection Laws and other Applicable Laws (including, without limitation, the Networks and Information Systems Regulations 2018, the Freedom of Information Act 2000, the Computer Misuse Act 1990, as amended from time to time) in relation to information security, as well as instituting and maintaining the following minimum data protection measures:
1. SENIOR MANAGEMENT COMMITMENT
The Supplier shall ensure that its senior management provide clear strategic direction and support each business area to assess, monitor and control information security risks, and ensure that any information security issues are raised and properly addressed.
1. [bookmark: _Toc411339514]SECURITY POLICY
The Supplier shall at all times:
maintain a management-approved corporate Information Security Policy, or set of Information Security Policies, defining responsibilities and setting out its approach to information security;
ensure that its Information Security Policies are published and are effectively communicated to all its staff who will Access Client Data and/or Client Infrastructure; and
ensure that its Information Security Policies are assigned to a responsible owner, and are maintained, monitored and reviewed on a scheduled basis to ensure they are adhered to, they remain effective and they deliver continuous improvement.
The Supplier shall ensure that all of its staff and any third parties (including its subcontractors) have read, understood and remain in compliance with all of its applicable security policies and procedures.
The Supplier shall ensure that within its information security policy, that it covers encryption back-up and testing.
[bookmark: _Toc411339518]PERSONNEL SECURITY
The Supplier shall ensure that a written policy exists and is followed for pre-employment background checks and that the status and results for all personnel are fully collated and kept on record and, where present, it further complies with the obligations stated in Schedule 9.
The Supplier shall undertake pre-employment background checks of all staff who will have Access to Client Data and/or Client Infrastructure.  This should also include subcontractors and temporary staff.
The Supplier shall ensure that all above-mentioned background checks shall be conducted within a reasonable time period, and in any event shall be completed prior to such Supplier or subcontractor staff having Access to Client Data and/or Client Infrastructure.
The Supplier shall require all staff to sign contractual terms and conditions that contain pertinent information with regards to the employees’ responsibilities for information security.
The Supplier shall have robust joiners, movers and leavers processes in place.  Such processes shall include a mechanism for identifying those staff who have privileged access.
SECURITY TRAINING AND AWARENESS
The Supplier shall ensure that all staff receive relevant information security training as necessary to fulfill their roles.
The Supplier shall ensure that staff receive relevant refresher training in information security on a regular basis.  This shall include, without limitation, training on asset classification and handling and information security risks relating to clients.
[bookmark: _Toc411339519]SUBCONTRACTING
The Supplier shall ensure that all subcontractors adhere fully to the requirements within Part 1 of this Schedule 11.
The Supplier shall ensure that all subcontractor agreements contain security controls, service definitions, service requirements and delivery levels commensurate with the requirements set out in Part 1 of this Schedule 11, and that such are implemented, operated, and maintained by all subcontractors at all times.
The Supplier subcontractors shall operate in accordance with non-disclosure clauses, which must be stipulated in agreements between the Supplier and the subcontractor.
Exit procedures and requirements must be included in any agreement between the Supplier and the subcontractor and all access to Client Data and/or Client Infrastructure must be revoked when no longer required.
ACCESS CONTROL
The Supplier shall have a system-enforced password and user account policy that has the following controls – unique username, minimum password length of at least eight (8) characters, appropriate complexity rules; minimum and maximum age and password reuse prevention.  This shall include procedures to be followed when personnel leave their work station and a process to control and manage user accounts upon completion of employment or when a change in role occurs.
An automated system shall be invoked where a work station used to Access Client Data and/or Client Infrastructure is left unattended for a period in excess of fifteen (15) minutes.
The Supplier shall ensure that all platform and application user accounts are unique, they are justified, authorised and regularly reviewed and:
all accounts are granted minimum privileges;
full audit trails are active and access to audit trails is restricted and logged;
default accounts are deleted or disabled;
privileged accounts, e.g. root/admin are only used under change control procedures and not for day-to-day system operation;
where privileged account access is used, this access is logged and regularly reviewed at least quarterly; and
access to information systems audit tools shall be appropriately protected to prevent possible misuse or compromise.
[bookmark: _Hlk62478647]third party organisations have their own email domain.  Generic or shared email domains will not be provided with access to our systems (e.g. companyconnect.com)
[bookmark: _Toc411339520]ACCEPTABLE USE POLICY (AUP)
[bookmark: _Toc409078996][bookmark: _Toc409079664][bookmark: _Toc409436308]An AUP shall be documented and communicated to all users Accessing Client Data and/or Client Infrastructure.  The AUP must:
[bookmark: _Toc409078997][bookmark: _Toc409079665][bookmark: _Toc409436309]define appropriate use of communications channels and devices used to process Special Categories of Personal Data.
define appropriate use of the Internet, including prohibiting the transfer of Special Categories of Personal Data to personal email accounts or unauthorised cloud based storage;
[bookmark: _Toc409078998][bookmark: _Toc409079666][bookmark: _Toc409436310][bookmark: _Toc409078999][bookmark: _Toc409079667][bookmark: _Toc409436311]include responsibilities relating to downloading, installing and use of unauthorised or illegal software, or material, to process Special Categories of Personal Data; and
make clear statements about consequences of non-compliance or breach of the AUP, including potential disciplinary actions.
[bookmark: _Toc411339521]PHYSICAL AND ENVIRONMENTAL SECURITY
The Supplier shall:
ensure that there are physically secure data storage facilities to provide adequate protection to all Client Data;
review the strength and effectiveness of the management of physical security controls at its sites at least every twelve (12) months;
ensure that all staff and any subcontractor personnel are issued with unique ID passes from which they are individually identifiable, and which shall be worn and visible at all times.  The Supplier shall ensure that its subcontractors will do the same at any subcontractor sites from where such individuals will Access Client Data and/or Client Infrastructure;
operate a sign-in and sign-out procedure for any visitors to its sites, which, as a minimum, requires visitors to log their name, company, the time and date and the name of the person whom they are visiting at the relevant sites.  The Supplier shall ensure that its subcontractors will operate a similar procedure at any subcontractor sites from where Access to Client Data and/or Client Infrastructure will be possible;
ensure that visitors in areas where Access to Client Data and/or Client Infrastructure is possible are accompanied by an authorised member of the Supplier’s staff at all times; and
deny entry to visitors to sites, unless they are duly authorised to do so by the appropriate management.  The Supplier shall ensure that its subcontractors will do the same at any subcontractor sites from where Access to Client Data and/or Client Infrastructure is possible.
Equipment used to Access Client Data and/or Client Infrastructure must be secured against unauthorised physical access.  The Supplier shall ensure Client Data is stored securely and not left unattended.  The Supplier shall ensure that its subcontractors will do the same at any subcontractor sites where Access to Client Data and/or Client Infrastructure is possible.
The Supplier shall ensure that appropriate environmental controls are in place to protect Client Data stored at its sites, such as air-conditioning, temperature sensors, smoke detectors, back-up generators, UPS, etc.
Where the Supplier is in receipt of the Client’s physical assets, it shall, where required by the Client, securely dispose of such assets in accordance with Good Industry Practice and Applicable Laws.
[bookmark: _Toc411339522]SEGREGATION OF DUTIES
Duties and areas of responsibility shall be segregated to reduce opportunities for unintentional or unauthorised modification or misuse of Client Data and or Client Infrastructure.
The Supplier shall ensure that development, testing, production and operational facilities are separated to reduce the risks of unauthorised access.
[bookmark: _Toc411339523]MALWARE PROTECTION
The Supplier shall ensure that all electronic communications and/or other assets which it provides to the Client shall be free of viruses and malware.
The Supplier shall promptly notify the Client in writing as soon as it becomes aware of any viruses in any systems, directly (or indirectly) affecting Client Data and or Client Infrastructure, which have not been auto-corrected or detected and quarantined, and shall provide a written report to the Client describing the incident, the measures that were taken to resolve the incident, and what measures were taken to prevent any reoccurrence.
[bookmark: _Toc409079003][bookmark: _Toc409079671][bookmark: _Toc409436315]The Supplier shall provide anti-virus protection software (capable of detecting viruses, malware, Trojan horses and other security threats) on all systems vulnerable to virus infection and shall ensure that its subcontractors shall do the same on any subcontractor systems used to Access Client Data and/or Client Infrastructure in accordance with the requirements of Part 1 of this Schedule 11.  The Supplier shall (and shall ensure that its subcontractors shall) use all reasonable endeavours to detect hidden code or information that is designed to, or will have the effect of:
[bookmark: _Toc409079004][bookmark: _Toc409079672][bookmark: _Toc409436316]destroying, altering, corrupting, denying access to, or facilitating the theft of any Client Data; or
[bookmark: _Toc409079005][bookmark: _Toc409079673][bookmark: _Toc409436317]facilitating undocumented or unauthorised access methods for gaining access to Client Data and/or Client Infrastructure.
The Supplier shall ensure that anti-virus software and anti-virus definition files are updated for all systems in line with best business practice and in accordance with advice from the applicable anti-virus software vendor.  The Supplier shall also ensure that its subcontractors shall do the same on any subcontractor systems where Access to Client Data and/or Client Infrastructure will be granted.
The Supplier shall ensure that the malware protection tools deployed:
are current and supported versions;
[bookmark: _Toc409079006][bookmark: _Toc409079674][bookmark: _Toc409436318][bookmark: _Toc409079007][bookmark: _Toc409079675][bookmark: _Toc409436319]are updated with definition or signature files on a daily basis as a minimum;
[bookmark: _Toc409079008][bookmark: _Toc409079676][bookmark: _Toc409436320]provide real-time on-access and on-demand scanning;
[bookmark: _Toc409079009][bookmark: _Toc409079677][bookmark: _Toc409436321]scan all content entering and leaving the Client Infrastructure processing Client Data;
[bookmark: _Toc409079010][bookmark: _Toc409079678][bookmark: _Toc409436322]are able to disinfect, quarantine or delete malware;
[bookmark: _Toc409079011][bookmark: _Toc409079679][bookmark: _Toc409436323]provide logging, alerts and reporting functionality; and
cannot be disabled, reconfigured or prevented from working by unauthorised users.
The Supplier shall ensure that all relevant security patches are applied to all relevant systems in line with best business practice and in accordance with advice from the applicable vendor.  The Supplier shall also ensure that its subcontractors shall do the same on any subcontractor systems where Access to Client Data and/or Client Infrastructure will take place.
Where vulnerabilities have been detected, along with the Supplier’s other obligations stated in this Schedule 11, such vulnerabilities shall be addressed as follows: critical vulnerabilities to be addressed within two (2) weeks of discovery; high risk vulnerabilities to be addressed within four (4) weeks of discovery; and all other vulnerabilities within thirteen (13) weeks of discovery.
Where specifically requested by the Client, the Supplier will provide to the Client, on an annual basis vulnerability reports which shall include, without limitation, discovered vulnerabilities, action points and when such actions were resolved.
[bookmark: _Toc411339524]DATA BACKUPS
The Supplier shall ensure that where systems backups are stored off-site they are encrypted and securely transported with appropriate key management in place, and a written register maintained of all backup stored off-site.
[bookmark: _Toc411339525]NETWORK SECURITY MANAGEMENT
[bookmark: _Toc409079014][bookmark: _Toc409079682][bookmark: _Toc409436326]The Supplier shall (and shall ensure that its Subcontractors shall) maintain the appropriate confidentiality, integrity, and availability of Client Data and/or Client Infrastructure by:
[bookmark: _Toc409079015][bookmark: _Toc409079683][bookmark: _Toc409436327]utilising secure network architecture and operations; and
ensuring that networks carrying Client Data and/or used for Access of the Client Infrastructure are designed, built, monitored, and managed according to industry standards, best practices and frameworks e.g. ISO27001, etc. such that they enforce the required information security policy boundaries.  These boundaries must prevent unauthorised Access to Client Data and/or Client Infrastructure by default, and allow only explicitly authorised and authenticated access.
The Supplier shall (and shall ensure that its subcontractors shall) ensure that anti-virus and firewall protection systems are implemented in relation to both internal and external traffic and ensure that:
[bookmark: _Toc409079016][bookmark: _Toc409079684][bookmark: _Toc409436328]it implements, maintains and documents a vulnerability management regime;
firewall platforms are hardened;
[bookmark: _Toc409079017][bookmark: _Toc409079685][bookmark: _Toc409436329]comprehensive penetration tests (including, where appropriate, scanning, operational acceptance, integration and system testing) of the Supplier’s infrastructure are conducted by trained personnel on a regular basis, at least annually, and any required remedial actions completed in a timely manner;
[bookmark: _Toc409079018][bookmark: _Toc409079686][bookmark: _Toc409436330]firewalls have real-time logging and alerting capabilities;
[bookmark: _Toc409079019][bookmark: _Toc409079687][bookmark: _Toc409436331]intrusion detection systems are implemented where Internet connections exist;
[bookmark: _Toc409079020][bookmark: _Toc409079688][bookmark: _Toc409436332]access lists are implemented on network routers to restrict access to sensitive internal networks or servers.
remote support access shall be controlled via a secure gateway that implements the following controls:
[bookmark: _Toc409436333][bookmark: _Toc409436334]strong 2-factor authentication and
access via a secure gateway;
[bookmark: _Toc409436335]remote support accounts are only enabled for the duration of troubleshooting activity;
[bookmark: _Toc409436336]all troubleshooting activity is logged and reviewed; and
[bookmark: _Toc409436337]defence against brute-force/ denial of service attacks is in place.
[bookmark: _Toc411339526]SYSTEM MANAGEMENT
The Supplier shall (and shall ensure that its subcontractors shall) maintain systems security measures to guard against the accidental, deliberate or unauthorised disclosure, access, manipulation, alteration, destruction, corruption of information through processing errors, damage or loss or misuse of Client Data and/or Client Infrastructure.  As a minimum, these measures shall include software which:
[bookmark: _Toc409079022][bookmark: _Toc409079690][bookmark: _Toc409436339][bookmark: _Toc409079023][bookmark: _Toc409079691][bookmark: _Toc409436340]requires all users of the systems to enter a unique username or identification number and password prior to gaining access to the systems;
[bookmark: _Toc409079024][bookmark: _Toc409079692][bookmark: _Toc409436341]controls and tracks the addition and deletion of users of systems; and
[bookmark: _Toc409079025][bookmark: _Toc409079693][bookmark: _Toc409436342]controls, logs and tracks user access to areas and features of the systems.
The Supplier shall ensure that its system clocks are synchronised with an appropriate reliable time source.
[bookmark: _Toc411339527]CRYPTOGRAPHIC PROTECTION
When having Access to Client Data and/or Client Infrastructure an appropriate user authentication must first be carried out using accepted industry best practice mechanisms and protocols;
Where connections are to be established externally, and data is to be exchanged with systems or individuals over public, un-trusted or external networks, the data exchanged must be protected using appropriate industry accepted encryption mechanisms and key lengths.
The Supplier shall ensure that there is a process in place for the secure management of any keys used to protect Client Data and/or Client Infrastructure.
[bookmark: _Toc411339528]MONITORING AND AUDIT LOGS
Audit logs shall be generated and retained, detailing all Access (including read/write/delete) to Client Data and/or Client Infrastructure.
Auditing of activities and information security events related to the processing of Client Data shall be kept in secure log files which are protected against unauthorised alteration or deletions and are backed-up in line with an appropriate back-up policy.
The logged information shall include fields that are attributable to a single individual to ensure accountability and shall be kept for a period of at least one hundred and eighty (180) days to assist with any possible investigations.
[bookmark: _Toc411339530]CHANGE PROCESS
The Supplier shall ensure that all changes to information systems, upgrades, and new software have considered security control requirements and impacts, based upon the identified risks, and that these are accounted for and tested prior to implementation.
The Supplier shall (and shall ensure that its Subcontractors shall) ensure that appropriate patch management procedures are in place to remain current with platform security fixes, and to ensure adequate testing of these patches is carried out.
Where the Supplier is applying patches, upgrades and updates, it shall ensure that testing has been performed in one or more production environments before installing in a production and/or disaster recovery environment.  Where practicable, the Supplier will adopt a phased roll out of patches, upgrades and updates.
The Supplier will provide the Client with advanced written notice of any proposed changes that the Supplier will make to the Supplier’s systems which may have a detrimental effect on the Services and/or compliance with this Agreement, such notice to include an emergency change capability and change log.  Where changes to the Supplier’s systems may have a detrimental effect on the Services and/or compliance with this Agreement, the Supplier will ensure that all such changes are subject to a security impact analysis, have a definition of success criteria, a back-out plan, an implementation window, a description of pre-cursors to implementation, a record of formal authorisation and a full description of the change that allows understanding of the change outside of its area of expertise and the reason for the change.
[bookmark: _Toc411339531]INCIDENT MANAGEMENT
The Supplier shall (and shall ensure that its subcontractors shall) at all times maintain a security incident management procedure.  This will include a robust process for investigating and remediating security incidents, and taking measures to avoid re-occurrence.
The Supplier shall require all its staff (and any subcontractor personnel) to report any observed or suspected security vulnerabilities or incidents.
If the Supplier becomes or is made aware of any unauthorised Access to Client Data and/or Client Infrastructure, the Supplier (and shall ensure that its subcontractors shall):
[bookmark: _Toc409079037][bookmark: _Toc409079705][bookmark: _Toc409436354]immediately report the incident to the Client; and
[bookmark: _Toc409079038][bookmark: _Toc409079706][bookmark: _Toc409436355]promptly provide the Client with a detailed written report setting out the details of and reasons for the contravention of the information security requirements, describing in detail any Client Data or Client Infrastructure that have been accessed without authorisation, setting out what investigations are being carried out to mitigate the loss or recover the data, and identifying the remediation activities that are being taken to avoid any re-occurrence.
BUSINESS CONTINUITY AND ASSET REGISTER
The Supplier shall (and shall ensure that its Subcontractors shall) keep formal documented business continuity and disaster recovery plans to maintain or restore business operations in the event of serious threat or failure.
The Supplier shall (and shall ensure that its Subcontractors shall) ensure that business continuity and disaster recovery plans are reviewed and tested on a regular (at least annual) basis.
The Supplier shall document and maintain an asset register that records information which shall include: classification, risk to confidentiality; integrity and availability; primary vulnerabilities; required mitigations; and handling instructions.
PCI-DSS
Where, as part of the performance of the Services, or the supply of Goods, the Supplier or its staff will collect, access, use, store, process, dispose of or disclose credit, debit or other payment cardholder information, the Supplier and its Personnel will comply with its respective obligations under the Payment card Industry Data security Standard (“PCI-DSS”).
The Supplier will, at the request of the Client, provide the Client with a copy of, or link to, the Supplier’s PCI-DSS certificates of compliance, including any certificates of compliance relating to Authorised Subcontractors.
[bookmark: _Toc411339535]COMPLIANCE AND AUDIT
The Supplier must carry out regular compliance audits and security risk assessments of its infrastructure, services and procedures to ensure that it remains in compliant with the security requirements identified in Part 1 of this Schedule 11.
If an investigation or audit is conducted by the Client, or on behalf of the Client, the Supplier will ensure that all personnel shall cooperate with such investigators or auditors and, if requested, will make relevant personnel available for interview.
[bookmark: _Ref65243391][bookmark: _Toc65165611][bookmark: _Toc171066806]Checklist	
1. Where requested by the Client, the Supplier will complete the Client’s cyber security checklist, as updated from time to time (the “Checklist”).  Following completion of the Checklist the Supplier shall provide such additional information and answer any additional questions which the Client may have regarding its information security arrangements.
1. The Supplier warrants that all information provided in the Checklist is true, accurate and not misleading.
1. The Supplier will inform the Client promptly should the information provided in response to the Checklist cease to remain accurate and it shall on an annual basis attest to the Client that the data originally provided in response to the Checklist remains true and accurate.
1. The Supplier shall not Access the Client Infrastructure and/or Client Data until it has completed the Checklist and the Client has consented to such Access.
1. To facilitate the Supplier’s access to the Client Infrastructure, the Supplier will complete the Third Party Access Form provided (as updated from time to time).  Specifically the General Information, Point of Contact and Signoff sections of the form.  Without completion of this form, the Supplier’s access will not be granted.
1. Where the Client approves the Supplier’s access to the Systems, the Supplier will comply with all instructions given by the Client regarding such access including any instruction to disconnect from the Client Infrastructure and/or cease access to the Client Infrastructure or Client Data on a temporary or permanent basis.
1. The Client reserves the right to re-issue the Checklist throughout the term of the Agreement, and the Supplier agrees that should the Client re-issue its Checklist that it will promptly, in accordance with this Schedule, complete such Checklist, provided that the Client does not re-issue its Checklist more than once per annum.  The Client reserves the right to update its Checklist from time to time.
1. The Client’s audit rights stated in clause 30 of the Agreement shall apply to this Schedule 11 (in its entirety).
[bookmark: _Ref65228976][bookmark: _Ref65165437][bookmark: _Toc65165612][bookmark: _Toc171066807]Additional Technological and Organisational Measures 	
[Not Applicable] or [Additional technological and organisational measures to be listed here which are not already listed in Schedule 11 (Part 1)]
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SEVERN TRENT PLC


The Severn Trent way







Welcome


Introduction


What’s ‘Doing the Right Thing,  
the Severn Trent Way’ all about?


Who is this guide for?


Ethical decision making


How to do the right thing


Useful decision tool


Doing the right thing


We put our customers first
•	 We exist to serve our customers


In this guide


•	 Protect our customer and colleague data


We are passionate about what we do
•	 Communicate


We act with integrity
•	 Stay free from bribery and corruption
•	 Work fairly with our competitors
•	 Work fairly with our suppliers and partners
•	 Protect our assets and information


We protect our environment
•	 Be environmental leaders


We are inspired to create an  
awesome company
•	 Respect each other and others’ human rights
•	 Make sure nobody gets hurt or made unwell 


by what we do
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Hello and welcome to  
‘Doing the Right Thing, the Severn Trent Way’
At Severn Trent, our purpose is to serve our communities and build 
a lasting water legacy. We know that what we do really matters to 
the families, businesses and communities we serve – which is why 
our vision is to be the most trusted water company by 2020.


Being trusted means that, as well as delivering an outstanding 
customer experience, the best value service and environmental 
leadership, absolutely all of us need to be focused on living our 
values, by doing the right thing, every moment of every single day.


And that’s where we need your help! 


At some point, all of us will find ourselves in a situation where 
difficult decisions need to be made. In lots of cases the right and 
wrong answers will be obvious but there’ll always be times when 
they’re not. And that’s exactly what this guide, full of handy tools 
and tips, is designed to help you with.


It can take just one bad decision to damage the trust that our 
customers, communities, investors, regulators and colleagues 
have in us, so please do take the time to read and review this 
guide regularly and help us to achieve our vision of being the most 
trusted water company by 2020.


Best wishes 
Liv


“�Being trusted means… doing the 
right thing, every moment of 
every single day.”


Welcome to the 
Severn Trent Way
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Whatever our role and wherever we’re based, there 
will always be times when we’re faced with difficult 
decisions. And, when we are, it’s important that we 
know what’s expected of us – which is exactly where 
‘Doing the Right Thing, the Severn Trent Way’ comes in.


Doing the Right Thing is not just about obeying the law – 
it goes far beyond that. It’s about following our five values 
and our key policies, which guide us towards doing the 
right thing all of the time. Acting in line with our values 
is key to ensuring we act as a responsible business and 
achieve our purpose and vision. Alongside our values 
and policies, this guide is designed to help all of us to 
do the right thing, especially at times when the answer 
might not be so clear. We’ll never be able to predict every 
situation that you might find yourself in so we’ve also 
developed a really handy decision making tool – you’ll 
find that here.


It can take real courage to do the right thing in every  
situation but, if we all live our values every single day and 
follow the guidance set out in ‘Doing the Right Thing, the 
Severn Trent Way’, we can be sure of achieving our vision 
to be the most trusted water company by 2020.


We put our customers first 
We are passionate about what we do 
We act with integrity
We protect our environment
We are inspired to create an awesome company


OUR VALUES


What’s Doing the Right 
Thing, the Severn Trent 
Way all about?
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We should all…
•	  �Make sure we’re familiar with 


‘Doing the Right Thing The 
Severn Trent Way’ and know 
where to find it.


•	  �Make sure that we’re 
following the law and our 
policies and that we’re living 
our values every day.


•	  �Feel confident to speak up 
if we think that something 
isn’t quite right.


•	  �Ask questions if there’s 
something we’re not 
sure about.


Our people managers should…
•	  �Know what’s expected of 


their teams and be there 
to support them.


•	  �Set a great example for 
their teams to follow.


Our supply chain 
partners should…
•	  �Be aware of the high 


standards that we’ve set for 
ourselves and expect from 
them in return.


Our customers, investors and 
regulators can…
•	  �Be confident that we’re a 


company to be relied on to 
always do the right thing.


Who is this guide for?
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THINK
About our values before you act or decide – use our great decision making tool to help.


REACH OUT
Ask others for guidance or read up on the problem.


UNDERSTAND
All the potential consequences and who might be affected or involved.


SPEAK UP
If you’re worried or unsure about something.


TAKE RESPONSIBILITY
So that our business can be trusted in your hands. Take it personally and make sure you know what ‘Doing the Right Thing’ is.


I’ve got a concern…  
who can I talk to?
If you see or hear something that just doesn’t 
feel right, it’s really important to speak up. 
We understand that you might be worried 
about raising concerns, but you can be fully 
assured that you’ll always be supported if 
you have a genuine issue to raise.


If you don’t feel able to speak to the individual 
involved then you can also speak to…


•  Your line manager


•  A senior executive


•  Your HR business partner


•  �Speak-Up – our confidential  
reporting line 


We’ll always look into your concerns and take 
action where we need to. All reports will stay 
completely confidential and we guarantee 
that anyone making a report in good faith 
will be protected.


How to do the 
right thing
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Talk to your manager right away Our values should run through 
everything that we do. If you’re 
unsure, you should speak to your  
line manager


If it’s not right for others,  
it’s probably not right for you


There is the potential for damage 
to our reputation, so don’t risk it 
and talk to your manager


Would I be happy for 
customers and others 
to read about it in a 
newspaper?


YES


NO NO NO NO


YES YES


NO YES


Talk to your manager, your HR 
business partner or an expert in that 
area. Our policies are here to protect 
all of us


If it’s hard to explain, or you feel 
embarrassed or uncomfortable, 
then it’s probably not the right 
thing to do


You’re probably okay to continue, 
but always ask for advice if you’re 
not sure


Remember, our policies and values 
go above and beyond what’s legal, so 
ask yourself:


Ask yourself:


Ask yourself:


Ask yourself:


Ask 
yourself:


YES


Is it legal? Does it set a good 
example for others? 


Is it in line with  
our values?


Would I be happy 
to explain it 
to colleagues, 
managers, and 
family?


NO
YES


Does it go against any 
of our policies?


Useful 
decision tool
Have a decision to make and not 
sure of the answer? Our handy 
decision making tool will help. 
Start at the beginning and work 
your way through…
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We have set out the principles that help us all  
to do the right thing to ensure we…
•	 Protect our customer and colleague data. 
•	 Communicate in the right way. 
•	 Stay free from bribery and corruption. 
•	 Work fairly with competitors.
•	 Work fairly with our suppliers and partners.
•	 Protect our assets and information.
•	 Are environmental leaders.
•	 Respect each other and others’ human rights.
•	 �Make sure nobody gets hurt or made unwell  


by what we do.


“�We stick to our values wherever  
we operate in the world, and 
never risk our reputation”


Doing the right thing


8
Welcome


Ethical decision 
making


Doing the  
right thingIntroduction


Severn Trent PLC Doing the Right Thing, the Severn Trent Way







We put our 
customers 
first
Wherever they are and whatever  
they’re doing, we think about what 
matters to our customers and we  
make sure we’re there for them.
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How does it make  
you feel?


Our supplier asked for some 
of our customer data for their 
marketing campaign. They’ve 
always been good to us so 
I couldn’t see the harm. Our 
customers will never know. 


I left my laptop on the train and 
I know it’s got colleague data on 
it. I reported it immediately and 
the Security team have managed 
to secure the information. 


WE PUT OUR CUSTOMERS FIRST


The right way to…  
treat our customers and protect  
our customer and colleague data


We exist to serve our customers and 
we can earn their trust by acting 
diligently, focussing on their needs 
and delivering excellent service.


Our customers will deal with us in 
lots of different ways. They might 
email us, or write to us, give us a 
call or get in touch with us via social 
media or web chat. Over the course 
of time, we’ll collect lots of data 
and information about them and, 
however they choose to share it, our 
customers trust us to keep it safe.


We also collect a lot of information 
about our colleagues and they trust 
us to protect that data in exactly 
the same way as we would for 
our customers.


So what does this mean for me?
We should never…
•	Share customer or colleague data with 


other people or companies – unless the 
customer or colleague has given  
us permission to do so.


•	Use colleague or customer information 
for our own personal benefit.


•	Let any of our third party suppliers access 
our customer or colleague data on our 
behalf, without checking with Group 
Security and Group Commercial first.


•	�Give anyone who hasn’t had the right 
training access to customer or colleague 
data – which should be securely stored 
at all times.


•	Ignore it if we believe that any customer 
or colleague data has been misused or 
lost. We should contact our line manager, 
a senior executive or use the confidential 
Speak-Up helpline immediately.


Questions and answers
Q. What is customer data?


A. �Any data relating to customers 
or their activities in Severn Trent. 
This could include things like 
names, addresses, transaction 
and banking data.


Q. �Can I access our payroll system  
for colleague info?


A. �No, you’re not allowed to access 
payroll data unless you’re 
authorised to do so and it relates 
to a work matter, such as making 
changes to their salary.


Q. �I’ve got an idea for a marketing 
campaign. Can I contact customers 
who have already provided 
their details?


A. �No – we can only use customer 
data for the reason it was provided.


Further information 
Please refer to our Customer 
Policy, our Group Data Protection 
Policy, our Group Security Policy 
and our Group Information 
Management Policy.


10
Welcome


Ethical decision 
making


Doing the  
right thingIntroduction


Severn Trent PLC Doing the Right Thing, the Severn Trent Way







We are 
passionate 
about what  
we do
We have loads of different skills, 
abilities and talents in our business. 
We’re united and fired up about 
what we do – so that we truly leave 
a lasting legacy.
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WE ARE PASSIONATE ABOUT WHAT WE DO


The right way to…  
communicate


We know that an important part of 
being the most trusted water company 
is being there for our customers, 
communities, investors, regulators 
and colleagues – whenever and 
however they need us. Social media 
is a brilliant way for us to do that, but 
only if we use it properly.


Whether we’re commenting on behalf 
of Severn Trent or using our own 
personal accounts, we should always 
remember that we’re personally 
responsible for our posts and act  
in a way that protects or enhances 
Severn Trent’s reputation and brand.


So what does this mean for me?
We should always…
•	Think about our online behaviour – if we 


wouldn’t say it to someone in person then 
we shouldn’t be posting it. Remember once 
it’s online, it’s there forever.


•	Have permission from the Communications 
team before we post anything on behalf of 
Severn Trent on any form of social media.


•	Direct any queries from the media or 
other stakeholders straight to the External 
Communications team – we should never 
get into conversation ourselves unless we 
have their approval.


•	Think about what we’re saying about 
Severn Trent, our colleagues and our 
stakeholders on social media and make 
sure that we’re not being offensive, 
libellous, discriminatory or obscene.


•	Protect the privacy of our customers, 
communities, investors, regulators and 
colleagues and never share confidential  
or personal information.


Questions and answers
Q. �I’ve seen an example of a colleague 


making inappropriate statements 
on social media, what should I do?


A. �Check what you’ve seen against 
the social media guidelines. 
Just like the ‘real’ world, 
comments made in the virtual 
world should reflect our values. 
If you’re concerned, please speak 
to your line manager.


Q. �I see lots of interesting articles 
about Severn Trent in the media, 
is it ok to post links to them from 
my personal account?


A. �Yes, but think about what you’re 
posting. You should only share 
something that’s intended for 
the general public.


Q. �The local newspaper has just 
tweeted me, asking me a question 
about Severn Trent, is it ok 
to answer?


A. �No, you should direct them straight  
to our Communications team.


How does it make  
you feel?


I’ve had the worst day at work. 
I can’t wait to tell all of my friends 
about it on Facebook. 


The BBC have tweeted me about 
the road works in Leicester. 
I passed them straight on to  
the Press Office to deal with. 


Further information 
Please refer to our  
Group Social Media Policy.
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We act  
with  
integrity
There is an authenticity,  
fairness and honesty about us.
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WE ACT WITH INTEGRITY


The right way to…  
stay free from bribery 
and corruption


Being trusted means always doing 
the right thing for our customers, 
communities, investors, regulators 
and colleagues. This means that we 
will never tolerate fraud, bribery or 
corruption – and that we only ever 
work with suppliers and partners who 
care about this as much as we do.


We don’t have an affiliation with any 
particular political party and we 
avoid potential conflicts of interest by 
making sure that we tell each other 
about them upfront and manage 
them in the right way.


So what does this mean for me?
We should always…
•	Speak up if we suspect fraudulent 


activity. Talk to your line manager, a 
senior executive, or use the confidential 
Speak‑Up helpline.


•	Make sure that we meet our five ‘gifts and 
entertainment’ criteria before giving or 
receiving gifts or hospitality and record 
this on the Gifts and Hospitality Register. 
Check out our handy decision tree to find 
out more.


•	Refuse and never offer any gifts or 
hospitality that could be considered a bribe.


•	Consult our General Counsel team before 
giving any gift to a public official.


•	Work with our Group Commercial team 
when bringing new suppliers on board – 
they’ll help us to make sure that they meet 
our high ethical standards.


•	Disclose and record any personal, social 
or financial interests that might be a 
conflict of interest to our work at Severn 
Trent in the right way.


•	Take part in any political activity in our 
own time and never let it influence our 
behaviour or our work.


Questions and answers
Q. �A colleague was travelling for work 


recently and took some friends out 
for dinner and submitted the meal 
for reimbursement as an expense. 
Is this acceptable?


A. �No, by submitting these expenses 
she is committing fraud. 
Expenses should reflect what 
charges you’ve had while working.


Q. �My colleague has boasted that her 
suppliers know they ‘must look after 
her’ if they want to keep working for 
Severn Trent, is that right?


A. �No, it is a breach of our Gifts 
and Hospitality policy to solicit 
entertainment or other benefits in 
return for working with a supplier.


Q. �I won a raffle held by my supplier 
last week and my prize was a new 
camera. Can I accept it?


A. �The prize is deemed a gift and you 
should make sure you’ve checked 
our Gifts and Hospitality policy and 
spoken before accepting it.


How does it make  
you feel?


A supplier who wants to work 
with us has offered to let my wife 
and I use his holiday home for 
a weekend. I don’t see the harm 
in it – we’d love a holiday. 


I’ve been offered a box at a 
Coventry City home game. 
Our supplier will be there and 
we’ll spend an hour beforehand in 
a business meeting. I’ve entered 
all of the details into the Gifts and 
Hospitality register and made 
sure it fits with our policy. 


Further information 
Please refer to our 
Group Commercial Policy,  
Group Financial Crime Policy and 
Group Speak-Up Policy.
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How does it make  
you feel?


I don’t want someone else using 
the same brilliant software we’re 
using, so I’ve made sure our 
suppliers can’t work with any 
of our competitors. 


Our supplier has been asking 
me about what their competitors 
do… I don’t feel comfortable 
sharing their confidential 
information though so 
I haven’t said anything. 


WE ACT WITH INTEGRITY


The right way to…  
work fairly with our competitors


To be the most trusted water company 
by 2020, we know that it isn’t enough 
to simply comply with competition 
and antitrust laws, although of course 
it’s really important that we do.


We also need to make sure that we’re 
always honest and straightforward in 
the way that we do business and that 
the way we compete is open and fair.


This includes the way that we gather 
our competitive information – which 
we should only ever get through 
publicly available sources such as the 
internet or newspapers. We should 
never use deceit and bribery, or use a 
competitor’s confidential information 
without their permission.


So what does this mean for me?
Every time we deal with others, we’re open 
to scrutiny, but by following a few simple 
guidelines, we can be sure that we’re doing 
things the right way.


We should never…
•	Take part in anti-competitive behaviour 


with our competitors – such as 
fixing prices or swapping commercially 
sensitive information.


•	Ask our colleagues to share confidential 
information from their previous employers.


•	Make exclusive arrangements, including 
contracts that mean our suppliers can 
only work with us.


•	Make falsely critical comments about 
our competitors.


•	Use privileged information or misrepresent 
the facts to take unfair advantage 
of someone.


•	Misuse third parties’ trade secrets, 
intellectual property or confidential 
information. 


Questions and answers
Q. �I’ve been asked to attend an industry 


meeting, is it ok to participate?


A. �Yes but remember, normal 
competition rules apply. 
Make sure you don’t discuss or 
disclose commercially sensitive 
information with a competitor.


Q. �Can I invite more than one supplier 
to a meeting?


A. �From time to time this may be 
sensible. However, these meetings 
can be sensitive because they 
often involve suppliers who are 
competitors. Make sure that no 
inappropriate activity takes place 
during these meetings.


Q. �Can I ask my supplier a question 
about a competitors future prices?


A. �No, we should not have advance 
warning of a competitors future 
prices. If anyone ever gives you this 
information, contact our General 
Counsel team.


Further information 
Please refer to our Group 
Competition and Competitive 
Information Policy and 
Group Commercial Policy.
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How does it make  
you feel?


I needed something doing quickly 
so I didn’t worry about going 
through Group Commercial. 
I just got the supplier in, it was 
only a small job, what’s the 
worst that can happen? 


I’ve worked with Group 
Commercial all the way through 
the procurement process and 
now I’m confident we’ve got the 
right people on board and for 
the right price. 


WE ACT WITH INTEGRITY


The right way to…  
work fairly with our suppliers and 
partners


We work with a fantastic group of 
suppliers and partners and our great 
relationship with them is something 
that we really value. We depend on 
their skills and expertise to help us 
deliver a brilliant experience for our 
customers, so it’s really important 
that we work with them in the 
right way.


So what does this mean for me?
We should always…
•	Be open, accurate and honest in all  


of our communications with suppliers  
and partners.


•	Make sure we work with our colleagues  
in Group Commercial to select our 
suppliers in the right way.


•	Help our suppliers and partners to 
understand the high standards that we 
set ourselves by making sure that they’re 
familiar with ‘doing things the right way’. 


Questions and answers
Q. �Our competitors are cheaper  


than us, what can I do about that?


A. �We should always negotiate with 
suppliers to get the best deal that 
we can for Severn Trent and our 
customers – but we must take 
care not to put them under duress 
when negotiating with them.


Q. �I’ve got a project that I need to get  
off the ground quickly and I’ve got  
a supplier in mind – can I bypass  
the procurement process?


A. �No, you must speak to our Group 
Commercial colleagues – they’ll be 
able to support you in buying the 
right way and making efficiencies  
for the company.


Q. �I’ve got concerns about the 
behaviour of one of our suppliers, 
what can I do?


A. �If you have any concerns about 
our suppliers not working 
to our values, contact Group 
Commercial immediately.


Further information 
Please refer to our Group 
Commercial Policy.
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WE ACT WITH INTEGRITY


The right way to…  
protect our assets and information


We all know how important it is 
to keep our customers’ information 
secure – but it’s just as important that 
we protect our own, and that we keep 
our assets safe too.


We should always keep our 
confidential information to ourselves 
and do everything that we can to 
protect our assets, such as our 
buildings and equipment, from 
loss, damage or theft.


So what does this mean for me?
We should always…
•	Check with our Group Commercial 


colleagues that there’s an appropriate 
agreement in place before sharing our 
confidential information with third parties 
such as suppliers and customers.


•	Keep all of our documents and devices, 
such as laptops and mobile phones, 
protected and secure.


•	Use our assets, such as buildings and 
vehicles, for business reasons only – 
unless we’ve got permission for other use. 
We should look after them with care and 
protect them from theft and damage.


Questions and answers
Q. �I need to share some of our 


colleague data with a third party, 
what should I do?


A. �You must speak to Group 
Commercial first – they’ll help you 
set up the right agreements to 
keep us and our data protected.


Q. �My brother-in-law is staying the 
night and has asked if he can use 
my company laptop to access the 
internet. Is this ok?


A. �Our computers should only be 
used for the purpose of conducting 
business. We should always 
keep use limited to ourselves 
and do everything we can to 
protect our assets and keep our 
information safe.


Q. �I’ve lost my company mobile phone, 
what should I do?


A. �Contact the Security team as soon 
as possible, so that they can secure 
the information on it.


How does it make  
you feel?


I only left my van for a second, 
how was I to know someone 
would spot the mobile on the 
dashboard so quickly? 


Our supplier needs our colleague 
data to provide the correct 
service, so I’ve worked with 
Group Commercial to put the 
right non disclosure agreement 
in place. 


Further information 
Please refer to our Group 
Data Protection Policy, Group 
Commercial Policy, Group 
Information Management Policy 
and Group Security Policy.
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We  
protect  
our environment
We’re always aiming for the cleanest 
water and doing more of what we do 
through renewable energy.







WE PROTECT OUR ENVIRONMENT


The right way to…  
be environmental leaders


To really achieve our purpose, of 
serving our communities and building 
a lasting water legacy, we all need 
to be committed to environmental 
leadership – which means making a 
positive contribution to the future and 
fully embracing sustainability.


Our customers and stakeholders 
really value healthy rivers and we’re 
always looking at new ways to reduce 
the impact that our work has on 
the environment. We’re working 
hard to become a carbon neutral 
company and have ambitious plans 
to generate 50% of our energy from 
renewable sources by 2020, whilst 
all the time making sure that our 
customers continue to enjoy the 
best value service.


So what does this mean for me?
We should always…
•	Be looking to reduce our energy 


consumption and use of fossil fuels.


•	Look to minimise our environmental 
impact and prevent pollution.


•	Love our network and encourage our 
customers and communities to do the 
same, promoting water as a vital resource.


•	Encourage biodiversity across our sites.


•	Lead the debate, by working with our 
regulators and other stakeholders to deliver 
a sustainable water industry.


•	Make sure that our supply chain partners 
work to the same high standards as we do.


Questions and answers
Q. �I work in an office, how can I help  


us to protect the environment?


A. �For a start, you can make sure you 
turn all of your equipment off when 
it’s not in use and check for faulty 
equipment that might be using 
more energy than needed – little 
things make a huge difference!


Q. �I don’t work in a customer facing 
team, how can I help to educate 
our customers?


A. �Remember, most of us are 
customers too – why not talk to 
your neighbours, friends and 
family about how they can all play 
their part?


Q. �I’ve got concerns about our 
suppliers – I don’t think they follow 
the same high standards as us, 
who should I tell?


A. �Speak to our colleagues in Group 
Commercial immediately.


How does it make  
you feel?


Turning off my computer won’t 
make any real difference to our 
energy use, so I don’t bother. 


My neighbour keeps getting 
blockages so I’ve told them all 
about what they should and 
shouldn’t put down the drain 
– it’s really helped them out. 


Further information 
Please refer to our Group 
Environment Policy.
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We are  
inspired to 
create an 
awesome 
company
Every day there is an opportunity 
for us to learn, develop, create and 
deliver, together.







WE ARE INSPIRED TO CREATE AN AWESOME 
COMPANY


The right way to…  
respect each other and others’ 


We know that Severn Trent just 
wouldn’t be the great company 
that it is without the hard work and 
dedication of our fantastic colleagues 
and the diverse range of talent, skills 
and experience that they have to offer.


To be the most trusted water 
company by 2020, we need the very 
best people on board and we’ll give 
everyone an equal chance to succeed 
based on their hard work, talent 
and commitment.


Each and every one of us deserves an 
opportunity to shine and we can only 
do that when we treat each other with 
respect, in an environment free from 
harassment and discrimination.


We’ll also protect the human rights 
of all of our colleagues. As an 
international employer and purchaser 
of goods and services, we know we 
have a really important role to play.


So what does this mean for me?
We should always…
•	Treat each other fairly, honestly 


and courteously.


•	Value diversity and promote equal 
opportunities for all of our colleagues.


•	Recruit, reward and develop our 
colleagues based on merit.


•	Keep our workplaces safe and non 
threatening and never tolerate bullying, 
harassment or disrespectful behaviour 
of any kind.


•	Speak up if we see bullying, harassment 
or unlawful discrimination in the 
workplace. You can speak to your 
line manager, a senior executive  
or Speak-Up.


•	Speak up if we ever suspect any human 
rights violations at Severn Trent, or within 
our supply chain – such as child or forced 
labour or physical punishment and abuse. 


•	Comply with all aspects of the Modern 
Slavery Act 2015 and ensure that slavery 
and human trafficking is not taking place in 
any part of our business or supply chain.


Questions and answers
Q. �I’m a manager and need to make 


a promotion decision between two 
candidates. Is it ok to go with the 
younger person as I’m likely to get 
more years out of them?


A. �No. We only ever make 
employment related decisions 
based on merit – never on age 
or any other characteristics.


Q. �A friend sent me an email with 
some rude jokes that I think are 
funny. Can I forward them to some 
of my colleagues?


A. �No, we treat all colleagues with 
dignity and respect and what 
you consider funny, others might 
consider offensive.


Q. ��If we discover an abuse of human 
rights, what should I do?


A. �You should speak to your line 
manager or a senior executive 
immediately. If you don’t feel 
comfortable doing that then 
you should contact Speak-Up.


How does it make  
you feel?


I interviewed a couple of people 
today for a job. I went for the 
male candidate as he’s less likely 
to go off on maternity leave. 


One of our colleagues was feeling 
bullied at work, they didn’t feel 
able to talk to their manager so 
I told them all about Speak-Up. 
They’re much happier now they 
can report it in confidence. 


Further information 
Please refer to our Group Human 
Resources Policy.
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WE ARE INSPIRED TO CREATE AN AWESOME COMPANY


The right way to…  
make sure nobody gets hurt 
or made unwell by what we do


Our brilliant people are vital to our 
success and we care about each and 
every one of them. Nobody should 
ever get hurt or be made unwell by 
what we do, and that includes our 
supply chain partners, customers and 
the communities in which we work.


Health, safety and wellbeing is at 
the heart of everything we do and it’s 
really important that our customers, 
communities, investors, regulators 
and colleagues can trust us to do 
everything we can to perform at our 
very best in this area. 


We’re proud of our Occupational 
Health programme, which is 
dedicated to the physical, social and 
mental wellbeing of our colleagues 
and we’ll always make sure that 
our workplaces are safe, enjoyable 
places to be.


So what does this mean for me?
We should always…
•	�Make the safety of ourselves and our 


colleagues, supply chain partners, 
customers, and communities a top priority. 


•	Set the very best example in regards to 
health and safety and recognise others 
who do the same. 


•	Speak up if we see, or are asked to do, 
anything that we think is unsafe.


•	Report any health, safety or wellbeing 
instances honestly and make sure that 
we learn from them.


•	Work with our supply chain partners 
to make sure that they share our 
high standard.


 


Questions and answers
Q. �I’m worried about the safety of 


a new piece of equipment, what 
should I do?


A. �If no instructions or training have 
been provided, it should not be 
used. If there are instructions and 
you’re still concerned, contact the 
Health, Safety and Wellbeing team.


Q. �How can I report a safety 
concern confidentially?


A. �In the first instance, talk to your 
line manager. You can also speak 
to a senior executive or contact 
Speak-Up.


Q. ��Who are our Health and 
Safety representatives?


A. �You’ll find a full list on our 
Streamline page.


How does it make  
you feel?


I know what I’m supposed to 
do, but really it’s about common 
sense, sometimes it’s just quicker 
not to worry too much about 
Health and Safety. 


I was asked to do something 
that I thought looked unsafe. 
I challenged it and now the 
process has been changed and 
we’re all getting training. 


Further information 
Please refer to our Group Health, 
Wellbeing & Safety Policy.
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Doing the 
right thing
We have a suite of policies to help 
guide us all in knowing what the 
right thing to do is. These can be 
found on Streamline.


Which way?
The right way, 
the Severn Trent Way.
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CONDUCTING BUSINESS 
THE RIGHT WAY
Our Values, Doing the Right Thing and Group Policies


Our purpose is to serve our communities and build a lasting water legacy.  
Our vision is to be the most trusted water company.  Our Values, our Doing the 
Right Thing code and our Group Policies are the foundation for how we operate to 
achieve our purpose and to become the most trusted water company. They help 
us to make the right decisions, and provide guidance where needed.  


Acting with Integrity is one of our Core Values, and we must never compromise it.  


Your Commitment to this Policy


To conduct yourself with Integrity and comply with the law


Recognise that your decisions have an impact on others - have high standards


Unequivocally expect responsible and ethical decisions from others


Speak up if you observe behaviours that are not consistent with our Values


Tirelessly adhere to our Value of Acting with Integrity


Our values
We put our customers first 


We are passionate about 
what we do 


We act with integrity


We protect our environment


We are inspired to create an 
awesome company







INTRODUCTION


We must safeguard our customer and staff personal data


Everyone has rights with regard to the way in which their personal data is handled. Severn Trent 
collects, stores and processes personal data about our employees, customers, suppliers and 
other third parties. We recognise that the correct and lawful treatment of this personal data will 
maintain confidence in the organisation and will provide for successful business operations.


This policy should help you recognise what may be personal data; as well as your rights and 
obligations with respect to such data.


Scope
Our Group Data Protection Policy applies to you if you are employed by, or carry out work on 
behalf of Severn Trent Plc and extends to any Severn Trent group company, employees, 
contractors, temporary staff and agency workers. 







POLICY
We will:
• comply with eight enforceable principles set out in the 


Data Protection Act when processing personal data. 
Therefore in relation to personal data it will be:


• Processed fairly and lawfully;


• Processed for limited purposes and in an appropriate 
way;


• Adequate, relevant and not excessive for the purpose;


• Accurate;


• Not kept longer than necessary for the purpose;


• Processed in line with data subjects' rights;


• Secure; 


• Not transferred to people or organisations situated in 
countries without adequate protection.


Remember:


For personal data to be processed lawfully, it must be 
processed on the basis of one of the following legal grounds:


• The data subject's consent to the processing;


• That the processing is necessary for the performance of a 
contract with the data subject;


• For the compliance with a legal obligation to which 
Severn Trent (the data controller) is subject;


• For the legitimate interest of Severn Trent or the party to 
whom the personal data is disclosed;


• When sensitive personal data is being processed, 
additional conditions must be met and we must obtain 
the explicit consent of the data subject to record that 
data. 


What is data:
Personal data means data relating to a living individual who 
can be identified from that data (or from that data and other 
information in our possession). Personal data can be factual 
(for example, a name, address or date of birth) or it can be an 
opinion about that person, their actions and behaviour (for 
example, appraisals or customer rating).


Sensitive personal data includes information about a 
person's racial or ethnic origin, political opinions, religious or 
similar beliefs, trade union membership, physical or mental 
health or condition or sexual life, or about the commission of, 
or proceedings for, any offence committed or alleged to have 
been committed by that person, the disposal of such 
proceedings or the sentence of any court in such 
proceedings. 


*Sensitive personal data can only be processed under strict 
conditions, including a condition requiring the express 
permission of the data subject.







POLICY
When handling our staff or customer data we 
will:


• Only use personal data for the specific purposes 
communicated to our staff and/or customers. 


• Ensure that personal data we hold is accurate and kept 
up to date. We must check the accuracy of any personal 
data at the point of collection and, where we can, at 
regular intervals afterwards. We must destroy or amend 
inaccurate or out-of-date personal data.


• Not keep personal data longer than is necessary for the 
purpose for which it was collected.


• Take appropriate security measures against unlawful or 
unauthorised processing of personal data, and against 
the accidental loss of, or damage to, personal data. 


• When contracting with suppliers and/or transferring 
personal data outside the EEA take appropriate steps to 
ensure that there is adequate protection in place.


Further Information: 


Please refer to the Data Protection Standard for further 
information


Staff and customers have the following rights in 
relation to their personal data: 


• They can request access to any personal data held 
about them by a data controller.


• Prevent the processing of their personal data for direct-
marketing purposes.


• Ask to have inaccurate personal data amended.


• Prevent processing that is likely to cause damage or 
distress to data subjects or anyone else.


Remember: 


If we collect personal data directly from data subjects we 
must inform them about:


• The purpose or purposes for which we intend to process 
that personal data. 


• The types of third parties, if any, with which   we will 
share or to which we will disclose that personal data


• The means, if any, with which data subjects can limit our 
use and disclosure of their personal data.







OUR RESPONSIBILITIES


Your Responsibility
We are all responsible data 
protecting our staff and customer 
data in our roles.  You need to 
consider and implement the 
commitments made in our Group 
Data Protection Policy when 
performing your work activities 
and when making decisions. 


Leaders
Leaders are responsible for making 
proper arrangements within their 
business areas to ensure 
compliance with this Group Data 
Protection Policy.


STEC
The Severn Trent Executive 
Committee of Severn Trent Plc 
Board provides regular oversight of 
this policy.


DOING THE
RIGHT THING







REPORTING CONCERNS
Information about this policy and relevant guidelines are 
communicated through our internal communication channels


Should you have a concern about any 
data protection issues, this should be 
reported through your line manager. 
Alternatively, concerns may be raised 
with any of the following group senior 
executives: the CEO, HR Director or 
General Counsel or through our 
confidential and independent 
whistleblowing helpline. Please refer to 
our ‘Speak Up’ policy.


Severn Trent are committed to handling 
customer and employee personal data 
in a secure and compliant way. 


Individuals who raise concerns are 
sometimes worried about possible 
repercussions. We are committed to 
ensuring that no one suffers any 
detrimental treatment as a result of 
raising  a concern. We will support 
anyone who raises genuine concerns in 
good faith under this policy, even if they 
turn out to be mistaken. 


If you have a question about this policy 
or any security matter, you can contact 
your Data Protection Champion or the 
Head of Legal or the Deputy Company 
Secretary


I have a 
concern!


Severn Trent’s 
commitments


I have a 
question?
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Anti-Bribery and Anti-Fraud Policy 
We strictly prohibit bribery, fraud and all other corrupt business practices at 
Severn Trent. We expect employees at all times to obey the law and maintain 
high ethical standards as stated in ”Doing the Right Thing, the Severn Trent 
Way”.  
 
We will uphold laws relevant to countering fraud, bribery and corruption in all 
of the jurisdictions in which we operate, particularly laws that are directly 
relevant to specific business practices.  Losses due to fraud, bribery and all 
other corrupt business practices can be more than just financial in nature; 
they can also cause damage to the company’s reputation. The reputation of 
Severn Trent Plc for lawful and responsible business behaviour is of 
paramount importance.  


 


1. Scope 
This policy applies to all companies which Severn Trent Plc wholly owns, has 
a majority stake or overall operational control. This policy is concerned with 
internal and external bribery, fraud and other corrupt business practices, 
committed by employees, temporary staff, agents, suppliers and contractors. 


 


2. Policy 
The purpose of this policy is to set out the responsibilities of the group in 
observing and upholding our position on bribery, fraud and other corrupt 
business practices. 
 
To achieve this commitment Severn Trent will: 
 


 develop and maintain effective controls to prevent bribery, fraud and other 
corrupt business practices; 


 ensure that any suspected, alleged, attempted or actual instances of 
bribery, fraud or other corrupt business practices are investigated 
appropriately, regardless of the position held or length of service of any 
individual implicated; 


 take appropriate disciplinary action in all cases where investigation has 
proven attempted or actual instances of bribery, fraud or other corrupt 
practices. All significant cases shall be reported to the group’s General 
Counsel department who will report them in the appropriate manner; and, 


 operate a lessons learnt process to review incidents, systems and 
procedures to prevent similar instances occurring and embed responsible 
business behaviours within Severn Trent. 


 


3. Bribery 
Severn Trent strictly prohibits:  
 


 the offering, solicitation or the acceptance of any bribe, whether cash or 
other inducement (including so-called facilitation payments). 


 to or from any person or company, wherever they are located in the world, 
and whether they are a private person or company or a public official or 
body. 
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 by any individual employee, agent or other person or body acting on the 
group's behalf. 


 to gain any commercial, contractual or regulatory advantage for the group 
in a way which is unethical. 


 or to gain any personal advantage, financial or otherwise, for the individual 
or anyone connected with the individual.  


 
Severn Trent recognises that market practice varies across the territories in 
which it does business and what is normal and acceptable in one place may 
not be in another.  This policy prohibits any inducement which results in a 
personal gain or advantage to the recipient or any person or body associated 
with them, and which is intended to influence them to take action which may 
not be solely in the interests of the group or of the person or body employing 
them or whom they represent.  


This policy is not meant to prohibit the following practices providing they are 
customary in a particular market, are proportionate and are properly recorded:  


 normal and appropriate hospitality. 
 the giving of a ceremonial gift on a festival or at another special time.  
 the use of any recognised fast-track process which is available to all on 


payment of a fee. 
 the offer of resources to assist the person or body to make the decision 


more efficiently provided that they are supplied for that purpose only.  


We do not make direct or indirect donations to political parties.  Donations to 
charity on behalf of the group must be made following our internal process 
and with the consent of the group’s Strategy and Regulation department. 


Inevitably, decisions as to what is acceptable may not always be easy. If 
anyone is in doubt as to whether a potential act constitutes bribery, the matter 
should be referred to your most senior local manager before proceeding. If 
necessary, guidance should also be sought from either the group’s General 
Counsel or Internal Audit departments.  


4. Fraud 
There is no one definition of fraud but for practical purposes fraud may be 
described as the act of making false representation, or failure to disclose 
information, or abusing a position of trust, with the intent to make a gain or 
cause a loss or to expose another to the risk of loss.  


Examples of frauds that may be perpetrated against Severn Trent are, but not 
limited to the following: 


 theft, misuse and misappropriation of Severn Trent property, equipment, 
funds, materials, records or any other assets. 


 false accounting and/or making fraudulent statements financial or non 
financial with a view to personal gain or gain of another (e.g. timesheets, 
expense claims, purchase orders, budgets, regulatory returns). 
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 any activity which involves the alteration, destruction, copying or 
manipulation of data for inappropriate purposes. 


 
Fraud may involve one individual or several people in collusion with each 
other who could be either from within or external to Severn Trent. 


5. Reporting and Response 
Any employee who discovers or suspects bribery or fraudulent activity should 
normally raise any concerns through their line manager.  Alternatively, you 
may raise your concerns with any of the following group senior executives; 
Tony Wray, Chief Executive, Evelyn Dickey, Director of Human Resources, 
Alec Richmond, Director of Internal Audit or Bronagh Kennedy, General 
Counsel. 


However, it is recognised that individuals may feel inhibited in certain 
circumstances. In this case, employees are encouraged to raise concerns 
about any instance of malpractice at the earliest possible stage through our 
confidential and independent whistleblowing helplines. The numbers for the 
helplines can be found in the appendix to this policy.  The confidential 
reporting lines are operated by Safecall - an independent company that 
specialises in handing concerns at work. Safecall will take details of your 
concern and send a report through to Severn Trent to investigate. You can 
ask Safecall to keep your identity confidential.  


Once a matter is reported it will be dealt with by the group’s General Counsel 
and/or Director of Internal Audit in line with Severn Trent’s Anti-Bribery and 
Anti-Fraud Response Plan.  Taking advice from any appropriate authorities, 
they will be responsible for deciding the actions to be taken before, during and 
after any investigation.  


Please refer to the Whistleblowing Policy for further information on reporting 
and response.   


6. Governance 
The Severn Trent Executive Committee of the Severn Trent Plc Board 
provides regular oversight of this policy.  The Severn Trent Plc Board reviews 
the policy on an annual basis. 
 
7. Responsibilities 
This policy applies to all individuals who are employed by, or carry out work 
on behalf of, any Severn Trent group company, including employees, 
temporary staff, agents, suppliers and contractors  
 
All individuals identified within 7 above are responsible for: 


 understanding and acting in accordance with ”Doing the Right Thing, the 
Severn Trent Way” in obeying the law and maintaining high ethical 
standards. 
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 reporting any known or suspected instances of attempted or actual bribery, 
fraud or instances of other corrupt practices in the company in line with 
this policy.  


 notifying the company at the earliest opportunity of the concern so that the 
issue can be investigated appropriately.  


 co-operating with any investigation into any concern.  
 


8. Supporting information 
 Doing the Right Thing, the Severn Trent Way 
 Procurement Policy 
 Whistleblowing Policy 
 Gifts, Hospitality and Expenses Standard 
 Political and Charitable Donations Standard 
 Business Partners Standard 
 Group Authorisation Arrangements 


 
9. Document Change History 


Date Version Change Author 


1 July 2011 1.0 Fraud Policy updated to 
take account of UK Bribery 
Act 2010  


Kerry Porritt 


September 2012 2.0 Reviewed  Stuart Kelly 


September 2013 3.0 Reviewed Shazadi 
Karamat 


 
 
 
 
Appendix 
 
Whistleblowing help lines 
 


Country 
 


Prefix 
 


Telephone Number 
 


China 00 800 7233 2255 


Egypt   8000 441 3376 


Italy 00  800 7233 2255 


Malaysia 001 800 723 32255 


Mexico 01 800123 1758 


Singapore 001 800 7233 2255 


Spain   800 7233 2255 


UAE   8000 441 3376 


United Kingdom 0 800 915 1571 


United States 011 800 7233 2255 
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CONDUCTING BUSINESS 
THE RIGHT WAY
Our Values, Doing the Right Thing and Group Policies


Our purpose is to serve our communities and build a lasting water legacy.  
Our vision is to be the most trusted water company.  Our Values, our Doing the 
Right Thing code and our Group Policies are the foundation for how we operate to 
achieve our purpose and to become the most trusted water company. They help 
us to make the right decisions, and provide guidance where needed.  


Acting with Integrity is one of our Core Values, and we must never compromise it.  


Your Commitment to this Policy


To conduct yourself with Integrity and comply with the law


Recognise that your decisions have an impact on others - have high standards


Unequivocally expect responsible and ethical decisions from others


Speak up if you observe behaviours that are not consistent with our Values


Tirelessly adhere to our Value of Acting with Integrity


Our values
We put our customers first 


We are passionate about 
what we do 


We act with integrity


We protect our environment


We are inspired to create an 
awesome company







INTRODUCTION


Serving our customers by working smarter and securing 
information 


Managing information is key to achieving our business success. The information we use, in the 
form of emails, databases, electronic or paper records, represents out “corporate memory” and 
is a vital asset for our ongoing operations providing valuable evidence of business activities and 
transactions.  


We recognise that information has a lifecycle which needs to be managed to ensure that the right 
information, is with the right person, at the right time. It’s key to our service delivery, our decision 
making, our accountability and having access to all our information now and in the future. It’s 
also key to protecting our customer’s information.


Scope
Our Group Information Management Policy applies to you if you are employed by, or carry out 
work on behalf of Severn Trent Plc and extends to any Severn Trent group company, employees, 
contractors, temporary staff and agency workers. 
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POLICY
We will:
Actively manage information through to its destruction by:


– only retaining information that is necessary for legitimate 
business purposes; 


– Securely retaining records and documents, whilst also 
ensuring information that is no longer needed is disposed of 
in accordance with disposal schedules;


Keep personal data safe and secure to make sure that no 
one can get unauthorised access to it, change, destroy or 
lose it; 


Manage information effectively, whether it is electronic or 
paper form, to meet our company needs;


Understand the requirements to maintain the high quality 
of information;


Constantly practice good housekeeping and review the 
information we hold;


Make sure we understand the rules that apply to what we 
are doing and that appropriate contractual and security 
safeguards are in place;


Please refer to the  Group Data Protection Policy and 
Group Security Policy for further information 


Key areas:
We have systems and processes in places which focus on 5 
key areas:


Information Privacy


We will seek to ensure personal data is adequately 
protected


Information Retention & Disposition 


We will require the necessary records and documents are 
adequately protected and maintained whilst ensuring that 
records no longer needed, or deemed to have no further 
value, are discarded at the appropriate time according to 
their disposal schedules;


Information Quality 


We shall require that high standards of information quality 
will be maintained at all times;


Information Classification 


We provide to employees a classification system for 
documents to identify and safeguard information 
confidentiality, integrity and availability;


Information Security 


We are committed to minimising the risk of misuse of 
information by assuring its confidentiality, integrity and 
availability. 







OUR RESPONSIBILITIES


Your Responsibility
We are all responsible for doing 
everything we can to protect our 
information. You need to consider 
and implement the commitments 
made in our Group Information 
Management Policy when 
performing your work activities 
and when making decisions.


Leaders
Leaders are responsible for making 
proper arrangements within their 
business areas to ensure 
compliance with this Group 
Information Management Policy.


STEC
The Severn Trent Executive 
Committee of the Severn Trent Plc 
Board provides regular oversight of 
this policy. 


DOING THE 
RIGHT THING







REPORTING CONCERNS
Information about this policy and relevant guidelines are 
communicated through our internal communication channels


If you have a concern about any issues 
relating to the management or security 
of our information you should report 
this through your line manager. 
Alternatively, concerns may be raised 
with any of the following group senior 
executives: the CEO, or General Counsel 
or through our confidential and 
independent whistleblowing helpline. 
Please refer to our ‘Speak Up’ policy.


We are committed to ensuring that we 
act with integrity and we always 
protect our assets and information. We 
will deliver training and development to 
our people to ensure they understand 
the high standards they are expected to 
work to.  We will support anyone who 
raises genuine concerns in good faith 
under this policy, even if they turn out 
to be mistaken. 


If you have a question about this policy 
you can contact the Head of Legal or the 
Deputy Company Secretary.


I have a 
concern!


Severn Trent’s 
Commitment


I have a 
question?
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CONDUCTING BUSINESS 
THE RIGHT WAY
Our Values, Doing the Right Thing and Group Policies


Our purpose is to serve our communities and build a lasting water legacy.  
Our vision is to be the most trusted water company.  Our Values, our Doing the 
Right Thing code and our Group Policies are the foundation for how we operate to 
achieve our purpose and to become the most trusted water company. They help 
us to make the right decisions, and provide guidance where needed.  


Acting with Integrity is one of our Core Values, and we must never compromise it.  


Your Commitment to this Policy


To conduct yourself with Integrity and comply with the law


Recognise that your decisions have an impact on others - have high standards


Unequivocally expect responsible and ethical decisions from others


Speak up if you observe behaviours that are not consistent with our Values


Tirelessly adhere to our Value of Acting with Integrity


Our values
We put our customers first 


We are passionate about 
what we do 


We act with integrity


We protect our environment


We are inspired to create an 
awesome company







INTRODUCTION


We must safeguard our company assets


Effective Security & Resilience (Preparedness) is central to how we handle many of the 
challenges facing Severn Trent.  It is vital for maintaining customer, employee and shareholder 
confidence and for the effective, efficient and safe conduct of our business areas.


There are many threats and hazards that can impact on Severn Trent’s ability to deliver its 
products and services to its customers.  These are wide ranging including fraud, theft, organised 
crime, extreme weather events, asset or system failures and terrorism.


This policy aims to minimise the likelihood of a threat being realised by the use of appropriate 
security solutions and reduce the impact of these threats through the deployment of robust 
preparedness and response measures.


Scope
Our Group Security Policy applies to you if you are employed by, or carry out work on behalf of 
Severn Trent Plc and extends to any Severn Trent group company, employees, contractors, 
temporary staff and agency workers. 







POLICY


Protective Security and Resilience:
This policy covers 2 main areas:


1) Protective Security, split across Physical, Cyber, People 
and Information;


2) Resilience (Preparedness), split across Business 
Continuity, Emergency Planning and Incident 
Management;


Overall Severn Trent is committed to:


Protecting customers and their data using a risk based 
approach to security


Considering threats highlighted by Government through 
Security Agency Intelligence support and through official 
channels such as CPNI, CISP, CERT UK and NCSC


Protective Security 


Physical - we are committed to managing the security of 
our assets on a risk based approach from the identified 
threats


Cyber – we are committed to managing the security of 
customer, employee, supplier data and operational 
technology control systems from identified threats.


 Information Security – We are committed to protecting (i) 
any information we share and knowing it is reliable and 
accessible to agreed standards, and (ii) business data and 
our intellectual property (IP). 


People - Severn Trent is committed to minimising the risk:


– From the threat of an insider attack by staff, contractors 
and service providers


– From the risk of harm to our staff, contractors whilst 
working and travelling 







Policy


Resilience(Preparedness)
We are committed to operating on a continuous basis during 
planned and unplanned interruptions. 


Preparedness – We are committed to operating on a 
continuous basis during planned and unplanned 
interruptions. 


Business Continuity - Ensuring that we can maintain critical 
activities during company wide business interruptions.


 Emergency Planning - Understanding the key risks the 
company faces and developing robust plans to mitigate 
these and support other companies and agencies.


 Incident Management - Operate with a consistent incident 
management framework and maintain appropriate 
numbers of competent employees available to respond.


Further Information: 
Physical Security Standards


Cyber Security Standards


 Joiners, Movers & Leaver Standard


 Information Management Standard


Business Continuity Standard


 Incident Management Standard


 Emergency Planning Standard







RESPONSIBILITIES


Your Responsibility
We are all responsible for security, 
whether it’s to do with our people, 
equipment, property, information, 
knowledge or ideas.  You need to 
consider and implement the 
commitments made in our 
Group Security Policy when 
performing your work activities 
and when making decisions. 


Leaders
Leaders are responsible for making 
proper arrangements within their 
business areas to ensure 
compliance with this Group 
Security Policy.


STEC
The Severn Trent Executive 
Committee of the Severn Trent Plc 
Board provides regular oversight of 
this policy. 


DOING THE 
RIGHT THING







REPORTING CONCERNS
Information about this policy and relevant guidelines are 
communicated through our internal communication channels


If you have a concern about any issues 
relating to this policy or relating to any 
element of security you should report 
this through your line manager. 
Alternatively, concerns may be raised 
with the Security and Resilience team or 
any of the following group senior 
executives: the CEO, the HR Director or 
General Counsel or through our 
confidential and independent 
whistleblowing helpline. Please refer to 
our ‘Speak Up’ policy.


We are committed to acting with 
integrity, and protecting our assets, 
information and customer data . We 
will deliver training and development to 
our people to ensure they understand 
the high standards they are expected to 
work to.  We will support anyone who 
raises genuine concerns in good faith 
under this policy, even if they turn out 
to be mistaken. 


If you have a question about this policy 
or any issue relating to our security 
policy, you can contact the Head of Legal 
or the Deputy Company Secretary.


I have a 
concern!


Severn Trent’s 
Commitment


I have a 
question?






