




COMPANY INTRODUCTION 
[bookmark: _Toc220346985]Company overview
Northern Gas Networks Limited (NGN) is the company responsible for distributing gas to homes and businesses across the North of England. As part of the restructuring of the gas distribution business in England, NGN successfully acquired the North of England gas Distribution Network (DN) and took control of the assets on 1st June 2005. NGN has been responsible since then for the transportation of gas to the North of England via 36,000Km of pipelines.

The DN is located in the North of England and extends south from the Scottish border to South Yorkshire and has coastlines on both the East and West sides of the region. The DN contains a mixture of large cities such as Newcastle, Middlesbrough, Leeds and Bradford and a significant rural area including North Yorkshire and Cumbria. The area covers around 6.7 million inhabitants and has approximately 2.5 million customers. The DN is supplied via 23 off takes from the national Transmission System. 


Northern Gas Networks Geographic Area

	
	

	No.
	Location

	1
	North Tyne

	2
	Cumbria

	3
	Wear

	4
	Tees

	5
	North Riding

	6
	Bradford

	7
	Leeds

	8
	East Riding

	9
	Pennines
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NGN Core Values 
NGNs dream is to become the UK’s most loved, admired and respected company, and to establish a reputation for doing business really well through a united and empowered team that is mind-blowingly great. We recognise the important role that our supply chain partners have in supporting NGN to achieve our dream.

Our dream lies at​​ the centre everything we do and has been translated into a unique set of values that reflect and reinforce our culture
· Trailblazing 
· Intellectually Curious
· Community Focused 
· Empowered
· Heartfelt
· Happy

Every member of our team is passionate about the contribution they make to our growing reputation as a pioneering, effective, conscious and enlightened business that is focused on changing the way that things are done. 

We expect our suppliers to share our vision and values and our way to support NGN in achieving our goals.


PROCUREMENT INFORMATION

Procurement Act 2023 / Procurement Regulations 2024
This procurement is being conducted in accordance with The Procurement Act 2023 / Procurement Regulations 2024 using the Competitive Flexible Procedure.

NGN Contact
ALL COMMUNICATIONS MUST BE SENT VIA THE NGN’S PROCUREMENT PORTAL MARKET DOJO.
During the period of this Tender process, no contact must occur between any member of your organisation's staff and any member of NGN other than through the designated contact points. The only exception to this rule is where organisations already have staff working on NGN business, in which case their staff should be instructed not to discuss the project with NGN employees.
NGN reserves the right at its sole discretion to exclude any organisation (or third party working for any organisation) found to be in breach of these contact requirements.
Procurement Process
The procurement process will be managed electronically via NGN’s Procurement Portal Market Dojo.
All communication will be managed through Market Dojo. 
All tender response must be uploaded electronically. 
Tender questions should be answered in the requested format, i.e. text or attachment, and word counts adhered to where applicable. If a question requires an attachment upload as your response and you have multiple attachments, please upload these as a Zip file. If you experience any technical difficulties, please contact the person named in this document. Responses should not be submitted via the messaging portal. Suppliers should note that if they persistently fail to follow this instruction, and answers are not readily available in the correct format then this may result in failing to achieve a score in the relevant section.
Suppliers should avoid uploading responses on the last day of any stage of the tender in case of technical difficulties as NGN will not reopen an event after it has closed.
Suppliers may save documents in Market Dojo throughout the process but must ensure that it is submitted in full before the closing date.
NGN cannot access or determine whether Suppliers have submitted a bid until after the event has closed as our process is a totally sealed bid process. It is your responsibility to ensure that you submit your bid on time. 
Responses must be submitted within the timeframe stated in Market Dojo 

Central Digital Platform
Registration: It is important to make sure that your organisation registers onto the Central Digital Platform (CDP). NGN will be unable to award a contract with your organisation without a valid unique supplier ID (PPON number) 

IMPORTANT NOTE: If at any point during the procurement event or through the lifecycle of an awarded contract your organisation is placed on the Government lead debarment list it is at NGN’s discretion as to whether we exclude a bidder from participating or terminate an ongoing contract.


Procurement Plan
A 2-stage tender process will be carried out under the Competitive Flexible Procedure. It is anticipated that the strategy will be in line with the below
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If supplementary stages are required throughout the process, or stages noted in the strategy defined above are no longer required, it is at NGN’s discretion to include or remove stages. Please note that any additional stages added could result in the following changes to scoring -
· an enhancement of scores awarded in previous stages OR
· an additional award criteria OR
· Score from previous stage + score from additional stage added together.

The impact that any additional stage has on scoring will be clearly communicated to all bidders and will not be refined following submission of tender stages.


Contract Basis
The initial period of any contract(s) resulting from this procurement will be 3 years.

The length of the contract may be extended by NGN for a further 5x1-year periods to give a maximum duration of 8 years.

All prices shall be fixed for the initial 3-year term. For any price increases at the point of extending, your price increase mechanism must be clearly highlighted in your commercial response during the RFP.

A copy of the Contractual Agreement has been provided. Bidders should note that the challenges will be scored based upon risk and NGN reserve the right to reject any bidders who propose high risk challenges, or a material change to the contract. Please see Contract Challenges Scoring Guidance below.

During the RFP you should state any major Contract Challenges that you have relevant to the proposed draft agreement and state your proposed amendments in the 'Contract Challenges Matrix' provided. By proposing no challenges, you are confirming that you accept the proposed draft Agreement. 

Bidders must raise all challenges to the proposed Terms and Conditions during the RFP stage and submit the Contract Challenges Matrix as part of their tender return, NGN will not consider any challenges raised at a later stage.  
NGN reserves the right to disqualify those bidders who raise contract challenges at a later stage. NGN reserves the right to revoke conditional award and conclude terms instead with the next highest scoring bidder.
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Evaluation Criteria
The evaluation criteria for the PQQ and RFP stages of this procurement process are outlined below. 
It is at the discretion of NGN to change the weightings/criteria or add additional sub criteria/weightings to the PQQ or RFP if there is a need to do so before the submission deadline of the relevant stage. Any changes to the evaluation criteria will be communicated to all Bidders.


Conditions of Participation Evaluation
This section is made up of Pass/Fail questions. Suppliers who pass all questions will automatically be invited to submit responses to PQQ questions.
Suppliers who fail any Conditions of Participation questions will be rejected from this tender.

PQQ Evaluation Criteria
PQQ responses will be assessed against the criteria set out below.
Each section will have weighted questions and weightings are detailed in Market Dojo.
	Section Ref
	Criteria
	Weighting

	Section 1 
	PQQ Guidance
	NA - Information for Bidders 

	Section 2
	Cyber Security and IT
	15%

	Section 3
	Supplier Financials
	10%

	Section 4
	Responsible Procurement 
	12%

	Section 5
	Health and Safety 
	3%

	Section 6
	PQQ Specific Questions
	60%

	
	Total
	100%




PQQ responses will be assessed against the evaluation criteria and bidders who score over 60% will be invited to RFP.


RFP Evaluation Criteria
The award will be based upon price and quality, and it is the intent that the award will be based on the Most Advantageous Tender.

RFP responses will be assessed against the criteria below
The Non-Commercial section will have weighted questions and weightings are detailed in Market Dojo.
	Section Ref
	Criteria
	Weighting

	Commercial 
	Pricing 
	35%

	
	Contract Challenges
	5%

	Non-Commercial 
	Non-Commercial questions
	60%

	Total 
	100%



The assessment of price will be carried out independently of the non-commercial assessment and scored against the methodology stated above. 
 

Important Note
If the difference between the first and second highest scoring bidder is less than 3% NGN reserves the right to award the tender to the bidder who provides the lowest price tender unless there are exceptional reasons. 
  


Scoring Methodology 
For qualitative questions NGN will score on the following basis 
	Points
	Interpretation

	9-10
	Excellent – Overall the response demonstrates that the bidder exceeds all areas of the requirement and provides all of the areas evidence requested in the level of detail requested. This, therefore, is a detailed excellent response that meets all aspects of the requirement leaving no ambiguity as to whether the bidder can meet the requirement. 

	6-8
	Good - Overall the response demonstrates that the bidder meets all areas of the requirement and provides all of the areas of evidence requested, but contains some trivial omissions in relation to the level of detail requested in terms of either the response or the evidence. This, therefore, is a good response that meets all aspects of the requirement with only a trivial level ambiguity due the bidder’s failure to provide all information at the level of detail requested. 

	3-5
	Adequate - Overall the response demonstrates that the bidder meets all areas of the requirement, but not all of the areas of evidence requested have been provided. This, therefore, is an adequate response, but with some limited ambiguity as to whether the bidder can meet the requirement due to the bidder’s failure to provide all of the evidence requested.

	1-2
	Poor – The response does not demonstrate that the bidder meets the requirement in one or more areas. This, therefore, is a poor response with significant ambiguity as to whether the bidder can meet the requirement due to the failure by the bidder to show that it meets one or more areas of the requirement.

	0 
	Unacceptable - The response is non-compliant with the requirements of the ITT and/or no response has been provided. 






Evaluation Panel 
NGN’s team to perform the evaluation of this tender process comprises the following:
This list may change throughout the duration of the Tender

	Name
	Department

	Gurpreet Singh
	3iG

	Infrastructure TBC
	3iG

	Cyber Security TBC
	3iG

	Lisa Adamson
	3iG

	Mark Lawrence
	3iG 

	Charlotte Hughes
	3iG License

	Harriet Wilkes
	Procurement

	Alexander Walsh 
	Legal





Tender Timetable 
	Description of Event
	Date

	Issue Tender Notice 
Conditions of Participation and PQQ live on this date

	22nd April 2025

	Tender Notice end date
	19th May 2025 9am

	Conditions of Participation end date 
	19th May 2025 5pm

	PQQ end date 
	26th May 2025 9am

	Evaluation of PQQ submissions
	26th May – 9th June 2025

	Notification to successful/unsuccessful bidders
	10th June 2025

	Issue RFP 
	11th June 2025

	Deadline for supplier clarification questions
	18th June 2025

	
Deadline to circulate all suppliers Clarification questions

	25th June 2025

	RFP end date
	7th July 2025 9am

	Evaluations & Clarifications
	8th July – 21st July 2025

	BAFO
	21st July 2025

	Final Evaluations
	23rd July – 25th July 2025

	Issue Assessment detailing outcome

	28th July 2025

	
Standstill Period

	28th July – 5th August 2025

	

Contract Negotiations

	August 2025

	
Contract signed

	September 2025

	Transition/Implementation period

	Contract start date 
	December 2025


Please note the above timetable is indicative and may be subject to change.

Tender specific Scope of Requirements

It is at the discretion of NGN to amend requirements of the scope if there is a need to do so. Any changes to the scope will be communicated to all Bidders.
Please note that substantial amendments will not be made.

2. Introduction of The Current Managed Print Services (MPS)

NGN currently have an MPS, which provides our colleagues:
· Printing services allowing printing (A4 & A3), scanning, photocopying, faxing and wide format printing (selected NGN sites). 
· A “follow me” print service, allowing NGN colleagues to effortlessly print workflows to any print device, through smart card domain authentication. 
· On-going support, management and maintenance. Ensuring print services and devices are stable and performing at agreed SLAs.
· Monthly service reviews providing key performance indicators (KPIs) on service health, performance and printing usage metrics. 
· Pay-per-print commercial model where NGN requires all the print service hardware, software and service support to be reflected in an all-inclusive cost-per-page model, with no rental attributed.


2.1.1 MPS Solution
The existing MPS architecture is hosted by NGN within our AWS cloud platform. The infrastructure underpins the Equitrac intelligent print management software, which has been configured by our existing supplier to deliver the services outlines above. 
This solution encompasses various functionalities, including:
· Equitrac Core Accounting Server, enabling communication with the SQL DB and handling user authentication requests, along with tracking activity forwarded by the Document Routing Engine (DRE) and Device Control Engine (DCE).
· SQL DB (Clustered), the central DB containing all Equitrac office and Express accounts, transaction tracking and asset information.
· Integration into Active Directory (AD) and Exchange services, to enable Equitrac services to synchronise users from NGN’s AD and use configured mail relays for the scan-to-email functionality. 
· Print Servers, totalling 4 hosted in AWS and on-premises to support a resilient design to prevent complete loss of printing, in the scenario of a print server being unavailable. Print devices across sites are split to direct half of them to the on-premises print servers and the remaining to the AWS hosted print servers. In addition, these servers have the following roles within Equitrac to keep the spool data local to that site:
· DRE, track print jobs originating from the network print devices. 
· DCE, managing and tracking secure document release, copy, scanning and fax jobs.
· Device Web Service (DWS), manage and control the embedded interface on the print devices.
· Service Loopback Protocol (SLP), the Equitrac service locator protocol.
* Solution diagram is available in section 5.1 Print Solution Diagram


2.1.2 Current Print Device Assets
The current fleet of NGN print devices, include 40 MFP colour located across multiple NGN locations; the specific model type are as follows: include:
 
	Manufacturer
	Model Type
	Quantity

	

Xerox
	C7030V_S
	23

	
	C8070V_F
	9

	
	C8055V_F
	1

	
	C400V_DNM
	5

	
	IMC400SRF
	2


* Full breakdown of the print device assets, are detailed in section 5.2 Print Device Assets


2.1.3 Print Volume Trends
NGN utilise the MPS throughout the year with certain business stakeholders and sites turning out more print volumes than others. The current volume trends over the last year are:
· Total number of printouts equal 1,363,355.
· Mono volume equates to 501,372.
· Colour volume equates to 861,983.
· Mono to Colour ratio equates to 36%/63%.
*Full breakdown of the print volume trends over the last year, are detailed in section 5.2 Print Device Assets & 5.3 Print Volume Trends



3. Scope
The existing MPS contract is approaching renewal with our current service provider. In this tender process, NGN is tendering its MPS with the intention of contracting with a supplier whose aim is to modernise and continue to build on improving the service expectations, along with enhancing and optimising our MPS in alignment with business strategies.

The prospective supplier will be responsible for the comprehensive management of NGN MPS, which encompasses adopting and operating a pay-per-print commercial model where NGN requires all the print service hardware, software and service support to be reflected in an all-inclusive cost-per-page model, with no rental attributed. The scope includes, but is not limited to the below requirements:


3.1.1 Managed Print Services
The supplier will provide NGN a comprehensive MPS, including:
· Printing services allowing printing (A4 & A3), scanning, photocopying, faxing and wide format printing (selected NGN sites). 
· Implement a “follow me” print service, allowing NGN colleagues to effortlessly print workflows to any print device, through smart card domain authentication. 
· The ability to scan documents from print devices seamlessly into NGN's Microsoft Office 365 SharePoint and OneDrive applications through stringent multi-factor authentication (MFA) policies. Ensuring all scanned documents are securely uploaded and accessible only to authorised users, thereby maintaining the highest standards of data security and compliance. 
· The proposed MPS will also integrate comprehensive mobile device management policies, allow NGN colleagues to print from authenticated devices across any platform. Enabling an effortless and convenient MPS experience. 
· Integration of NGN's Data Classification and Data Loss Prevention (DLP) practices into the print solution to effectively manage and control the printing of sensitive information.
· The installation and configuration of all print devices in scope, ensuring they are correctly configured to meet NGN’s specific workflow requirements. 
· On-going management, ensuring regular monitoring, management and optimisation of print services and devices; thereby providing stable performance and efficiency throughout the service lifecycle.
· Maintained solution design documentation, ensuring that all solution design documentation is maintained throughout the duration of the service contract, including preserving records of any component configuration changes or agreed-upon solution enhancements.


3.1.2 Architecture Design
The proposed MPS will adhere strictly to NGN’s architectural design principles, incorporating industry best practices at every stage, including:
· A highly available and resilient MPS to mitigate any potential business disruptions resulting from component failures within the utilised print services.
· Configuration of the proposed MPS hosted on newly provisioned infrastructure within NGN’s AWS tenant. It will be running on the latest server operating systems (Windows Server 2025 or Linux RHEL v8.8/Amazon Linux 2023).
· Configuration of the proposed MPS utilising the most recent software version that is still under vendor support.
· Supporting NGN’s IT infrastructure server patching cycles, assuring patches being installed will not disrupt the MPS.  


3.1.3 Cybersecurity 
The proposed MPS will adhere strictly to NGN’s cybersecurity and industry best practices at every stage, including
· Strong Authentication, implementing robust user authentication utilising smart cards to ensure only authorised NGN colleagues can access print devices.
· Implementation of strict access controls, including MFA are implemented for MPS administrative activities, thereby ensuring only authorised personnel can perform such actions. 
· Encryption, all data transmitted and stored on the print devices must be securely encrypted to prevent unauthorised access to sensitive information, including cached data held on print devices. Integration of MPS into NGN’s existing SIEM/SOC tools to enhance the detection of security threats and streamline incident response management.
· Security Audits, conduct regular security audits and share the outputs with NGN. Identify potential vulnerabilities and address them proactively preventing escalation. 

3.1.4 Support and Maintenance
The supplier must adopt regular and proactive maintenance of printer services and devices, to ensure the MPS operates smoothly, including:
· Preventative maintenance, conducting regular checks and servicing of devices to prevent incidents from occurring.
· Break/Fix support, ensuring prompt incident resolution of any hardware or software issues across the MPS that are in-line with agreed SLAs. 
· Flexibility, support NGN activities to relocate print devises from NGN sites when required through agreed processes as part of BAU support. 
 

3.1.5 Monitoring and Reporting:
The supplier must provide continuous monitoring of printing applications and devices and their usage, with detailed monthly reports, including:
· Usage analytics, providing detailed insights into print volumes, usage patterns and user behaviour.
· Performance metrics, providing information on the performance and health of the print service and devices.


3.1.6 Consumable Management:
The supplier must provide efficient management of consumables, including:
· Inventory management, ensure monitoring and managing stock levels of toner for print devices.
· Automated recording, ensure an automated process is in place to provision new toner for print devices to ensure a seamless service to colleagues, whilst minimising business disruption.
· Sustainability, helping NGN reduce paper, toner and energy usage through efficient printing practices throughout the lifecycle of the service. 


3.1.7 Onsite & Remote Technical Support:
The supplier must provide helpdesk technical support for NGN’s IT service desk across the full MPS, including:
· Technical support, provide full technical support for any technical issues encountered with the MPS in alignment with the agreed SLAs.
· Knowledge transfer, provide training sessions to ensure end-users are comfortable and efficient in using the proposed print devices, whilst ensuring the NGN IT team are adequately trained and familiarised with the MPS. 


The successful supplier will also need to demonstrate the capability to:
· Ensure a seamless transition of MPS, with minimal disruption to NGN operations.
· Deliver complete reliable and high-quality MPS, which will be validated during service review calls.
· Demonstrate strong capability to develop strategies to reduce printing costs.
· Innovate and propose enhancements to services in alignment to NGN strategic goals. 
· Proven experience in providing MPS for enterprise-level business.
By participating in this tender process, NGN seeks to identify a supplier who can not only meet our current needs but also foster continuous improvement and innovation in our print managed services.

Please Note - Suppliers bidding for this tender will need to ensure they can successfully transition NGN onto the proposed managed print services by 15th December 2025.
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5. APPENDIX
[bookmark: _5.1_Solution_Diagram]5.1 Solution Diagram
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[bookmark: _5.1_NGN_Site][bookmark: _5.1_NGN_WAN][bookmark: _5.1_Print_Device][bookmark: _5.2_Print_Device]5.2 Print Device Assets Inventory

	Manufacturer
	Model 
	Type
	Finishing Options
	Paper Trays
	Device Speed
	Latest 3-Month Volume per Site Colour
	Latest 3-Month Volume per Site Mono
	Site Location
	Users On Site

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	5,350
	3,207
	Bradford 
	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	20,796
	9,204
	Burradon 
	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	6,778
	2,386
	Carlisle
	25-30

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	22,084
	8,066
	Cannon Park

	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	IMC400SRF
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	16,579
	16,424
	Doxford Park

	100-120

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C8055V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C400V_DNM
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	17,476
	5,986
	Elland
	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	Included with Thorpe Park volume
	Included with Thorpe Park volume
	Felnex
	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	7,932
	2,914
	Hull

	25-30


	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	1,273
	779
	Low Thornley
	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	3,541
	2,856
	Pontefract
	25-30

	Xerox
	C400V_DNM
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	80,940
	58,089
	Thorpe Park

	200-250

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C8070V_F
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C400V_DNM
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	IMC400SRF
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C400V_DNM
	MFP Colour
	Not Required
	2-3
	70ppm 
	0
	0
	Redcar
	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	2,492
	2,001
	Scarborough
	25-30

	Xerox
	C400V_DNM
	MFP Colour
	Not Required
	2-3
	70ppm 
	14,578
	5,390
	Washington 

	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	11,486
	6,379
	York
	25-30

	Xerox
	C7030V_S
	MFP Colour
	Not Required
	2-3
	70ppm 
	
	
	
	




[bookmark: _5.3_Print_Volume]5.3 Print Volume Trends
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Gas Networks




                Dated  

NORTHERN GAS NETWORKS OPERATIONS LIMITED

 ADVANCE \y 480 


AGREEMENT FOR THE PROVISION OF GOODS/SERVICES (ONE OFF)




This Agreement is made on  

Between


(1) Northern Gas Networks Operations Limited (company number 03528783) whose registered office is at 1100 Century Way, Thorpe Park Business Park, Colton, Leeds, LS15 8TU (Company); and


(2) xxxxxxx (Company number xxxxxxxx) whose registered office is at xxxxxx (Supplier). 

Each a Party and together the Parties 

It is agreed


1 Definitions and Interpretation


1.1 In this Agreement:


Affiliate means in respect of either party, a company which is a Subsidiary or which is a Holding Company of that party, or a Subsidiary of such Holding Company, in each case for the time being


Applicable Laws means, for the time being, any binding Court order, judgment or decree, and any law, statute, regulation, bylaw, ordinance, subordinate legislation, industry licence, code, policy, guidance, standard or accreditation terms enforceable by law which is in force and/or which is stipulated by any relevant regulatory authority (including any licences granted under the Gas Act 1986)


Business Day means any day other than a Saturday, Sunday or a public or bank holiday in England


CIS means the Construction Industry Scheme under the Finance Act 2004

Commencement Date means the date this Agreement is signed by both Parties  

Company Background Material means Material other than Company New Material, Supplier New Material or Supplier Background Material, provided by, for or on behalf of any Company Group Member to the Supplier in connection with the performance or receipt of the Services/Goods (whether or not it is incorporated in New Material)


Company Group means the Company and each of its Affiliates for the time being, and 

Company Group Member means any one of such companies


Company Material means the Company Background Material and the Company New Material

Company New Material means any Material, other than Supplier New Material, which is generated, created or discovered by, for or on behalf of any Company Group Member in connection with and/or in the course of the performance of the Company's obligations hereunder or the receipt of the Goods/Services, including any modifications to Company Background Material


Company's Business means Maintenance of the Northern GAS Network

Confidential Information means all documents, databases, diagrams, calculations, data,  processes, business methodologies, contracts (including this Agreement), financial information, plans, ideas, strategies, projections, products, designs and other information whether in physical form, electronic form or otherwise, whether expressed to be confidential or not, and in whatever media or format provided or orally disclosed by either Party (the Disclosing Party) to the other Party (the Receiving Party) in the course of, or in connection with the performance of each Party’s obligations under this Agreement and information obtained by the Receiving Party from the Disclosing Party as a result of being present at any premises of the Disclosing Party (whether by observing any plant or equipment or otherwise)


Construction Act means the Housing Grants, Construction and Regeneration Act 1996

Contract Price means the price for the Goods/Services stated in schedule 2 (Pricing) and calculated in accordance with its provisions


Data Protection Laws means (i) any data protection legislation from time to time in force in the UK including the Data Protection Act 2018 and the Privacy and Electronic Communications (EC Directive) Regulations 2003 (SI 2426/2003), any subsidiary regulations and statutory instruments and any successor legislation and (ii) the GDPR (for so long as and to the extent that the law of the European Union has legal effect in the UK) and any other directly applicable European Union regulation relating to privacy and (iii) any applicable guidance and codes of practice issued from time to time by the Information Commissioner relating to privacy.


Data Subject has the meaning given to it in the Data Protection Laws.

Deliverable means any item to be prepared, written, created or otherwise delivered by the Supplier in the course of (or in contemplation of) performing the Services, including any items identified as such in schedule 1 (Services and Specification)


Environmental Information Regulations (EIRs): the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issued by the Information Commissioner or relevant government department in relation to such regulations

Event of Insolvency means if the Supplier is unable to pay its debts (within the meaning of section 123 of the Insolvency Act 1986), or becomes insolvent, or is subject to an order or a resolution for its liquidation, administration, winding-up or dissolution (otherwise than for the purposes of a solvent amalgamation or reconstruction), ceases or threatens to cease to carry on its business or has an administrative or other receiver, manager, trustee, liquidator, administrator or similar officer appointed over all or any substantial part of its assets, or enters into or proposes any composition or arrangement with its creditors generally, or is subject to any analogous event or proceeding in any applicable jurisdiction

Expiry Date means the completion of the Services targeted to be xxxxxx 

Force Majeure means any cause preventing either Party from performing any or all of its obligations under this Agreement which arises from or is attributable to acts, events, omissions or accidents beyond the reasonable control of the Party so prevented (but for the avoidance of doubt excluding strikes, lockouts or other industrial disputes which have their origin within the employees of the Party so prevented or default of suppliers or sub-contractors or breakdown of vehicles)


GDPR means the General Data Protection Regulation ((EU) 2016/679)

Goods means any goods provided by the Supplier to the Company under this Agreement the details of which are provided in Schedules 1 and 2 

Good Industry Practice means all relevant practices and professional standards which would be expected of a leading expert Supplier performing services/providing Goods substantially similar to the Services/Goods to customers of the same nature and size of the Company


Holding Company shall have the meaning given in section 1159 of the Companies Act 2006 and shall include parent undertakings as defined in section 1162 of the Companies Act 2006 (each section as being in force at the date of this Agreement)


Intellectual Property Rights and IPR means patents (including rights in, and/or to, inventions), trademarks, service marks, rights in goodwill, design rights and registered designs, rights in and/or to internet domain names and website addresses, copyright (including future copyright), database rights, rights in and to confidential information (including know how and trade secrets) and all other intellectual property rights (including any applications and any rights capable of registration) of any nature subsisting worldwide at any time 


Losses means all losses, claims, proceedings, demands, actions, liabilities, fines, charges, damages, costs and expenses including legal fees on a solicitor/client basis and disbursements and costs of investigation, litigation, settlement, judgment, interest and penalties (in each case whether internal or external costs)


Material means any inventions, discoveries, documents, information, items, data, designs, prototypes, drawings, formulations, know-how or other material (in whatever form) including software, firmware, computer programs, documented methodologies, processes and procedures (including without limitation any Records) 


New Material means the Company New Material and the Supplier New Material


Party and Parties means a party to, or the parties to, this Agreement


Personal Data has the meaning given to that term in the Data Protection Laws 

Project Manager means the person nominated by the Company under clause 3.5 to act as the Company’s representative for the purpose of this Agreement


Records means all books, documents, manuals, reports and other records, in each case in physical or electronic form, created, modified, maintained and/or held by the Supplier in connection with this Agreement


Replacement Services means services equivalent or similar in nature to the Services, whether in whole or in part

Request for Information: a request for information or an apparent request under the EIRs.

Safe Systems of Work means the suite of Company documents which provides operational safety guidelines for the carrying out of work


Services means the services to be provided by the Supplier to the Company under and in accordance with this Agreement as further defined in the Specification 

Site means the place or places at which the Company requires the Services to be provided as detailed in schedule 1 (Services and Specification) or such other place or places as may be agreed in writing by the Company and the Supplier 

Site Regulations means the rules, regulations, requirements and conditions in relation to the Site notified from time to time to the Supplier by the Company, including those notified under clause 9.1(b) and those (if any) that are set out in the Specification


Specification means the specification of the Goods/Services as set out in schedule 1 (Services and Specification)


Subsidiary has the meaning given in section 1159 of the Companies Act 2006 and shall include subsidiary undertakings as defined in section 1162 of the Companies Act 2006 (each section as being in force at the date of this Agreement)


Successor Supplier means any supplier (or proposed supplier) from time to time of any Replacement Services to the Company whether in whole or in part


Supplier Background Material means Material (including Material owned by or licensed from a third party), other than Company Material or Supplier New Material, provided by, for or on behalf of the Supplier and/or used in connection with the performance and/or receipt of the Services/Goods

Supplier's Equipment means all equipment, vehicles, temporary buildings, tools, stores and other articles of any kind brought onto the Site by or on behalf of the Supplier for use by the Supplier in providing the Goods/Services but not themselves forming part of either the Goods/Services or the Deliverables


Supplier New Material means any Material which is generated, created or discovered by for or on behalf of the Supplier during the Term (and, where relevant, in advance of the Term, to the extent created in contemplation of this Agreement) in connection with or in the course of the performance of its obligations hereunder


Supplier Personnel means any employees, officers, sub-contractors and individuals contracted to the Supplier and involved to any extent in the performance of the Services/delivery of the Goods

Term means the period during which this Agreement is in full force and effect


TUPE means the Transfer of Undertakings (Protection of Employment) Regulations 2006 as amended

VAT means Value Added Tax as defined under the Value Added Tax Act 1994.

1.2 In this Agreement unless the context otherwise requires:


(a) references to gender shall include all other genders, the singular shall include the plural (and vice versa), the words "other", "includes", "including" "for example" and "in particular" do not limit the generality of any preceding words, and the expression "person" shall mean any individual, company, incorporated association, partnership, government, State, agency of State or joint venture; 


(b) any reference to a statute or a statutory provision (including any enactment, order, regulation or instrument) shall be construed as a reference to the same from time to time as amended, consolidated, modified, extended, re-enacted or replaced, and any subordinate legislation, including any regulation, rule or by-law made under that statute or statutory provision;


(c) references to clauses and schedules are references to clauses of and schedules to this Agreement, references in a schedule to a part or paragraph are to parts or paragraphs of that schedule, and references in this Agreement to a "party" or "Party" shall include its successors in title and permitted assigns; and


(d) headings and indexes are for reference purposes only and shall not be used to construe or interpret the meaning of this Agreement.


1.3 The Supplier shall immediately notify the Company of any conflicts, discrepancies, errors or omissions within this Agreement.  As soon as reasonably practicable following receipt of such notice the Company will resolve such matter (at its absolute discretion) and such resolution shall not entitle the Supplier to the payment of any additional sums.


2 Commencement and Duration


2.1 This Agreement shall commence on the Commencement Date and shall, unless and until terminated in accordance with the provisions of this Agreement, continue until the Expiry Date.  

3 The Supplier's Obligations

3.1 The Supplier shall diligently provide the Services and deliver any Deliverables/Goods to the Company strictly in accordance with this Agreement so as to meet the standards and quality specified by this Agreement, or if not specified, so as to reasonably satisfy the Company. 

3.2 The Supplier shall:  


(a) provide the Services and the Deliverables/Goods in accordance with the Specification and all Applicable Laws and shall do all things necessary to provide the Services/deliver the Goods, including the provision of the Supplier's Equipment;


(b) provide the Services and the Deliverables/Goods in accordance with any agreed performance/delivery dates; and


(c) devote such of the Supplier Personnel as may be necessary for the proper performance of its obligations under this Agreement.


3.3 The Supplier shall:


(a) comply with the reasonable directions of the Company;

(b) act diligently and in good faith in all its dealings with the Company and use its best endeavours to promote the interests and maintain the goodwill of the Company;

(c) obtain and maintain at its own expense all licences, permissions, permits, powers and consents (other than those specified in this Agreement to be the responsibility of the Company) necessary to perform its obligations under this Agreement;


(d) maintain and make available for inspection by the Company at the Supplier's sole expense such records, including daily time sheets, as the Company may reasonably require for the purposes of supporting the calculation of the Contract Price and shall grant the Company (including their employees, agents and sub-contractors) such access to the Supplier's premises as the Company may reasonably require for the purposes of inspection of such records.  The Supplier shall keep all such records for a period of not less than seven (7) years following the performance of all of the obligations of each Party owed to the other under the terms of this Agreement;


(e) subject to compliance with the Data Protection Laws, when requested by the Company, provide to the Company at any time the names of each employee of the Supplier engaged in providing the Services/delivering the Goods, their respective job titles, job descriptions, age, duration and terms and conditions of employment; and


(f) be deemed to have satisfied itself as to its liability (if any) which may accrue under TUPE, by reason of the award of this Agreement and to have included within the Contract Price the cost of such liability (if any).


3.4 The Supplier warrants, represents and undertakes to the Company that:

(a) it shall provide the Services and the Deliverables/Goods: 

(i) in accordance with the terms of this Agreement and (to the extent not in conflict with this requirement) Good Industry Practice; 


(ii) in accordance with (and shall ensure that its employees and agents comply in all respects with) all Applicable Laws and all relevant aspects of the Safe Systems of Work;


(iii) in accordance with the scope of Services and Specification as set out in schedule 1 (Services and Specification) of this Agreement; 


(iv) in such a manner as will be suitable for the purpose indicated by or to be reasonably inferred from the Specification, and so as to guarantee that the Supplier’s provision of the Services/Goods and performance of its obligations shall not result in a breach or violate any contract, undertaking or commitment where the Supplier is a party; and

(v) in accordance with the additional terms as set out in Schedule 5 (for the delivery of Goods only).

(b) the Supplier has the full right, capacity, authority and power to enter into this Agreement and perform the Services/deliver the Goods in accordance with this Agreement and this Agreement constitutes obligations binding on the Supplier in accordance with its terms.  The Supplier is not aware of any matter, fact or circumstance which will or may prevent the Supplier performing the Services or delivering the Goods under this Agreement; 

(c) the contents of its response to the Company’s Invitation to Tender in respect of the Goods/Services is complete, true and accurate in all respects;  


(d) it shall maintain and enforce an anti-drugs and alcohol misuse policy (which shall be no less onerous than the Company’s policy) and shall ensure that any of the Supplier Personnel who fail a test under such a policy are immediately removed from the provision of the Services/Goods; and


(e) it shall comply with the terms of Schedule 6 (Corporate Criminal Offences), Schedule 8 (Artificial Intelligence) and Schedule 9 (Cyber Resilience).

3.5 The Company shall nominate the Project Manager (whose identity shall be notified to the Supplier from time to time) and may at its sole discretion change any nomination from time to time by notifying the Supplier. The Project Manager may nominate one or more representatives to assist him and may, at his sole discretion, change the nomination from time to time by notifying the Supplier.


3.6 The Supplier shall provide to the Company within 21 calendar days of a request details of the number of employees, agents or sub contractors engaged in the provision of the Goods/Services including their names, job titles, location, length of service, their total emoluments, details relating to terms and conditions of employment or engagement and working arrangements relating to shift patterns and hours worked. In addition to the above requirement the Supplier shall in any event provide to the Company the information relating to employees, agents and sub-contractors set out in this clause on each anniversary of the commencement of this Agreement.

3.7 The Company does not give any warranty or undertaking or make any representation (either express or implied) as to the completeness or accuracy of any of the information provided to the Supplier prior to the Commencement Date which relates to or is provided in respect of this by or on behalf of the Company.


4 Payment 


4.1 Subject to the satisfactory provision of the Goods/Services by the Supplier in accordance with the provisions of this Agreement, the Company shall pay the Supplier the Contract Price in accordance with the provisions of this clause 4 (Payment) and schedules 2 (Pricing) and 4 (Payment).


4.2 The Contract Price shall be fixed and may only be varied by agreement in writing between the Company and the Supplier in accordance with clause 20.9 (Variation).

4.3 Any payment due from the Company to the Supplier under this Agreement is subject to the provisions of the CIS, to the extent it is applicable.

4.4 The Company may withhold payment of sums due to the Supplier or set-off sums due from the Supplier to the Company against sums due to the Supplier at no additional cost to itself where it has reasonable grounds for so doing and, for the avoidance of doubt, any non-payment arising from any such withholding or set-off shall not be regarded as a breach by the Company of this Agreement.  However, unless otherwise agreed in writing by the Company, the Supplier shall not be entitled to make any withholding or set-off against the Company unless the Supplier is required by law to make such withholding or set-off or such withholding or set-off is admitted or agreed in writing by the Company or awarded by any court or in any arbitration or adjudication.  If the Construction Act applies to this Agreement, the Company shall give written notice to the Supplier, at least two (2) Business Days before the final date for payment, of the amount or amounts to be withheld or set-off and the ground(s) therefore (and, if more than one ground, the amount attributable to each ground).

4.5 Unless it otherwise agrees in writing, the Company will make all payments to the Supplier by bulk electronic clearing (BACS). For the avoidance of doubt, the Supplier shall not call at the Company’s premises to collect any payment.

4.6 No claim by the Supplier for additional payment will be allowed on the grounds of any misunderstanding or misinterpretation made by it in respect of any matter which is the subject of a warranty, representation or undertaking of the Supplier under clause 3.4 or on the grounds of any allegation that incorrect information was given to it by any person whether in the employment of the Company or not, nor on the grounds of failure on the Supplier's part to obtain correct information or to foresee any matter which might affect or have reasonably affected the provision of the Services. The Supplier will not be relieved from any risks or obligations imposed on or undertaken by it under this Agreement on any such grounds.

4.7 Each party shall be entitled to receive interest on any payment not paid when properly due pursuant to the terms of this Agreement, calculated from day to day at a rate per annum equal to 2% above the base rate of the Bank of England and payable from the day after the date on which payment was due up to and including the date of payment (whether before or after judgment).

4.8 All sums payable under this Agreement are, unless otherwise stated, exclusive of VAT. Any VAT payable in respect of such sums shall be payable in addition to such sums, at the rate from time to time prescribed by law, on delivery of a valid VAT invoice. 

5 Intellectual Property


5.1 This Agreement shall not operate to assign any right, title, interest or Intellectual Property Rights in any of the Company Background Material or the Supplier Background Material.


5.2 The Supplier hereby assigns with full title guarantee and free from all liens, charges, encumbrances and other rights of whatever nature exercisable by any third party absolutely (and shall procure that all Supplier Personnel assign absolutely) to the Company (or, at the Company's option, any Company Group Member), by way of present assignment of existing and all future rights, all property, rights, title and interest in and to the New Material and all Intellectual Property Rights in the New Material (together with all rights to take action for any past, present and future damages and other remedies in respect of any infringement or alleged infringement of such Intellectual Property Rights) (the Assigned Rights), with the intent that the same shall vest in the Company immediately upon creation of the same. 


5.3 The Supplier shall (and shall procure that the Supplier Personnel shall) do all things and execute all documents as the Company may require in order to perfect,  formalise or achieve the vesting of the Assigned Rights as provided for in clause 5.2, and to enable the Company to take the full benefit of such Assigned Rights.  The Supplier shall also provide the Company with all assistance requested by the Company for the purposes of applying for and/or registering any Assigned Rights and/or with respect to any infringement action or any actions in respect of misuse or ownership of the Assigned Rights and/or the validity of the Assigned Rights that the Company may bring or which is brought against it.

5.4 Subject to the Supplier having complied with its obligations under clause 5.3, the Company hereby grants to the Supplier (to the extent that it is lawfully entitled to do so) a non-exclusive, non-transferable, royalty-free, personal licence during the Term to use the New Material and the Company Background Material (and any Intellectual Property Rights of the Company subsisting in the same) to the extent necessary and for the sole purpose of the proper performance of the Services/delivery of the Goods and its other obligations under this Agreement.


5.5 The Supplier hereby grants (and shall procure that the Supplier Personnel shall grant) to the Company a non-exclusive, perpetual, worldwide, irrevocable, royalty-free licence (with the right to grant sub-licences):


(a) to use, and to authorise any Successor Supplier to use, both during and after the Term, such of the Supplier Background Material as is necessary for the provision and receipt of the Goods/Services and/or any Replacement Services; and 


(b) to use the Supplier Background Material, both during and after the Term, in connection with the utilisation of the New Material in the operation and conduct of the Company's Business in its ordinary course.


5.6 In providing the Goods/Services in accordance with this Agreement, the Supplier shall not without the Company’s prior written consent, use any third party’s Intellectual Property Rights and, where any third party Intellectual Property Rights are used, the Supplier shall ensure that it has obtained all necessary third party consents, licences or assignments to enable the Supplier to provide the Goods/Services and/or perform all of their other obligations under this Agreement and to enable the Company and / or any Company Group Member to use and benefit from the same to the extent equivalent to the scope of the licence granted by clause 5.5 above.  The Supplier shall indemnify the Company and / or any Company Group member against any Losses that the Company and / or any Company Member may suffer as a result of the Supplier breaching its obligations as set out in this clause 5.6.

6 Confidentiality


6.1 Subject to clause 6.3 and clause 6.5, each Party shall, and shall procure that its officers, employees, agents and sub-contractors shall, keep confidential all Confidential Information relating to the other Party that it obtains from the other party in connection with this Agreement or the negotiations leading up to it.  Each Party shall only use such information in the proper performance of its obligations and the exercise of its rights under this Agreement and shall not divulge any such information to any other person without the prior written consent of the other, unless permitted to do so by clause 6.3.


6.2 The Supplier shall ensure that the standard of care it employs in protecting the Confidential Information of the Company from disclosure shall be no less than the standard which the Supplier employs in the protection of its own Confidential Information, which shall be at least in accordance with Good Industry Practice.


6.3 A Receiving Party may disclose the Confidential Information of the Disclosing Party if and to the extent that:

(a) the Receiving Party can show that the information was already, or has subsequently become, published or publicly available for use other than through a breach of this Agreement or of any confidentiality obligation owed by that Party; and/or


(b) the Receiving Party is required to disclose the information by law (including but not limited to the EIRs in the case of the Company) or any competent regulatory body or recognised investment exchange.


6.4 The Company may disclose the Confidential Information of the Supplier on a confidential basis to a bona fide prospective assignee to the extent necessary for the purpose of the proposed assignment.


6.5 Clause 6.1 shall not apply to a Party in relation to information to the extent that the Receiving Party can show:


(a) that the information was already lawfully in its possession (without restriction on disclosure or use) before it obtained the information in connection with this Agreement or the negotiations leading up to it; 


(b) that the information has subsequently lawfully been disclosed to it (without restriction on disclosure or use) by a person who is not a party to this Agreement and who itself lawfully obtained the information and is not under any obligation restricting its disclosure or use; or


(c) from its records that it has derived the same information independently of that obtained by it in connection with this Agreement or the negotiations leading up to it.


6.6 The obligations in this clause 6 shall survive the expiry or termination of this Agreement.


6.7 On the termination or expiry of this Agreement, each party shall, on request, promptly return to the Disclosing Party all records and documents containing that Party's Confidential Information (including copies) or if requested by the Disclosing Party destroy the Confidential Information (including copies) in the manner specified by the Disclosing Party and promptly certify to the Disclosing Party in writing that it has done so provided always that the Company shall have no obligation to return or destroy any Confidential Information which is contained within any Deliverables or other Material provided by the Supplier to the Company in accordance with this Agreement.  

7 Management Meetings

7.1 The Supplier shall undertake at its sole expense to provide the Company at agreed intervals with such management information and progress reports in relation to the Goods/Services as may be agreed between the Parties.  The Supplier shall also attend such service review meetings as the Company may require during the Term to assess the ongoing provision of the Goods/Services and any improvements to the Goods/Services as the Company may require.    


8 Inspection and Testing 

8.1 The Company shall have the right to inspect and perform on the Goods/Services (or any part of them including work-in-progress) the specific tests (if any) set out in the Specification and such other tests as it considers reasonable to ascertain the conformance of the Goods/Services with this Agreement. Such inspection and/or testing may take place at all reasonable times at the Site and/or at the Supplier's premises (as the case may be) and the Supplier shall procure that access is given to the Company to all such premises for that purpose and that all reasonable assistance is given to the Company. The Company may at any time at the point of inspection and/or testing reject the Services which, in the reasonable opinion of the Company, are not in conformance with this Agreement. 


8.2 Any inspection, testing, checking, rejection or approval made, carried out or given by or on behalf of the Company shall not relieve the Supplier from any obligation under this Agreement or prejudice any of the rights, powers or remedies of the Company.

8.3 If, as a result of such inspection and/or testing under clause 8.1, the Company is not satisfied that the Goods/Services will conform in all respects with this Agreement and the Company so informs the Supplier, the Supplier will take all steps necessary to ensure prompt conformance. Without prejudice to any of the other rights, powers or remedies of the Company, any failure of this obligation by the Supplier will be deemed a material breach which is not capable of remedy entitling the Company to terminate this Agreement under clause 16.3.

8A
Audit 

8A1
In addition the Supplier shall allow the Company and any auditors of or other advisers to the Company to access any of the Supplier's premises, personnel and relevant records as may be reasonably required in order to:


(a) fulfil any legally enforceable request by any regulatory body (including without limitation Ofgem and/or the Health and Safety Executive); or


(b) undertake verifications of the accuracy of the Contract Price or identify suspected fraud; or 


(c) undertake verification that the Goods/Services are being provided, and all obligations of the Supplier are being performed, in accordance with this Agreement.

8A2
The Company shall use its reasonable endeavours to ensure that the conduct of each audit does not unreasonably disrupt the Supplier or delay the provision of the Goods/Services by the Supplier and that, where possible, individual audits are co-ordinated with each other to minimise any disruption.


8A3
Subject to the Company’s obligations of confidentiality, the Supplier shall provide the Company (and its auditors and other advisers) with all reasonable co-operation, access and assistance in relation to each audit. 


8A4
The Company shall provide reasonable advance notice of its intention to conduct an audit unless such audit is conducted in respect of a suspected fraud, in which event no notice shall be required.


8A5
The Parties shall bear their own costs and expenses incurred in respect of compliance with their obligations under this clause 8A, unless the audit identifies a material default by the Supplier, in which case the Supplier shall reimburse the Company for all its reasonable costs incurred in the course of the audit.


8A6
If an audit identifies that:


(a) the Supplier has failed to perform its obligations under this Agreement then without prejudice to the other rights and remedies of the Company, the Supplier shall take the necessary steps to promptly comply with its obligations at no additional cost to the Company;


(b) the Company has overpaid any charges, the Supplier shall pay to the Company the amount overpaid within 30 days from the date of receipt of an invoice or notice to do so; and


(c) the Company has underpaid any charges, the Company shall pay to the Supplier the amount of the under-payment within 30 days from the date of receipt of an invoice for such amount.


8A7
The Company may increase the extent to which it monitors the Supplier’s performance in the provision of the Goods/Services if the Supplier fails to meet the service levels or fails to fulfil its other obligations under this Agreement. The Company shall give the Supplier prior notification of its intention to increase the level of its monitoring. The Supplier shall bear its own costs in complying with the Company in relation to any monitoring which is conducted by the Company pursuant to this clause 8A.

8A8
The Supplier shall also comply with the European Investment Bank’s requirements as set out in Schedule 3.


8A9
Nothing in this clause 8A relives the Supplier from its obligations under this Agreement. 


8B
Environmental Information Regulations

8B1
The Supplier acknowledges that the Company is subject to the requirements of the EIRs. The Supplier shall:


(d) provide all necessary assistance and cooperation as reasonably requested by the Company to enable the Company to comply with its obligations under the EIRs;


(e) transfer to the Company all Requests for Information relating to this Agreement that it receives as soon as practicable and in any event within 2 Business Days of receipt;


(f) provide the Company with a copy of all information belonging to the Company requested in the Request For Information which is in its possession or control in the form that the Company requires within 5 Business Days (or such other period as the Company may reasonably specify) of the Company’s request for such information; and


(g) not respond directly to a Request For Information unless authorised in writing to do so by the Company.


8B2
The Supplier acknowledges that the Company may be required under the EIRs to disclose information (including Confidential Information) without consulting or obtaining consent from the Supplier. The Company shall take reasonable steps to notify the Supplier of a Request For Information to the extent that it is permissible and reasonably practical for it to do so but (notwithstanding any other provision in this Agreement) the Company shall be responsible for determining in its absolute discretion whether any Confidential Information and/or any other information is exempt from disclosure in accordance with the EIRs.

9 Access to the Site and Regulations


9.1 The Company shall:


(a) grant or procure to be granted to the Supplier (including its employees and agents all such rights (if any) in relation to the Site (or any part of it) which the Company determines are reasonably necessary for the purposes of providing the Services/delivering the Goods including access for providing the Services/Goods and for bringing on to, removing from and using on the Site any Supplier’s Equipment. 

For the avoidance of doubt, unless otherwise agreed in writing by the Company, nothing shall require the Company to grant or to procure to be granted any right which is exclusive to the Supplier or which restricts or may restrict the rights of the Company, or any third party; and


(b) notify the Supplier, before the commencement of the provision of the Services/Goods, of all of the rights granted under clause 9.1(a) and the terms and conditions upon which such rights have been granted.


9.2 The Supplier shall:


(a) with respect to the Site, at its own expense comply with and procure that its employees and agents comply with all Applicable Laws and all of the Site Regulations (if any) particularly (but without limitation) those relating to health and safety; and


(b) not exercise or purport to exercise any rights in respect of the Site (or any part of it) in excess of those which have been granted under clause 9.1.


9.3 For the avoidance of doubt, nothing in these clauses shall relieve the Supplier of its contractual, statutory or common law responsibilities or obligations in relation to the Site (or any part of it).


9.4 The parties agree that the rights granted under this clause 9 to the Supplier (including its employees and agents) and/or the provision of any office space shall take effect as a licence only and does not grant the Supplier exclusive possession nor create a tenancy. Where office space is provided the Company may in its absolute discretion notify the Supplier that the office space is at a different location or move the Supplier at any time to another location.


10 Equipment


10.1 The Supplier shall not use or permit to be used any equipment or materials of the Company in the performance of the Services/delivery of the Goods or otherwise without the prior written consent of the Company and on such terms as the Company may in its sole discretion determine. 


10.2 Any equipment, vehicles, tools and other articles of any kind of a moveable nature of the Company that are provided by the Company to the Supplier in connection with the provision of the Services shall be at the Supplier's risk from the time of receipt by the Supplier until their redelivery to the Project Manager. The Supplier shall effect and maintain, for the period during which such items are at the Supplier’s risk, appropriate all risks insurance cover with respect to such items for their full replacement value. The Supplier shall ensure that, at all times, such insurance contains a ‘primary insurance’ endorsement and, for the avoidance of doubt, the provisions of clause 14.2 (Insurance) shall apply in relation to such insurance.

10.3 The Supplier shall:


(a) be responsible for all proper welfare and amenity facilities for its personnel whilst they are on the Site and for observance by the Supplier, its employees and agents of all applicable health and safety precautions necessary for the protection of such persons and others visiting the Site, including any precautions required to be taken pursuant to any Applicable Laws; and


(b) in providing the Goods/Services, ensure that there is no avoidable interference at the Site with the operations of the Company or of any other sub-contractors of such parties and the use and enjoyment of any public rights or of any property (whether or not such property is owned by the Company), and shall use its best endeavours to minimise the nature and duration of any unavoidable interference.


10.4 Except as otherwise agreed in writing by the Company the Supplier shall, at its own risk and expense provide everything necessary for the provision of the Goods/Services including the provision of the Supplier’s Equipment, which shall remain the responsibility and at the risk of the Supplier who shall be liable for its delivery, unloading, loading, insurance, maintenance, care, safety, storage and removal. The Supplier shall remove all Supplier’s Equipment from the Site at the end of each of its visits and leave the Site in an undamaged, clean, tidy and safe condition.


11 Supplier's Personnel


11.1 The Project Manager may on notice require the Supplier to remove (or cause to be removed) any member of the Supplier Personnel, who, in the reasonable opinion of the Company or the Project Manager persists in any misconduct, is guilty of any gross or wilful misconduct, is incompetent or negligent in the performance of their duties, fails to conform with any material provisions of this Agreement or persists in any conduct which is prejudicial to safety, health, or the protection of the environment. 


11.2 The Supplier and the Supplier Personnel shall comply with all reasonable directions given by the Company. 


12 Data Protection Compliance


12.1 Both Parties will comply with all applicable requirements of the Data Protection Laws. This clause is in addition to, and does not relieve, remove or replace, a party's obligations under the Data Protection Laws.

12.2 The Parties acknowledge that for the purposes of the Data Protection Laws, the Company is the Data Controller and the Supplier is the Data Processor (where Data Controller and Data Processor have the meanings as defined in the Data Protection Laws). 

12.3 Without prejudice to the generality of clause 12.1, the Supplier shall, in relation to any Personal Data processed in connection with the performance by the Supplier of its obligations under this Agreement (further details of which are set out in Schedule 7):


(a) process that Personal Data only in accordance with, and to the extent of, the written instructions of the Company and in accordance with this Agreement and shall not process the Personal Data for any other purpose. The Supplier will keep a record of any processing of personal data it carries out on behalf of the Company;

(b) promptly comply with any request from the Company requiring the Supplier to amend, transfer or delete the Personal Data;

(c) provide, at the Company’s request, a copy of all Personal Data held by it in connection with this Agreement in the format and on the media reasonably specified by the Company;

(d) ensure that it has in place all appropriate technical and organisational measures to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, Personal Data appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected, having regard to the state of technological development and the cost of implementing any measures (those measures may include, where appropriate, pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of its systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the technical and organisational measures adopted by it); 

(e) ensure that all personnel who have access to and/or process Personal Data (of which such access shall be limited to those employees who need access to the Personal Data to meet the Supplier’s obligations under this Agreement) are: obliged to keep the Personal Data confidential; reliable; have undertaken training in the laws relating to the handling of Personal Data; and are aware of each Party’s duties and their personal duties under Data Protection Laws and this Agreement;

(f) not transfer any Personal Data outside of the European Economic Area unless the prior written consent of the Company has been obtained and the following conditions are fulfilled:

(i) 
the Supplier has provided appropriate safeguards in relation to the transfer (including but not limited to using the EU standard contractual clauses or binding corporate rules);

(ii)
the Data Subject has enforceable rights and effective legal remedies;

(iii) 
the Supplier complies with its obligations under the Data Protection Laws by providing an adequate level of protection to any Personal Data that is transferred; and

(iv) 
the Supplier complies with the reasonable instructions notified to it in advance by the Company with respect to the processing of the Personal Data;

(g) assist the Company in responding to any request from a Data Subject in respect of this Agreement (and shall forthwith forward to the Company any such requests it receives) and in ensuring compliance with its obligations under the Data Protection Laws with respect to security, breach notifications, impact assessments and consultations with supervisory authorities or regulators. Furthermore, if the Supplier receives any complaint, notice or communication which relates directly or indirectly to the processing of the Personal Data under this Agreement it shall immediately notify the Company and it shall provide the Company with full co-operation and assistance in relation to any such complaint, notice or communication.

(h) notify the Company without undue delay on becoming aware of a Personal Data breach, any unauthorised or unlawful processing, loss of, damage to or destruction of the Personal Data and take all necessary corrective action at the Supplier’s cost; 

(i) at the written direction of the Company, delete or return Personal Data and copies thereof to the Company on termination of the Agreement unless required by Applicable Law to store the Personal Data; 

(j) maintain complete and accurate records and information to demonstrate its compliance with this clause and allow for the Company or its designated auditor(s) to inspect/audit all facilities, equipment, documents and electronic data relating to the processing of Personal Data by the Supplier under this Agreement; and

(k) not do or omit to do anything which causes the Company to breach any Data Protection Laws or contravene the terms of any registration, notification or authorisation under any Data Protection Laws of the Company. 

12.4 The Supplier shall not appoint any third party processor of Personal Data under this Agreement without the Company’s prior written agreement. Any such consent given will be on the condition that the Supplier confirms that it has entered into or (as the case may be) will enter into a written agreement with the third-party processor incorporating terms which are substantially similar to those set out in this clause. As between the Company and the Supplier, the Supplier shall remain fully liable for all acts or omissions of any third-party processor appointed by it with the Company’s agreement pursuant to this clause.


12.5 The Supplier will indemnify, defend and hold harmless the Company and its respective directors, officers, agents, successors and assigns from any and all losses that they may suffer or incur arising from or in connection with any breach by the Supplier and/or Supplier Personnel of the obligations set out in this clause 12.


13 Liability


13.1 Subject to clause 13.5 below, the Company shall not be liable for any of the following Losses, whether arising in contract, tort (including negligence), breach of statutory duty, restitution, under any indemnity or otherwise:


(a) any loss of profits, interest, goodwill, business opportunity, business revenue or anticipated savings (whether direct, indirect or consequential in nature); or 

(b) any indirect, special, punitive or consequential losses, 


whether of the Supplier or any third party and howsoever arising out of or in connection with this Agreement, even if such Losses were foreseeable and notwithstanding that it had been advised of the possibility that such Losses were in the contemplation of the Supplier or any third party.


13.2 The Supplier shall indemnify and keep indemnified, defend and hold harmless the Company and in each case their respective officers, directors, employees, agents, successors and assigns, from any and all Losses that a court finally awards or that is agreed in a settlement approved by the Supplier, or is incurred or suffered by or made against any of them to the extent resulting directly or indirectly from, or connected in any way with any of the matters listed below (whether or not such Losses were foreseeable at the date of entering this Agreement):


(a) arising out of or in respect of or caused or contributed to by the Goods/Services, the Deliverables, the Supplier’s Equipment and/or the Supplier’s breach of this Agreement;


(b) any claim that any Goods/Deliverable, Material and/or Intellectual Property Right provided or licensed by or on behalf of the Supplier to the Company or the use, reproduction or exploitation of any of the same by or on behalf of any such parties, infringes a third party’s Intellectual Property Rights (Supplier Intellectual Property Infringement); 


(c) any act or omission (including negligence, wilful default or dishonesty) of the Supplier and/or Supplier Personnel; 


(d) any death of or personal injury to any employees, agents, sub-contractors or other persons of the Supplier or the Company or to any third party, to the extent caused by any act, omission or default of the Supplier and/or Supplier Personnel; 


(e) all Losses (including, without limitation, in relation to allegations of unfair dismissal, breach of contract, sex, race, disability or age discrimination, equal pay, redundancy payments, protective awards, awards pursuant to Regulations 12 and 15 of TUPE, any other claim under the Employment Rights Act 1996 or the Trade Union and Labour Relations (Consolidation) Act 1992 or the Working Time Regulations 1998) howsoever and whenever arising under or in connection with the Transfer of Undertakings (Protection of Employment) Regulations 2006 (as amended) due to the transfer or alleged transfer of any contracts of employment of any of the Supplier Personnel to the Company or a provider of Replacement Services on termination or expiry (in whole or in part) of the Agreement. The Supplier shall indemnify and keep indemnified and hold harmless the Company and any third party providing Replacement Services against such Losses after the termination (whether in whole or in part) of this Agreement.

13.3 In the event of any Supplier Intellectual Property Infringement, or where the Supplier reasonably believes one is likely to occur, the Supplier shall, in addition to its obligation to indemnify and to the other rights the Company may have under this Agreement, at the Supplier's expense promptly secure the right to continue using the relevant Deliverable, Material and/or Intellectual Property Right free of charge and on the terms of this Agreement or, where the Supplier is unable to procure such rights, make such alteration, modification or adjustments to or replace the item in question free of charge within twenty (20) Business Days (or such other period agreed in writing with the Company) as is necessary and acceptable to the Company in order to make the materials non-infringing (without reducing or adversely affecting the functionality or performance thereof).


13.4 The Supplier shall notify the Company as soon as it knows or becomes aware of any event arising in connection with this Agreement which it believes may give rise to a claim under the provisions of this clause 13 and the Supplier shall not make any admissions which may be prejudicial to the defence or settlement of any third party claim, allegation, demand or action in connection with any indemnities given in this Agreement.

13.5 Nothing in this Agreement excludes or limits the liability of either Party for death or personal injury caused by its own negligence (or the negligence of its directors, employees, agents or sub-contractors), for fraudulent misrepresentation by it, for fraud or for any matter for which it would be illegal for either Party to exclude or to attempt to exclude its liability.

13.6 Subject to clauses 13.1 and 13.5, the total aggregate liability of the Company (including all of its employees, servants, agents or sub-contractors) howsoever arising under or in connection with this Agreement and whether in contract, tort (including negligence) breach of statutory duty, restitution, under any indemnity or otherwise,  shall be limited to the Contract Price. 

13.7 The Company and the Supplier acknowledge that the above provisions of this clause 13 (Liability) are reasonable and are reflected in the Contract Price.

13A
IT Systems


13A.1
Where the Goods and/or Services are to be delivered, managed or ordered via an online portal or other management software (referred to collectively as the “IT Platform”), the Supplier warrants and represents the following:


(a)
the Supplier shall have in place and maintain all appropriate and proportionate technical and organisational measures, including all measures referred to in international security standards ISO/IEC 27001:2013 (Information security management systems: Requirements) and ISO/IEC 27002:2013 (Code of practice for information security controls) ISO/EIC 27019, and PCI-DSS(v3.2.1) ISA 62443;

(b)
that the IT Platform is functioning properly and in accordance with all applicable specifications and is not defective in any respect and contain no software virus or other malware; and

(c) 
that the Supplier has in place appropriate security controls to protect the confidentiality, integrity and availability of both the platform and Company Data incorporating disaster recovery and business continuity capabilities

13A.2
The Supplier will indemnify, defend and hold harmless the Company and its respective directors, officers, agents, successors and assigns from any and all losses that they may suffer or incur arising from or in connection with any breach by the Supplier and/or Supplier Personnel of the obligations set out in this clause 13A.


14 Insurance


14.1 The Supplier shall maintain (at its sole cost) adequate insurance cover to meet any liabilities which may arise with respect to its performance or failure to perform its obligations under this Agreement for such period as is necessary to ensure that insurance is provided for all such liabilities irrespective of when any claim in relation to any such liability is made (Insurances). Minimum insurance levels and minimum policy requirements are as set out within the Summary schedule.

14.2 The Supplier shall on request provide an insurance broker’s letter to the Company confirming that the Insurances are in full force and effect.


15 Assignment and Sub-Contracting


15.1 The Supplier shall not assign nor otherwise transfer, nor sub-contract, any of its rights or obligations under this Agreement (in whole or in part) without the prior written consent of the Company, which shall not be unreasonably withheld.


15.2 If the Supplier sub-contracts any part of the delivery of the Goods/performance of the Services, then the Supplier shall not be relieved from any liability or obligation whatsoever under this Agreement, and the Supplier shall be fully responsible for the acts, omissions or defaults of any sub-contractor (and its employees) as if they were the acts, omissions or defaults of the Supplier. 


15.3 The Company shall have the right to assign the benefit or novate the benefit and the burden of this Agreement in whole or in part to any third party provided always that in the case of any assignment, the Company shall serve notice of the assignment upon the Supplier as soon as reasonably practicable after completing such an assignment. The Supplier agrees that it shall enter into such form of agreement as the Company may reasonably require to effect the novation by the Company of any of its obligations under this Agreement to a third party and to release the Company from its obligations and liabilities hereunder.


16 Termination


16.1 The Company may (without prejudice to any of its other rights, powers or remedies) terminate this Agreement or any part of this Agreement and/or the Goods/Services  immediately by notice to the Supplier upon the occurrence of any of the following:


(a) the Supplier suffering any Event of Insolvency; and/or

(b) the Supplier breaching any of its confidentiality obligations as set out in this Agreement or committing any repudiatory act.

16.2 The Company may terminate the Agreement for convenience on not less than three (3) months’ written notice to the Supplier. 


16.3 Either Party shall have the right to terminate this Agreement immediately by notice to the other Party if the other Party is in material breach of this Agreement and either such breach is incapable of remedy or, where such breach is capable of remedy, the other Party fails to remedy such breach within ten (10) Business Days of the date of service of a notice specifying the breach and requiring it to be remedied.


16.4 Termination or expiry of this Agreement shall not prejudice any rights, powers or remedies of either Party which had arisen on or before the date of termination or expiry and shall not affect the coming into force or the continuation in force of any term that is expressly or by implication intended to come into or continue in force. Upon the termination or expiry of this Agreement each Party shall (if required by the other Party) promptly return to the other all Materials and other property of the other held by it and the Supplier shall (if required by the Company) remove all Supplier’s Equipment remaining on the Site in accordance with clause 10.4 and shall otherwise immediately cease to exercise the rights granted under clause 9.1 (if any).


16.5 The Supplier shall following termination of this Agreement co-operate with and provide the Company with such information, advice and/or ongoing assistance as the Company may require (at the Company's request and, if terminated by the Company other than pursuant to clause 16.2, at the Supplier's expense) in order to ensure that such termination and its consequences causes the minimum disruption to the Company's business and affairs and the performance of its responsibilities, and in order to enable a smooth and seamless transition of the performance of the Services/delivery of the Goods to a new provider.

16.6 For the avoidance of doubt, the Company shall not be obliged to pay any cancellation charge or other compensation to the Supplier (including, without limitation, in respect of redundancy payments for the Supplier’s employees or loss of profits) by reason solely of termination of this Agreement by the Company.


17 Notices


17.1 All notices to be given to a party under this Agreement shall be in writing in English and shall be marked for the attention of the person, and delivered by hand or sent by first class pre-paid post to the address detailed at the head of this Agreement. All notices sent to the Company must be copied to the Company Secretary and Legal Director.  A party may change the details recorded for it in this clause by notice to the other in accordance with this clause 17.1.


17.2 A notice shall be treated as having been received: if delivered by hand between 9.00 am and 5.00 pm on a Business Day (Business Hours), when so delivered; and if delivered by hand outside Business Hours, at the next start of Business Hours; and if sent by first class post, at 9.00am on the Business Day after posting if posted on a Business Day, and at 9.00am on the third Business Day after posting if not posted on a Business Day.

18 Contracts (Rights of Third Parties) Act 1999


18.1 The rights accruing to the Company under this Agreement shall also extend for the benefit of Northern Gas Networks Limited (as ultimate asset owner). 

18.2 Subject to clause 18.1 and where otherwise expressly set out in this Agreement, this Agreement is only enforceable by the original Parties to it and by their successors in title and permitted assignees and any rights of any other person to enforce or rely upon any term of this Agreement pursuant to the Contracts (Rights of Third Parties) Act 1999 are excluded.


19  Force Majeure


19.1 Neither Party to this Agreement shall be deemed to be in breach of this Agreement or otherwise liable to the other Party in any manner whatsoever for any failure or delay in performing its obligations under this Agreement to the extent (and solely for the duration) that the same is caused by reason of Force Majeure. 


19.2 If a Party is unable to perform any of its obligations under this Agreement by reason of Force Majeure then it shall give written notice to the other Party, specifying the nature, extent and anticipated impact of the Force Majeure, immediately on becoming aware of the Force Majeure and will at all times use all reasonable endeavours to mitigate the severity of the Force Majeure. The Company shall only be obliged to pay the Supplier for the Services actually performed/Goods actually delivered during the Force Majeure. 


19.3 Immediately upon the cessation of the Force Majeure the Party affected shall serve a notice informing the other Party in writing that the Force Majeure has ceased. The Party affected shall thereafter immediately resume full performance of its obligations under this Agreement save where the Company has terminated this Agreement in accordance with clause 19.4 below. 


19.4 If pursuant to this clause 19 (Force Majeure), the Supplier is excused from the performance of any Services/delivery of Goods for a period exceeding 30 days, then the Company (whether or not it has previously exercised its rights under this clause), may terminate the whole or any relevant part of this Agreement or any Goods delivery/Services affected by the Force Majeure by giving written notice of termination to the Supplier.


20 General


20.1 Each Party will do or procure the doing of all acts and things and execute or procure the execution of all such documents as the other Party reasonably considers necessary to give full effect to the provisions of this Agreement.


20.2 No failure to exercise, nor any delay in exercising any right or remedy hereunder shall operate as a waiver thereof or of any other right or remedy hereunder, nor shall any single or partial exercise of any right or remedy prevent any further or other exercise thereof or the exercise of any other right or remedy. 


20.3 Nothing in this Agreement is to be construed as establishing or implying any partnership or joint venture between the parties, or as appointing any party as the agent or employee of any other party.  


20.4 If any provision of this Agreement is declared by a judicial or other competent authority to be wholly or partly void, voidable, illegal or otherwise unenforceable that provision shall be deemed to be severed from this Agreement and will not affect any other provisions of this Agreement, which will remain in full force and effect, and enforceable to fullest extent permitted by law. The Parties will in good faith endeavour to agree to amend this Agreement to reflect as nearly as possible the spirit and intention behind the void, voidable, illegal or otherwise unenforceable provision.


20.5 The Supplier shall not at any time publish or permit to be published either alone or in conjunction with any other person any information, article, photograph, illustration or any other material of whatever kind, relating to this Agreement or the business of the Company generally, without the prior written consent of the Company. Such consent shall only relate and apply to each specific request for consent.


20.6 This Agreement (together with all other documents to be entered into pursuant to it and those referred to in this Agreement) sets out the entire agreement and understanding between the parties, and supersedes all proposals and prior agreements, arrangements, course of dealings and understandings between the parties, whether written or oral, relating to its subject matter.


20.7 Each party acknowledges that in entering into this Agreement (and any other document to be entered into pursuant to it and / or referred to in this Agreement) it does not rely on any representation, warranty, collateral contract or other assurance of any person (whether party to this Agreement or not) that is not set out in this Agreement or the documents referred to in it.  Nothing in this Agreement shall, however, limit or exclude any liability of either party for fraud or fraudulent misrepresentation.


20.8 Save as expressly indicated otherwise, all rights, powers and remedies granted to either of the Parties shall be cumulative and without prejudice to any other right, power or remedy of the Company no single or partial exercise of any right, power or remedy shall restrict or prejudice any other or further exercise of it or the exercise of any other right, power or remedy available to it.

20.9 No variation of the provisions of this Agreement shall be valid unless in writing signed by a duly authorised representative of the Company and a duly authorised representative on behalf of the Supplier.


20.10 This Agreement may be executed in any number of counterparts and by the parties on separate counterparts, but shall not take effect until each party has executed at least one counterpart and exchanged it with the other. Each counterpart shall constitute an original of this Agreement, but all counterparts together shall constitute a single agreement.


20.11 This Agreement shall be governed by the laws of England and Wales and the parties agree that the courts of England and Wales shall have exclusive jurisdiction over any claim or matter arising out of or in connection with this Agreement.

Signed by the Parties or their duly authorised representatives on the date of this Agreement.
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Schedule 3 

EUROPEAN INVESTMENT BANK NOTICE




[image: image2.emf]NOTICE TO SUPPLIERS 


European Investment Bank Contractual Requirements   


 


To whom it may concern, 


 


Northern Gas Networks (NGN) from time to time receives funding from the European  Investment 


Bank (EIB) in respect of certain of its capital and other qualifying projects.  


Pursuant to this funding, the EIB requires NGN’s suppliers to comply with the following audit and 


integrity related obligations in respect of all contracts (Contracts ) between NGN and each of its 


suppliers:    


(i) to promptly inform NGN and the EIB of any genuine allegation, complaint or 


information received or held with regard to criminal offences (being any of the 


following criminal offences as applicable: fraud, corrupt ion, coercion, collusion, 


obstruction, money laundering, financing of terrorism);  


 


(ii) in relation to an alleged criminal offence (as defined above), to allow NGN and/or the 


EIB to review the supplier’s books and records in relation to the Contracts and to tak e 


copies of documents to the extent permitted by law; and  


 


(iii) to keep books and records of all financial transactions and expenditures in connection 


with the Contracts.  


 


These provisions shall be deemed incorporated into all contracts in place between each s upplier and 


NGN.  




Schedule 4

Payment 


1 General


1.1 [An invoice for the Contract Price shall be submitted on completion of the Services as set out in paragraph 1.3 below.]

1.2 Subject to the terms in the main body of the Agreement, the Company will pay each valid invoice within 30 days of receipt.  If the Construction Act applies to this Agreement, a validly rendered invoice becomes due for payment fifteen (15) days after the date of receipt by the Company and the final date for payment shall be fifteen (15) days after the due date.

Schedule 5

Goods – Additional terms 


1.
Delivery


1 The Supplier shall, unless otherwise agreed in writing between the Supplier and the Company, deliver to, off-load and place the Goods at the agreed delivery point on the agreed delivery date or if the Company expressly agrees in writing otherwise before the delivery date.  If the Supplier fails to deliver to and off-load any Goods at the correct delivery point (otherwise than by reason of fault on the part of the Company), the Supplier shall be solely responsible for the costs of correctly re-delivering to and off-loading such Goods accordingly. 

2 The ownership of and risk in the Goods shall remain with the Supplier and shall not pass to the Company until the Goods have been delivered to the agreed delivery point and signed for by a duly authorised representative of the Company, whereupon ownership of and risk in the Goods shall automatically vest in the Company.

3 All Goods must be properly packaged, labelled and secured in such a manner as to reach their destination in good condition, undamaged and otherwise in accordance with the provisions of this Agreement. 

4 Any delivery of Goods shall be accompanied by a delivery note which adequately describes the Goods delivered including the quantity.  The signing of the delivery note by the Company shall be proof only of the actual receipt of the Goods, and such signing shall not constitute or be deemed to constitute either inspection or acceptance of the Goods and shall not prejudice the right of the Company to subsequently reject the Goods. The Supplier shall not be entitled to payment for any Goods unless a duly authorised representative of the Company has signed the relevant delivery note.

5 Unless otherwise agreed in writing between the Company and the Supplier, the Supplier will deliver the Goods on the agreed delivery date and at the time or times or between the hours agreed.  If no date, time and/or hours are specified in the Agreement the Supplier shall deliver the Goods on a Business Day between the hours of 09:00 to 17:00 inclusive.

2 Right of Rejection and Cancellation


6 Without prejudice to any of the other rights, powers or remedies of the Company (whether express or implied), if the Supplier fails to deliver or delays in delivering any Goods (or any part of them) by their relevant delivery date, or if the Supplier is otherwise in breach of this Agreement, or if the Company terminates this Agreement in accordance with clauses 16.1 or 16.3, then the Company may, whether or not the Goods (or any part of them) have been accepted by the Company, by notice to the Supplier:

(a) cancel the Agreement in whole or in part; and/or


(b) recover from the Supplier all additional costs, losses and expenses reasonably incurred by the Company which is properly attributable to the Supplier’s failure to deliver or delay in delivering the Goods by their delivery date or which arises from its breach of this Agreement or the termination of this Agreement pursuant to clauses 16.1 or 16.3  including, without limitation, all additional costs incurred by the Company in obtaining the Goods (or any part of them) in substitution from an alternative supplier.


7 If any of the Goods, or the packaging or the labelling of the Goods, delivered by the Supplier do not conform with the provisions of this Agreement, whether because they do not comply with the Specification or because they do not comply with the quantity, size or other measurement stated in this Agreement or because they are not of satisfactory quality or fit for their purpose, or they do not so conform for any other reason the Company shall, without prejudice to any of its other rights, powers or remedies, have the right to reject such Goods by notice to the Supplier. 

8 When returning rejected Goods, the Company shall be entitled to return such Goods to the Supplier at the risk and cost of the Supplier.

3 Repair, Replacement and Refunds


9 Without prejudice to any of the other rights, powers or remedies of the Company , if the Company:

(a) rejects any Goods under the Agreement; or


(b) notifies the Supplier of a breach of the Agreement Warranty   () WaREF _Ref190084276 \h 
Error! Reference source not found.
in respect of any Goods,


then the Supplier shall, at the sole option of the Company and the Supplier's sole cost, and as soon as reasonably practicable (but in any event within ten (10) Business Days of receipt of such a notice, perform the obligations detailed below with respect to those Goods which are the subject of such a notification.


10 The Supplier shall (at its cost), in the circumstances detailed above, and with respect to such Goods as are the subject of a notice from the Company either (at the Company's option):

(a) repair them; 


(b) replace them;


(c) pay to or credit the Company with a refund of the price paid in respect of them; or


(d) provide a combination of the remedies set out above, 


in each case unless:


(i) the Company has materially altered, installed, used or stored such Goods contrary to any reasonable instructions provided by the Supplier to the Company in writing at the time of the Agreement; and 


(ii) the rejection Warranty   () WaREF _Ref190084276 \h 
Error! Reference source not found.
is wholly attributable to such alteration, installation, use or storage.


11 The Company may give the Supplier a reasonable opportunity to repair or replace any Goods pursuant to this Schedule. However, if the Supplier is unable or unwilling or fails to provide replacement Goods or to repair Goods pursuant to this Schedule so that they conform with this Agreement within such period as the Company shall reasonably determine is necessary, nothing shall prevent the Company from purchasing replacement Goods from or having Goods repaired by an alternative supplier and to recover from the Supplier all additional costs, losses and expenses reasonably incurred by the Company which is properly attributable to the Company obtaining replacement or repaired Goods from such alternative supplier.

4 Quality of the Goods 

The Goods shall:

(i) be of satisfactory quality within the meaning of the Sale of Goods Act 1979 (as amended) and fit for any purpose held out by the Supplier or made known to the Supplier in writing at or before the time of formation of this Agreement; 


(ii) be free from defects in design, materials or workmanship; 


(iii) comply in all respects with all Applicable Laws relating to the Goods and to the packaging and labelling of the Goods; and

(iv) comply with the Specification.

Schedule 6 


Corporate Criminal Offences 

1A.
Anti-Bribery and Corruption 


1. COMPLIANCE WITH RELEVANT REQUIREMENTS 

1.1 The Supplier shall:


(a) comply with all applicable laws, statutes, regulations, and codes relating to anti-bribery and anti-corruption including but not limited to the Bribery Act 2010 (Relevant Requirements);


(b) 

not engage in any activity, practice or conduct which would constitute an offence under sections 1, 2 or 6 of the Bribery Act 2010 if such activity, practice or conduct had been carried out in the UK;


(c) have and shall maintain in place throughout the term of this agreement its own policies and procedures, including but not limited to adequate procedures under the Bribery Act 2010, to ensure compliance with the Relevant Requirements, and subparagraph 1.1(b) above, and will enforce them where appropriate;


(d) promptly report to the Company any request or demand for any undue financial or other advantage of any kind received by the Supplier in connection with the performance of this agreement;


(e) shall provide to the Company such supporting evidence of compliance with this subparagraph 1 as the Company may reasonably request.


1.2 The Supplier shall ensure that any person associated with the Supplier who is performing services in connection with this agreement does so only on the basis of a written contract which imposes on and secures from such person terms equivalent to those imposed on the Supplier in this subparagraph 1 (Relevant Terms). The Supplier shall be responsible for the observance and performance by such persons of the Relevant Terms, and shall be directly liable to the Company for any breach by such persons of any of the Relevant Terms.


1.3 Breach of this subparagraph 1 shall be deemed a material breach under the termination clause in the main body of the Agreement.


1.4 For the purpose of this subparagraph 1, the meaning of adequate procedures and whether a person is associated with another person shall be determined in accordance with section 7(2) of the Bribery Act 2010 (and any guidance issued under section 9 of that Act), and section 8 of that Act respectively. For the purposes of this subparagraph 1 a person associated with the Supplier includes but is not limited to any subcontractor of the Supplier.


1B.
Anti-Slavery and Human Trafficking 


1. COMPLIANCE WITH ANTI-SLAVERY AND HUMAN TRAFFICKING LAWS AND POLICIES


1.1
In performing its obligations under the agreement, the Supplier shall:


(a) comply with all applicable anti-slavery and human trafficking laws, statutes, regulations and codes from time to time in force including but not limited to the Modern Slavery Act 2015; and


(b) have and maintain throughout the term of this agreement its own policies and procedures to ensure its compliance; and


(c) not engage in any activity, practice or conduct that would constitute an offence under sections 1, 2 or 4, of the Modern Slavery Act 2015 if such activity, practice or conduct were carried out in the UK; and


(d) include in its contracts with its subcontractors and suppliers anti-slavery and human trafficking provisions that are at least as onerous as those set out in this subparagraph.


2. DUE DILIGENCE


2.1
The Supplier represents and warrants that:


(a) neither the Supplier nor any of its officers, employees or other persons associated with it:


(i) has been convicted of any offence involving slavery and human trafficking; and


(ii) has been or is the subject of any investigation, inquiry or enforcement proceedings by any governmental, administrative or regulatory body regarding any offence or alleged offence of or in connection with slavery and human trafficking.


2.2
The Supplier shall implement due diligence procedures for its subcontractors and suppliers and other participants in its supply chains, to ensure that there is no slavery or human trafficking in its supply chains.


3. REPORTS


3.1
The Supplier shall notify the Company as soon as it becomes aware of any actual or suspected slavery or human trafficking in a supply chain which has a connection with this agreement.


3.2
The Supplier shall prepare and deliver to the Company on request a report setting out the steps it has taken to ensure that slavery and human trafficking is not taking place in any of its supply chains or in any part of its business.


1C.
Anti-facilitation of tax evasion 


1.
ANTI-FACILITATION OF TAX EVASION 

1.1
The Supplier shall:


(a) not engage in any activity, practice or conduct which would constitute either:


(i) a UK tax evasion facilitation offence under section 45(5) of the Criminal Finances Act 2017; or


(ii) a foreign tax evasion facilitation offence under section 46(6) of the Criminal Finances Act 2017;


(b) have and shall maintain in place throughout the term of this agreement such policies and procedures as are both reasonable to prevent the facilitation of tax evasion by another person (including without limitation employees of the Supplier) and to ensure compliance with subparagraph 1.4(a) above;


(c) promptly report to the Company any request or demand from a third party to facilitate the evasion of tax within the meaning of Part 3 of the Criminal Finances Act 2017;


(d) provide the Company with such supporting evidence of compliance with this subparagraph as the Company may reasonably request.


1.2
The Supplier shall ensure that any person associated with the Supplier who is performing services and providing goods in connection with this agreement does so only on the basis of a written contract which imposes on and secures from such person terms equivalent to those imposed on the Supplier in this subparagraph 1 (Relevant Terms). The Supplier shall be responsible for the observance and performance by such persons of the Relevant Terms, and shall be directly liable to the Company for any breach by such persons of any of the Relevant Terms.


1.3
Breach of this subparagraph 1 shall be deemed a material breach under the termination clause set out in the main body of the Agreement.


1.4
For the purposes of this subparagraph 1, the meaning of reasonable prevention procedure shall be determined in accordance with any guidance issued under section 47 of the Criminal Finances Act 2017 and a person associated with the Supplier includes but is not limited to any subcontractor of the Supplier.

1D.
Blocked Persons 


1.1
The Supplier represents, warrants, and covenants that (i) it is not and is not controlled by a Blocked Person, (ii) it is not a target of sanctions that have been imposed by the United Nations Security Council, the European Union, Her Majesty’s Treasury, the Canadian government (including Global Affairs Canada) or the U.S. government (including the U.S. Department of State), the U.S. Department of Commerce, including the U.S. Office of Foreign Assets Control (OFAC), (collectively, “Sanctions Authorities”), and (iv) the items and services provided by the Supplier to the Customer were not procured from a Blocked Person or in violation of any sanction administered or enforced by any Sanctions Authorities..

For the purposes of this clause “Blocked Person” means (a) a person whose name appears on the list of Specially Designated Nationals and Blocked Persons published by OFAC, (b) a person, entity, organization, country or regime that is blocked or a target of sanctions (in the case of a country, only a country that is blocked or a target of country-wide sanctions) that have been imposed under U.S. Economic Sanctions Laws or (c) a person that is an agent, department or instrumentality of, or is otherwise beneficially owned by, controlled by or acting on behalf of, directly or indirectly, any person, entity, organization, country or regime described in paragraph (a) or (b).

The Economic Crime and Corporate Transparency Act 2023

1.1 The Supplier shall comply with all applicable provisions of the Economic Crime and Corporate Transparency Act 2023 ("ECCTA").

1.2 The Supplier shall not commit any offence set out in, or breach any provisions of, the ECCTA. 

1.3 If the Supplier is charged and/or prosecuted for any breaches of ECCTA (including the failure to prevent fraud) this shall be deemed a material breach under the termination clause set out in the main body of the Agreement.

1.4 The Supplier shall maintain and enforce policies and procedures to ensure compliance with the ECCTA and shall provide evidence of such compliance to the Company upon request.


Schedule 7


Data Processing Activities

		Subject matter of the processing:

		



		Purpose of the processing:

		



		Duration of the processing:

		



		Types of Personal Data:

		



		Categories of Data Subject:

		





Schedule 8

Artificial Intelligence 

1.5 The Supplier shall give the Company as much advance notice as possible if it proposes to use any artificial intelligence (AI) system as part of providing the Goods or Services.


1.6 Where any AI is used, the Supplier shall implement and adhere to meaningful, responsible and ethical practices when designing, implementing, monitoring, training, testing, deploying, or otherwise developing or using AI systems. This includes adhering to all applicable:


(a) laws and regulations;


(b) industry requirements and standards;


(c) guidance and codes of practice issued by a relevant regulatory authority 


(d) policies of the Company which it deems relevant to the Goods or Services. 


1.7 The Supplier shall: 


(a) ensure that any AI systems developed or used by the Supplier are robust, secure, and safe throughout their entire lifecycle;


(b) develop and use AI systems in a way that respects human rights and human-centric values, including:


(i) fairness, sustainability, equality, diversity, privacy and data protection; and


(ii) avoiding discrimination and bias; 


(c) be transparent about when and how AI is used and how results re validated and/or verified;

(d) ensure the explainability, auditability and traceability of any AI systems used or developed by the Supplier, including their outputs and data usage, storage and retention; 


(e) establish and maintain appropriate skills, governance, risk management, policies and procedures that promote the responsible, accountable and ethical use of AI systems; and


(f) where appropriate, ensure that decisions or outcomes from an AI system are contestable.


The Supplier must be able to demonstrate to the Company’s satisfaction that it has embedded these requirements into its responsible AI practices.


1.8 The Supplier must not use or retain the Company’s data or confidential information for the purposes of training or inputting into any AI system or model without prior written approval. 


1.9 Where the Supplier uses third-party providers to develop an AI system, it must implement appropriate risk management and supervision measures to ensure that such third-party provider adheres to the standards set out in this clause. 

1.10 Without prejudice to any other terms of this Agreement, the Supplier shall allow the Company and its Representatives to access the Supplier's premises and records at all reasonable times in order to audit and take copies of the Supplier's records in order to establish compliance with the terms of this schedule. 

Schedule 9

Cyber Resilience 

Definitions


Asset: Any (including third party) tangible or intangible item, resource, or property used in the operation, processing, storage, or transmission of data or systems, including hardware, software, network infrastructure, databases, and configurations.


Backup: A copy of data, files, or systems stored separately from the primary environment to ensure availability and recoverability in the event of a failure, loss, or compromise.

Service: The entirety of the Supplier’s offerings, including infrastructure, applications, networks, systems, and any associated support or managed services provided to the Company.

Cyber Resilience Incident: Any event or circumstance that results (or has the potential to result) in the compromise, loss, or potential loss of confidentiality, integrity, or availability of data, systems, assets, or networks, including, but not limited to, unauthorised access, data breaches, security vulnerabilities, service disruptions, or any other event that could negatively affect the Company’s or Supplier’s ability to perform under this Agreement, including any event which is or would be reportable under regulation 11 of the NIS Regulations.

Cyber Resilience Issue: An occurrence that actually or potentially jeopardises the confidentiality, integrity, or availability of the service, or that constitutes a violation or imminent threat of violation of Company security policies, security procedures, or acceptable use policies.

Cyber Resilience Risk: The potential for loss or damage to the Company’s Networks, Systems Assets, Backups, Data, and reputation as a result of a Cyber Resilience Incident or Cyber Resilience Issue materialising.

Cybersecurity & Resilience Requirements: the Cybersecurity Directive ((EU) 2016/1148), Commission Implementing Regulation ((EU) 2018/151), the Network and Information Systems Regulations 2018 (SI 506/2018) (‘the NIS Regulations’), any guidance from a Competent Authority which applies to the Company (including Ofgem and the Department for Energy Security and Net Zero and from any other regulatory and advisory bodies, whether mandatory or not) and any relevant international and national standards, all as amended or updated from time to time.

Data: Any information, regardless of format or medium, that is processed, stored, transmitted, or used by the Supplier (and third parties) on behalf of the Company, including personal data, proprietary data, operational telemetry, and any other type of business-sensitive data.

Network: Any applicable (including third party) telecommunications infrastructure and communication protocols that connect (Supplier, Third Party and Company) systems, data, and assets, enabling them to interact, transfer data, or facilitate the service. 

System: Any (including third party) software, application, platform, or computing device used to store, process, or transmit data or facilitate the service.

Third Party: Any subcontractors, vendors, or third-party Suppliers engaged by the Supplier to support any part of the services, including, but not limited to, those who may have access to Company data, systems, networks, or infrastructure.

1
Information technology warranties


1.1 The Supplier shall ensure that all (including third party) Networks, Systems, Assets and Data supporting the delivery of the services:

(a) are functioning properly and they are operating in accordance with all applicable laws, regulations, and Company requirements (operational specifications and policies) and the Supplier will ensure these requirements will be upheld throughout the  lifetime of the services provided, for the term of this Agreement.


(b) are not defective in any respect and contain no software virus, other malware or published security vulnerability and have the necessary capabilities deployed (in alignment with industry good practice and recognised international standards) to protect the confidentiality, integrity and availability of all applicable Networks, Systems, Assets and Data used to support the service. This includes any connections to the Company's environment – to ensure the Company’s data and the service is sufficiently protected from unauthorised access, exfiltration and breach.


(c) have implemented the necessary measures (in alignment with industry good practice and internationally recognised standards) to detect potential Cyber Resilience Incidents in real-time. This includes a monitoring function, capable of reviewing and acting upon potential Cyber Resilience Incidents continuously (24/7/365), to prevent any impact on any applicable Networks, Systems, Assets or Data used to support the service. 


(d) operates robust incident response mechanisms, to ensure that the impact of an Cyber Resilience Incident is minimised, this includes ensuring all appropriate incident response, business continuity and disaster recovery plans have been implemented, tested and independently assured, in accordance with measures referred to in international standards and industry good practice and all relevant measures are in place with specific regard to the Networks, Systems, Assets, Backups and Data used, or processed for the purpose of the services, ensuring there is a capable incident management function, which covers comprehensive investigation, prompt communication and collaboration with Companys affected by a Cyber Resilience Incident.


(e) have implemented the necessary measures (in alignment with industry good practice and internationally recognised standards) to promptly recover from a Cyber Resilience Incident affecting the Networks, Systems, Assets and Data used to support the service. This means having appropriate Disaster Recovery and Technology Resilience mechanisms in place, including taking regular immutable backups of all necessary data relating to the service and specific to the Company, independently testing restoration of services from backups and having the necessary documentation in place for independent parties to fully restore services independently of the Supplier.


(f) have robust change management processes in place, to ensure that any technology or business changes do not adversely affect the service, or security of the Company’s Networks, Systems, Assets, Backups and Data. 


1.2 The Supplier warrants that its own organisation and any third parties that are relied upon to support the delivery of the service:


(a) shall comply at all times with the Company’s security policies and procedures relating to the information on or connections to the Company’s network and information systems, including the Company’s Third-Party Cyber Security Standard.

(b) will support the Company with all queries that may require evidence to demonstrate how the Networks, Systems, Assets, Backups and Data meet operational requirements specified by the Company, or as part of the Cybersecurity & Resilience Requirements. This also applies to providing the Company with assurance evidence, to demonstrate that the Cybersecurity and Resilience of the service meets the expectations of an independent third party, auditing against internationally recognised standards.


(c) will provide the Company with an attestation of Cyber Resilience, through the completion of a profile with RiskLedger, which is shared with the Company to review and updated periodically.


(d) will immediately notify the Company of Incidents, or any other relevant risk to Networks, Systems and Data used, or processed, for the purpose of the services provided to the Company. This includes events such as breaches affecting data connections, critical vulnerabilities, personnel issues, or compromise of information (physical or electronic). 


1.3 Without prejudice to the remainder of this Schedule, the Network and Information Systems, Assets, Backups and Data will meet any additional operational requirements specified by the Company acting reasonably, during the provision of the Services (including any additional requirements which may be specified by the Company) and will use all reasonable endeavours to ensure that the additional requirements have the capability to meet the specified operational requirements during operation and maintenance, in accordance with any agreed support levels. These requirements, and any additional requirements specified by the Company, must be satisfactorily tested by the Supplier before being implemented in the operational environment with any such results, including any issues, being shared with the Company.


1.4 During the seven-year period up to and including the commencement of the Services, the Supplier has not been in breach of any data security requirement or breach notification requirement under the Cybersecurity & Resilience Requirements, nor has it been the subject of any Incident, or any data breach and the Supplier has passed all regulatory inspections to which it has been subject.


2
Additional Requirements


1.5 The Supplier (and all third parties) will engage with the Company’s appointed software escrow agent and shall deposit (including for verification) a copy of all source code, databases, passwords and any other documentation relating to the service which are required to further maintain and operate the service. Unless otherwise agreed between the Parties, the Company shall pay all costs associated with this clause (excluding legal costs).


1.6 The Supplier agrees to the Company’s Cyber Key Performance Indicators (please see Appendix A for more information) and the Supplier will provide evidence to the Company to demonstrate that each indicator has been satisfied.


3
Audit


1.7 Without prejudice to any other terms of this agreement, the Supplier shall allow the Company and any auditors of or other advisors of the Company to (where reasonably required to carry out the audit) access the Supplier’s premises, Network and Information Systems, Data and relevant records as may be required to verify that the Supplier is complying with the terms of this schedule. The scope of this audit will be at the Company’s sole discretion which may include, but is not limited to; performing security audits, penetration testing, and third-party cyber security and resilience assessments on any system, asset, or network used to support the provision of the service.

1.8 The Company shall use its reasonable endeavors to ensure that the conduct of each audit does not unreasonably disrupt the Supplier or delay the provision of the Services by the Supplier and that, where possible, individual audits are coordinated with each other to minimise any disruption. 


1.9 The Supplier agrees to provide the Company with all access which may be required to carry out an audit and shall comply and co-operate with all reasonable instructions and requests issued to it by the Company within a timescale stipulated by the Company. 


1.10 The parties shall bear their own costs and expenses incurred in relation to this clause 3 unless either the audit identifies a material default by the Supplier, or there is non-compliance with clause 3.3 by the Supplier, in which case the Supplier shall reimburse the Company for all its reasonable costs incurred in the course of the audit. 


1.11 The Supplier shall indemnify the Company against any losses that it might incur as a result of the Supplier breaching the terms of this Schedule. 

Appendix A: Cyber Resilience Key Performance Indicators 


Please note, all confirmation and reporting of KPIs must be supported by a company director’s signature.


		Ref

		KPI

		Description

		Minimum Performance Level

		Acceptance Criteria / Expected Evidence

		Reporting Frequency



		CS1

		Employee Training

		The level of employee completion of cybersecurity awareness training programs.

		90% of all active staff, completing training within the past 12 months.

		Management Information to demonstrate the level of training completion across the supplier’s staff base. This could be a screenshot from the training platform, or records from training sessions.

		Annual



		CS2

		Employee Awareness

		The level of employee security awareness, demonstrated by appropriately interacting with a simulated phishing link.

		95% of all staff respond appropriately to simulated phishing emails.

		Management Information to demonstrate the results from recent phishing simulations. This could be a screenshot from the simulation platform, or manual records. 

		Annual



		CS3

		Multi-Factor Authentication

		All user accounts have been secured with MFA.

		99% of all accounts have MFA enabled.

		Screenshots of configuration consoles and reporting available to IT administrators, to confirm MFA has been successfully enabled. 

		Annual



		CS4

		Technical Assurance

		Completion of periodic independent security assessments and timely remediation of findings. 

		All high or critical findings were remediated within 30 days of the assessment.

		Executive summary from the supplier’s most recent technical assurance activity – penetration test or external vulnerability scan. Alongside evidence of finding remediation.

		Annual



		CS5

		Vulnerability Management

		Appropriate management of exploitable vulnerabilities on external-facing endpoints. 

		All high or critical findings remediated for public facing endpoints.

		Screenshots of configuration consoles and reporting available to IT administrators, to confirm that all high or critical findings were remediated for public facing endpoints.

		Quarterly



		CS6

		Patching Cadence

		Ensuring that patches are applied in a timely manner. 

		No instances of outdated software applied to the service unless there is a document risk assessment and treatment plan in place.




		Screenshots of configuration consoles and reporting available to IT administrators, to confirm that there are no instances of outdated technology and that all patches have been applied (as appropriate). Alongside applicable risk assessment documents for patches that cannot be applied.

		Quarterly



		CS7

		Backup & Recovery Testing

		All infrastructure hosting services provided to NGN are tested periodically, including testing recovery from backups.

		One successful backup restore test per year. 

		Evidence of backup and recovery testing documents, to demonstrate that services were successfully restored. 

		Annual



		CS8

		Data Breach

		Number of reportable data loss incidents in the previous period.

		None.

		Confirmation that there have been no reportable data breaches in the past period.

		Annual



		CS9

		Incident Reporting

		All incidents are reported within 48 hours of identification.

		48 hours.

		Confirmation that there have been no incidents affecting NGN technology or data in the past period. 


Or (in the event of an incident)


Evidence to demonstrate that the incident was reported within 48 hours of identification – this could be logs, alerts, notifications.  

		Ad-Hoc / Annual





Schedule 9

Summary 

Commencement Date:
xxxxxxxx

Expiry Date:
completion of the Services targeted to be xxxxxxx 
 

Insurance levels:


Employers’ liability
minimum indemnity £5,000,000 per occurrence 

Public liability (including


Product Liability) 

minimum indemnity £5,000,000 per occurrence

Professional Indemnity 
minimum indemnity £5,000,000 per occurrence 

Project Manager

xxxxxxxx 

Company Representative
Alex Walsh, In-House Solicitor 

Supplier Representative
XXXXXX

		Signed by


duly authorised for and on behalf of


Northern Gas Networks Operations Limited

		)

		




		

		)

		



		

		)

		




		

		

		





Dated










		






		Signed by


duly authorised for and on behalf of


xxxxxxx

		)

		




		

		)

		



		

		)

		




		

		

		





Dated
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NGN has issued all bidders with a proposed contract for this tender event and, as far as possible, intends to contract with the successful bidder(s) substantially on the terms of this contract. NGN invests a significant amount of time in ensuring that its contracts are robust and provide adequate protection to NGN, whilst also seeking to strike a fair balance as regards the interests of suppliers. 



When responding, bidders should flag up whether they are seeking clarification of any specific terms of the contract or highlighting any missing documents or whether they are raising a challenge to any specific terms. An example of a clarification would be: “The document in Appendix A has not been provided, please provide a copy.” An example of a challenge would be: “The contract does not provide for a supplier liability cap – we would seek to agree a reasonable liability cap.” 



NGN will respond separately regarding any clarification requests and will not treat these as challenges. However NGN reserves the right to treat purported clarifications as challenges if this is indeed what they are in reality. For example: “I would like to clarify whether a supplier liability cap can be agreed?”      



In scoring a bidder’s contract challenges, NGN will consider the general balance of risks presented by their challenges in the context of the specific tender event, including but not limited to those relating to liability caps, indemnities, warranties, supply chain rights and termination rights, in addition to any other contract specific risks/requirements, to arrive at an overall contract risk score for the bidder. NGN’s approach to risk management is constantly evolving to meet a changing commercial and regulatory landscape. Bidders should not therefore assume that contract challenges submitted for this tender event will receive the same scores as those submitted by the bidder in previous NGN tender events. 



NGN will award each bidder a score between 0 and 10 on a sliding scale of risk based on the below indicators:



	No Challenges 		10



	Low Risk 		7 - 9



	Medium Risk		4 - 6



	High Risk 		0 - 3



Examples (note this is not an exhaustive list) of higher risk challenges would include:



· Proposing alternative terms and conditions to those issued by NGN (for example the bidder’s terms and conditions or a previous contract between NGN and the bidder);

· Proposed supplier liability caps which may not fully reflect the risk to NGN and/or business impact on NGN of a supplier breach, for example a liability cap of 100% of the charges, and/or which do not carve out those liabilities which are typically carved out of supplier liability caps (including but not limited to IPR/TUPE claims);   

· Proposed wide ranging, blanket exclusion of indirect and consequential losses clauses which do not permit NGN to recover its increased costs of working arising out of a supplier breach of the agreement;

· Proposed material changes to NGN’s liability cap/liabilities;

· Proposed material changes to NGN’s default TUPE clause;

· Proposed material changes to NGN’s warranty clauses;

· Proposed deletion of supplier indemnity clauses in respect of specifically expressed risks such as IPR claims;

· Failure to agree to providing adequate performance security on terms set out by NGN where required by NGN; 

· Proposed changes to NGN’s audit, EIR, EIB, GDPR, and corporate governance clauses;

· Seeking to exclude the application of NGN’s policies and procedures were referenced; 

· For works contracts, proposed material challenges to compensation events/employer’s risks/contractor’s risks clauses; and

· Extensive material challenges.    

Bidders are required to be as specific as possible when making challenges and to refrain from making vague or ambiguous challenges such as in the example above - “we would like to agree a reasonable liability cap” – otherwise NGN is entitled to take a cautious reading of such a challenge and to treat it as a higher risk challenge. 



NGN reserves the right to disqualify those bidders that are awarded a high risk score.



Bidders must raise all challenges to the proposed Terms and Conditions at this stage in the procurement process. 



NGN will not consider at a later stage any proposed amendments to the Terms and Conditions unless they have been raised by the Bidder as a contract challenge at this stage. NGN is under no obligation to accept any proposed amendments to the Terms and Conditions.



All challenges must be recorded on the template provided. 
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