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F2  
Data Protection Act TC "F2.  
Data Protection Act" \f C \l "1" 
F2.1
The Contractor shall (and shall procure that any of its Employees involved in the provision of the Services) comply with any requirements under the DPA means (i) the Data Protection Act 1998 or, from the date it comes into force, the Data Protection Act 2018 to the extent that it relates to processing of personal data and privacy; (ii) the GDPR, the Law Enforcement Directive (Directive (EU) 2016/680) and any applicable national implementing Law as amended from time to time; and (iii) all applicable Law about the processing of personal data and privacy;.

F2.2
The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Controller and the Contractor is the Processor. The only processing that the Contractor is authorised to do will be detailed by the Customer and may not be determined by the Contractor.
F2.3
The Contractor shall notify the Customer immediately if it considers that any of the Customer's instructions infringe the Data Protection Legislation.

F2.4
The Contractor shall provide all reasonable assistance to the Customer in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Customer, include:

(a) a systematic description of the envisaged processing operations and the purpose of the processing;
(b) an assessment of the necessity and proportionality of the processing operations in relation to the Services;
(c) an assessment of the risks to the rights and freedoms of Data Subjects; and
(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

F2.5   The Contractor shall, in relation to any Personal Data processed in connection with its obligations under this Agreement:

(a) process that Personal Data only in accordance with highlighted data, unless the Contractor is required to do otherwise by Law. If it is so required the Contractor shall promptly notify the Customer before processing the Personal Data unless prohibited by Law;

(b) ensure that it has in place Protective Measures, which have been reviewed and approved by the Customer as appropriate to protect against a Data Loss Event having taken account of the:

(i) nature of the data to be protected;

(ii) harm that might result from a Data Loss Event;

(iii) state of technological development; and

(iv) cost of implementing any measures;

(c) ensure that :

(i) the Contractor Personnel do not process Personal Data except in accordance with this Agreement and in particular specific agreed data;
(ii) it takes all reasonable steps to ensure the reliability and integrity of any Contractor Personnel who have access to the Personal Data and ensure that they:

(A) are aware of and comply with the Contractor’s duties under this clause;

(B) are subject to appropriate confidentiality undertakings with the Contractor or any Sub-processor;

(C) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Customer or as otherwise permitted by this Agreement; and

(D) have undergone adequate training in the use, care, protection and handling of Personal Data; and

(d) not transfer Personal Data outside of the EU unless the prior written consent of the Customer has been obtained and the following conditions are fulfilled:

(i) the Customer or the Contractor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Customer;

(ii) the Data Subject has enforceable rights and effective legal remedies;

(iii) the Contractor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Customer in meeting its obligations); and

(iv) the Contractor complies with any reasonable instructions notified to it in advance by the Customer with respect to the processing of the Personal Data;

(e) at the written direction of the Customer, delete or return Personal Data (and any copies of it) to the Customer on termination of the Agreement unless the Contractor is required by Law to retain the Personal Data.

F2.6
Subject to clause F2.7, the Contractor shall notify the Customer immediately if it:

(a) receives a Data Subject Access Request (or purported Data Subject Access Request);
(b) receives a request to rectify, block or erase any Personal Data;

(c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;

(d) receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Agreement;

(e) receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law;

or

(f) becomes aware of a Data Loss Event.

F2.7   The Contractor’s obligation to notify under clause F2.6 shall include the provision of further information to the Customer in phases, as details become available.

F2.8 
Taking into account the nature of the processing, the Contractor shall provide the Customer with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause F2.6 (and insofar as possible within the timescales reasonably required by the Customer) including by promptly providing:

(a) the Customer with full details and copies of the complaint, communication or request;

(b) such assistance as is reasonably requested by the Customer to enable the Customer to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;

(c) the Customer, at its request, with any Personal Data it holds in relation to a Data Subject;

(d) assistance as requested by the Customer following any Data Loss Event;

(e) assistance as requested by the Customer with respect to any request from the Information Commissioner’s Office, or any consultation by the Customer with the Information Commissioner's Office.

F2.9    The Contractor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Contractor employs fewer than 250 staff, unless:

(a) the Customer determines that the processing is not occasional;

(b) the Customer determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and

(c) the Customer determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.

F2.10
The Contractor shall allow for audits of its Data Processing activity by the Customer or the Customer’s designated auditor.

F2.11
The Contractor shall designate a data protection officer if required by the Data Protection Legislation.

F2.12
Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Contractor must:

(a) notify the Customer in writing of the intended Sub-processor and processing;

(b) obtain the written consent of the Customer;

(c) enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause [X] such that they apply to the Sub-processor; and

(d) provide the Customer with such information regarding the Sub-processor as the Customer may reasonably require.

F2.13
The Contractor shall remain fully liable for all acts or omissions of any Sub-processor.

F2.14
The Customer may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement).

F2.15
The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Customer may on not less than 30 Working Days’ notice to the Contractor amend this agreement to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

F3.
Freedom of Information TC "F3
Freedom of Information" \l 1 
F3.1
The Contractor acknowledges that the Authority is subject to the requirement of the Code of Practice on Government information, FOIA and the EIR and shall 
assist and cooperate with the Authority to enable the Authority to comply with its information disclosure obligations. 

F3.2
The Contractor shall and shall procure that its sub-contractors shall do all of 
the following where relevant.

F3.2.1
Transfer to the Authority all requests for information that it
receives as soon as practicable and in any event within two
Business Days of receiving a Request for Information. 

F3.2.2
Provide the Authority with a copy of all information in possession, or power in the form that the Authority requires within five Business Days (or such other period as the Authority may specify) of the Authority’s request.

F3.2.3
Provide all necessary assistance as reasonably requested by the Authority to enable the Authority to respond to the Request for Information within the time for compliance set out in section 10 of 
the FOIA or regulation 5 of the EIR.

F3.3
The Authority shall be responsible for determining in its absolute discretion 
despite any other provision in this  Contract or any other agreement whether 
the Commercially Sensitive Information and/or any other information is exempt 
from disclosure in accordance with the provisions of the Code of Practice on 
Government Information, FOIA or the EIR

F3.4
In no event shall the Contractor respond directly to a Request for Information 
unless expressly authorised to do so by the Authority.

F3.5
The Contractor acknowledges that (despite the provisions of clause F4) the 
Authority may, be obliged under the FOIA, or the EIR to disclose information 
concerning the Contractor or the Services:

F3.5.1
in certain circumstances without consulting the Contractor; or

F3.5.2
following consultation with the Contractor and having taken their 

views into account.  

F3.6
Provided always that where clause F3.5.1 applies the Authority shall, in 
accordance with any recommendations of the code, take reasonable steps, 
where appropriate, to give the Contractor advance notice, or failing that, to 
draw the disclosure to the Contractor’s attention after any such disclosure.

F3.7
The Contractor shall make sure that all information is retained for disclosure in 
accordance with any record keeping obligations of the Contractor under this 
Contract and shall permit the Authority to inspect such records as requested 
from time-to-time.

F3.8
The Contractor acknowledges that the Commercially Sensitive Information is indicative only and that the Authority may be obliged to disclose it in accordance with clause F3.

F4
Confidentiality TC "F4
Confidentiality" \l 1 
F4.1
Except to the extent set out in this clause or where disclosure is expressly 
permitted elsewhere in this Contract, each party shall do each of the following:
F4.1.1
Treat the other party’s Confidential Information as confidential 

and safeguard it accordingly; and
F4.1.2
Not disclose the other party’s Confidential Information to any 

other person without the owner’s prior written consent.

F4.2
Paragraph F4.1 shall not apply to the extent that any one or more of the 
following applies to the relevant information or disclosures:

F4.2.1
Such disclosure is a requirement of Law placed upon the party 

making the disclosure, including any requirements for disclosure 

under the FOIA, Code of Practice on Access to Government 


Information or the EIR pursuant to clause F3 (Freedom of 


Information);

F4.2.2
Such information was in the possession of the party making the 

disclosure without obligation of confidentiality prior to its 


disclosure by the information owner;

F4.2.3
Such information was obtained from a third party without 


obligation of confidentiality;

F4.2.4
Such information was already in the public domain at the time of 

disclosure otherwise than by a breach of this Contract; and

F4.2.5
It is independently developed without access to the other party’s 

Confidential Information.

F4.3
The Contractor may only disclose the Authority’s Confidential Information to the Contractor personnel who are directly involved in the provision of the Services and who need to know the information, and shall make sure that such Contractor personnel are aware of and shall comply with these obligations as to confidentiality.

F4.4
The Contractor shall not, and shall procure that the Contractor personnel do 
not, use any of the Authority’s Confidential Information received other than for 
the purposes of this Contract.

F4.5
At the written request of the Authority and if reasonable in the circumstances to make that request, the Contractor shall procure that those members of the 
Contractor personnel identified in the Authority’s notice sign a confidentiality 
undertaking prior to commencing any work in accordance with this Contract.

F4.6
Nothing in this Contract shall prevent the Authority from disclosing the 
Contractor’s Confidential Information in any one or more of the following 
circumstances.

F4.6.1
To any Crown body or any other contracting authority as defined in Regulation 5(2) of the Public Contracts (Works, Services and Supply) (Amendment) Regulations 2000 other than the Authority.  All crown bodies or such contracting authorities receiving such Confidential Information shall be entitled to further disclose the Confidential Information to other Crown bodies or other such contracting authorities on the basis that the information is confidential and is not to be disclosed to a third party which is not part of any Crown body or other contracting authority;

F4.6.2
To any consultant, Contractor or other person engaged by the Authority or any person conducting an Office of Government 
Commerce gateway review;

F4.6.3
For the purpose of the examination and certification of the
Authority’s accounts; and/or

F4.6.4
For any examination pursuant to section 6(1) of the National 
Audit Act 1983 of the economy, efficiency and effectiveness with which the Authority has used its resources.
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