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Services Contract




WORK\56052639\v.5
WORK\56052639\v.2		99997.127
 	Classification: Confidential
CONTRACT DETAILS
DATE:
	
	
	ORR Guidance Notes

	Contract No.
	ORR CT 25-52
	Insert contract no.

	ORR
	Office of Rail and Road, whose principal place of business is at 25 Cabot Square, London, E14 4QZ:
	

	ORR’s email address:
	[EMAIL ADDRESS FOR NOTICES]
	This should be an email inbox that is regularly monitored and is accessible by multiple individuals. 

	Supplier:
	[bookmark: _9kR3WTr8934CDPu5xxDE0qv8K767u58042zyy2H][COMPANY NAME] (No. [NUMBER]) whose registered office is at [INSERT REGISTERED OFFICE ADDRESS]
	It is important that the correct company name and number is used. 
[bookmark: _9kMHG5YVt4666DFQO379][bookmark: _9kMHG5YVt4666DEJ7vuirsuA][bookmark: _9kMHG5YVt4666DIN7vuirsuA]Please ensure that, if contracting with a company that is part of a group of companies, the agreement is entered into with the correct party. 
[bookmark: _9kR3WTr4644CMSFwynmvnycTDI3]The company name and company registration number can be checked on Companies House at https://beta.companieshouse.gov.uk/

	Supplier’s email address:
	[EMAIL ADDRESS FOR NOTICES]
	This should be an email inbox that is regularly monitored and is accessible by multiple individuals. 

	Supplier's VAT number:
	[NUMBER]
	This should be confirmed by the Supplier. 

	Tender Notice Number
	This agreement is issued in response to Tender Notice No. [Tender Reference Number], published on [Publication Date]
	This should be tender reference details

	Commencement Date
	The date the Agreement is entered into by the parties.
	[bookmark: _9kR3WTr26647GT8ggeu141KBy3][bookmark: _9kMJI5YVt4666DEJ7vuirsuA][bookmark: _9kMJI5YVt4666DIN7vuirsuA]The Commencement Date is the date on which the agreement will come into force.

	Services:
	[DESCRIPTION],

as set out in detail in Schedule 1. 
	[bookmark: _9kMJI5YVt48869CRL0qvtptZV1JBtq7]Insert an overview of the services to be provided and include a detailed description and specification of Services in Schedule 1.
[bookmark: _9kMKJ5YVt48869CRL0qvtptZV1JBtq7]Schedule 1 should Include a description of when you want the Services (including particular deliverables) to be provided and where possible, insert specific dates.
[bookmark: _9kR3WTr266489RyxR]Include a description of any service standards or KPIs.
[bookmark: _9kMLK5YVt48869Bcd730uoy]The Supplier should help complete this section.

	Expiry Date:
	31st March 2028 
	

	Extensions
	ORR may extend the Contract for a period of up to 12 months by giving not less than 15 working days’ notice in writing to the Supplier prior to the Expiry Date.  The terms and conditions of the Contract shall apply throughout any such extended period
	

	Supplier’s Liability Cap:
	The greater of: £500,000 or 150% of the Charges paid or payable to the Supplier under this Agreement.
	

	Data Protection Liability Cap:
	£250,000 per claim.

	

	ORR’s Liability Cap: 
	£500,000 in aggregate.
	

	Special terms:
	[In the Conditions:
[(a) Clause [NUMBER] deleted: The entire text of clause [NUMBER] is deleted and replaced with the words "Not used".]
[(b) Clause [NUMBER] added: This clause is inserted into the Conditions: [NEW CLAUSE].]
[c) Clause [NUMBER] amended: This clause is amended to read as follows: [AMENDED CLAUSE IN FULL].]]
	This document envisages that the Conditions will remain unchanged. Any amendments can be set out in this section using the optional text as appropriate for when a clause is deleted, added or amended.
If there are no special terms then delete this row of the table and the reference to "Special terms".

	Schedules:
	Schedule 1: Service Details
Schedule 2: Charges, Costs and Payment 
Schedule 3: Data Protection.
	



1 [bookmark: _Ref192501290]This Agreement is made up of the following:
(a) The Contract Details.
(b) The Conditions.
(c) The Schedules specified in the Contract Details.
2 If there is any conflict or ambiguity between the terms of the documents listed in paragraph 1, a term contained in a document higher in the list shall have priority over one contained in a document lower in the list.

This Agreement has been entered into on the date stated at the beginning of it.
	Signed by:
[NAME OF SIGNATORY]
for and on behalf of: 
THE OFFICE OF RAIL AND ROAD
	
...................................
[TITLE]

	Signed by:
[NAME OF DIRECTOR]
for and on behalf of:
[NAME OF SUPPLIER]
	
...................................
Director





Agreed terms
[bookmark: _Toc256000000][bookmark: a431732][bookmark: _Toc194314867][bookmark: _Ref70921534]Interpretation
The following definitions and rules of interpretation apply in this Agreement:
[bookmark: a443682]Definitions.
[bookmark: a424730]Agreement: means this agreement between the ORR and the Supplier for the supply of Services, and any Schedules attached (as may be varied from time to time in accordance with clause 20).
Applicable Laws: all applicable laws, statutes, regulations from time to time in force.
[bookmark: a587397]Business Day: a day, other than a Saturday, Sunday or public holiday in England, when banks in London are open for business.
[bookmark: a858369]Business Hours: the period from 9.00 am to 5.00 pm on any Business Day.
[bookmark: a384149]Change Order: has the meaning given in clause 6.1.
[bookmark: a545092]Charges: the sums payable for the Services, as set out in Schedule 2.
[bookmark: a393531]Commencement Date: shall have the meaning given to it in the Contract Details. 
Control: has the meaning given in section 1124 of the Corporation Tax Act 2010, and the expression change of Control shall be construed accordingly.
[bookmark: a716988]Data Protection Liability Cap: has the meaning given to it in the Contract Details.
Deliverables: any outputs of the Services and any other documents, products and materials provided by the Supplier to the ORR as specified in Schedule 1 and any other documents, products and materials provided by the Supplier to the ORR in relation to the Services (excluding the Supplier's Equipment).
[bookmark: a343215]Dispute: has the meaning given to it in clause 30.1.
Dispute Notice: has the meaning given to it in clause 30.2.
EU GDPR: means the General Data Protection Regulation ((EU) 2016/679), as it has effect in EU law.
Expiry Date: has the meaning given to it in the Contract Details. 
[bookmark: a871258]Intellectual Property Rights: patents, utility models, rights to inventions, copyright and neighbouring and related rights, moral rights, trade marks and service marks, business names and domain names, rights in get-up and trade dress, goodwill and the right to sue for passing off or unfair competition, rights in designs, rights in computer software, database rights, rights to use, and protect the confidentiality of, confidential information (including know-how and trade secrets) and all other intellectual property rights, in each case whether registered or unregistered and including all applications and rights to apply for and be granted, renewals or extensions of, and rights to claim priority from, such rights and all similar or equivalent rights or forms of protection which subsist or will subsist now or in the future in any part of the world.
[bookmark: a911906]Mandatory Policies: the ORR's mandatory policies (available at https://www.orr.gov.uk/about/procuring-goods-and-services) as may be updated by the ORR from time to time. 
[bookmark: a603423]Milestones: a date by which a part of the Services is to be completed, as set out in Schedule 1.
[bookmark: a270034][bookmark: a529795]ORR Materials: all documents, information, items and materials in any form (whether owned by the ORR or a third party), which are provided by the ORR to the Supplier in connection with the Services, including the items provided pursuant to clause 4(c). 
[bookmark: a541543]ORR's Equipment: any equipment, including tools, systems, cabling or facilities, provided by the ORR, its agents, subcontractors or consultants which is used directly or indirectly in the supply of the Services including any such items specified in Schedule 1.
ORR’s Liability Cap: has the meaning given to it in the Contract Details.
Services: the services set out in Schedule 1, including services which are incidental or ancillary to such services.
[bookmark: a203580][bookmark: a278334]Supplier's Equipment: any equipment, including tools, systems, cabling or facilities, provided by the Supplier, its agents, subcontractors or consultants to the ORR and used directly or indirectly in the supply of the Services, including any such items specified in Schedule 1.
Supplier Background IPR: means any and all Intellectual Property Rights owned or controlled by or licensed to the Supplier prior to the date of this Agreement and/or created independently from this Agreement.
Supplier’s Liability Cap: has the meaning given to it in the Contract Details.
[bookmark: a661530]Clause, Schedule and paragraph headings shall not affect the interpretation of this Agreement.
[bookmark: a1012957]A person includes a natural person, corporate or unincorporated body (whether or not having separate legal personality).
[bookmark: a342308]The Schedules form part of this Agreement and shall have effect as if set out in full in the body of this Agreement.  Any reference to this Agreement includes the Schedules.
[bookmark: a541208]A reference to a company shall include any company, corporation or other body corporate, wherever and however incorporated or established.
[bookmark: a424483]Unless the context otherwise requires, words in the singular shall include the plural and in the plural shall include the singular.
[bookmark: a1020096]This Agreement shall be binding on, and enure to the benefit of, the parties to this Agreement and their respective personal representatives, successors and permitted assigns, and references to any party shall include that party's personal representatives, successors and permitted assigns.
[bookmark: a819425]A reference to legislation or a legislative provision is a reference to it as amended, extended or re-enacted from time to time.
[bookmark: a342811]A reference to legislation or a legislative provision shall include all subordinate legislation made from time to time under that legislation or legislative provision.
[bookmark: a772655]A reference to writing or written excludes fax but not email.
[bookmark: a206465]Any obligation on a party not to do something includes an obligation not to allow that thing to be done.
[bookmark: a514745]A reference to this Agreement or to any other agreement or document is a reference to this Agreement or such other agreement or document, in each case as varied from time to time.
[bookmark: a831823]References to clauses and Schedules are to the clauses and Schedules of this agreement and references to paragraphs are to paragraphs of the relevant Schedule.
[bookmark: a639559]Any words following the terms including, include, in particular, for example or any similar expression shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding those terms.
[bookmark: _Toc256000001][bookmark: a783603][bookmark: _Toc194314868]Commencement and duration
[bookmark: a552176]This Agreement shall commence on the Commencement Date and shall continue, unless terminated earlier in accordance with clause 15 (Termination), until the Expiry Date when it shall terminate automatically without notice.
[bookmark: a85272]The Supplier shall provide the Services to the ORR in accordance with this Agreement from the Commencement Date. 
[bookmark: _Toc192501125][bookmark: _Toc192698282][bookmark: _Toc256000003][bookmark: a109998][bookmark: _Toc194314869]Supplier's responsibilities
[bookmark: a780887]The Supplier shall:
[bookmark: a235605]provide the Services and the Deliverables in accordance with Schedule 1; 
[bookmark: a182916]ensure that the Services and Deliverables will conform in all respects with Schedule 1 and that the Deliverables shall be fit for any purpose expressly or implicitly made known to the Supplier by the ORR;
[bookmark: a635710]perform the Services with the highest level of care, skill and diligence in accordance with best practice in the Supplier's industry, profession or trade;
[bookmark: a896866][bookmark: _Hlk188884830][bookmark: a275003]only use personnel who are suitably skilled and experienced to perform the tasks assigned to them, and in sufficient number to ensure that the Supplier's obligations are fulfilled;
co-operate with the ORR in all matters relating to the Services, and comply with the ORR's instructions;
[bookmark: a130489][bookmark: a183555]ensure that it obtains, and maintains all consents, licences and permissions (statutory, regulatory, contractual or otherwise) it may require and which are necessary to enable it to comply with its obligations in the Agreement;
[bookmark: a293399][bookmark: a1058972]provide all equipment, tools, vehicles and other items required to provide the Services;
ensure that the Deliverables, and all goods, materials, standards and techniques used in providing the Services are of the best quality and are free from defects in workmanship, installation and design; 
comply with all health and safety rules and regulations and any other reasonable security requirements that apply at any of the ORR's premises from time to time and are notified to the Supplier. The ORR reserves the right to refuse any of the Supplier's personnel involved in the provision of the Services access to the ORR's premises, which shall only be given to the extent necessary for the performance of the Services;
[bookmark: a275642]hold all ORR Materials in safe custody at its own risk and maintain the ORR Materials in good condition until returned to the ORR, and not dispose of or use the ORR Materials other than in accordance with the ORR's written instructions or authorisations;
[bookmark: a147114]take good care of any of the ORR's Equipment provided by the ORR pursuant to clause 4(d);
[bookmark: a90015]not do or omit to do anything which may cause the ORR to lose any licence, authority, consent or permission on which it relies for the purposes of conducting its business; and
[bookmark: a873042]notify the ORR in writing immediately upon the occurrence of a change of Control of the Supplier.
[bookmark: a459118]Time is of the essence in relation to any performance dates and/or Milestones for the Supplier.  
[bookmark: _Toc256000004][bookmark: a806875][bookmark: _Toc194314870]ORR's obligations
[bookmark: a296308]The ORR shall:
[bookmark: a281581]co-operate with the Supplier in all matters relating to the Services; 
[bookmark: a591339]provide access to the ORR's premises and data and other facilities as may reasonably be requested by the Supplier and agreed with the ORR in writing in advance, for the purposes of providing the Services; 
[bookmark: a662064][bookmark: _Ref70921577]provide to the Supplier all documents, information, items and materials required under Schedule 1; 
[bookmark: a339151][bookmark: _Ref70921578]provide the ORR's Equipment to the Supplier by the dates specified and in the manner prescribed in Schedule 1; and
[bookmark: a555250][bookmark: _Ref70921579]inform the Supplier of all health and safety and security requirements that apply at the ORR's premises which the Supplier will require access to.
[bookmark: _Toc256000005][bookmark: a374765][bookmark: _Toc194314871]Default by the ORR
[bookmark: a607797]A failure by the ORR to comply with the terms of this Agreement can only relieve the Supplier from complying with its obligations under this Agreement with effect from the date on which the Supplier notifies the ORR in writing and in reasonable detail of the ORR's failure and its effect or anticipated effect on the Services.
[bookmark: _Toc256000006][bookmark: a202085][bookmark: _Toc194314872][bookmark: _Ref70921580]Change control
[bookmark: a875690][bookmark: _Ref70921581]Either party may propose changes to the scope or execution of the Services, but no proposed changes shall come into effect until a relevant Change Order has been signed by both parties.  A Change Order shall be a document setting out the proposed changes and the effect those changes will have on:
[bookmark: a1006114]the Services;
[bookmark: a595358]the Charges;
[bookmark: a109517]the timetable for the Services; and
[bookmark: a504726]any terms of this Agreement.
[bookmark: a850256][bookmark: _Ref70921582]If the ORR wishes to make a change to the Services: 
[bookmark: a334371][bookmark: _Ref70921583]it shall notify the Supplier, providing as much detail as is reasonably necessary to enable the Supplier to prepare the draft Change Order; and
[bookmark: a132563]the Supplier shall, within 14 Business Days of receiving the ORR's request at clause 6.2(a), provide a draft Change Order to the ORR.
[bookmark: a566623]If the Supplier wishes to make a change to the Services, it shall provide a draft Change Order to the ORR.
[bookmark: a285664]If the Supplier submits a draft Change Order in order to comply with any applicable safety or regulatory requirements and such changes do not affect the nature, scope of, or charges for the Services, the ORR shall not unreasonably withhold or delay consent to it.
[bookmark: a670714]If the parties:
[bookmark: a450451]agree to a Change Order, they shall sign it and that Change Order shall amend this Agreement; or
[bookmark: a783343]are unable to agree a Change Order, either party may require the disagreement to be dealt with in accordance with clause 31.2 (Jurisdiction).
[bookmark: _Toc256000007][bookmark: a1016456][bookmark: _Toc194314873]Charges and payment
[bookmark: a341624]In consideration of the provision of the Services by the Supplier, the ORR shall pay the Charges.
[bookmark: a382880]Where the Charges are calculated on a time and materials basis:
[bookmark: a786519]the Supplier's daily fee rates for each individual person as set out in Schedule 2 are calculated on the basis on an eight-hour day, worked during Business Hours;
[bookmark: a205409]the Supplier shall not be entitled to charge on a pro rata basis for part days worked by the Supplier's team during Business Hours, unless it has the ORR's prior written consent to do so; and
[bookmark: a392845]the Supplier shall ensure that every individual whom it engages on the Services completes time sheets to record time spent on the Services, and the Supplier shall indicate the time spent per individual in its invoices. 
[bookmark: a1003954]The Charges shall exclude the following costs which shall be payable by the ORR monthly in arrears, subject to submission of an appropriate invoice:
[bookmark: a91997]the cost of hotel, subsistence, travelling and any other ancillary expenses reasonably incurred by the individuals whom the Supplier engages in connection with the Services provided always that the Supplier shall obtain the ORR's written approval before incurring any such expense which exceeds £0 in any month; and
[bookmark: a890187]the cost to the Supplier of any materials or services procured by the Supplier from third parties for the provision of the Services as such items and their cost are specified in Schedule 1 or approved by the ORR in advance from time to time.
[bookmark: a335861]The Supplier shall invoice the ORR for the Charges at the intervals specified, or on the achievement of the Milestones indicated in Schedule 1. If no intervals are specified, the Supplier shall invoice the ORR at the end of each month for Services performed during that month.
[bookmark: a489500]The ORR shall pay each undisputed invoice submitted to it by the Supplier within 30 days of receipt to a bank account nominated in writing by the Supplier.
[bookmark: a388747]If the ORR receives an invoice which it reasonably believes includes a sum which is not valid and properly due:
[bookmark: a655570]the ORR shall notify the Supplier in writing as soon as reasonably practicable;
[bookmark: a811443]the ORR's failure to pay the disputed Charges shall not be deemed to be a breach of this Agreement;
[bookmark: a530130]the ORR shall pay the balance of the invoice which is not in dispute by the due date for payment of the invoice;
[bookmark: a756223]to the extent that the ORR is obliged, following resolution of the dispute, to pay an amount, then the Supplier may charge interest in accordance with clause 7.7 (Interest on late payments) from the original due date until the date of payment;
[bookmark: a902998]to the extent that the Supplier is obliged to refund an amount to the ORR, interest shall be added to that amount in accordance with clause 7.7 (Interest on late payments); and
[bookmark: a412915]once the dispute has been resolved, where either party is required to make a balancing payment, it shall do so within 30 Business Days and, where the Supplier is required to issue a credit note, it shall do so within 30] Business Days.
[bookmark: a150288][bookmark: _Ref70921584]If the ORR fails to make a payment due to the Supplier under this Agreement by the due date, then, without limiting the Supplier's remedies under clause 15 (Termination), the ORR shall pay interest on the overdue sum from the due date until payment of the overdue sum, whether before or after judgment.  Interest under this clause 7.7 will accrue each day at 4% a year above the Bank of England's base rate from time to time, but at 4% a year for any period when that base rate is below 0%.
[bookmark: a599120]The ORR may, at any time set off any liability of the Supplier to the ORR against any liability of the ORR to the Supplier, whether either liability is present or future, liquidated or unliquidated, and whether or not either liability arises under this Agreement.  If the liabilities to be set off are expressed in different currencies, the ORR may convert either liability at a market rate of exchange for the purpose of set-off.  Any exercise by the ORR of its rights under this clause shall not limit or affect any other rights or remedies available to it under this Agreement or otherwise.
[bookmark: _Toc256000008][bookmark: a547405][bookmark: _Toc194314874][bookmark: _Ref70921585]Audit
[bookmark: a1013393]The Supplier shall allow the ORR (or its professional advisers) to access the Supplier's premises, personnel, systems and relevant records to verify that the Charges and any other sums charged to the ORR under this Agreement are accurate.
[bookmark: a906394]Subject to the Supplier's confidentiality obligations, the Supplier shall provide the ORR (and its professional advisers) with all reasonable co-operation, access and assistance in relation to each audit.
The ORR shall provide at least 30 Business Days' notice of its intention to conduct an audit and any audit shall be conducted during Business Hours.
[bookmark: _Toc256000009][bookmark: a193325][bookmark: _Toc194314875][bookmark: _Ref70921535]Intellectual Property Rights
[bookmark: a686361]In relation to the ORR Materials:
[bookmark: a108140]the ORR and its licensors shall retain ownership of all Intellectual Property Rights in the ORR Materials; and
[bookmark: a556439]the ORR grants to the Supplier a fully paid-up, non-exclusive, royalty-free, non-transferable licence to copy and modify the ORR Materials for the term of this Agreement for the purpose of providing the Services to the ORR.
[bookmark: a149226]The Supplier and its licensors shall retain ownership of all Supplier Background IPR.
In relation to the Deliverables: 
[bookmark: a350954][bookmark: _Ref70921539]the Supplier assigns to the ORR, with full title guarantee and free from all third party rights, all Intellectual Property Rights in the Deliverables;
[bookmark: a493192]the Supplier shall obtain waivers of all moral rights in the Deliverables to which any individual is now or may be at any future time entitled under Chapter IV of Part I of the Copyright Designs and Patents Act 1988 or any similar provisions of law in any jurisdiction; and
[bookmark: a285774][bookmark: _Ref70921540]the Supplier shall, promptly at the ORR's request, do (or procure to be done) all such further acts and things and the execution of all such other documents as the ORR may from time to time require for the purpose of securing for the ORR all right, title and interest in and to the Intellectual Property Rights assigned to the ORR in accordance with clause 9.3(a).
[bookmark: a80196]The Supplier:
[bookmark: a870297]warrants that the receipt, use and onward supply of the Services and the Deliverables (excluding the ORR Materials) by the ORR and its permitted sub-licensees shall not infringe the rights, including any Intellectual Property Rights, of any third party; and 
[bookmark: a293801][bookmark: _Ref70921541]shall indemnify the ORR in full against all liabilities, costs, expenses, damages and losses and all other reasonable professional costs and expenses) suffered or incurred by the ORR arising out of, or in connection with, the receipt, use or supply of the Services and the Deliverables (excluding the ORR Materials).
[bookmark: a923958]If the Supplier is required to indemnify the ORR under this clause 9, the ORR shall: 
[bookmark: a73304]notify the Supplier in writing of any claim against it in respect of which it wishes to rely on the indemnity at clause 9.4(b) (IPRs Claim);
[bookmark: a331290]allow the Supplier, at its own cost, to conduct all negotiations and proceedings and to settle the IPRs Claim, always provided that the Supplier shall obtain the ORR's prior approval of any settlement terms, such approval not to be unreasonably withheld;
[bookmark: a145663]provide the Supplier with such reasonable assistance regarding the IPRs Claim as is required by the Supplier, subject to reimbursement by the Supplier of the ORR's costs so incurred; and 
[bookmark: a968124]not, without prior consultation with the Supplier, make any admission relating to the IPRs Claim or attempt to settle it, provided that the Supplier considers and defends any IPRs Claim diligently, using competent counsel and in such a way as not to bring the reputation of the ORR into disrepute.
[bookmark: _Toc256000010][bookmark: a629000][bookmark: _Toc194314876][bookmark: _Ref70921542]Insurance
[bookmark: a546141]During the term of this Agreement and for a period of one year after the expiry or termination of this Agreement, the Supplier shall maintain in force, with a reputable insurance company:
public liability insurance with a limit of at least £5,000,000 per claim;
employer’s liability insurance with a limit of at least £5,000,000 for claims arising from a single event or series of related events in a single calendar year; and 
professional indemnity insurance with a limit of at least £250,000 for claims arising from a single event or series of related events in a single calendar year. 
The Supplier shall produce to the ORR on request both the insurance certificate giving details of cover and the receipt for the current year's premium in respect of each required insurance.
[bookmark: _Toc256000011][bookmark: a1005996][bookmark: _Toc194314877][bookmark: _Ref70921543]Compliance with laws and policies
[bookmark: a396286]In performing its obligations under this Agreement, the Supplier shall comply with:
[bookmark: a69713]the Applicable Laws; and
[bookmark: a143351]the Mandatory Policies.
[bookmark: a515783]The Supplier will inform the ORR as soon as it becomes aware of any changes in the Applicable Laws.
[bookmark: _Toc256000012][bookmark: _Toc194314878][bookmark: a812935][bookmark: _Ref70921544]Data protection 
[bookmark: a1045273]The parties shall comply with their data protection obligations as set out in Schedule 3 (Data Protection). 
[bookmark: _Toc256000013][bookmark: a737881][bookmark: _Toc194314879][bookmark: _Ref70921549]Confidentiality
[bookmark: a359377]Each party undertakes that it shall not at any time during this Agreement, and for a period of two years after termination or expiry of this Agreement, disclose to any person any confidential information concerning the business, affairs, customer, clients or suppliers or the other party or of any member of the group of companies to which the other party belongs, except as permitted by clause 13.2.
[bookmark: a955312][bookmark: _Ref70921550]Each party may disclose the other party's confidential information:
[bookmark: a931620]to its employees, officers, representatives, contractors, subcontractors or advisers who need to know such information for the purposes of exercising the party's rights or carrying out its obligations under or in connection with this Agreement.  Each party shall ensure that its employees, officers, representatives, contractors, subcontractors or advisers to whom it discloses the other party's confidential information comply with this clause 13; and
[bookmark: a274134]as may be required by law, a court of competent jurisdiction or any governmental or regulatory authority.
[bookmark: a1019497]No party shall use any other party's confidential information for any purpose other than to exercise its rights and perform its obligations under or in connection with this Agreement.
[bookmark: _Toc256000014][bookmark: a60299][bookmark: _Toc194314880][bookmark: _Ref70921551]Limitation of liability
[bookmark: a540377]References to liability in this clause 14 (Limitation of liability) apply to every liability arising under or in connection with this Agreement including but not limited to liability in contract, tort (including negligence), misrepresentation, restitution or otherwise.
[bookmark: a788768][bookmark: _Ref70921554]Neither party may benefit from the limitations and exclusions set out in this clause in respect of any liability arising from its deliberate default.
[bookmark: a707263][bookmark: _Ref70921555]Nothing in this clause 14 shall limit the ORR's payment obligations under this Agreement. 
[bookmark: a293179][bookmark: _Ref70921556][bookmark: _Ref194314296][bookmark: a371770]Nothing in this Agreement shall limit the Supplier's liability under clause 9.4(b) (IPR indemnity). 
[bookmark: a830120][bookmark: _Ref70921557]Nothing in this Agreement limits any liability which cannot legally be limited, including liability for:
[bookmark: a254225]death or personal injury caused by negligence;
[bookmark: a621761]fraud or fraudulent misrepresentation; or
[bookmark: a898347]breach of the terms implied by section 2 of the Supply of Goods and Services Act 1982 (title and quiet possession) any other liability which cannot be limited or excluded by applicable law.
[bookmark: a311124]Subject to clause 14.2 (no limitations in respect of deliberate default), clause 14.4 (liability under identified clauses) and clause 14.5 (liabilities which cannot legally be limited), the Supplier's total liability to the ORR:
[bookmark: a665306][bookmark: _Ref70921558]for loss arising from the Supplier's failure to comply with its data processing obligations under clause 12 (Data protection) shall not exceed the Data Protection Liability Cap; and
[bookmark: a371612]for all other loss or damage shall not exceed the Supplier’s Liability Cap. 
[bookmark: a554030][bookmark: a709586]Subject to clause 14.2 (no limitations in respect of deliberate default) and clause 14.5 (liabilities which cannot legally be limited), the ORR's total liability to the Supplier shall not exceed the ORR’s Liability Cap. 
[bookmark: a727921]The caps on the Supplier's liabilities shall not be reduced by:
[bookmark: a177945][bookmark: a857733]amounts awarded or agreed to be paid under clause 9.4(b) (IPR indemnity); or
[bookmark: a252679]amounts awarded by a court or arbitrator, using their procedural or statutory powers in respect of costs of proceedings or interest for late payment.
[bookmark: a481929]Subject to clause 14.2 (No limitations in respect of deliberate default), clause 14.3 (No limitation of the ORR's payment obligations), clause 14.4 (Liability under identified clauses) and clause 14.5 (Liabilities which cannot legally be limited), clause 14.9(b) identifies the kinds of loss that are not excluded.  Subject to that, clause 14.9(a) excludes specified types of loss.
[bookmark: a828157][bookmark: _Ref70921552]Types of loss wholly excluded:
[bookmark: a595577]Loss of profits.
[bookmark: a350775]Loss of sale or business.
[bookmark: a820185]Loss of agreements or contracts.
[bookmark: a330289]Loss of anticipated savings.
[bookmark: a388911]Loss of use or corruption of software, data or information.
[bookmark: a638304]Loss of or damage to goodwill.
[bookmark: a937035]Indirect or consequential loss.
[bookmark: a424539][bookmark: _Ref70921553]Types of loss and specific losses not excluded:
[bookmark: a685615]Sums paid by the ORR to the Supplier pursuant to this Agreement, in respect of any Goods or Services not provided in accordance with this Agreement.
[bookmark: a468829]Wasted expenditure.
[bookmark: a929243]Additional costs of procuring and implementing replacements for, or alternatives to, Goods or Services not provided in accordance with this Agreement.  These include consultancy costs, additional costs of management time and other personnel costs, and costs of equipment and materials.
[bookmark: a482316]Losses incurred by the ORR arising out of or in connection with any third party claim against the ORR which has been caused by the act or omission of the Supplier.  For these purposes, third party claims shall include demands, fines, penalties, actions, investigations or proceedings, including those made or commenced by subcontractors, the Supplier's personnel, regulators and customers of the ORR.
[bookmark: _Toc256000015][bookmark: a87691][bookmark: _Toc194314881][bookmark: _Ref70921559]Termination
[bookmark: a743645]Without affecting any other right or remedy available to it, either party may terminate this Agreement with immediate effect by giving written notice to the other party if:
[bookmark: a544691][bookmark: _Ref70921560]the other party commits a material breach of any term of this Agreement and (if such breach is remediable) fails to remedy that breach within a period of 30 days after being notified in writing to do so;
[bookmark: a169183]the other party repeatedly breaches any of the terms of this Agreement in such a manner as to reasonably justify the opinion that its conduct is inconsistent with it having the intention or ability to give effect to the terms of this Agreement;
[bookmark: a130862]the other party suspends, or threatens to suspend, payment of its debts or is unable to pay its debts as they fall due or admits inability to pay its debts or is deemed unable to pay its debts within the meaning of section 123 of the Insolvency Act 1986 as if the words "it is proved to the satisfaction of the court" did not appear in sections 123(1)(e) or 123(2) of the Insolvency Act 1986;
[bookmark: a804694][bookmark: _Ref70921561]the other party commences negotiations with all or any class of its creditors with a view to rescheduling any of its debts, or makes a proposal for or enters into any compromise or arrangement with any of its creditors other than (being a company) for the sole purpose of a scheme for a solvent amalgamation of that other party with one or more other companies or the solvent reconstruction of that other party;
[bookmark: a893796]the other party applies to court for, or obtains, a moratorium under Part A1 of the Insolvency Act 1986;
[bookmark: a112861]a petition is filed, a notice is given, a resolution is passed, or an order is made, for or in connection with the winding up of that other party (being a company) other than for the sole purpose of a scheme for a solvent amalgamation of that other party with one or more other companies or the solvent reconstruction of that other party;
[bookmark: a303363]an application is made to court, or an order is made, for the appointment of an administrator, or a notice of intention to appoint an administrator is given or if an administrator is appointed, over the other party (being a company, partnership or limited liability partnership);
[bookmark: a771515]the holder of a qualifying floating charge over the assets of that other party (being a company or limited liability partnership) has become entitled to appoint or has appointed an administrative receiver;
[bookmark: a104408]a person becomes entitled to appoint a receiver over all or any of the assets of the other party or a receiver is appointed over all or any of the assets of the other party;
[bookmark: a494390][bookmark: _Ref70921562]a creditor or encumbrancer of the other party attaches or takes possession of, or a distress, execution, sequestration or other such process is levied or enforced on or sued against, the whole or any part of the other party's assets and such attachment or process is not discharged within 14 days;
[bookmark: a919817]any event occurs, or proceeding is taken, with respect to the other party in any jurisdiction to which it is subject that has an effect equivalent or similar to any of the events mentioned in clause 15.1(d) to clause 15.1(j) (inclusive); 
[bookmark: a128688]the other party suspends or ceases, or threatens to suspend or cease, carrying on all or a substantial part of its business; or
[bookmark: a240410]the other party's financial position deteriorates so far as to reasonably justify the opinion that its ability to give effect to the terms of this Agreement is in jeopardy.
[bookmark: a1021955]Without affecting any other right or remedy available to it, the ORR may terminate this Agreement:
[bookmark: a178411]with immediate effect by giving written notice to the Supplier if:
[bookmark: a651687]the Supplier commits a breach of: clause 11 (Compliance with laws and policies) or clause 12 (Data protection); or 
[bookmark: a630654]there is a change of control of the Supplier.
[bookmark: a721347]for convenience by giving not less than three (3) months' written notice to the Supplier.
[bookmark: _Toc256000016][bookmark: a954150][bookmark: _Toc194314882][bookmark: _Ref70921563]Obligations on termination and survival
[bookmark: a942815]Obligations on termination or expiry
On termination or expiry of this Agreement: 
[bookmark: a599492]the Supplier shall immediately deliver to the ORR all Deliverables whether or not then complete, and return all of the ORR Materials and the ORR's Equipment.  If the Supplier fails to do so, then the ORR may enter the Supplier's premises and take possession of them.  Until they have been delivered or returned, the Supplier shall be solely responsible for the safe keeping of all Deliverables, ORR Materials and ORR's Equipment in its possession and will not use them for any purpose not connected with this Agreement; and 
[bookmark: a516633]the Supplier shall, if so requested by the ORR, provide all assistance reasonably required by the ORR to facilitate the smooth transition of the Services to the ORR or any replacement supplier appointed by it.
[bookmark: a245193]Survival
[bookmark: a834292]On termination or expiry of this Agreement, the following clauses shall continue in force: clause 1 (Interpretation), clause 8 (Audit), clause 9 (Intellectual Property Rights), clause 13 (Confidentiality), clause 14 (Limitation of liability), clause 16 (Consequences of termination and survival), clause 17 (Inadequacy of damages), clause 21 (Waiver), clause 23 (Severance), clause 25 (Conflict), and clause 30 (Governing law & Jurisdiction). 
[bookmark: a781507]Termination or expiry of this Agreement shall not affect any rights, remedies, obligations or liabilities of the parties that have accrued up to the date of termination or expiry, including the right to claim damages in respect of any breach of the Agreement which existed at or before the date of termination or expiry.
[bookmark: _Toc256000017][bookmark: a865480][bookmark: _Toc194314883][bookmark: _Ref70921564]Inadequacy of damages
[bookmark: a931848]Without prejudice to any other rights or remedies that the ORR may have, the Supplier acknowledges and agrees that damages alone would not be an adequate remedy for any breach of the terms of this Agreement by the Supplier.  Accordingly, the ORR shall be entitled to the remedies of injunction, specific performance or other equitable relief for any threatened or actual breach of the terms of this Agreement.
[bookmark: _Toc256000018][bookmark: a817069][bookmark: _Toc194314884]Force majeure
[bookmark: a692401]Force Majeure Event means any circumstance not within a party's reasonable control including, without limitation:
[bookmark: a302689]acts of God, flood, drought, earthquake or other natural disaster;
[bookmark: a125152]epidemic or pandemic;
[bookmark: a392185]terrorist attack, civil war, civil commotion or riots, war, threat of or preparation for war, armed conflict, imposition of sanctions, embargo, or breaking off of diplomatic relations;
[bookmark: a325506]nuclear, chemical or biological contamination or sonic boom;
[bookmark: a525543]any law or any action taken by a government or public authority, including without limitation imposing an export or import restriction, quota or prohibition, or failing to grant a necessary licence or consent;
[bookmark: a315645]collapse of buildings, fire, explosion or accident; and
[bookmark: a595950]interruption or failure of utility service.
[bookmark: a822532]Provided it has complied with clause 18.4, if a party is prevented, hindered or delayed in or from performing any of its obligations under this Agreement by a Force Majeure Event (Affected Party), the Affected Party shall not be in breach of this Agreement or otherwise liable for any such failure or delay in the performance of such obligations.  The time for performance of such obligations shall be extended accordingly.
[bookmark: a595316]The corresponding obligations of the other party will be suspended, and its time for performance of such obligations extended, to the same extent as those of the Affected Party.
[bookmark: a88137][bookmark: _Ref70921565]The Affected Party shall:
[bookmark: a1005276]as soon as reasonably practicable after the start of the Force Majeure Event, notify the other party in writing of the Force Majeure Event, the date on which it started, its likely or potential duration, and the effect of the Force Majeure Event on its ability to perform any of its obligations under the Agreement; and
[bookmark: a785014]use all reasonable endeavours to mitigate the effect of the Force Majeure Event on the performance of its obligations.
[bookmark: a604860]If the Force Majeure Event prevents, hinders or delays the Affected Party's performance of its obligations for a continuous period of more than 2 months, the party not affected by the Force Majeure Event may terminate this Agreement by giving one week’s written notice to the Affected Party.
[bookmark: _Toc256000019][bookmark: a773486][bookmark: _Toc194314885]Assignment and other dealings
[bookmark: a489894]The Supplier shall not assign, transfer, mortgage, charge, subcontract, delegate, declare a trust over or deal in any other manner with any of its rights and obligations under this Agreement without the prior written consent of the ORR.
[bookmark: a714202]The ORR may at any time assign, mortgage, charge, subcontract, delegate, declare a trust over or deal in any other manner with any or all of its rights under this Agreement, provided that it gives prior written notice of such dealing to the Supplier.
[bookmark: _Toc256000020][bookmark: a100597][bookmark: _Ref189819474][bookmark: _Toc194314886]Variation
[bookmark: a987871]Subject to clause 6 (Change control), no variation of this Agreement shall be effective unless it is in writing and signed by the parties (or their authorised representatives).
[bookmark: _Toc256000021][bookmark: a655074][bookmark: _Toc194314887][bookmark: _Ref70921566]Waiver
[bookmark: a444023]A waiver of any right or remedy under this Agreement or by law is only effective if given in writing and shall not be deemed a waiver of any subsequent right or remedy.
[bookmark: a161444]A failure or delay by a party to exercise any right or remedy provided under this Agreement or by law shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any further exercise of that or any other right or remedy.  No single or partial exercise of any right or remedy provided under this Agreement or by law shall prevent or restrict the further exercise of that or any other right or remedy.
[bookmark: _Toc256000022][bookmark: a962612][bookmark: _Toc194314888]Rights and remedies
[bookmark: a357822]The rights and remedies provided under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by law.
[bookmark: _Toc256000023][bookmark: a273531][bookmark: _Toc194314889][bookmark: _Ref70921567]Severance
[bookmark: a656170][bookmark: _Ref70921568]If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity and enforceability of the rest of this Agreement.
[bookmark: a1051379]If any provision or part-provision of this Agreement is deemed deleted under clause 23.1 the parties shall negotiate in good faith to agree a replacement provision that, to the greatest extent possible, achieves the intended commercial result of the original provision.
[bookmark: _Toc256000024][bookmark: a915683][bookmark: _Toc194314890]Entire agreement
[bookmark: a1018741]This Agreement constitutes the entire agreement between the parties and supersedes and extinguishes all previous agreements, promises, assurances, warranties, representations and understandings between them, whether written or oral, relating to its subject matter.
[bookmark: a279959]Each party agrees that it shall have no remedies in respect of any statement, representation, assurance or warranty (whether made innocently or negligently) that is not set out in this Agreement. 
[bookmark: a745767]Each party agrees that it shall have no claim for innocent or negligent misrepresentation or negligent misstatement based on any statement in this Agreement.
[bookmark: _Toc256000025][bookmark: a600014][bookmark: _Toc194314891][bookmark: _Ref70921569]Conflict
[bookmark: a456298]If there is an inconsistency between any of the provisions of this Agreement and the provisions of the schedules, the provisions of this Agreement shall prevail.
[bookmark: _Toc256000026][bookmark: a1041278][bookmark: _Toc194314892]No partnership or agency
[bookmark: a803887]Nothing in this Agreement is intended to, or shall be deemed to, establish any partnership or joint venture between any of the parties, constitute any party the agent of another party, or authorise any party to make or enter into any commitments for or on behalf of any other party.
[bookmark: a455448]Each party confirms it is acting on its own behalf and not for the benefit of any other person.
[bookmark: _Toc256000027][bookmark: a472577][bookmark: _Toc194314893]Third party rights
[bookmark: a500576]This Agreement does not give rise to any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement.
[bookmark: a547809]The rights of the parties to rescind or vary this Agreement are not subject to the consent of any other person.
[bookmark: _Toc256000028][bookmark: a682158][bookmark: _Toc194314894]Notices
[bookmark: a87527]Any notice given to a party under or in connection with this Agreement shall be in writing and shall be:
[bookmark: a535826]delivered by hand or by pre-paid first-class post or other next Business Day delivery service at its registered office (if a company) or its principal place of business (in any other case); or 
[bookmark: a161162]sent by email to the address specified in the Contract Details section of this Agreement. 
[bookmark: a851717]Any notice shall be deemed to have been received:
[bookmark: a666090]if delivered by hand, at the time the notice is left at the proper address; 
[bookmark: a488552]if sent by pre-paid first-class post or other next working day delivery service, at 9.00 am on the second Business Day after posting; or
[bookmark: a287855][bookmark: _Ref70921570]if sent by email, at the time of transmission, or, if this time falls outside business hours in the place of receipt, when business hours resume.  In this clause 28.2(c), business hours means 9.00am to 5.00pm Monday to Friday on a day that is not a public holiday in the place of receipt. 
[bookmark: a954485]This clause does not apply to the service of any proceedings or any documents in any legal action or, where applicable, any arbitration or other method of dispute resolution.
[bookmark: _Toc256000029][bookmark: a125030][bookmark: _Toc194314895]Counterparts
[bookmark: a810511]This Agreement may be executed in any number of counterparts, each of which shall constitute a duplicate original, but all the counterparts shall together constitute the one Agreement.
[bookmark: _Ref192697663][bookmark: _Toc194314896][bookmark: _Toc256000031][bookmark: a1037233][bookmark: _Ref70921573]Dispute resolution
[bookmark: _Ref192697972]If a dispute arises out of or in connection with this Agreement or its performance, validity or enforceability (“Dispute”), then, except as expressly provided in this Agreement, the parties shall follow the procedure set out in this clause 30. 
[bookmark: _Ref192697967]Either party shall notify the other of the Dispute, setting out its nature and full particulars (“Dispute Notice”), together with relevant supporting documents. On service of the Dispute Notice, the [EMPLOYEE TITLE] of the ORR and [EMPLOYEE TITLE] of the Supplier shall attempt in good faith to resolve the Dispute.
If the [EMPLOYEE TITLE] of the ORR and [EMPLOYEE TITLE] of the Supplier are for any reason unable to resolve the Dispute within [30] days of service of the Dispute Notice, the Dispute shall be referred to the [SENIOR OFFICER TITLE] of the ORR and [SENIOR OFFICER TITLE] of the Supplier who shall attempt in good faith to resolve it.
If the [SENIOR OFFICER TITLE] of the ORR and [SENIOR OFFICER TITLE] of the Supplier are for any reason unable to resolve the Dispute within [30] days of it being referred to them, the  Dispute shall be finally resolved by the courts of England and Wales in accordance with clause 31.2.
[bookmark: _Toc194314897]Governing law & Jurisdiction
[bookmark: a603344]This Agreement and any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with it or its subject matter or formation shall be governed by and construed in accordance with the law of England and Wales.
[bookmark: a639433][bookmark: _Ref192697840]Each party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with this Agreement or its subject matter or formation.
This Agreement has been entered into on the date stated at the beginning of it.
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[bookmark: _Toc256000033][bookmark: a265587][bookmark: _Ref70921589][bookmark: _Toc194314898] - Services Details
Services: [LIST SERVICES PROVIDED UNDER THIS AGREEMENT]
[Service Levels:]
ORR Materials: [SPECIFY]
ORR's Equipment: [SPECIFY]
Supplier's Equipment: [SPECIFY]
Milestones: [Milestones can be set out here, or in Schedule 2 with the payment terms if payment is related to Milestones.]
Timetable: [TIMETABLE FOR PERFORMANCE OF SERVICES]
Deliverables: [DELIVERABLES FOR SERVICES]
Acceptance criteria: [ACCEPTANCE CRITERIA]

[bookmark: _Toc256000034][bookmark: a387126][bookmark: _Ref70921590][bookmark: _Toc194314899] - Charges, costs and payment
Charges: [SPECIFY]
Fixed price:
The total charges for the Services are £[AMOUNT].
The fixed price is calculated as follows: [CALCULATION METHOD]
Time and materials:
The daily rate for the Supplier: [SPECIFY]
The weekend and overtime rate for the Supplier: [SPECIFY]
Payment terms: [SPECIFY]
Costs of third party materials and services charged in addition to the Charges:
The following materials and services procured from third parties shall be invoiced to the ORR in addition to the Charges: [INSERT DETAILS]
[bookmark: _Toc192501157][bookmark: _Toc192698315][bookmark: _Toc192501158][bookmark: _Toc192698316][bookmark: _Toc192501159][bookmark: _Toc192698317][bookmark: _Toc192501160][bookmark: _Toc192698318][bookmark: _Toc192501161][bookmark: _Toc192698319][bookmark: _Toc192501162][bookmark: _Toc192698320][bookmark: _Toc192501163][bookmark: _Toc192698321][bookmark: _Toc192501164][bookmark: _Toc192698322][bookmark: _Toc256000037][bookmark: a289216][bookmark: _Ref70921595][bookmark: _Ref189062532][bookmark: _Ref192869283][bookmark: _Ref192869310][bookmark: _Ref192869333][bookmark: _Ref192869369][bookmark: _Ref192871562][bookmark: _Ref192871625][bookmark: _Ref192871717][bookmark: _Toc194314900] – Data Protection
Part 1 [bookmark: _Toc256000134][bookmark: a854602][bookmark: _Toc256000038][bookmark: a996018]
Data Processing Provisions 
1. [bookmark: _Toc256000135][bookmark: a493225]Interpretation
[bookmark: a646355]The following definitions and rules of interpretation apply in this Schedule 3 (Data Protection).
1.1 [bookmark: a651695]Definitions:
[bookmark: a522956]Applicable Data Protection Laws: all applicable data protection and privacy legislation in force from time to time in the UK including the UK GDPR; the Data Protection Act 2018 (DPA 2018) (and regulations made thereunder); and the Privacy and Electronic Communications Regulations 2003 (SI 2003 No. 2426) as amended; and all other legislation and regulatory requirements in force from time to time which apply to a party relating to the use of Personal Data (including, without limitation, the privacy of electronic communications); and the guidance and codes of practice issued by the Information Commissioner or other relevant data protection or supervisory authority and applicable to a party.
[bookmark: a472547]ORR Personal Data: any personal data which the Supplier processes in connection with this Agreement in the capacity of a processor on behalf of ORR.
[bookmark: a918147]UK GDPR: has the meaning given to it in section 3(10) (as supplemented by section 205(4)) of the Data Protection Act 2018.
1.2 [bookmark: a275306]For the purposes of this Schedule 3 (Data Protection), the terms Commissioner, controller, data subject, personal data, personal data breach, processor and processing, shall have the meaning given to them in the UK GDPR.
2. [bookmark: _Toc256000136][bookmark: a182589]General compliance and roles 
2.1 [bookmark: a501136]Both parties will comply with all applicable requirements of Applicable Data Protection Laws. This Schedule 3 is in addition to, and does not relieve, remove or replace a party's obligations or rights under Applicable Data Protection Laws.
2.2 [bookmark: a974356][bookmark: _Ref189837517][bookmark: a182269]The parties have determined that, for the purposes of Applicable Data Protection Laws, the Supplier acts as a processor on behalf of ORR. 
2.3 [bookmark: a853190]Should the determination in paragraph 2.2 change, each party shall work together in good faith to make any changes that are necessary to this Schedule 3.
3. [bookmark: a296550]Data Processing Obligations
3.1 [bookmark: a806731]In relation to the ORR Personal Data, Part 2 sets out the scope, nature and purpose of processing by the Supplier, the duration of the processing and the types of personal data and categories of data subject.
3.2 [bookmark: a441944]Without prejudice to the generality of paragraph 2.1, where the Supplier is processing ORR Personal Data as a processor on behalf of ORR, the Supplier shall:
(a) [bookmark: a968755]process that ORR Personal Data only on the documented instructions of ORR unless the Supplier is required by law to otherwise process that ORR Personal Data. Where the Supplier is relying on a legal requirement as the basis for processing ORR Processor Data, the Supplier shall promptly notify ORR of this before performing the processing required by law unless those laws prohibit the Supplier from so notifying ORR on important grounds of public interest. The Supplier shall immediately inform ORR if, in the opinion of the Supplier, the instructions of ORR infringe Applicable Data Protection Laws;
(b) [bookmark: a487572]implement appropriate technical and organisational measures to protect against unauthorised or unlawful processing of ORR Personal Data and against its accidental loss, damage or destruction, including but not limited to:
(i) [bookmark: a630811]the pseudonymisation and encryption of ORR Personal Data;
(ii) [bookmark: a529172]the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
(iii) [bookmark: a703239]the ability to restore the availability and access to ORR Personal Data in a timely manner in the event of a physical or technical incident; and
(iv) [bookmark: a367168]a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing.
[bookmark: a235864]In assessing the appropriate level of security, the Supplier shall take into account in particular of the risks that are presented by the processing, in particular from accidental or unlawful destruction, loss, alternation, unauthorised disclosure of, or access to ORR Personal Data transmitted, stored or otherwise processed.
(c) [bookmark: a245113]ensure, and procure, that any personnel engaged and authorised by the Supplier to process ORR Personal Data keep ORR Personal Data confidential; 
(d) [bookmark: a446740]promptly assist ORR in responding to any request from a data subject and in ensuring compliance with ORR's obligations under Applicable Data Protection Laws with respect to security, breach notifications, impact assessments and consultations with the Commissioner, supervisory authorities or other regulators; 
(e) the Supplier shall promptly notify ORR if it receives any complaint, notice or communication (whether from the Commissioner, any data subject, supervisory authority or other third party) which relates to processing of ORR Personal Data;
(f) [bookmark: _Ref189838000][bookmark: a941870]notify ORR without undue delay (and no later than 48 hours) after becoming aware of a personal data breach; 
(g) [bookmark: a113764]at the written direction of ORR, delete or return to ORR all ORR Personal Data on termination or expiry of the Agreement, and certify to ORR in writing it has done so, unless the Supplier is required by law to continue to process that ORR Personal Data, in which case the Supplier shall promptly notify ORR, in writing, of what that applicable law is and shall only be permitted to process that ORR Personal Data for the specific purpose so-notified, and all other requirements set out in this Schedule 3 shall continue to apply to such ORR Personal Data notwithstanding the termination or expiry of this Agreement for as long as such ORR Personal Data is processed by the Supplier. For the purposes of this paragraph 3.2(g), the obligation to "delete" data includes the obligation to delete data from back-up systems as well as live systems; and
(h) [bookmark: a359314]maintain adequate records to demonstrate its compliance with this Schedule and make available such information as ORR may reasonably request. The Supplier shall provide ORR, on reasonable notice, with access to its premises, personnel and records as ORR may reasonably require in order to audit the Supplier’s compliance with Applicable Data Protection Laws and this Schedule 3 with respect to ORR Personal Data.
3.3 [bookmark: a921738]The Supplier shall not, without the prior written consent of ORR (and in any event subject to the Supplier providing ORR with reasonable evidence that such activity is being undertaking in full compliance with Applicable Data Protection Laws):
(a) [bookmark: a291984]appoint or replace (or change the terms of the appointment of) any sub-processor in relation to ORR Personal Data or transfer any ORR Personal Data to the same; or
(b) [bookmark: a502766]carry out, via itself or via any other processor, any processing of ORR Personal Data, or transfer any ORR Personal Data, outside of the UK, including processing ORR Personal Data on equipment situated outside of the UK.
3.4 Where ORR gives consent pursuant to paragraph 3.3(a), the Supplier shall ensure that each sub-processor enters into a written agreement undertaking to Supplier in equivalent terms to the undertakings given by Supplier to ORR under this Schedule. As between ORR and the Supplier, the Supplier shall remain fully liable for all acts or omissions of any permitted sub-processor.]
1. [bookmark: _Toc256000139][bookmark: a368022]Liability 
1.1 [bookmark: a152356]The Supplier's liability for losses arising from breaches of this schedule is as set out in clause 14.6.


Part 2 [bookmark: _Toc256000141][bookmark: a387629][bookmark: _Ref192869391]Particulars of processing [Guidance note: complete this section with details on the processing of personal data on ORR’s behalf.]
1. [bookmark: a664059]Scope of processing
[SCOPE OF THE PROCESSING]
2. [bookmark: a580269]Nature of processing
[DETAILS OF THE PROCESSING]
3. [bookmark: a450561]Duration of processing
[DETAILS OF THE DURATION OF THE PROCESSING ACTIVITY]
4. [bookmark: a792901]Types of personal data
[DETAILS OF PERSONAL DATA]
5. [bookmark: a453904]Categories of data subject
[DETAILS OF DATA SUBJECT]
Part 3 [bookmark: _Toc256000142][bookmark: a755120][bookmark: _Ref192871502]Technical and organisational measures
[DETAILS OF TECHNICAL AND ORGANISATIONAL MEASURES]
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