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Terms and Conditions of Contract for
Water Sample Analysis




This agreement is dated [insert at award]
[bookmark: _Toc127872495][bookmark: _Toc127878681][bookmark: _Toc129009893][bookmark: _Toc135810756][bookmark: _Toc135821955]PARTIES
(1) Norfolk County Council of County Hall, Martineau Lane, Norwich, Norfolk, NR1 2DH (“Customer”) 
and
(2) [insert at award] incorporated and registered in [insert at award] with company number [insert at award] whose registered office is at [insert at award] (“Supplier”) 
[bookmark: _Toc127872496][bookmark: _Toc127878682][bookmark: _Toc129009894][bookmark: _Toc135810757][bookmark: _Toc135821956]BACKGROUND
[bookmark: a87537]The Supplier submitted a Tender on [insert at award] (reference: NCCT43251) in response to the Customer's Invitation to Tender issued on 5 September 2025 advertised on Find a Tender Service (reference: [insert at award]).
[bookmark: a482746]The Parties have agreed that the Supplier shall provide the Customer with the Services set out in the Customer’s Specification in relation to Water Sample Analysis on the terms and conditions set out in this agreement.
This Agreement shall commence on 1 December 2025 and shall continue until 30 November 2028 unless extended or terminated in accordance with the provisions of this Agreement. 


IT IS AGREED THAT:
This Agreement with the following attached documents will together form the Terms and Conditions of Contract:
	
Schedule 1 Service Specification
Schedule 2 BoQ
The tenderers response


IN WITNESS of which this Agreement has been duly executed by the Parties on the date set out at the beginning.

SIGNED ON BEHALF OF  
[insert at award] by




……………………………	………………………………….	…………………………………. 
Authorised Signatory		Name (Please Print)			Title




……………………………	………………………………….	…………………………………. 
Authorised Signatory		Name (Please Print)			Title



				


SIGNED ON BEHALF OF 
Norfolk County Council of County Hall, Martineau Lane, Norwich NR1 2DH by




……………………………	………………………………….	…………………………………. 
Authorised Signatory		Name (Please Print)			Title




……………………………	………………………………….	…………………………………. 
Authorised Signatory		Name (Please Print)			Title
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[bookmark: _Ref452974127][bookmark: _Toc135810758][bookmark: _Toc196813149][bookmark: _Toc207883985]Interpretation
In these terms and conditions:
	“Agreement” 
	means the contract between (i) the Customer and (ii) the Supplier constituted by the Customer’s issue of a Purchase Order on the basis of the Supplier’s submitted Tender

	“Charges”
	means the charges for the Services as specified in the Supplier’s Tender;

	“Confidential Information”
	means all information, whether written or oral (however recorded), provided by the disclosing Party to the receiving Party and which (i) is known by the receiving Party to be confidential; (ii) is marked as or stated to be confidential; or (iii) ought reasonably to be considered by the receiving Party to be confidential;

	“Customer”
	means Norfolk County Council;

	“Data Controller”
	shall have the meaning as defined in the Data Protection Legislation;

	“Data Processor”
	shall have the meaning as defined in the Data Protection Legislation;

	“Data Protection Legislation”
	means all applicable data protection and privacy legislation in force from time to time in the UK including without limitation the UK GDPR; the Data Protection Act 2018 (and regulations made thereunder) (“DPA 2018”); and the Privacy and Electronic Communications Regulations 2003 (SI 2003/2426) as amended and all other legislation and regulatory requirements in force from time to time which apply to a party relating to the use of Personal Data;

	“Data Subject”
	shall have the meaning as defined in the Data Protection Legislation;

	“Expiry Date”
	means the date for expiry of the Agreement as set out in 1.5; 

	“FOIA”
	means the Freedom of Information Act 2000;

	“Information”
	has the meaning given under section 84 of the FOIA; 

	“Party”
	means the Supplier or the Customer (as appropriate) and “Parties” shall mean both of them; 

	“Personal Data”
	means personal data (as defined in the Data Protection Legislation) which is processed by the Supplier or any Staff on behalf of the Customer pursuant to or in connection with this Agreement;

	“Purchase Order”
	means the Customer’s official request to purchase the Services from the Supplier

	“Purchase Order Number” or “PO Number”
	means the Customer’s unique number relating to the supply of the Services; 

	“Request for Information”
	has the meaning set out in the FOIA or the Environmental Information Regulations 2004 as relevant (where the meaning set out for the term “request” shall apply); 

	“Services”
	means the services to be supplied by the Supplier to the Customer under the Agreement;

	“Specification”
	means the specification for the Services (including as to quantity, description and quality) as specified in the Invitation to Tender or Purchase Order, as applicable;

	“Staff”
	means all directors, officers, employees, agents, consultants and contractors of the Supplier and/or of any sub-contractor of the Supplier engaged in the performance of the Supplier’s obligations under the Agreement;

	“Staff Vetting Procedures”
	means vetting procedures that accord with good industry practice or, where requested by the Customer, the Customer’s procedures for the vetting of personnel as provided to the Supplier from time to time;

	“Supplier”
	means the person named as Supplier in the Purchase Order;

	“Tender”
	means the request issued to the Supplier for a quote for Services by the Customer;

	“Term”
	means the period from the start date of the Agreement set out in 1.5 to the Expiry Date as such period may be extended in accordance with clause 4.2 or terminated in accordance with the terms and conditions of the Agreement; 

	“UK GDPR”
	has the meaning given to it in section 3(10) (as supplemented by section 205(4)) of the DPA 2018;

	“VAT”
	means value added tax in accordance with the provisions of the Value Added Tax Act 1994;

	“Working Day”
	means a day (other than a Saturday or Sunday) on which banks are open for business in the City of London.


In these terms and conditions, unless the context otherwise requires:
references to numbered clauses are references to the relevant clause in these terms and conditions;
any obligation on any Party not to do or omit to do anything shall include an obligation not to allow that thing to be done or omitted to be done;
the headings to the clauses of these terms and conditions are for information only and do not affect the interpretation of the Agreement;
any reference to an enactment includes reference to that enactment as amended or replaced from time to time and to any subordinate legislation or byelaw made under that enactment; and
the word ‘including’ shall be understood as meaning ‘including without limitation’.
The charges for the Services shall be as set out in the Supplier’s response to the Invitation to Tender. 
The specification of the Services to be supplied is as set out in the Invitation to Tender.
[bookmark: _Ref452975502]The Term shall commence on Monday, December 1, 2025 and the Expiry Date shall be 30 November 2028 as described in the Invitation to Tender.
Services to be performed at particular premises shall be performed at the location specified in the Invitation to Tender.
Not used.
The addresses for notices of the Parties are:
Customer

Norfolk County Council
County Hall
Martineau lane
Norwich 
NR1 2DH

Supplier

[insert at award]


Payment
All invoices must be sent, quoting a valid Purchase Order Number, to [insert at award]. You must be in receipt of a valid PO Number before submitting an invoice.
To avoid delay in payment it is important that the invoice is compliant and that it includes a valid PO Number, PO Number item number (if applicable) and the details (name and telephone number) of your Customer contact (i.e. Contract Manager). Non-compliant invoices will be sent back to you, which may lead to a delay in payment. 
[bookmark: _Ref377050430][bookmark: _Toc135810759][bookmark: _Toc196813150][bookmark: _Toc207883986]Basis of Agreement
The Purchase Order constitutes an offer by the Customer to purchase the Services subject to and in accordance with the terms and conditions of the Agreement.
The Customer’s offer comprised in the Purchase Order shall be deemed to be accepted by the Supplier unless rejected by the Supplier in writing within 7 days of the date of the Purchase Order.
[bookmark: _Toc135810760][bookmark: _Toc196813151][bookmark: _Ref456615018][bookmark: _Toc207883987]Supply of Services 
In consideration of the Customer’s agreement to pay the Charges, the Supplier shall supply the Services to the Customer for the Term subject to and in accordance with the terms and conditions of the Agreement. 
In supplying the Services, the Supplier shall:
co-operate with the Customer in all matters relating to the Services and comply with all the Customer’s instructions;
perform the Services with all reasonable care, skill and diligence in accordance with good industry practice in the Supplier’s industry, profession or trade;
use Staff who are suitably skilled and experienced to perform tasks assigned to them, and in sufficient number to ensure that the Supplier’s obligations are fulfilled in accordance with the Agreement;
ensure that the Services shall conform with all descriptions and specifications set out in the Specification;
comply with all applicable laws; and
[bookmark: _Ref360039773]provide all equipment, tools and vehicles and other items as are required to provide the Services.
The Customer may by written notice to the Supplier at any time request a variation to the scope of the Services. In the event that the Supplier agrees to any variation to the scope of the Services, the Charges shall be subject to fair and reasonable adjustment to be agreed in writing between the Customer and the Supplier.
[bookmark: _Toc135810762][bookmark: _Toc196813152][bookmark: _Toc207883988]Term
The Agreement shall take effect on the date specified in 1.5 and shall expire on the Expiry Date, unless it is otherwise extended in accordance with clause 4.2 or terminated in accordance with the terms and conditions of the Agreement. 
[bookmark: _Ref266710570][bookmark: _Ref359607345]The Customer may extend the Agreement for a period of up to 24 months by giving not less than 6 month’s notice in writing to the Supplier prior to the Expiry Date, except where other notice and/or extension periods are agreed by the Customer at the outset of the contract. The terms and conditions of the Agreement shall apply throughout any such extended period. 
[bookmark: _Toc135810763][bookmark: _Toc196813153][bookmark: _Toc207883989]Charges, Payment and Recovery of Sums Due
The Charges for the Services to be supplied shall be as set out in the Supplier’s response to the Invitation to Tender and shall be the full and exclusive remuneration of the Supplier in respect of the supply of the Services. 
Unless otherwise agreed in writing by the Customer, the Charges shall include every cost and expense of the Supplier directly or indirectly incurred in connection with the performance of the Services.
All amounts stated are exclusive of VAT which shall be charged at the prevailing rate. The Customer shall, following the receipt of a valid VAT invoice, pay to the Supplier a sum equal to the VAT chargeable in respect of the Services. 
[bookmark: _Ref452968492]Following supply of the Services the Supplier shall invoice the Customer as specified in the Agreement. Each invoice shall include such supporting information required by the Customer to verify the accuracy of the invoice, including the relevant Purchase Order Number and a breakdown of the Services supplied in the invoice period. 
[bookmark: _Ref452974202]In consideration of the supply of the Services by the Supplier, the Customer shall pay the Supplier the invoiced amounts no later than 30 days after verifying that the invoice is valid and undisputed and includes a valid Purchase Order Number. For Services the Customer may, without prejudice to any other rights and remedies under the Agreement, withhold or reduce payments in the event of unsatisfactory performance.
If the Customer fails to consider and verify an invoice in a timely fashion the invoice shall be regarded as valid and undisputed for the purpose of paragraph 5.5 after a reasonable time has passed.
If there is a dispute between the Parties as to the amount invoiced, the Customer shall pay the undisputed amount. The Supplier shall not suspend the supply of the Services unless the Supplier is entitled to terminate the Agreement for a failure to pay undisputed sums in accordance with clause 17.4. Any disputed amounts shall be resolved through the dispute resolution procedure detailed in clause 20. 
[bookmark: _Ref452968507]If a payment of an undisputed amount is not made by the Customer by the due date, then the Customer shall pay the Supplier interest at the interest rate specified in the Late Payment of Commercial Debts (Interest) Act 1998.
[bookmark: _Ref452968530]Where the Supplier enters into a sub-contract, the Supplier shall include in that sub-contract:
provisions having the same effects as clauses 5.4 to 5.8 of this Agreement; and 
a provision requiring the counterparty to that sub-contract to include in any sub-contract which it awards provisions having the same effect as 5.4 to 5.9 of this Agreement.
In this clause 5.9, “sub-contract” means a contract between two or more suppliers, at any stage of remoteness from the Authority in a subcontracting chain, made wholly or substantially for the purpose of performing (or contributing to the performance of) the whole or any part of this Agreement. 
If any sum of money is recoverable from or payable by the Supplier under the Agreement (including any sum which the Supplier is liable to pay to the Customer in respect of any breach of the Agreement), that sum may be deducted unilaterally by the Customer from any sum then due, or which may come due, to the Supplier under the Agreement or under any other agreement or contract with the Customer. The Supplier shall not be entitled to assert any credit, set-off or counterclaim against the Customer in order to justify withholding payment of any such amount in whole or in part.
The Charges shall remain unchanged for the Term of the Agreement. Should the Agreement be extended in accordance with clauses 1.5 the Supplier may increase the Charges at the end of the Term in line with the percentage increase in the Consumer Prices Index in the preceding 12-month period. The first such increase shall take effect at the beginning of the extension period and shall be based on the latest available figure for the percentage increase in the Consumer Prices Index at the beginning of the last month of the previous Contract Year. 
[bookmark: _Toc135810768][bookmark: _Toc196813158][bookmark: _Toc207883990]Staff 
If the Customer reasonably believes that any of the Staff are unsuitable to undertake work in respect of the Agreement, it may, by giving written notice to the Supplier:
refuse admission to the relevant person(s) to the Customer’s premises; 
direct the Supplier to end the involvement in the provision of the Services of the relevant person(s); and/or
require that the Supplier replace any person removed under this clause with another suitably qualified person and procure that any security pass issued by the Customer to the person removed is surrendered,
[bookmark: _Ref260825729]and the Supplier shall comply with any such notice. 
[bookmark: _Ref377050375]The Supplier shall: 
ensure that all Staff are vetted in accordance with the Staff Vetting Procedures;
if requested, provide the Customer with a list of the names and addresses (and any other relevant information) of all persons who may require admission to the Customer’s premises in connection with the Agreement; and
procure that all Staff comply with any rules, regulations and requirements reasonably specified by the Customer.
[bookmark: _Toc135810769][bookmark: _Toc196813159][bookmark: _Toc207883991]Assignment and sub-contracting
The Supplier shall not without the written consent of the Customer assign, sub-contract, novate or in any way dispose of the benefit and/ or the burden of the Agreement or any part of the Agreement. The Customer may, in the granting of such consent, provide for additional terms and conditions relating to such assignment, sub-contract, novation or disposal. The Supplier shall be responsible for the acts and omissions of its sub-contractors as though those acts and omissions were its own. 
Where the Customer has consented to the placing of sub-contracts, the Supplier shall, at the request of the Customer, send copies of each sub-contract, to the Customer as soon as is reasonably practicable.
The Customer may assign, novate, or otherwise dispose of its rights and obligations under the Agreement without the consent of the Supplier provided that such assignment, novation or disposal shall not increase the burden of the Supplier’s obligations under the Agreement. 
[bookmark: _Ref135810716][bookmark: _Toc135810770][bookmark: _Toc196813160][bookmark: _Ref377050494][bookmark: _Toc207883992]Modern Slavery
In performing its obligations under the Agreement, the Supplier shall:
comply with all applicable anti-slavery and human trafficking laws, statutes, regulations and codes from time to time in force including but not limited to the Modern Slavery Act 2015, the Employment Relations Act 1999 (Blacklists) Regulations 2010 and any other wage-related and tax related legislation; and
not engage in any activity, practice or conduct that would constitute an offence under sections 1, 2 or 4, of the Modern Slavery Act 2015 if such activity, practice or conduct were carried out in the UK.
Comply with the Customer’s policy on ethical supply chains as found on the Customer’s website.
Where the Agreement includes the user of timber and/or wood-derived products, comply with the UK Government’s Timber Procurement Policy 2016 (“Timber Policy”) (including any subsequent amendments as may be made from time to time to the Timber Policy) by only purchasing timber and wood-derived products originating from an independently verifiable legal and sustainable source.
The Supplier shall permit the Customer and its third-party representatives, on reasonable notice during normal business hours, but without notice in case of any reasonably suspected breach of this Clause 8, to have access to and take copies of the Supplier’s records and any other information and to meet with the Supplier’s personnel to audit the Supplier’s compliance with its obligations under this Clause 8.
Breach of this Clause 8 shall be a material breach of the Agreement.
[bookmark: _Toc135810771][bookmark: _Toc196813161][bookmark: _Toc207883993]Intellectual Property Rights
All intellectual property rights in any materials provided by the Customer to the Supplier for the purposes of this Agreement shall remain the property of the Customer but the Customer hereby grants the Supplier a royalty-free, non-exclusive and non-transferable licence to use such materials as required until termination or expiry of the Agreement for the sole purpose of enabling the Supplier to perform its obligations under the Agreement.
All intellectual property rights in any materials created or developed by the Supplier pursuant to the Agreement or arising as a result of the provision of the Services shall vest in the Supplier. If, and to the extent, that any intellectual property rights in such materials vest in the Customer by operation of law, the Customer hereby assigns to the Supplier by way of a present assignment of future rights that shall take place immediately on the coming into existence of any such intellectual property rights all its intellectual property rights in such materials (with full title guarantee and free from all third party rights).
[bookmark: _Ref335833704]The Supplier hereby grants the Customer:
a perpetual, royalty-free, irrevocable, non-exclusive licence (with a right to sub-license) to use all intellectual property rights in the materials created or developed pursuant to the Agreement and any intellectual property rights arising as a result of the provision of the Services; and
a perpetual, royalty-free, irrevocable and non-exclusive licence (with a right to sub-license) to use:
any intellectual property rights vested in or licensed to the Supplier on the date of the Agreement; and
any intellectual property rights created during the Term but which are neither created or developed pursuant to the Agreement nor arise as a result of the provision of the Services,
including any modifications to or derivative versions of any such intellectual property rights, which the Customer reasonably requires in order to exercise its rights and take the benefit of the Agreement including the Services provided.
[bookmark: _Ref359607763]The Supplier shall indemnify, and keep indemnified, the Customer in full against all costs, expenses, damages and losses (whether direct or indirect), including any interest, penalties, and reasonable legal and other professional fees awarded against or incurred or paid by the Customer as a result of or in connection with any claim made against the Customer for actual or alleged infringement of a third party’s intellectual property arising out of, or in connection with, the supply or use of the Services, to the extent that the claim is attributable to the acts or omission of the Supplier or any Staff.
[bookmark: _Toc135810772][bookmark: _Toc196813162][bookmark: _Ref243716101][bookmark: _Toc207883994]Governance and Records
The Supplier shall:
attend progress meetings with the Customer at the frequency and times specified by the Customer and shall ensure that its representatives are suitably qualified to attend such meetings; and
[bookmark: _DV_M163][bookmark: _DV_M164][bookmark: _DV_M974]submit progress reports to the Customer at the times and in the format specified by the Customer.
[bookmark: _Ref377050504]The Supplier shall keep and maintain until 6 years after the end of the Agreement, or as long a period as may be agreed between the Parties, full and accurate records of the Agreement including the Services supplied under it and all payments made by the Customer. The Supplier shall on request afford the Customer or the Customer’s representatives such access to those records as may be reasonably requested by the Customer in connection with the Agreement.
[bookmark: _Ref377050387][bookmark: _Toc135810773][bookmark: _Toc196813163][bookmark: _Toc207883995]Confidentiality, Transparency and Publicity
[bookmark: _Ref359607666]Subject to clause 11.2, each Party shall:
treat all Confidential Information it receives as confidential, safeguard it accordingly and not disclose it to any other person without the prior written permission of the disclosing Party; and
not use or exploit the disclosing Party’s Confidential Information in any way except for the purposes anticipated under the Agreement.
[bookmark: _Ref359607640]Notwithstanding clause 11.1, a Party may disclose Confidential Information which it receives from the other Party:
where disclosure is required by applicable law or by a court of competent jurisdiction; 
to its auditors or for the purposes of regulatory requirements; 
on a confidential basis, to its professional advisers; 
to the Serious Fraud Office where the Party has reasonable grounds to believe that the other Party is involved in activity that may constitute a criminal offence under the Bribery Act 2010; 
[bookmark: _Ref377110989]where the receiving Party is the Supplier, to the Staff on a need to know basis to enable performance of the Supplier’s obligations under the Agreement provided that the Supplier shall procure that any Staff to whom it discloses Confidential Information pursuant to this clause 11.2.5 shall observe the Supplier’s confidentiality obligations under the Agreement; and
where the receiving Party is the Customer:
on a confidential basis to the employees, agents, consultants and contractors of the Customer;
on a confidential basis to any other body to which the Customer transfers or proposes to transfer all or any part of its business;
to the extent that the Customer (acting reasonably) deems disclosure necessary or appropriate in the course of carrying out its public functions; or
in accordance with clause 12. 
[bookmark: _Toc135810774]and for the purposes of the foregoing, references to disclosure on a confidential basis shall mean disclosure subject to a confidentiality agreement or arrangement containing terms no less stringent than those placed on the Customer under this clause 11.
[bookmark: _Ref360043449]The Parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of the Agreement is not Confidential Information and the Supplier hereby gives its consent for the Customer to publish this Agreement in its entirety to the general public (but with any information that is exempt from disclosure in accordance with the FOIA redacted) including any changes to the Agreement agreed from time to time. The Customer may consult with the Supplier to inform its decision regarding any redactions but shall have the final decision in its absolute discretion whether any of the content of the Agreement is exempt from disclosure in accordance with the provisions of the FOIA. 
[bookmark: _Ref260825584]The Supplier shall not, and shall take reasonable steps to ensure that the Staff shall not, make any press announcement or publicise the Agreement or any part of the Agreement in any way, except with the prior written consent of the Customer. 
[bookmark: _Ref261004389][bookmark: _Toc135810775][bookmark: _Toc196813164][bookmark: _Toc207883996]Freedom of Information 
The Supplier acknowledges that the Customer is subject to the requirements of the FOIA and the Environmental Information Regulations 2004 and shall:
provide all necessary assistance and cooperation as reasonably requested by the Customer to enable the Customer to comply with its obligations under the FOIA and the Environmental Information Regulations 2004;
transfer to the Customer all Requests for Information relating to this Agreement that it receives as soon as practicable and in any event within 2 Working Days of receipt; 
provide the Customer with a copy of all Information belonging to the Customer requested in the Request for Information which is in its possession or control in the form that the Customer requires within 5 Working Days (or such other period as the Customer may reasonably specify) of the Customer's request for such Information; and
not respond directly to a Request for Information unless authorised in writing to do so by the Customer.
The Supplier acknowledges that the Customer may be required under the FOIA and the Environmental Information Regulations 2004 to disclose Information concerning the Supplier or the Services (including commercially sensitive information) without consulting or obtaining consent from the Supplier. In these circumstances the Customer shall, in accordance with any relevant guidance issued under the FOIA, take reasonable steps, where appropriate, to give the Supplier advance notice, or failing that, to draw the disclosure to the Supplier’s attention after any such disclosure. 
Notwithstanding any other provision in the Agreement, the Customer shall be responsible for determining in its absolute discretion whether any Information relating to the Supplier or the Services is exempt from disclosure in accordance with the FOIA and/or the Environmental Information Regulations 2004.
[bookmark: _Ref377050406][bookmark: _Toc135810776][bookmark: _Toc196813165][bookmark: _Ref260838253][bookmark: _Toc207883997]Protection of Personal Data and Security of Data
[bookmark: _Ref378336429]Both Parties will comply with all applicable requirements of the Data Protection Legislation. This clause 13 is in addition to, and does not relieve, remove or replace, a Party's obligations under the Data Protection Legislation.
Where Personal Data is being processed under this Agreement by the Supplier acting as Data Processor then sub-clauses 13.3 to 13.7 inclusive of this Clause 13 and Schedule 1 to this Agreement shall apply. Sub-clause 13.9 shall apply regardless of whether the Supplier is acting as Data Processor or Data Controller. 
[bookmark: _Ref119052912]The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Data Controller and the Supplier is the Data Processor. The specification and/or Schedule 1 of this Agreement set out the scope, nature and purpose of processing by the Supplier, the duration of the processing and the types of Personal Data and categories of Data Subject.
[bookmark: a994659]Without prejudice to the generality of clause 13.1, the Customer will ensure that it has all necessary consents and notices in place to enable lawful transfer of the Personal Data to the Supplier for the duration and purposes of this Agreement.
[bookmark: a820833]Without prejudice to the generality of clause 13.1, the Supplier shall, in relation to any Personal Data processed under this Agreement:
[bookmark: a684078]process that Personal Data only on the written instructions of the Customer;
[bookmark: a798515]ensure that it has in place appropriate technical and organisational measures, to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, Personal Data, appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected;
The Provider must implement such measures to ensure a level of security appropriate to the risk involved, including as appropriate:
the pseudonymisation and encryption of personal data;
the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; and
a process for regularly testing, assessing and evaluating the effectiveness of the security measures.
[bookmark: a289003]ensure that all Staff who have access to and/or process Personal Data are obliged to keep the Personal Data confidential;
[bookmark: a833115]not transfer any Personal Data outside of the European Economic Area unless the prior written consent of the Customer has been obtained and the following conditions are fulfilled:
[bookmark: a762341]the Customer or the Supplier has provided appropriate safeguards in relation to the transfer;
[bookmark: a966763]the Data Subject has enforceable rights and effective legal remedies;
[bookmark: a864628]the Supplier complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred; and
[bookmark: a865345]the Supplier complies with reasonable instructions notified to it in advance by the Customer with respect to the processing of the Personal Data;
[bookmark: a981204]at its own expense, enable the Customer to respond to any request from a Data Subject and assist the Customer in ensuring compliance with its obligations under the Data Protection Legislation with respect to security, breach notifications, impact assessments and consultations with supervisory authorities or regulators;
[bookmark: a280696]notify the Customer immediately on becoming aware of a Personal Data breach or infringement of the Data Protection Legislation or this clause 13. In particular, the Supplier shall:
describe the incident, the nature of the breach and the circumstances in clear and plain language;
communicate the name and contact details of the data protection officer or other contact point where more information can be obtained;
describe the likely consequences of the personal data breach;
describe the measures taken or proposed to be taken to address the personal data breach, including, where appropriate, measures to mitigate its possible adverse effects;
if it is aware that detail described in clauses 13.5.5(a) - 13.5.5(d) is or is likely to be known in phases, it shall inform the Customer and give a timescale for each stage;
not consider the matter reported unless the Supplier receives an acknowledgement from the Customer;
provide such other information and assistance (including in any containment and investigation), and in such timescales, as the Customer may require or direct from time to time;
[bookmark: a567101]at the written direction of the Customer, delete Personal Data and copies thereof or return them to the Customer on termination of the Agreement unless required by law to store the Personal Data; and
[bookmark: a479167]maintain complete and accurate records and information to demonstrate its compliance with this clause 13 and allow for audits by the Customer or the Customer's auditor;
tell the Customer immediately if it is asked to do something infringing Data Protection Legislation or other data protection law(s);
assist the Customer with its obligations as Data Controller as directed from time to time.
[bookmark: a422117][bookmark: a467012]The Customer does not consent to the Supplier appointing any third-party processor of Personal Data under this Agreement without its express written consent. The Supplier confirms that it has entered or (as the case may be) will enter into a written agreement with the third-party processor incorporating terms which are substantially similar to those set out in this clause as between the Customer and the Supplier, the Supplier shall remain fully liable for all acts or omissions of any third-party processor appointed by it pursuant to this clause 13.6.
[bookmark: _Ref119053327][bookmark: _Ref360040777]The Parties may, at any time on not less than 30 days’ notice, revise this clause 16 by replacing it with any applicable Controller to Processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when replaced by attachment to this Agreement).
Where the Customer is required to put remedial or other actions or safeguards into place as a result of a supervisory authority’s or regulator’s direction or decision, the Supplier shall assist and cooperate with the Customer at no further expense to make any changes, modifications or to take any action as may be directed (including within any timescale provided) from time to time.
[bookmark: _Ref119053331]The Supplier shall indemnify the Customer in respect of any actions, suits, claims, demands, losses, charges, costs and expenses, which the Customer may suffer or incur as a result of or in connection with any loss of data or any breach of this clause 13 occurring in the course of the performance of the Service to the extent that any such loss is attributable to any act or omission of the Supplier or any of his sub-contractors.
[bookmark: _Ref377050536][bookmark: _Toc135810777][bookmark: _Toc196813166][bookmark: _Toc207883998]Liability 
The Supplier shall not be responsible for any injury, loss, damage, cost or expense suffered by the Customer if and to the extent that it is caused by the negligence or wilful misconduct of the Customer or by breach by the Customer of its obligations under the Agreement. 
[bookmark: _Ref370389250]Subject always to clauses 14.3 and 14.4:
[bookmark: _Ref377110477]the aggregate liability of the Supplier in respect of all defaults, claims, losses or damages howsoever caused, whether arising from breach of the Agreement, the supply or failure to supply of the Services, misrepresentation (whether tortuous or statutory), tort (including negligence), breach of statutory duty or otherwise shall in no event exceed 125%; and
except in the case of claims arising under clauses 9.4, 13.9 and 19.3, in no event shall the Supplier be liable to the Customer for any: 
loss of profits;
loss of business; 
loss of revenue; 
loss of or damage to goodwill;
loss of savings (whether anticipated or otherwise); and/or
any indirect, special or consequential loss or damage.
[bookmark: _Ref359607720]Nothing in the Agreement shall be construed to limit or exclude either Party's liability for:
death or personal injury caused by its negligence or that of its Staff;
fraud or fraudulent misrepresentation by it or that of its Staff; or
any other matter which, by law, may not be excluded or limited.
[bookmark: _Ref359607729]The Supplier’s liability under the indemnity in clause 9.4, 13.9 and 19.3 shall be unlimited. 
[bookmark: _Toc207883999]Insurance
The Supplier shall effect and maintain policies of insurance to provide a level of cover sufficient for all risks which may be incurred by the Supplier under this Agreement including death or personal injury, or loss of or damage to property.
The Supplier shall effect and maintain the following insurances for the duration of the Agreement in relation to the performance of the Agreement and for a minimum of six (6) years following the expiration or earlier termination of the Agreement:
Public Liability insurance for an amount not less than £10,000,000 each and every claim adequate to cover all risks in the performance (or default in performance); and
Professional Indemnity insurance to a minimum amount of £5,000,000 each and every claim adequate to cover all risks in the performance (or default in performance) of this Agreement from time to time;
employers' liability insurance cover for an amount of not less than at least to the level required by law in respect of any one incident.
[bookmark: _Toc135810782][bookmark: _Toc196813169][bookmark: _Toc207884000]Force Majeure
Neither Party shall have any liability under or be deemed to be in breach of the Agreement for any delays or failures in performance of the Agreement which result from circumstances beyond the reasonable control of the Party affected. Each Party shall promptly notify the other Party in writing when such circumstances cause a delay or failure in performance and when they cease to do so. If such circumstances continue for a continuous period of more than two months, either Party may terminate the Agreement by written notice to the other Party.
[bookmark: _Ref359655944][bookmark: _Toc135810783][bookmark: _Toc196813170][bookmark: _Ref245529290][bookmark: _Toc207884001]Termination
The Customer may terminate the Agreement at any time by notice in writing to the Supplier to take effect on any date falling at least 1 month (or, if the Agreement is less than 3 months in duration, at least 10 Working Days) later than the date of service of the relevant notice.
Without prejudice to any other right or remedy it might have, the Customer may terminate the Agreement by written notice to the Supplier with immediate effect if the Supplier:
(without prejudice to clause 17.2.5), is in material breach of any obligation under the Agreement which is not capable of remedy; 
repeatedly breaches any of the terms and conditions of the Agreement in such a manner as to reasonably justify the opinion that its conduct is inconsistent with it having the intention or ability to give effect to the terms and conditions of the Agreement; 
[bookmark: _Ref260924378]is in material breach of any obligation which is capable of remedy, and that breach is not remedied within 30 days of the Supplier receiving notice specifying the breach and requiring it to be remedied; 
[bookmark: _Ref359859809]undergoes a change of control within the meaning of section 416 of the Income and Corporation Taxes Act 1988; 
[bookmark: _Ref359607792]breaches any of the provisions of clauses 6.2, 11, 12, 13 and 18; 
[bookmark: _Ref260924394]becomes insolvent, or if an order is made or a resolution is passed for the winding up of the Supplier (other than voluntarily for the purpose of solvent amalgamation or reconstruction), or if an administrator or administrative receiver is appointed in respect of the whole or any part of the Supplier’s assets or business, or if the Supplier makes any composition with its creditors or takes or suffers any similar or analogous action (to any of the actions detailed in this clause 17.2.6) in consequence of debt in any jurisdiction; or
fails to comply with legal obligations in the fields of environmental, social or labour law.
[bookmark: _Ref264467643]The Supplier shall notify the Customer as soon as practicable of any change of control as referred to in clause 17.2.4 or any potential such change of control.
[bookmark: _Ref377110965]The Supplier may terminate the Agreement by written notice to the Customer if the Customer has not paid any undisputed amounts within 90 days of them falling due. 
Termination or expiry of the Agreement shall be without prejudice to the rights of either Party accrued prior to termination or expiry and shall not affect the continuing rights of the Parties under this clause and clauses 2, 3.2, 6, 8, 10.2, 11, 12, 13, 14, 17.6, 18.4, 19.3, 20 and 21.7 or any other provision of the Agreement that either expressly or by implication has effect after termination.
[bookmark: _Ref377050546]Upon termination or expiry of the Agreement, the Supplier shall:
give all reasonable assistance to the Customer and any incoming supplier of the Services; and
return all requested documents, information and data (including Personal Data)  to the Customer as soon as reasonably practicable and in such a format requested by the Customer.
[bookmark: _Ref377050416][bookmark: _Toc135810784][bookmark: _Toc196813171][bookmark: _Toc207884002]Compliance
The Supplier shall promptly notify the Customer of any health and safety hazards which may arise in connection with the performance of its obligations under the Agreement. The Customer shall promptly notify the Supplier of any health and safety hazards which may exist or arise at the Customer’s premises and which may affect the Supplier in the performance of its obligations under the Agreement.
The Supplier shall:
comply with all the Customer’s health and safety measures while on the Customer’s premises; and
notify the Customer immediately in the event of any incident occurring in the performance of its obligations under the Agreement on the Customer’s premises where that incident causes any personal injury or damage to property which could give rise to personal injury.
[bookmark: _Ref261013166]The Supplier shall:
[bookmark: _Ref359656204]perform its obligations under the Agreement in accordance with all applicable equality Law and the Customer’s equality and diversity policy as provided to the Supplier from time to time; and
take all reasonable steps to secure the observance of clause 18.3.1 by all Staff.
[bookmark: _Ref377050556]The Supplier shall supply the Services in accordance with the Customer’s environmental policy as provided to the Supplier from time to time. 
The Supplier shall comply with, and shall ensure that its Staff shall comply with, the provisions of section 182 of the Finance Act 1989.
[bookmark: _Toc135810785][bookmark: _Toc196813172][bookmark: _Toc207884003]Prevention of Fraud and Corruption
[bookmark: _Ref359607864][bookmark: _Ref260824497]The Supplier shall not offer, give, or agree to give anything, to any person an inducement or reward for doing, refraining from doing, or for having done or refrained from doing, any act in relation to the obtaining or execution of the Agreement or for showing or refraining from showing favour or disfavour to any person in relation to the Agreement.
The Supplier shall take all reasonable steps, in accordance with good industry practice, to prevent fraud by the Staff and the Supplier (including its shareholders, members and directors) in connection with the Agreement and shall notify the Customer immediately if it has reason to suspect that any fraud has occurred or is occurring or is likely to occur.
[bookmark: _Ref370389344]If the Supplier or the Staff engages in conduct prohibited by clause 19.1 or commits fraud in relation to the Agreement or any other contract with the Customer the Customer may:
terminate the Agreement and recover from the Supplier the amount of any loss suffered by the Customer resulting from the termination, including the cost reasonably incurred by the Customer of making other arrangements for the supply of the Services and any additional expenditure incurred by the Customer throughout the remainder of the Agreement; or 
recover in full from the Supplier any other loss sustained by the Customer in consequence of any breach of this clause.
[bookmark: a324896][bookmark: a754740][bookmark: a771580][bookmark: d4695e134][bookmark: a688721][bookmark: a797188][bookmark: a424610][bookmark: a247073][bookmark: a57863][bookmark: d4695e160][bookmark: a836145][bookmark: a1017728][bookmark: d4695e202][bookmark: a555840][bookmark: d4695e232][bookmark: a825464][bookmark: a1049772][bookmark: a111270][bookmark: a395620][bookmark: a107224][bookmark: a673334][bookmark: a975002][bookmark: a207401][bookmark: _Ref359607573][bookmark: _Toc135810786][bookmark: _Toc196813173][bookmark: _Toc207884004]Dispute Resolution
[bookmark: _Ref359607911]The Parties shall attempt in good faith to negotiate a settlement to any dispute between them arising out of or in connection with the Agreement and such efforts shall involve the escalation of the dispute to an appropriately senior representative of each Party.
If the dispute cannot be resolved by the Parties within one month of being escalated as referred to in clause 20.1, the dispute may by agreement between the Parties be referred to a neutral adviser or mediator (the “Mediator”) chosen by agreement between the Parties. All negotiations connected with the dispute shall be conducted in confidence and without prejudice to the rights of the Parties in any further proceedings. 
If the Parties fail to appoint a Mediator within one month, or fail to enter into a written agreement resolving the dispute within one month of the Mediator being appointed, either Party may exercise any remedy it has under applicable law. 
[bookmark: _Toc135810787][bookmark: _Toc196813174][bookmark: _Toc207884005]General
Each of the Parties represents and warrants to the other that it has full capacity and authority, and all necessary consents, licences and permissions to enter into and perform its obligations under the Agreement, and that the Agreement is executed by its duly authorised representative.
A person who is not a party to the Agreement shall have no right to enforce any of its provisions which, expressly or by implication, confer a benefit on him, without the prior written agreement of the Parties.
The Agreement cannot be varied except in writing signed by a duly authorised representative of both the Parties.
The Agreement contains the whole agreement between the Parties and supersedes and replaces any prior written or oral agreements, representations or understandings between them. The Parties confirm that they have not entered into the Agreement on the basis of any representation that is not expressly incorporated into the Agreement. Nothing in this clause shall exclude liability for fraud or fraudulent misrepresentation.
Any waiver or relaxation either partly, or wholly of any of the terms and conditions of the Agreement shall be valid only if it is communicated to the other Party in writing and expressly stated to be a waiver. A waiver of any right or remedy arising from a breach of contract shall not constitute a waiver of any right or remedy arising from any other breach of the Agreement.
The Agreement shall not constitute or imply any partnership, joint venture, agency, fiduciary relationship or other relationship between the Parties other than the contractual relationship expressly provided for in the Agreement. Neither Party shall have, nor represent that it has, any authority to make any commitments on the other Party’s behalf.
[bookmark: _Ref377050579]Except as otherwise expressly provided by the Agreement, all remedies available to either Party for breach of the Agreement (whether under the Agreement, statute or common law) are cumulative and may be exercised concurrently or separately, and the exercise of one remedy shall not be deemed an election of such remedy to the exclusion of other remedies. 
If any provision of the Agreement is prohibited by law or judged by a court to be unlawful, void or unenforceable, the provision shall, to the extent required, be severed from the Agreement and rendered ineffective as far as possible without modifying the remaining provisions of the Agreement, and shall not in any way affect any other circumstances of or the validity or enforcement of the Agreement.
[bookmark: _Toc135810788][bookmark: _Toc196813175][bookmark: _Toc207884006]Notices
[bookmark: _Ref360044665]Any notice to be given under the Agreement shall be in writing and may be served by personal delivery, first class recorded or, subject to clause 22.3, e-mail to the address of the relevant Party set out in clause 1, or such other address as that Party may from time to time notify to the other Party in accordance with this clause.
[bookmark: _Ref360044643]Notices served as above shall be deemed served on the Working Day of delivery provided delivery is before 5.00pm on a Working Day. Otherwise delivery shall be deemed to occur on the next Working Day. An email shall be deemed delivered when sent unless an error message is received.
[bookmark: _Ref360044325]Notices under clauses 15 (Force Majeure) and 17 (Termination) may be served by email only if the original notice is then sent to the recipient by personal delivery or recorded delivery in the manner set out in clause 22.1.
[bookmark: _Toc135810789][bookmark: _Toc196813176][bookmark: _Toc207884007]Governing Law and Jurisdiction
The validity, construction and performance of the Agreement, and all contractual and non-contractual matters arising out of it, shall be governed by English law and shall be subject to the exclusive jurisdiction of the English courts to which the Parties submit.


Schedule 1 – Data Processing Schedule

1. Where Data Processing is involved in the Agreement then this Schedule 1 shall have effect.

2. Where there is a data breach the Supplier will: -
2.1. notify the Customer by phone (if the breach occurs during office hours) by contacting Information Compliance Duty phone on 01603 222661 and speaking to the Team Compliance Manager or, in his absence, a Compliance Manger. 
2.2. notify the Customer by email immediately (if outside of office hours) at information.management@norfolk.gov.uk and by phone on 01603 222661 as soon as possible on the next working day and speaking to the Team Compliance Manager or, in his absence, a Compliance Manager
3. The Supplier shall comply with the below instructions and any further written instructions with respect to processing by the Customer.
4. Any such further instructions shall be incorporated into this Schedule.

	Description
	Details

	Subject matter of the processing
	Information about people, including personal information where relevant in order to provide the commissioned service as may be more specifically set out in the specification (if one issued).

	Duration of the processing
	For the term of the service for each individual or the term of the contract or agreement as appropriate plus any additional retention period required by the Customer.

	Nature and purposes of the processing

	Collecting and recording information in order to provide the service, including any accessibility requirements to access the service.
Collection and recording of information: storage in secure files either in locked cabinets, or password secured and encrypted computer storage. Disclosure must be between vetted staff only or with council employees and may be made using a secure transfer system as determined by the Customer. Data retrieval must be undertaken by authorised personnel only.
Data must be retained for 6 years from the end of the contract unless otherwise agreed with the Customer. If the Customer so instructs the data should be securely destroyed using good industry practice at the end of this period. 
Information processed may be used for reporting of use of the service.

	Type of Personal Data
	Name, preferred name, school or college, qualifications, place of employment, NHS number, passport number, gender, ethnicity, address, date of birth, images, phone number, email address, health information relevant to the service including GP surgery contact information and GP name, medical conditions that may require monitoring or attention or affect the service provided or the way in which the service is provided, primary support reason, pension information and actuarial data, bank account and credit information, location data, information about the service provided during the contract term, all other types of personal information including that held in social media accounts and health databases.

	Categories of Data Subject
	Service users, next of kin, staff, volunteers, customers.

	Plan for return and destruction of the data once the processing is complete UNLESS requirement under union or member state law to preserve that type of data
	In the event that the contract or agreement is ended, all data must be returned securely to the Data Controller within one calendar month by a method agreed at the time with the commissioner.
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