IT Security Solutions Tender Response
Clarifications & Responses Issue 1

Question
No.

Clarification Question

Annex C refers to the terms and conditions in the bid pack. |

Response

Please see attached a draft terms and
conditions, the NMRN may consider a

1 cannot locate these please so could you share the terms, or can bidder’s own contract including SLAs,

you advise where they are located. please submit this in your submission
pack.
Also, the document states that submission is via the CDP portal. This is an error in the document, all

2 The tender notice says it is an email submission. Please can you comms and submissions are to come to
clarify for me, so | am clear how | submit the response to you. tenders@nmrn.org.uk email address.

The budget for this tender includes all
Canyou please confirm if the current budget that has been costs associated with the services,

3 provided includes Professional Service and Recurring Revenue? including system licensing costs, SOC
There may be additional costs incurred by NMRN in the deliveryin | costs and any onboarding costs. Please
the service (e.g. Licensing costs). provide a breakdown of costs within

your submission.
. . We have 1 virtual server in Azure. This is

4 Is~there anyAzure.Servers or Sgrwcesm use or planned, or those detailed in the tender document in
with another public cloud provider? .

Annex A, section 2.
If NMRN does have a presence within Azure, can you please .

s confirm the number of subscriptions within your Azure Tenancy? We currently have 2 subscriptions.

6 Can you advise who your CSP is and if there is any opportunity to We are not looking to review this at this
change this? time.

The existing licenses will remain with the
Are your existing M365 Licenses to be considered as part of the gmstmg Suppll.el’. Any additional
7 bid, or are they expected to remain with the existing provider? licensing requirements and the cost
’ ) differences should be included within
the proposal.
Canyou please confirm that you are open to the possibility of
adding additional M365 licensing to enable us to provide a service . -

8 . . . . . Yes, we are open to this possibility.
and improve your security tooling, which caters for email and
identity security?

Does NMRN have future plans to migrate on-premise servers to L

9 . Not at this time.
public cloud?

The service should go live by the end of

10 Canyou please confirm when you expect the implementation of October 2025 at the latest. This is
the service to commence and for the services to go live? detailed in the tender document within

the relevant lots in Annex A.
The project following our previous
The ITT mentions that a previous tender must be completed prior | tenderis due to be complete by the end

1 to the MDR implementation and that any delays to the previous of the year, however this will not prevent
tender willimpact this one. Can NMRN confirm that the previous an MDR service being deployed and we
tender work has been completed, or when itis expected to be? will work with the winning supplier to

manage this and provide further details.
Can the authority confirm that submissions should be emailed

12 directly to the NMRN tenders mailbox only? 3.2.1 makes mention | See response to Question 2
of a contradictory submission method "via the CDP portal"

You are welcome to provide your price
3.1.3 suggests that a pricing proposal should be provided response in a format that is suitable to
13 alongside the submission. Can NMRN confirm whether there is a you as a supplier, it must be clear, with a

specific or preferred format to this pricing submission?

breakdown of all costs and a total price
for the Lot(s) you are bidding for.
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6.2.1 suggests that Tenderers should describe their approach to

Itis linked with the relevant information
in Annex A/Scope of Requirements as
setoutin 6.2.1 which is to then be

14 implementation. Can NMRN confirm where this response should . .
.. . completed in the Response to Quality
be located and whether this is scored as part of evaluation? . o .
Evaluation Criteria for the respective
lot(s)
6.3.1 suggests that Tenderers should describe the staffing / Similar to aF)ove It Sh,OUId be stated in
. S . . . the appropriate sections of the
resourcing to maintain the services on an ongoing basis. Can . o L
15 . . evaluation criteria and within the
NMRN confirm where this response should be located and . . N
. . Response to Quality Evaluation Criteria
whether this is scored as part of evaluation? .
for the respective Lot(s)
. . - . There is not a word limit, however, each
When responding to Technical Ability (Annex D, Q14), is there a
16 . - of these should be a summary
Word Limit to these contract descriptions? o
description.
When responding to the requested case study for MDR (Criterion vou Te ngcome tore-use the.examp.les
. - o . provided in the relevant experiences in
17 1, Lot 1, Annex D), is this in addition to the 3 additional requested . .
- . - 14- Technical Ability and use as an
contract examples within Technical Ability (Annex D, Q14)? .
opportunity to expand on these.
Diagrams and appendices can be
18 Can diagrams or appendices be supplied to augment responses included, however they should not
to Annex D? Would this be part of the word count? include large chunks of text which would
impact the word count.
The NMRN would like to see demo’s of
the platform to better understand
Part of the evaluation, you mentioned a later demo period, can featgres, usability and capability of the
19 . . . service. The full scope of the second
you please confirm what is expected from this demo? .
stage has not yet been confirmed, but
this will be communicated to the
suppliers invited to demo in advance.
There are no specific classification
requirements. Whilst there are also no
S . . e . strict residency requirements, the
20 Can you confirm if there is any data residency or classification NMRN would like to understand where
requirements? .
data and support services are based and
how our data will be used and
protected.
. . There are no requirements for this, but if
Is there any compliance or framework requirements for the . .
21 . you are compliant with any then please
services? e L
detail this in your submission.
Is there any word count limits for the Appendix 1- Security Tender WhllSt no specific Word counthas been
22 . . included, we are looking for short,
Questionnaire ? . .
concise responses to the criteria.
Allinfrastructure is centralised at our
23 Canyou please confirm the location of your servers? on-premise Portsmouth site, with 1 server in Azure.
vs Azure and provide a breakdown in each location? This is detailed in the tender document
in Annex A, section 2.
24 Canyou please confirm the number of domain controllers that 5
reside within your infrastructure? ’
25 Canyou pleasg cc_)nfirm the current make and model of your We currently use USS from Censornet
current URL Filtering technology?
26 Can you please confirm the current Email security platform in Darktrace

place?
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Canyou please confirm the current EDR Tool that has been

We do not have an additional EDR tool in

27 deployed on your Server estate? place. Microsoft 'Defender is deployed
across all endpoints and servers.
28 Can you please confirm the current Identity solution in place? Darktrace
We have requested a minimum of 90
Can you please confirm what your current policy state in relation days but would be happy to see
29 to retaining data within the MDR platformi.e. 12 months or retention of up to 1 year. Logs relating to
longer? security incidents may need to be
retained for longer or exported.
We have Entra Single Sign On configured
Can you please confirm the current 3rd Parties services that is on anumber of Saas appllcafclon‘s, such
30 used for sinale sien on? as Workplace by Meta. We will disclose
g g ) a full list to the winning supplier, if
required.
The 900 IP addresses is an estimate as
we do not truly know how many devices
You have mentioned that you have 900 active IP address, to we currently have online. However,
31 which 400 are accounted for based on your device count. Can other devices would include network
you please confirm what the additional 500 IP Addresses are? equipment, CCTV cameras, access
control systems, AV systems and other
loT devices.
The NMRN has a relationship with an
MSP who provide additional support to
. . the internal NMRN IT team. It is
Canyou please confirm that current infrastructure are solely anticinated that the winning supplier
32 controlled by NMRN or would the chosen supplier be asked to P .. . gsupp
L. . L. . . may also need to liaise with them,
liaise directly or indirectly with 3rd Party suppliers? . S
particularly during incident response
scenarios. Unless critical and time
sensitive, this would likely be indirectly.
Can you confirm the timeline for when the Fortinet firewalls will These will be replaced within the next
33 . .
be replaced with SonicWall? few months.
There are currently 2 firewalls. They are
. . . . t tly int t faci it
Can you confirm the number of firewalls in use and if they are no F:urren Y |r: ernetlacing gnd S!
34 . . behind our ISP’s router and firewall.
internet facing or not? . .
However, this may change in the future
and they could be internet facing.
We currently have 346 endpoint devices
You have mentioned that you have 400 End Users \r/?i:f:f;ee(:\,lgrlsn:;zee’f:l:scmfevr\:;u rrfyeec:7
35 devices/Servers. Can you please provide a clear breakdown on proj

Number of end User Devices and number of Servers?

is complete. There are also a handful of
end devices yet to be rolled out, hence
the number being estimated at 400.

We have some initial clarifying questions to help us gauge
whether we can come in within your budget. Could you please
supply the below information?

e Number of Endpoints

e Number of servers

e Number of users

e Number of email accounts

Please refer to the response for question
35 above. We currently have 228
licensed Microsoft 365 users (all
including mailboxes) and an additional
70 shared mailboxes.

This is detailed in the tender document
in Annex A, section 2.

Deadline for Clarification Questions for Response is Friday 8" August 2025

These are to be sent to tenders@nmrn.org.uk
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