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[bookmark: _Toc204255022]Deadline for responding to this document via the Portal
The deadline for responding to this Invitation to Tender is Sunday 14th September  2025, no later than 14:00. See ‘Procurement timetable’ and ‘How to respond to this opportunity’.
[bookmark: _Toc204255023][bookmark: _Toc167865296]Introduction
1. This Procurement is being conducted in accordance with the Act using the Open Procedure. This Procurement is for a public contract for goods and/or services.
2. This document describes how the Procurement will be conducted, including details of the associated Procurement Timetable, award criteria and how to respond to this opportunity. Suppliers are strongly encouraged to read this document before preparing their submission. 
3. This document has been prepared to assist Suppliers in deciding whether to submit a Tender and Procurement Specific Questionnaire (PSQ) Response.  Please read this document carefully, as failure to comply with this document may result in exclusion from the Procurement and/or the rejection of any submission. 
4. This document should be read in conjunction with the Tender Notice and any other procurement documents which have been made available in connection with the Procurement.
5. The Authority reserves the right to issue updated versions of this document or any other document relating to the Procurement as and when the need arises, in order to reflect any changes to the Procurement or any other new information. 
6. Please read and ensure compliance with the Procurement terms and conditions contained in Appendix A. 
7. Common terms and expressions shall have the meanings ascribed to them in the glossary in Appendix E.
8. All references to a ‘section’ are to a section in the Act unless otherwise stated.
9. All references to a ‘paragraph’, ‘appendix’ or ‘annex’ are to a paragraph, appendix or annex of this document unless otherwise stated.
10. All references to dates and times within this document shall be interpreted in accordance with the United Kingdom time zones applicable at the date of the Procurement (i.e. GMT/BST). 
[bookmark: _Toc204255024]Introduction to the Authority

11. The Medicines and Healthcare products Regulatory Agency regulates medicines, medical devices and blood components for transfusion in the UK. MHRA is an executive agency, sponsored by the Department of Health and Social Care. The National Institute for Biological Standards and Control (NIBSC) plays a leading national and international role in assuring the quality of biological medicines and diagnostics.

You can read about the Agency here: Medicines and Healthcare products Regulatory Agency - GOV.UK


[bookmark: _Toc204255025]Overview of the Authority’s requirement

12. The Agency is seeking to let a contract for a three-year period, with two twelve-month optional extensions (for a total possible five-year contract term) to one Supplier.

13. Backup and archive have been underinvested in at the MHRA for some time. As a result, there is no cohesive strategy that covers all agency data. There are several different solutions which do not complement each other and offer varying degrees of effectiveness.

We are looking for a partner who can provide a holistic strategy covering all the different types of data and applications we use. We have data that must be highly available and easy to restore quickly, and data that is very unlikely to be needed regularly but must be retained as a historical record. Our partner and solution must be capable of handling both, and everything in between.

For ease of management, we would like a single pane of glass spanning all our backup and archive arrangements. Those arrangements should be tailored to the data they support, so they can be cost effective and efficient for each scenario. We are not looking for multiple solutions though, as we prefer to consolidate technologies as far as possible. Extra marks will be awarded for partners who are able to cover all data types with one or the fewest different solutions.

We also expect a hybrid solution that makes the most of the Cloud without committing us wholesale to expensive storage that is environmentally unfriendly.

The components of our strategic approach include:

14. Summary of requirement
Backup and archive have been underinvested in at the MHRA for some time. As a result, there is no cohesive strategy that covers all agency data. There are several different solutions which do not complement each other and offer varying degrees of effectiveness.
We are looking for a partner who can provide a holistic strategy covering all the different types of data and applications we use. We have data that must be highly available and easy to restore quickly, and data that is very unlikely to be needed regularly but must be retained as a historical record. Our partner and solution must be capable of handling both, and everything in between.
For ease of management, we would like a single pane of glass spanning all our backup and archive arrangements. Those arrangements should be tailored to the data they support, so they can be cost effective and efficient for each scenario. We are not looking for multiple solutions though, as we prefer to consolidate technologies as far as possible. Extra marks will be awarded for partners who are able to cover all data types with one or the fewest different solutions.
We also expect a hybrid solution that makes the most of the Cloud without committing us wholesale to expensive storage that is environmentally unfriendly.
The components of our strategic approach include:
1. Backup Software: Central to our strategy, this software orchestrates all backup operations, ensuring data is securely copied, stored, and retrievable.
2. Cloud Storage: Utilized for its scalability and accessibility, allowing for efficient data recovery and management across geographically dispersed locations.
3. S3 Capable Storage: Ensures compatibility with cloud environments, providing flexibility and scalability in managing web-scalable computing.
4. Block Storage: Offers high performance and low latency, suitable for our operational databases and transactional data needs.
5. Tape Backups (possibly): Only to be used for long-term retention and disaster recovery due to their cost-effectiveness and durability, if at all.

The image below summarises what we expect a strategic solution to be able to offer.

[image: A diagram of a backup software
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15. List of requirements
In scope (essential):
· Strategy for backups and archives that provides the most efficient and effective medium for the data being backed up or archived
· ‘Single pane of glass’ management console that gives the MHRA a consolidated view of its backup and archive estate and status
· A single solution (or as few as possible) for managing backups and moving data to archive – we are not looking for a managed service
· Hybrid Cloud Integration – Seamless integration with both on-premises and cloud storage
· Virtual Tape Library (VTL) Support – capability to mimic tape storage with disk-based solutions, easing the transition from physical tape backups.
· S3 Compatibility & Integration – Support for storage solutions compatible with S3, facilitating cloud storage and archival.
· Integration with Current Systems – Compatibility with existing backup and recovery solutions like NetBackup, Azure Backup, Ansible, etc., without disrupting workflows
· Avoidance of Vendor Lock-in – Flexibility in solution adoption and migration to prevent dependency on a single vendor in the future
· Commitment to continuous improvement – a target of 10 percent annual improvement in automation and total cost of backup and archive ownership.


In scope (preferred):
· Data Tiering – the ability to manage data based on access frequency, with automated transitions between hot and cold storage.
· Immutable Storage Options – Support for write-once-read-many (WORM) storage to prevent data alteration or deletion, for compliance purposes.
· Data Deduplication – Mechanisms to eliminate redundant data copies, reducing storage volume without losing data integrity.
· Scalability and Elasticity – Ability to expand storage and processing capabilities as needed without significant system redesign.
· High Availability and Disaster Recovery – Support for redundant data storage across geographic locations and comprehensive DR planning.
· Metadata Management Tools – Efficient indexing, categorization, and tagging to ensure quick and easy data retrieval.
· Security Compliance & Encryption – Must meet stringent security standards, including data encryption in transit and at rest, with compliance to GDPR, HIPAA, etc. Ensure encryption is implemented both at-rest and in-transit using FIPS 140-2 validated methods, and that solutions support customer-managed keys via KMIP-compliant systems.
· Data Lifecycle Management – Automated tools for managing data retention, archival, and disposal according to policy.
· Performance Metrics Compliance – Must meet or exceed specific backup and recovery time objectives and recovery point objectives.
· Automated Backup Verification – Automated integrity checks of backups with alerts for failures and detailed reports for audits.
· Management Interface Usability – A user-friendly interface for managing backup, recovery, and storage policies efficiently.
· Vendor Support & SLA Guarantees – Comprehensive vendor support including technical assistance, firmware updates, and hardware replacement under clear SLAs.
· Environmental Sustainability – Adherence to green IT principles, with energy-efficient and environmentally sustainable solutions.
· Off-site and Cloud Storage Solutions – Support for secure, off-site and cloud-based storage options for enhanced data protection.
· Regular Data Migration Plans – Strategy for periodic data migration to newer technologies to prevent data obsolescence.
· Critical Application Management –Tools to identify and prioritize backup and recovery of critical applications and data.
· RTO and RPO Management Tools – Capabilities to define, document, and adhere to specific RTOs and RPOs for each critical application.
· Disaster Recovery Testing Support – Features allowing for regular DR tests and simulations without impacting the live environment.
· Total Cost of Ownership – Detailed breakdown of purchase, operation, and maintenance costs over the solution's lifecycle.
· Implementation and Training Services – Availability of implementation assistance and training services for IT staff and end-users.
· Future-Proofing and Innovation – Commitment to ongoing innovation and adaptability to future technological advancements.
· Integration with Various Backup Solutions – Compatibility and seamless integration with a broad range of backup solutions and platforms.
· Enables Zero Trust Architecture – Incorporation of Zero Trust principles, ensuring secure access control and verification at all stages.
· Cost-Effective Approach for 99-Year Retention – An economically viable solution for storing, managing, and accessing data over a 99-year period.
· Adaptive to Regulatory Changes – Flexibility to adapt to future regulatory and compliance requirements without significant overhauls.
· Scalable Encryption and Key Management – Sophisticated encryption mechanisms with scalable key management solutions to secure data effectively.
· Seamless Data Portability – Ensures data can be easily moved and accessed across different environments without vendor lock-in.
· Advanced Analytics for Data Insight – Use of data analytics to provide insights into backup operations, efficiency, and optimization opportunities.
· User Training – A thorough training program for IT staff and users to ensure effective use and management of the backup solution.
· Robust Technical Support – Guaranteed access to expert technical support for troubleshooting, updates, and optimizations
· Secure by Design – Solutions must be demonstrably designed with Secure-by-Design principles, ensuring security is embedded across the architecture lifecycle. Support for external key management (e.g., Azure Key Vault, AWS KMS) and granular IAM/RBAC is required.


16. Our current backup and archive arrangements
The agency currently operates from two office locations (South Mimms and Canary Wharf) and one data centre (Cody Park). Our current backup and archive estate comprises:

NetBackup Cody Park

· Systems Covered: Production SENTINEL HPUX systems.
· Backup Medium: Tape (off-site storage at third party).
· Frequency: Daily.
· Capacity: Utilizes NetBackup version 10, with no current capacity issues. Total protection extends to 100TB daily.
· Strategic Use: Traditional tape backup for long-term storage and disaster recovery.
· Tape Libraries: Equipped with LTO 4 and LTO 8 tape drives.

Tape Backup System (NetBackup Cody Park)

· Scope and Usage: Primary system for daily backups of production SENTINEL HPUX systems. Data is systematically archived to secure off-site storage managed by third party.
· Capacity Details: The system handles daily backups encompassing 100TB, with an overall managed capacity reaching up to 300TB.
· Operational Workflow: Data from critical systems is captured daily and transferred to high-durability magnetic tape storage, which is then transported to Iron Mountain for long-term preservation.

NetBackup South Mimms

· Systems Covered: VMware Guest Virtual Machines and High-Performance Computing (HPC) Storage.
· Backup Medium: Tape (off-site storage at Iron Mountain).
· Frequency: Daily for VMware VMs, weekly for HPC Storage.
· Issues: Approaching capacity limits, causing long backup windows and limited time for restore testing.
· Strategic Use: Balances between daily operational backups and weekly intensive storage needs.
· Tape Libraries: Equipped with LTO 4 and LTO 8 tape drives.

VMware and High-Performance Computing Storage (NetBackup South Mimms)

· Scope and Usage: Covers backup needs for VMware guest virtual machines and high-performance computing (HPC) storage, with a focus on balancing between operational flexibility and robust data protection.
· Capacity Details: The system is nearing its capacity limits, with about 500TB of data actively managed and significant stress on storage during peak backup windows.
· Operational Challenges: The current setup struggles with scalability and restoration efficiency, highlighting the need for a strategic review and capacity enhancement.

Azure Backup

· Systems Covered: Azure Virtual Machines and VMware Virtual Machines at Cody Park.
· Backup Medium: Azure Recovery Services vaults (UK South region).
· Frequency: Daily.
· Issues: Increasing storage requirements due to long-term data retention policies.
· Strategic Use: Leverages cloud scalability and resilience for critical VM data.


Ansible

· Purpose: Backup of all agency switch and firewall configurations.
· Backup Medium: Azure storage account (UK South region).
· Frequency: Daily.
· Strategic Use: Ensures rapid restoration to maintain network integrity and security.

SQL Native Backups

· Systems Covered: Production MSSQL instances.
· Backup Medium: Azure storage account (UK South region).
· Frequency: Daily.
· Strategic Use: Protects critical database content, enabling quick recovery from data loss.

Veeam for M365

· Systems Covered: Exchange Mailboxes, Exchange Archives, SharePoint Sites, and Teams Channels.
· Backup Medium: Azure Blob Storage.
· Frequency: Daily for Mailboxes, Sites, and Channels; weekly for Archives.
· Retention: Approximately 30 days.
· Strategic Use: Ensures regular backup and retention for Microsoft 365 services.

Virtual Tape Libraries 

· Systems Covered: Back up of VMware and High-Performance Computing (HPC) storage.
· Backup Medium: HPE StoreOnce
· Frequency: Daily, weekly and monthly
· Strategic Use: Libraries in Cody Park serve as offsite backup for South Mimms data and vice versa. Replication is in place between both to ensure alignment of data.

Offline Tape Backup 

Container and tape utilization details:

Total Number of Containers Tracked: 21:
· Delivered to MHRA: 14 containers
· With third party: 7 containers

Total Number of Tapes Tracked: 2,732
· With third party: 2,499 tapes
· Delivered to MHRA: 233 tapes

The majority of tapes are currently stored with a third party providing offsite storage.
	

17. Current backup and archive volumes
The agency currently backs up the following data volumes.

On Prem: 
[image: A close-up of a price list
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Offline Tape Backup: 
· Total Number of Containers Tracked: 21 
· Total Number of Tapes Tracked: 2,732 
 

In Cloud: 
The figures below are estimates only and remain to be validated. We anticipate +/- 30 per cent variance. 

· Standard Backup Tier: 425,152 GB (415.38 TB)	 
· Archive Backup Tier: 11,200 GB (10.94 TB) 
· Snapshot Usage (e.g. VM): 5,376 GB (5.25 TB) 

18. Anticipated Recovery Time Objectives and Recovery Point Objectives

We are working to define these now but expect objectives in the ranges shown below. Please note these are estimates only: 

	RPO 
(hours) 
	RTO 
(hours) 
	Percentage of agency applications we expect this to apply to 

	24  
	72+ 
	 75-85 per cent 

	Up to 24 
	24-72 
	

	12 
	8-24 
	<10 per cent 

	6 
	4-8 
	<5 per cent 





[bookmark: _Toc204255026][bookmark: _Toc167865316]Preliminary market engagement 
The Agency ran a Request for Information between 15th and 30th May 2025. The RFI was published via the following UK-02 Preliminary Market Engagement Notice: https://www.find-tender.service.gov.uk/Notice/021949-2025. 

The RFI was open to potentially interested Tenderers for a period of two weeks and closed for responses on 30th May 2025.

Subsequently the Agency has decided to publish an Open Tender to procure the Agency Backup and Archive Solution. The Agency’s decision to publish an RFI in no way should be construed as favouring any potential Tenderer.
[bookmark: _Toc204255027]The procurement process
General Information
19. The Authority invites you to take part in this procurement for the Agency’s Backup and Archive Solution. Tenders and PSQ Responses are required to be submitted by 14:00 on Sunday 14th September 2025.
20. This Procurement is being conducted in accordance with the Act using the Open Procedure, and the Authority intends that the Procurement will comply with Part 2 of the Act on principles and objectives, including value for money, public good, transparency, integrity, equal treatment and non-discrimination.
21. This Open Procedure will be conducted in one stage. This means there is no restriction on who can submit a Tender and PSQ Response, and all information has been made available to all Suppliers who may be interested in participating in the Procurement. 
22. The Authority will check Supplier’s Tender and PSQ Response for completeness and compliance with the instructions and requirements set out in this document and the other documents associated with the Procurement. These include a requirement for Suppliers to complete and submit the: 
a. Qualification Envelope, including:
i. the procurement specific questionnaire (PSQ);
ii. Appendix F: Form of Tender;
iii. Appendix G: Certificate of non-collusion and non-canvassing; and
iv. Appendix H: Commercially sensitive information;
b. Technical Envelope;
c. Commercial Envelope, the attached Appendix J Pricing
23. The Authority may reject a Supplier’s Tender and PSQ Response if either is substantially and materially incomplete, non-compliant, inconsistent or vague or if the Supplier seeks to amend or qualify in any way the terms of the Contract. 
24. The Agency will host a virtual Supplier Day on Thursday 20th August 2025. 
25. The Supplier Day will be hosted as an Event on Microsoft Teams.
26. This will be an opportunity for the Agency to share information with potential Tenderers and answer questions. 
27. Responses to questions which are not deemed to be commercially sensitive which are  asked at the Supplier Day will be published electronically via the Atamis portal.
28. The link attendees should use to join the Supplier Day is provided here: https://events.teams.microsoft.com/event/6026c083-efbd-4202-a6b6-8515c04caca7@e527ea5c-6258-4cd2-a27f-8bd237ec4c26  

About the Procurement Specific Questionnaire (PSQ Response) (Qualification Envelope)
29. The Qualification Envelope contains a procurement specific questionnaire (PSQ) which all Suppliers are required to complete and return in accordance with the Procurement Timetable and Instructions on ‘How to respond to this Opportunity’. A summary of the questions contained within the PSQ are below, and the full PSQ is available on the Procurement Pathway. 
30. The PSQ has been designed to help the Authority ensure that Suppliers share the right information when participating in the Procurement and to assess whether the Supplier ought to be excluded from participation in the Procurement because one of the exclusion grounds applies. The assessment of the PSQ Response is separate from the Authority’s assessment of the Supplier’s Tender.  The Supplier is required to set out in the Technical Envelope and Commercial Envelope how it proposes to meet the Authority’s requirements in relation to the Contract, and it is the Technical Envelope and Commercial Envelope submissions which will be assessed in order to identify the most advantageous Tender and the winning Supplier. 
31. The PSQ consists of three parts.
32. Part 1 – confirmation of core supplier information: Suppliers participating in this Procurement are expected to register on the Central Digital Platform (CDP) and share their core supplier information with the Authority via the CDP. Part 1 provides confirmation that Suppliers have taken these steps.
33. Part 2 – additional exclusions information: procurement legislation provides for an ‘exclusion regime’ and a published ‘debarment’ list to safeguard procurement from suppliers who may pose a risk (for example, due to misconduct or poor performance). Suppliers must submit their own (and their Connected Persons’) exclusions information via the CDP. This includes self-declarations as to whether any exclusion grounds apply to them and, if so, details about the event or conviction and what steps have been taken to prevent such circumstances from occurring again.
34. As part of this Procurement, Suppliers are required to also share additional exclusions information for any suppliers that they are relying on to meet the conditions of participation for this Procurement set out in Part 3 of the PSQ. These could either be consortium members or key sub-contractors (but exclusions information is not required for any suppliers who are merely guarantors). These suppliers are ‘associated persons’ and their exclusions information must be shared with the Authority. The Authority recommends this is done by ensuring that associated persons register, submit and share their information via the CDP (in the same way as the Supplier itself).  If the exclusions information for its associated persons is not shared via the CDP, the Supplier will need instead to collate this information as PDF downloads and submit as part of its response to Part 2 of the PSQ.
35. In addition to the sub-contractors (if any) who are being relied on to meet the conditions of participation (who are associated persons), Suppliers are also required to share an exhaustive list of all their intended sub-contractors, which will be checked against the debarment list.
36. If the identity of a sub-contractor is unknown when the Tender is submitted, this should be made clear by the Supplier and relevant details of the sub-contractor should be provided once their identity and role is confirmed. This information should be shared with the Authority as soon as possible and the Authority reserves the right to reassess the Supplier’s PSQ Response in light of the information provided.
37. Part 3 - conditions of participation: The Authority has set conditions of participation which a Supplier must satisfy in order to be awarded the Contract. They relate to the Supplier’s legal and financial capacity and technical ability and are detailed in the ‘The assessment process and award criteria’ section of this document.
38. Some of the information requested in the PSQ is for information purposes only. Other information will be assessed by the Authority in accordance with assessment criteria and methodology detailed in the ‘The assessment process and award criteria’ section of this document. 
39. Suppliers should note that the Authority has legislative duties to publish certain information which relates to the Supplier in its contract award notice for the Procurement. This information includes, but is not limited to:
a. details of the winning Supplier’s associated persons
b. details of the winning Suppliers Connected Persons information
c. for certain procurements over £5 million, details of unsuccessful bidders.

Assessing responses to the PSQ, including information shared via the CDP
40. The Authority will undertake a review of completed PSQ Responses submitted to:
a. validate the responses to the preliminary questions in Part 1 and assess 2 and 3.
b. confirm that Suppliers participating in the Procurement have submitted their core supplier information via the Central Digital Platform (CDP)
c. confirm that neither the Supplier, nor any Connected Persons, associated persons relied on to meet the conditions of participation, or intended sub-contractors are listed on the debarment list. To the extent that any such entities are listed on the debarment list, the Authority will consider whether to exclude the Supplier from participating in the Procurement in accordance with its obligations under the Act
d. consider whether any Supplier or its Connected Persons, associated persons relied on to meet the conditions of participation, or intended sub-contractors are excluded suppliers or excludable suppliers, and before the Authority determines that a Supplier is an excluded supplier or excludable supplier, it will provide the Supplier with a reasonable opportunity to make representations and provide evidence as is proportionate in the circumstances. If the Supplier is an excluded supplier or excludable supplier only by virtue of an associated person or intended sub-contractor, the Authority will notify the Supplier of its intention to exclude the Supplier and provide the Supplier with a reasonable opportunity to replace the associated person or sub-contractor. If as a consequence of this process the Authority excludes the Supplier from participating in the Procurement or is aware of an associated person or sub-contractor having been replaced, it will give notice of this fact within 30 days of its decision to the Procurement Review Unit (PRU).
e. undertake a review of the completed PSQ Response with reference to any information held on the Central Digital Platform. 
f. undertake a review of Part 3 of the PSQ Response to determine whether the Supplier satisfies the conditions of participation in accordance with the assessment criteria and methodology as set out in the Tender Notice, the PSQ and as described in ‘The assessment process and award criteria’ section of this document.
41. The Authority will assess PSQ Responses first to consider whether to exclude any Suppliers from participating further in the Procurement, and it will do this before assessing Tenders against the award criteria in order to identify the most advantageous Tender.  
42. When assessing the Qualification Envelope, the Authority will review the completed PSQ Responses and information shared via the Central Digital Platform. The Authority will disregard any Tender from an excluded supplier and may decide to disregard any Tender from an excludable supplier. The Authority will also disregard any Tender from a Supplier who does not satisfy the conditions of participation.

Lotting Structure
43. The tender opportunity has not been divided into Lots and was not appropriate to so divide the opportunity.
About the Tender assessment
44. The Authority will assess all Tenders in order to identify the Supplier which has submitted the most advantageous Tender in accordance with the assessment methodology and award criteria set out in the Tender Notice and described in this document.
45. In carrying out this assessment, the Authority will disregard any Tender from a Supplier that does not satisfy the conditions of participation. The Authority may also disregard a Tender:
a. from a Supplier that is not a United Kingdom supplier or a treaty state supplier (as defined in sections 89 and 90 of the Act) or that intends to sub-contract the performance of all or part of the Contract to a supplier that is not a United Kingdom supplier or a treaty state supplier; or
b. if the Tender breaches a procedural requirement set out in the Tender Notice, this document or any other documents associated with this Procurement; or 
c. if the Tender offers a price that the Authority considers to be abnormally low for the performance of the Contract. Where the Authority considers that a price offered by a Supplier in its Tender is abnormally low, the Authority will notify the Supplier and give the Supplier a reasonable opportunity to demonstrate that it will be able to perform the Contract for the price offered. The Authority will only disregard the Tender if the Supplier cannot satisfactorily demonstrate that it will be able to perform the Contract for the price offered.
46. Once the assessment has concluded, the Authority will provide an assessment summary to each Supplier that submitted a Tender that was assessed (i.e. not disregarded) to:
a. inform them whether they have been successful in being awarded the Contract
b. provide an explanation of the assessment of the Supplier’s Tender against the relevant award criteria, in accordance with the requirements of the Act
c. where different to the Supplier concerned, provide information in respect of the most advantageous Tender submitted, including details of the assessment of this Tender against the relevant award criteria, and the winning Supplier’s name. 
47. Once the assessment summaries have been provided to the Suppliers whose Tenders were assessed, the Authority will also publish a contract award notice on the Central Digital Platform to commence the mandatory standstill period.
48. Subject to completion of the mandatory standstill period and unless the Authority decides not to award the Contract, the procurement process will end with the Authority entering into the Contract with the preferred Supplier and publication of a Contract Details Notice on the Central Digital Platform (within 30 days of the date on which the Contract is entered into). Where appropriate or required by the Act, a copy of the Contract may also be published on the Central Digital Platform.
[bookmark: _Procurement_timetable][bookmark: _Toc204255028]Procurement timetable
49. The timetable for the Procurement is set out in the following table (the Procurement Timetable). Deadlines for the submission of responses to the Authority are shown in bold. Failure to meet these deadlines will result in a Supplier’s submission not being considered unless there are exceptional mitigating circumstances such as a technical failure in connection with the Portal.
	Date(s) and time(s)
	 Procurement activity

	28th July 2025
	ITT published

	18th August 2025
	Closing date for submission of Supplier Clarification Questions (Supplier CQs)

	20th August 2025
	Virtual Supplier Day hosted on Microsoft Teams: 

	25th August 2025
	Answers to Supplier CQs published on the Portal

	14th September 2025 14:00
	Closing date for receipt of Tenders and PSQ Responses

	Begins 14th September 2025
	Evaluation period (on or around)

	3rd October 2025
	Notification of proposed contract award and start of standstill  period (on or around)

	15th October 2025
	Contract Signature Date

	20th October 2025
	Anticipated Contract commencement date (subject to change)



50. Please note that the Authority reserves the right, in its absolute discretion, to amend the Procurement Timetable or extend any time period in connection with the Procurement. Any changes to the Procurement Timetable will be notified via the Portal.
[bookmark: _Toc204255029]Service Levels, Service Credits and KPIs

51. Service Level requirements
For delivery of the solution, we will measure the quality of the delivery by:

(This table includes 4 columns and 3 rows)
	KPI/SLA
	Service Area
	KPI/SLA description
	Target

	1
	Delivery Progress Reporting
	Weekly progress delivery reports presented by the Supplier at an agreed project board
	100%

	2
	Delivery Milestones
	Delivery against mutually agreed baselined project plan
	+/- 21 days





For ongoing support of the solution, we have the following requirements:

· 24/7 Technical Support: Ensure vendors provide 24/7 technical support to address any issues or emergencies that may arise.
· Dedicated Account Manager: Require a dedicated account manager to oversee the implementation, support, and optimization of the backup solution.

Service Level Agreements (SLAs):

· Uptime Guarantee: The backup solution should guarantee a minimum uptime of 99.9% to ensure availability and reliability.
· Response Time: Vendors must commit to specific response times for support requests, such as:
· Critical Issues: Response within 1 hour.
· High Priority Issues: Response within 4 hours.
· Standard Issues: Response within 24 hours.

Regular Reviews:

· Conduct regular reviews with vendors to assess performance against SLAs and identify opportunities for improvement. Establish a feedback loop to ensure continuous improvement in service quality.
52. Key Performance Indicators
Backup Performance:
· Backup Window: The backup process should not interfere with normal business operations. All daily backups must be completed within a designated backup window, typically 10 PM to 6 AM.
· Throughput: The backup system should support high throughput to handle large volumes of data. Minimum throughput requirements include:
· On-Premises: 1 TB per hour.
· Cloud-Based: 500 GB per hour.
Restore Performance:
· Recovery Time Objective (RTO): Critical systems must be restored within 4 hours to minimize downtime and business disruption. For more granular RTOs and RPOs see the table in Section 16.
· Recovery Point Objective (RPO): Data loss should be minimized to a maximum of 24 hours, ensuring daily backups are sufficient to restore the latest state of data. For more granular RTOs and RPOs see the table in Section 16.
· Granular Restores: The backup system should support granular restore capabilities, including file-level and application-level restores to ensure quick recovery of specific data.
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53. Technical dependencies
· The agency has invested in HPE technology across its infrastructure estate, so the proposed solution must be suitable for this environment and support HPE StoreOnce virtual tape libraries with Catalyst software. We also use the following HPE technology:
· HPE Synergy
· HPE StoreOnce 5260 infrastructure setup to present as virtual tape libraries 
·  HPE StoreOnce Catalyst
· Any new hardware deployed on premises will need to be HPE.
· If the proposed solution involves moving away from NetBackup technology, then delivery should make allowances for five years of data to be transferred to the new solution.
· The agency is considering investing in HPE StoreEver, so any proposed solution will need to be compatible with that.
· The proposed solution must support multi-vendor virtualisation, so please provide a list of hypervisors that your solution is compatible with.
· If Netbackup or Veeam form part of your solution, then these will need to be rebuilt and this should form part of your proposed delivery plan. You may use our existing software under a new deployment.
54. Operational dependencies
· The proposed solution will be managed by our infrastructure services partner. We do not want a managed service. Knowledge transfer will need to be a deliverable of this contract.
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55. Risk Assessment requirement
MHRA performs supplier risk assessment and risk analysis on all of its potential suppliers. As an HMG Arms Length Agency, MHRA complies with UK central government security mandates and all relevant regulatory requirements.
As a requirement of this tender, any bid MUST include the following commitments:
1. The supplier will comply with relevant MHRA security policies (can be supplied)
2. The supplier will commit to completing a Risk Ledger assessment, if they are not already a user of risk ledger (Free) Third Party Risk Management Solutions | Risk Ledger
3. The supplier will commit to any ongoing or future assessment requirements.
4. The supplier will provide a named contact for MHRA security engagement
5. Any contract value >£100k assurance that the supplier adheres to the 10 Secure By Design principles.
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56. The Central Government Short Form Contract Terms and Conditions will govern any agreement arising out of this procurement opportunity.
57.  A draft copy of the contract is available as part of Appendix D of this Invitation to Tender Document. 
58. A draft copy of the contract Terms will also be available via Atamis.
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59. NOT USED
[bookmark: _How_to_respond][bookmark: _Toc204255034]How to respond to this opportunity
60. This section of the document sets out how Suppliers can respond to this procurement opportunity using the Central Digital Platform and the Portal (Atamis eProcurement system). 
a. The Central Digital Platform is the place where Suppliers will register, input their core supplier information and generate a share code.  
b. The Portal is where Suppliers will input their share code to share their core supplier information with the Authority, and where they will complete their Tender and their PSQ Response.
61. The Central Digital Platform and the Portal are free to use. Use of these systems does not require the purchase of high specification IT equipment or connections, or high-level personal IT skills/capabilities.  Suppliers are advised to complete their core supplier information, Tenders and PSQ Responses in advance of the submission deadline to allow time to request technical guidance on the use of these systems where it is required.  
Central Digital Platform
62. Detailed guidance and support on how to register and use the Central Digital Platform can be found here; Information and guidance for suppliers - GOV.UK.  The Authority recommends that Suppliers review this information in detail and complete their registration details well in advance of the tender submission deadline specified in the Procurement Timetable.
63. Suppliers will need to sign in and register on the Central Digital Platform. To complete registration, suppliers will need to submit their ‘core supplier information’ (basic information, economic and financial standing information, connected person information and exclusion ground information). 
64. Where a Supplier intends to rely on other suppliers to meet some or all of the conditions of participation, it is recommended that they ensure that these other suppliers register on the Central Digital Platform and submit their core supplier information prior to the tender submission deadline. This is because 
a. these Suppliers (who may be consortium members or intended sub-contractors) will be the Supplier’s ‘associated persons’ (unless they are being relied upon merely as guarantors). The Authority will need to determine if the Supplier is an excluded supplier or excludable supplier by virtue of an associated person being an excluded supplier or excludable supplier (as set out in section 57 of the Act). 
b. Sharing each associated person’s relevant information via the CDP will support the Authority in determining this.  If an associated person has not registered and shared its core supplier information via the CDP, the lead Supplier will instead be required to collect PDF copies of the associated person’s core supplier information and provide this information to the Authority as part of its PSQ Response.
65. Suppliers must note that the CDP does not assess or validate any of their core supplier information and no assurance is undertaken by Cabinet Office. Suppliers are responsible for ensuring their information is up to date, declare that it is correct, and generate a share code to provide that information to the Authority as part of this procurement process. 
66. Regulation 6 of the Procurement Regulations 2024 requires the Authority to obtain confirmation from Suppliers that they have completed this activity before the end of the tendering period.
67. Any queries regarding the Central Digital Platform should be sent to the Find a Tender Service helpdesk by completing the request for help form Contact us - Find a Tender.
Portal (Atamis eSourcing portal)
68. Suppliers will need to register on the Portal and ensure that their Atamis registration directly relates to the part of their organisation that submits the Tender.
69. Suppliers must:
a. when beginning their submission, input their share code from the CDP into the Portal as part of the procurement process. Suppliers will be able to re-submit a different share code before the submission deadline, if they need to update any of their core supplier information on the Central Digital Platform. The Authority will only be able to access the core supplier information after the submission deadline.
b. read these instructions carefully before submitting their Tender and PSQ Response. Suppliers are responsible for ensuring they have submitted a complete and accurate Tender and PSQ Response and that numbers quoted are arithmetically correct
c. provide all the information asked for in the format and in the order specified
d. complete their Tender and PSQ Response in English
e. avoid submitting their Tender in the last minutes before the deadline in case there are connection problems which may mean the deadline is missed
f. ensure their Tender and PSQ Response are ‘submitted’ on the Portal when complete because they will not be visible to the Authority if not
g. allow sufficient time to submit their Tender and PSQ Response, allowing time for a final check to be undertaken prior to the submission deadline because it will not be possible to upload further information afterwards. IT problems with a Supplier’s systems will not be considered reasonable grounds for late submission
h. note that they may submit, modify and resubmit a Tender and/or PSQ Response through the Portal at any time prior to the submission deadline but the Supplier’s Tender and PSQ Response cannot be modified after the submission deadline.
70. Unless otherwise stated in this document or in writing by the Authority, all communications between the Authority and Suppliers (including their sub-contractors, consultants and advisers) during the Procurement must be made via the Portal. The Authority will not respond to communications by other means and Suppliers should not rely on communications from the Authority unless they are made through the Portal.
71. Suppliers must provide full contact details of a person whom the Authority may contact in relation to this Procurement. This person should be able to answer questions regarding the Tender and PSQ Response and act on behalf of the Supplier.
72. Where a Consortium is submitting a Tender, one of the organisations must be nominated as the lead supplier (the ‘lead supplier’) responsible for coordinating submission of the Consortium’s Tender and PSQ Response and corresponding with the Authority. 
73. All Tenders and PSQ Responses must be received by the Authority by the submission deadline shown in the Procurement Timetable.
74. Tenders and PSQ Responses received after the submission deadline will usually be rejected by the Authority. The decision whether to reject a Tender or PSQ Response received after the deadline is entirely at the Authority’s discretion.
75. Any queries regarding the Portal should be sent to the eSenders Central Support Team (Mon – Fri 08:30 -18:00) by calling 08000 988 201or by emailing:  support-health@atamis.co.uk
Inputting Information into the Portal
76. Suppliers are required to complete 3 “envelopes” as well as the Procurement Specific Questionnaire (PSQ) which will contain all the information the Authority requires to assess whether Suppliers will be permitted to participate in this Procurement and to evaluate the Tenders. All information must be uploaded in accordance with the instructions in the relevant envelopes on the Portal.
77. The envelopes are:
a. the Qualification Envelope – this contains the procurement specific questionnaire used for gathering information to qualify Suppliers for further evaluation
b. the Technical Envelope – used for evaluation of the technical aspects of the Tender; and
c. the Commercial Envelope – used for evaluation of the financial aspects of the Tender.

78. Suppliers should answer questions in the same order as they appear on-screen. If supporting information is required, Suppliers should use the following naming convention and refer to the attachment in their response (where possible): [Supplier’s Name] – [ITT Question Number]
79. Suppliers must comply with the word and/or page count limits specified in the evaluation questions. If a response exceeds the specified limit only the information within the limit will be evaluated.

80. Suppliers must:

a. Ensure that any attachments submitted to support responses are created using Microsoft (MS) applications that can be read on MS Office Standard Edition 2003 for MS Word, MS Project, MS PowerPoint and VISIO or are in Adobe Reader 9.0
b. ensure that any attachments created in MS Excel to support their Tender are submitted in MS Excel Version 2003 format only
c. ensure that each attachment has an appropriate heading that follows the naming convention set out in paragraph 81 and clearly identifies the question to which it relates 
d. use Arial font size 12, in black typeface including where information is tabulated, except in illustrative screen shots, graphs and charts. Any text must still be legible when the document is viewed at 100%
e. follow the onscreen instructions on the Portal to submit the electronic copies of completed questions; and
f. in the absence of an express requirement or express prohibition regarding the nature of attachments, only attach graphs, pictures, tables and certificates and these must be clearly identified within the text response with the document reference. If attached separately they will not be evaluated. 

81. Whilst the Portal allows for large individual attachments sizes (max 50mb at a time), it is recommended that attachments are kept to a manageable size to ensure ease and speed of access. Suppliers must only attach documents that the Authority has requested and must make sure that they are attached in the correct area.

82. Where a question requires the upload of a document, that document must be completed in the format specified within the question. Files submitted in any other format will not be evaluated. 

83. Where applicable, responses must not exceed the pre-set margins and space allocation. 

84. Suppliers must answer the questions without reference to general marketing or promotional material. Publicity brochures will not be evaluated.

85. Suppliers must not refer to responses given elsewhere but should repeat information if necessary.  The Authority will not, when evaluating the response to a question, take into account information which is merely cross-referenced from another part of the Tender and not replicated in the response being evaluated.

86. All acronyms and abbreviations, if used, must be fully explained the first time that they are used in each individual response to a question.

87. All data must reside in the UK.


[bookmark: _Toc204255035]Requests for clarification 
88. Any requests for clarification relating to the Procurement must be submitted via the Portal, no later than the deadline in the Procurement Timetable above to allow the Authority sufficient time to respond prior to the closing date for receipt of submissions. The Authority will endeavour to respond to requests for clarification submitted in accordance with these requirements as soon as possible. 
89. Suppliers should submit clarifications using the following format:
a. Supplier name
b. date submitted
c. document name and reference number or title; and
d. details requiring clarification
90. The Authority reserves the right not to answer any requests for clarification submitted after the deadline set out in the Procurement Timetable above or submitted via any means other than the Portal.
91. If Suppliers identify a technical issue with the Portal, any queries in relation to this should be sent to the e-sender Central Support Team (Mon – Fri 08:30 -18:00) without delay by calling 08000 988 201 or by emailing: support-health@atamis.co.uk.
92. Where the Authority considers any requests for clarification to be relevant to the proper functioning of the Procurement, it will publish on the Portal for all other Suppliers to see (without reference to the identity of the Supplier which submitted the clarification question) the clarification question raised and the Authority's response, with the exception of those deemed confidential as provided below. 
93. If a Supplier considers that its request for clarification should be treated as confidential and not disclosed to other Suppliers, it must communicate this and the reason why to the Authority at the time of the submission of that clarification request. The Authority will advise the Supplier in advance of providing the clarification response if it considers that all or any part of the request for clarification cannot be treated as confidential and will provide an opportunity for the Supplier to withdraw such aspects of the request for clarification. 
94. In such circumstances, the Supplier may either submit an amended request for the clarification to be treated as confidential, which would be considered by the Authority in the same manner as the original request or raise a new request to be treated as a non-confidential request for clarification. 
95. It is the responsibility of each Supplier to monitor all clarifications issued by the Authority. The Authority accepts no liability for any Supplier's failure to keep abreast of clarifications issued.
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96.  As outlined in the ‘How to respond to this opportunity’ section of this document, Suppliers should answer these questions via the Portal within the Qualification Envelope, and follow any further instructions detailed on the Portal.
Assessment of Tender responses
97. Once the assessment of PSQ Responses has been completed, the Authority will assess all Tenders which have not been disregarded to determine which is the most advantageous tender.
98. The tender questions to be evaluated against the award criteria are detailed in Table 3 below. As outlined in the ‘How to respond to this opportunity’ section of this document, Suppliers must answer these questions via the Portal within the Technical Envelope, and follow any further instructions detailed on the Portal.
Table 3: Tender questions, award criteria and weightings

	

	Pass/Fail Questions – any bidding organisation which answers ‘No’ to any of the below questions will not be evaluated further.


	Award Criterion/Question
	Information
	Answer
	Supplementary Information/Answer

	1. Does the bidding organisation commit to completing our Secure by Design evaluation?
	Pass/Fail
	Yes/No
	

	2. Will the bidding organisation share its Risk Ledger profile or create one if you are not registered already, to enable continuous risk assessment. 
	Pass/Fail
	Yes/No
	

	3. Is the proposed solution compatible with our HPE technology and is any proposed hardware to be deployed on premises HPE technology?
	Pass/Fail
	Yes/No
	

	4. Does the proposed solution support file restores as well as the restoration of entire virtual machines?
	Pass/Fail
	Yes/No
	

	5. Does the proposed solution provide capability to restore and support encrypted backups?
	Pass/Fail
	Yes/No
	

	
	
	
	

	

	


	Scored Questions – a total maximum score of 295 marks is available in this section of the evaluation. The weighting for this section is 70% of the total available score.


	Award Criterion/Question
	Information
	Answer
	Supplementary Information/Answer

	1. Please provide evidence of a successful backup and archive project delivery within a heavily regulated environment or public healthcare, within the last 2 years?
	Scored:
Evidenced – 25 marks
No evidence – 0 marks
	Qualitative
	

	2. How many vendors would your solution require us to use??
	Scored:
Fewer than 3 vendors – 20 marks
Between 3 and 5 vendors – 5 marks
More than 5 vendors – 0 marks
	Qualitative 
	

	3. Does the proposed solution(s) restore data created by our legacy backup technologies?
	Scored: 
Yes – 25 marks
No – 0 marks
	Yes/No
	

	4. Does the proposed solution accommodate transferring five years of data?
	Scored:
Yes – 25 marks
No – 0 marks
	Yes/No
	

	5. Please provide evidence of managing and migrating large physical tape libraries, encrypting them and moving them to a virtual tape library arrangement.
	Scored:
Evidenced – 25 marks
Not evidenced – 0 marks
	Qualitative
	

	6. Is MHRA able to source support for the proposed solution separately from the bidding organisation? 
	Scored: 
Yes – 25 marks
No – 0 marks
	Yes/No
	

	7. If the answer to 7 is ‘Yes’, is MHRA able to retrieve data from the proposed solution if support is not through the bidding organisation? Please provide evidence. 
	Scored:
Evidence – 25 marks
No evidence – 0 marks
	Qualitative
	

	8. Can Netbackup be rebuilt if part of the proposed solution?
	Scored: 
Yes – 25 marks
No – 0 marks
	Qualitative
	

	9. Can Veeam be rebuilt if part of the proposed solution?
	Scored: 
Yes – 25 marks
No – 0 marks
	Qualitative
	

	10. Can the proposed solution be integrated with Microsoft Sentinel SIEM?
	Scored:
Evidence – 25 marks
No evidence – 0 marks
	Qualitative
	

	11. Does the proposed solution provide a single pane of glass from which administration of MHRA’s entire estate – across various platforms – can be managed? Please provide evidence
	Scored:
Evidence – 25 marks
No evidence – 0 marks
	Qualitative
	

	12. Is the proposed solution compatible with a wide range of hypervisors?
	Scored:
Evidence – 25 marks
No evidence – 0 marks
	Qualitative
	





99. The Supplier’s pricing proposal must be included in the Commercial Envelope via the Portal. This information must be provided in Excel format, in the template provided.
100. The pricing element consists of 30% of the total score available.
101. The pricing document provided as Appendix J has suggested categories of spend. If the solution you are proposing requires further cost categories please include these in the pricing proposal. 
102. The pricing proposal must show the cost of delivery, any software or hardware costs and the expected total cost of ownership post-deployment. We would also like to see the cost of rebuilding Veeam and/or Netbackup shown separately, if your solution incorporates these technologies.
103. Before Tenders are assessed against the award criteria, the Authority will disregard any Tender from an excluded supplier and may decide to disregard any Tender from an excludable supplier. The Authority will also check whether each of the conditions of participation are satisfied and disregard any Tender from a Supplier who does not satisfy all of the conditions of participation.
104. The Authority reserves the right to seek clarification from Suppliers in connection with their PSQ Responses or Tenders. The Authority may request a Supplier to submit or clarify the information or documentation provided in connection with their PSQ Response or Tender. 
105. The scoring for this tender opportunity will be undertaken in the following manner: 
a. For eleven of the scored questions a mark of either 25 or 0 will be awarded depending on the supplied answer.
b. One question has scoring possibilities of 20, 5 or 0 marks.
c. The total number of marks available from scored questions is: 295
d. The tenderer which receives the most marks will be awarded a score of 100.
e. Percentages and weighted scores will be integers only.
f. All total scores will be converted into percentage points using the following formula:    
           (tenderer score/total available score)*100
g. The weighting for the scored questions is 70%
h. The weighted score will be determined using the following formula:
(Percentage score/100)*70
Worked example: A supplier scoring 205 total marks would receive the following weighted score: 
(205/295)*100 = 69%
(69/100)*70 = 48 is the weighted score for this section of the ITT evaluation
106. The scoring for the pricing element will be undertaken as follows:
a. The Agency will evaluate the total cost of the solution(s) proposed. 
b. This figure must be present in the Pricing Appendix. The total cost to the Agency must be over five years on a 3 + 1 + 1 basis.
c. The formula for attributing scores will be:
i. (lowest total cost/supplier total cost)*100 to give a percentage. This percentage will then be attributed a weighted score:
ii. (percentage score/100)*30 to provide a score weighted to 30% of the overall marks.
iii. Worked example:
(98000/98000)*100 = 100%
(100/100)*30 = 30
(98000/210000)*100 = 47%
(47/100)*30 = 14
107. The two weighted scores, for Quality and Price will then be added together to provide a final score. 
108. A supplier scoring a weighted score of 48 on the Quality section and 14 on the Pricing section would therefore receive a final score of 62.
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1. This document together with all other associated documents provided to Suppliers in connection with this Procurement contain procedural requirements which Suppliers must follow. Failure to comply with or follow any procedural requirement may result in the exclusion of the Supplier from the Procurement at the Authority’s sole discretion.
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2. Suppliers that wish to participate in this Procurement are responsible for ensuring that the Central Digital Platform contains complete, accurate and up-to-date information about their organisation and any Associated Suppliers which are relevant for the purposes of this Procurement. A Supplier must notify the Authority immediately if it is unable to register on the Central Digital Platform and/or to provide accurate and up-to-date information via the Central Digital Platform. 
Transparency
3. Suppliers should note that, in accordance with general transparency obligations and procurement law obligations under the Act, the Authority routinely publishes details of its procurement processes and awarded contracts. This includes, but is not limited to, the contract value, the identity of the successful Supplier, the identity of any unsuccessful Suppliers (for public contracts with an estimated value of more than £5 million), compliance with payment obligations and contract performance. Compliance with these obligations may involve the Authority taking steps without consultation with Suppliers. Where required under the Act, a copy of the Contract will be published (subject to making any reasonable and proportionate redactions permitted under the Act). 
4. All central government departments and their executive agencies and non-departmental public bodies are subject to controls and reporting within government. In particular, they report to various government bodies including but not limited to the Cabinet Office and HM Treasury for all expenditure. The Authority reserves its absolute right to share within government any of the documentation/information submitted by Suppliers during this Procurement (including any information that a Supplier considers to be confidential and/or commercially sensitive).
5. Where required, the Authority will disclose on a confidential basis any information it receives from Suppliers during the Procurement to any third party engaged by the Authority for the specific purpose of assessing or assisting the Authority in assessing the Supplier’s submission. In providing such information the Supplier consents to such disclosure.
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6. Neither the Tender Notice, this document nor any information given as part of the Procurement shall be regarded as a commitment or representation on the part of the Authority (or any other person) to enter into a contractual agreement.
7. The Authority reserves the right to cancel the Procurement at any point and/or to choose not to award any contract as a result of this Procurement.
8. Suppliers will remain responsible for all costs and expenses incurred by them, their staff, and their advisers or by any third party acting under their instructions in connection with this Procurement. For the avoidance of doubt, the Authority will not be liable for any costs or expenditure resulting from any cancellation or amendment of this Procurement.
9. The Authority reserves the right at any time:
a.	to issue amendments, modifications or additional information to any documentation which forms part of this Procurement, including the Procurement terms and conditions contained in this Appendix A
b.	to require a Supplier to clarify their proposal(s) and/or Tender or PSQ Response in writing and/or provide additional information – failure by a Supplier to respond adequately may result in their Tender being rejected
c.	to alter the Procurement Timetable for this Procurement [including the right to award different lots at different times] 
d.	to rewind and re-run any part of the Procurement on the same or an alternative basis
e.	to amend its requirements in relation to the Procurement, as described herein 
10. If the Authority modifies the Procurement, it will inform all Suppliers simultaneously via the Portal and will assume all Suppliers have taken account of the amendments when submitting their Tender and PSQ Response.
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11. In accordance with the Procurement Act 2023 sch. 5 paragraph 5a - if, during the tender process, the Agency discovers that a potential tenderer possesses an exclusive right to sell certain IP which is the only possible solution it reserves the right to Direct Award to the potential tenderer which holds this exclusive right.
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12. Save to the extent made publicly available by the Authority, the information in this document (together with all attachments and any other information communicated to Suppliers during the Procurement) is made available on the condition that it is treated as confidential information by the Supplier and is not disclosed, copied, reproduced, distributed or passed to any other person at any time except in order to comply with legal obligations or for the purpose of enabling a submission to be made to the Authority, provided that such person has given an undertaking prior to the receipt of the relevant information (and for the benefit of the Authority) to keep such information confidential.
13. Suppliers must not take part in any publicity activities with any part of the media about this Procurement without obtaining the express prior written agreement of the Authority. When requesting prior written agreement, Suppliers are required to detail the proposed media coverage including format and content of any publicity.
Non-disclosure agreement
14. Not used
Freedom of information and environmental information 
15. The Authority is subject to the Freedom of Information Act 2000 (FOIA) and the Environmental Information Regulations 2004 (EIR). All information submitted to the Authority may be disclosed in response to a request made pursuant to the FOIA or the EIR. 
16. In respect of any information submitted by a Supplier that it considers to be commercially sensitive, the Supplier should:
a.	clearly identify which information is considered commercially sensitive and complete the table contained within Appendix H
b.	explain the potential implications of disclosure of such information 
c.	provide an estimate of the period of time for which the Supplier considers that such information will remain commercially sensitive.
17. The Authority will endeavour to:
a.	hold confidential all information submitted by a Supplier that it identifies as being commercially sensitive
b.	consult with a Supplier about commercially sensitive information before making a decision on any FOIA requests and EIR requests received. 
18. Suppliers should note, however, that the final decision on any FOIA request and EIR request rests with the Authority, subject to applicable law. Even where information is identified as commercially sensitive, unless an exemption/exception provided for under the FOIA/EIR is applicable, the Authority will be obliged to disclose that information in response to a request. Accordingly, the Authority cannot guarantee that any information marked ‘commercially sensitive’ will not be disclosed.
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19. If requested to do so by the Authority, a Supplier will be required to enter into a legal arrangement with other members of a consortium or with any parties which are relied on in order to satisfy the conditions of participation relating to this Procurement (in accordance with section 72 of the Act). Acceptance of this request shall be considered a mandatory requirement and failure to accept the same may result in the Supplier’s exclusion from the Procurement.
[bookmark: _Toc204255044]Parent company guarantee or other securities
20. The Authority reserves the right to require a parent company guarantee or alternative equivalent form of security should the Supplier be successful in this Procurement.
21. Where the Supplier’s parent company is incorporated outside the United Kingdom, the Authority will require a legal opinion from an independent firm of lawyers practising in that jurisdiction (at the Supplier’s own cost and expense) as to the capacity/authority of the parent company to enter into the parent company guarantee and the enforceability of the terms of the parent company guarantee in the relevant overseas jurisdiction.
22. Notwithstanding the above, the Authority may specify minimum contractual financial security requirements as appropriate having regard to the financial assessment undertaken during this Procurement. Where the Authority specifies any financial security requirements, acceptance of the requirements shall be considered a mandatory condition and failure to accept the same may result in the Supplier’s exclusion from the Procurement.
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23. Any attempt by a Supplier or its advisers to influence the Procurement in any way may result in the exclusion of the Supplier, without prejudice to any other civil or legal remedies available to the Authority and without prejudice to any criminal liability that such conduct by a Supplier may attract.
24. Specifically, Suppliers must not directly or indirectly at any time:
a.	devise or amend the content of their submissions in accordance with any agreement or arrangement with any other person, other than in good faith with a person who is a proposed partner, subcontractor, consortium member, insurance provider or provider of finance
b.	enter into any agreement or arrangement with any other person as to the form or content of any other submission or pay or offer to pay any sum of money or valuable consideration to any person to effect changes to the form or content of any other submission
c.	enter into any agreement or arrangement with any other person that has the effect of prohibiting or excluding that person from submitting a response in this Procurement
d.	canvass any employees, members or agents of the Authority in relation to this Procurement
e.	attempt to obtain information from any of the employees, members or agents of the Authority or their advisors concerning another Supplier or submission
f.	carry out any other co-operation or collusion with another Supplier or any other person which the Authority considers capable of undermining fair competition.
25. Suppliers are required to complete and return Appendix G (Certificate of non-collusion and non-canvassing) noting that the Authority will be entitled to rely on the information provided in the certificate. 
Conflicts of interest
26. The Authority is under a duty to identify and keep under review any actual or potential conflicts of interest amongst the persons acting on its behalf in this Procurement and to take reasonable steps to ensure that any conflict of interest does not put any Supplier at an unfair advantage or disadvantage. Suppliers must notify the Authority immediately of any actual, potential or perceived conflict of interest. 
27. In the event of any actual, potential or perceived conflict of interest, the Authority shall in its absolute discretion decide on the appropriate course of action. The Authority reserves the right to:
a.	exclude any Supplier that fails to notify the Authority of an actual, potential or perceived conflict of interest, or where an actual conflict of interest exists which cannot be avoided
b.	request further information from any Supplier and require any Supplier to take reasonable steps to mitigate a conflict of interest. This may include requiring any Supplier to enter into a specific conflict of interest agreement with the Authority. Failure to take the steps requested by the Authority may result in the Supplier being excluded from participating in, or progressing as part of, the procurement process. 
28. The Authority strongly encourages Suppliers to contact the Authority as soon as possible using the Portal should they have any concerns regarding actual, potential or perceived conflicts of interest. 
Conflict assessments
29. The Authority confirms that, prior to the issue of the Tender Notice in this Procurement, a conflict assessment has been prepared in accordance with the Act.
Intellectual property 
30. Suppliers are reminded that all intellectual property rights, including copyright, in the documents and materials supplied by the Authority and/or its advisers in this Procurement, in whatever format, belong to the Authority, its advisers or the relevant owner/licensor. Suppliers must not copy, reproduce, distribute or otherwise make available any part of these documents to any third party (except for the purpose of preparing a submission) without the prior written consent of the Authority. All documentation supplied by the Authority in relation to this Procurement must be returned or destroyed on demand, without any copies being retained by Suppliers.
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31. Not used

Anti-competitive behaviour
32. Suppliers are reminded of their obligations under applicable competition laws. The Authority may require evidence from Suppliers that their arrangements are not anti-competitive and reserves the right to require any Supplier to comply with any reasonable measures which may be needed to verify that no anti-competitive arrangements are in place.
33. Any evidence of anti-competitive behaviour may result in a Supplier being disqualified from the Procurement. The Authority also reserves the right to refer any suspected breaches of applicable competition laws to the relevant authorities including, but not limited to, the Competition and Markets Authority and the Serious Fraud Office. 
34. Suppliers should note that anti-competitive behaviour may result in the Supplier being excluded from bidding for contracts under Schedule 7, Paragraph 7 of the Act. Where a relevant decision has been made by the Competition and Markets Authority under the Competition Act 1998, the Supplier may also be excluded from bidding for contracts under Schedule 6, paragraph 41 and may be added to the debarment list and/or be liable for civil and/or criminal penalties.
The Authority’s right to reject
35. The Authority reserves the right to reject or disqualify a Supplier, its associated persons or intended sub-contractors at any time during the Procurement procedure where:
a. any PSQ Response or Tender is submitted late, is completed incorrectly, is materially incomplete or fails to meet the Authority’s submission requirements which have been notified to the relevant Supplier;
b. the Supplier is unable to satisfy conditions of participation at any stage during the Procurement;
c. the Supplier, or any of its associated persons or intended sub-contractors is guilty of material misrepresentation in relation to any representation and submissions made in connection with this Procurement including in the (but not limited to) Supplier’s PSQ Response, Tender and any clarification responses; or
d. the Supplier, or any of its associated persons or intended sub-contractors, contravenes any of the terms and conditions set out in this document or any other document issued by the Authority in connection with this Procurement, or in any updated and additional instructions issued by the Authority.
36. The disqualification of a Supplier or any of its associated persons or intended sub-contractors will not prejudice any other civil remedy available to the Authority and will not prejudice any criminal liability that such conduct may attract.
Contract 
37. A Tender is an offer to enter into a contract on the terms of the contents of the Tender and the Contract. Notification of an award decision does not constitute acceptance by the Authority. Any document submitted by a Supplier shall only have contractual effect when it is contained within an executed written contract. 
38. The Supplier’s Tender must remain valid for acceptance for a period of 90 days from the date of its submission or, if later, until any procurement challenge/s have been resolved. 
Supplier withdrawal 
39. Suppliers may withdraw from the Procurement at any time before the tender submission deadline by providing written notification to the Authority via the Portal.  
Supplier eligibility
40. Suppliers are reminded that the eligibility requirements in this document, Tender Notice and all other associated tender documents apply to the Procurement at all times.
41. The Authority reserves the right to require any Supplier to provide such further information as the Authority may require (and for the avoidance of doubt, the Authority may make multiple requests) as to any issue addressed in the procurement process, including, but not limited to, the economic and financial standing of the Supplier at any stage of the Procurement and prior to the notification of the award decision and/or the award of the Contract.
42. The Authority must be notified in writing via the Portal promptly of any changes in the information that the Supplier has provided in its response to this Procurement (including but not limited to arrangements in relation to any Associated Suppliers) at any point before the entry into the Contract so that the Authority may assess whether the Supplier continues to satisfy the relevant conditions of participation and should continue to qualify for participation in the Procurement. For the avoidance of doubt, the Authority reserves the right to take such action as it deems appropriate in the light of its assessment of the updated information, including (but not limited to) excluding the Supplier concerned from the Procurement.
Supplier warranties 
43. In responding to this invitation, the Supplier warrants, represents and undertakes to the Authority that:
a.	it understands and has complied with the conditions set out in this document
b.	all information, representations and other matters of fact communicated (whether in writing or otherwise) to the Authority by the Supplier, its staff or agents in connection with or arising out of the Procurement are true, complete and accurate in all respects, both as at the date communicated and as at the date of the submission of the response to this document
c.	it has made its own investigations and undertaken its own research and due diligence, and has satisfied itself in respect of all matters (whether actual or contingent) relating to the invitation and has not submitted its response in reliance on any information, representation or assumption which may have been made by or on behalf of the Authority (with the exception of any information which is expressly warranted by the Authority)
d.	it has full power and authority to respond to this document and to perform the obligations in relation to the Contract and will, if requested, promptly produce evidence of such to the Authority. 
44. Suppliers should note that the potential consequences of providing incomplete, inaccurate or misleading information include that:
a.	the Authority may exclude the Supplier from participating in this Procurement
b.	the Supplier may be excluded from bidding for contracts under Schedule 7, Paragraph 13 of the Act
c.	the Authority may rescind any resulting contract under the Misrepresentation Act 1967 and may sue the Supplier for damages
d.	if fraud or fraudulent intent can be proved, the Supplier may be prosecuted and convicted of the offence of fraud by false representation under section 2 of the Fraud Act 2006, which can carry a sentence of up to 10 years or a fine (or both) – if there is a conviction, then the Supplier may be excluded from bidding for contracts under Schedule 6, Paragraph 15 of the Act and may be added to the debarment list.
Third parties
45. Nothing in these terms is intended to confer any rights on any third party under the Contracts (Rights of Third Parties) Act 1999. This does not affect any right or remedy of any person which exists or is available apart from that Act.
Applicable law
46. The law of England is applicable to this Procurement. 
47. Suppliers must agree to submit to the exclusive jurisdiction of the Courts of England and Wales in relation to any dispute arising out of or in connection with this Procurement.
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Backup and archive have been underinvested in at the MHRA for some time. As a result, there is no cohesive strategy that covers all agency data. There are several different solutions which do not complement each other and offer varying degrees of effectiveness.
We are looking for a partner who can provide a holistic strategy covering all the different types of data and applications we use. We have data that must be highly available and easy to restore quickly, and data that is very unlikely to be needed regularly but must be retained as a historical record. Our partner and solution must be capable of handling both, and everything in between.
For ease of management, we would like a single pane of glass spanning all our backup and archive arrangements. Those arrangements should be tailored to the data they support, so they can be cost effective and efficient for each scenario. We are not looking for multiple solutions though, as we prefer to consolidate technologies as far as possible. Extra marks will be awarded for partners who are able to cover all data types with one or the fewest different solutions.
We also expect a hybrid solution that makes the most of the Cloud without committing us wholesale to expensive storage that is environmentally unfriendly.
The components of our strategic approach include:
6. Backup Software: Central to our strategy, this software orchestrates all backup operations, ensuring data is securely copied, stored, and retrievable.
7. Cloud Storage: Utilized for its scalability and accessibility, allowing for efficient data recovery and management across geographically dispersed locations.
8. S3 Capable Storage: Ensures compatibility with cloud environments, providing flexibility and scalability in managing web-scalable computing.
9. Block Storage: Offers high performance and low latency, suitable for our operational databases and transactional data needs.
10. Tape Backups (possibly): Only to be used for long-term retention and disaster recovery due to their cost-effectiveness and durability, if at all.

The image below summarises what we expect a strategic solution to be able to offer.

[image: A diagram of a backup software
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109. Detailed requirements
In scope (essential):

· Strategy for backups and archives that provides the most efficient and effective medium for the data being backed up or archived
· ‘Single pane of glass’ management console that gives the MHRA a consolidated view of its backup and archive estate and status
· A single solution (or as few as possible) for managing backups and moving data to archive – we are not looking for a managed service
· Hybrid Cloud Integration – Seamless integration with both on-premises and cloud storage
· Virtual Tape Library (VTL) Support – capability to mimic tape storage with disk-based solutions, easing the transition from physical tape backups.
· S3 Compatibility & Integration – Support for storage solutions compatible with S3, facilitating cloud storage and archival.
· Integration with Current Systems – Compatibility with existing backup and recovery solutions like NetBackup, Azure Backup, Ansible, etc., without disrupting workflows
· Avoidance of Vendor Lock-in – Flexibility in solution adoption and migration to prevent dependency on a single vendor in the future
· Commitment to continuous improvement – a target of 10 percent annual improvement in automation and total cost of backup and archive ownership.


In scope (preferred):
· Data Tiering – the ability to manage data based on access frequency, with automated transitions between hot and cold storage.
· Immutable Storage Options – Support for write-once-read-many (WORM) storage to prevent data alteration or deletion, for compliance purposes.
· Data Deduplication – Mechanisms to eliminate redundant data copies, reducing storage volume without losing data integrity.
· Scalability and Elasticity – Ability to expand storage and processing capabilities as needed without significant system redesign.
· High Availability and Disaster Recovery – Support for redundant data storage across geographic locations and comprehensive DR planning.
· Metadata Management Tools – Efficient indexing, categorization, and tagging to ensure quick and easy data retrieval.
· Security Compliance & Encryption – Must meet stringent security standards, including data encryption in transit and at rest, with compliance to GDPR, HIPAA, etc.
· Data Lifecycle Management – Automated tools for managing data retention, archival, and disposal according to policy.
· Performance Metrics Compliance – Must meet or exceed specific backup and recovery time objectives and recovery point objectives.
· Automated Backup Verification – Automated integrity checks of backups with alerts for failures and detailed reports for audits.
· Management Interface Usability – A user-friendly interface for managing backup, recovery, and storage policies efficiently.
· Vendor Support & SLA Guarantees – Comprehensive vendor support including technical assistance, firmware updates, and hardware replacement under clear SLAs.
· Environmental Sustainability – Adherence to green IT principles, with energy-efficient and environmentally sustainable solutions.
· Off-site and Cloud Storage Solutions – Support for secure, off-site and cloud-based storage options for enhanced data protection.
· Regular Data Migration Plans – Strategy for periodic data migration to newer technologies to prevent data obsolescence.
· Critical Application Management –Tools to identify and prioritize backup and recovery of critical applications and data.
· RTO and RPO Management Tools – Capabilities to define, document, and adhere to specific RTOs and RPOs for each critical application.
· Disaster Recovery Testing Support – Features allowing for regular DR tests and simulations without impacting the live environment.
· Total Cost of Ownership – Detailed breakdown of purchase, operation, and maintenance costs over the solution's lifecycle.
· Implementation and Training Services – Availability of implementation assistance and training services for IT staff and end-users.
· Future-Proofing and Innovation – Commitment to ongoing innovation and adaptability to future technological advancements.
· Integration with Various Backup Solutions – Compatibility and seamless integration with a broad range of backup solutions and platforms.
· Enables Zero Trust Architecture – Incorporation of Zero Trust principles, ensuring secure access control and verification at all stages.
· Cost-Effective Approach for 99-Year Retention – An economically viable solution for storing, managing, and accessing data over a 99-year period.
· Adaptive to Regulatory Changes – Flexibility to adapt to future regulatory and compliance requirements without significant overhauls.
· Scalable Encryption and Key Management – Sophisticated encryption mechanisms with scalable key management solutions to secure data effectively.
· Seamless Data Portability – Ensures data can be easily moved and accessed across different environments without vendor lock-in.
· Advanced Analytics for Data Insight – Use of data analytics to provide insights into backup operations, efficiency, and optimization opportunities.
· User Training – A thorough training program for IT staff and users to ensure effective use and management of the backup solution.
· Robust Technical Support – Guaranteed access to expert technical support for troubleshooting, updates, and optimizations.

110. Our current backup and archive arrangements
The agency currently operates from two office locations (South Mimms and Canary Wharf) and one data centre (Cody Park). Our current backup and archive estate comprises:

NetBackup Cody Park

· Systems Covered: Production SENTINEL HPUX systems.
· Backup Medium: Tape (off-site storage at third party).
· Frequency: Daily.
· Capacity: Utilizes NetBackup version 10, with no current capacity issues. Total protection extends to 100TB daily.
· Strategic Use: Traditional tape backup for long-term storage and disaster recovery.
· Tape Libraries: Equipped with LTO 4 and LTO 8 tape drives.

Tape Backup System (NetBackup Cody Park)

· Scope and Usage: Primary system for daily backups of production SENTINEL HPUX systems. Data is systematically archived to secure off-site storage managed by third party.
· Capacity Details: The system handles daily backups encompassing 100TB, with an overall managed capacity reaching up to 300TB.
· Operational Workflow: Data from critical systems is captured daily and transferred to high-durability magnetic tape storage, which is then transported to Iron Mountain for long-term preservation.

NetBackup South Mimms

· Systems Covered: VMware Guest Virtual Machines and High-Performance Computing (HPC) Storage.
· Backup Medium: Tape (off-site storage at Iron Mountain).
· Frequency: Daily for VMware VMs, weekly for HPC Storage.
· Issues: Approaching capacity limits, causing long backup windows and limited time for restore testing.
· Strategic Use: Balances between daily operational backups and weekly intensive storage needs.
· Tape Libraries: Equipped with LTO 4 and LTO 8 tape drives.

VMware and High-Performance Computing Storage (NetBackup South Mimms)

· Scope and Usage: Covers backup needs for VMware guest virtual machines and high-performance computing (HPC) storage, with a focus on balancing between operational flexibility and robust data protection.
· Capacity Details: The system is nearing its capacity limits, with about 500TB of data actively managed and significant stress on storage during peak backup windows.
· Operational Challenges: The current setup struggles with scalability and restoration efficiency, highlighting the need for a strategic review and capacity enhancement.

Azure Backup

· Systems Covered: Azure Virtual Machines and VMware Virtual Machines at Cody Park.
· Backup Medium: Azure Recovery Services vaults (UK South region).
· Frequency: Daily.
· Issues: Increasing storage requirements due to long-term data retention policies.
· Strategic Use: Leverages cloud scalability and resilience for critical VM data.


Ansible

· Purpose: Backup of all agency switch and firewall configurations.
· Backup Medium: Azure storage account (UK South region).
· Frequency: Daily.
· Strategic Use: Ensures rapid restoration to maintain network integrity and security.

SQL Native Backups

· Systems Covered: Production MSSQL instances.
· Backup Medium: Azure storage account (UK South region).
· Frequency: Daily.
· Strategic Use: Protects critical database content, enabling quick recovery from data loss.

Veeam for M365

· Systems Covered: Exchange Mailboxes, Exchange Archives, SharePoint Sites, and Teams Channels.
· Backup Medium: Azure Blob Storage.
· Frequency: Daily for Mailboxes, Sites, and Channels; weekly for Archives.
· Retention: Approximately 30 days.
· Strategic Use: Ensures regular backup and retention for Microsoft 365 services.

Virtual Tape Libraries 

· Systems Covered: Back up of VMware and High-Performance Computing (HPC) storage.
· Backup Medium: HPE StoreOnce
· Frequency: Daily, weekly and monthly
· Strategic Use: Libraries in Cody Park serve as offsite backup for South Mimms data and vice versa. Replication is in place between both to ensure alignment of data.

Offline Tape Backup 

Container and tape utilization details:

Total Number of Containers Tracked: 21:
· Delivered to MHRA: 14 containers
· With third party: 7 containers

Total Number of Tapes Tracked: 2,732
· With third party: 2,499 tapes
· Delivered to MHRA: 233 tapes

The majority of tapes are currently stored with a third party providing offsite storage.


111. Current backup and archive volumes
The agency currently backs up the following data volumes.

On Prem: 
[image: A close-up of a price list
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Offline Tape Backup: 
· Total Number of Containers Tracked: 21 
· Total Number of Tapes Tracked: 2,732 
 

In Cloud: 
The figures below are estimates only and remain to be validated. We anticipate +/- 30 per cent variance. 

· Standard Backup Tier: 425,152 GB (415.38 TB)	 
· Archive Backup Tier: 11,200 GB (10.94 TB) 
· Snapshot Usage (e.g. VM): 5,376 GB (5.25 TB) 

112. Anticipated Recovery Time Objectives and Recovery Point Objectives

We are working to define these now but expect objectives in the ranges shown below. Please note these are estimates only: 

	RPO 
(hours) 
	RTO 
(hours) 
	Percentage of agency applications we expect this to apply to 

	24  
	72+ 
	 75-85 per cent 

	Up to 24 
	24-72 
	

	12 
	8-24 
	<10 per cent 

	6 
	4-8 
	<5 per cent 
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For delivery of the solution, we will measure the quality of the delivery by:

(This table includes 4 columns and 3 rows)
	KPI/SLA
	Service Area
	KPI/SLA description
	Target

	1
	Delivery Progress Reporting
	Weekly progress delivery reports presented by the Supplier at an agreed project board
	100%

	2
	Delivery Milestones
	Delivery against mutually agreed baselined project plan
	+/- 21 days





For ongoing support of the solution, we have the following requirements:

· 24/7 Technical Support: Ensure vendors provide 24/7 technical support to address any issues or emergencies that may arise.
· Dedicated Account Manager: Require a dedicated account manager to oversee the implementation, support, and optimization of the backup solution.

Service Level Agreements (SLAs):

· Uptime Guarantee: The backup solution should guarantee a minimum uptime of 99.9% to ensure availability and reliability.
· Response Time: Vendors must commit to specific response times for support requests, such as:
· Critical Issues: Response within 1 hour.
· High Priority Issues: Response within 4 hours.
· Standard Issues: Response within 24 hours.

Regular Reviews:

· Conduct regular reviews with vendors to assess performance against SLAs and identify opportunities for improvement. Establish a feedback loop to ensure continuous improvement in service quality.
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	Defined term
	Definition

	Act
	means the Procurement Act 2023.

	Associated person
	is as defined in section 26(4) of the Act as a person the Supplier is relying on in order to satisfy the conditions of participation (but not a person who is to act merely as a guarantor as described in section 22(9) of the Act).
Associated persons are sub-contractors or consortium members who are being relied on by the prime/main supplier to satisfy the conditions of participation. Associated persons are likely to be within the first tier of sub-contractors, but may be further down the supply chain, for example in procurements of contracts with highly technical elements. 

	Associated Suppliers
	means a supplier who is associated with the Supplier because either (a) the suppliers are submitting a tender together, or (b) the Authority is satisfied that the suppliers will enter legally binding arrangements to the effect that the Supplier will sub-contract the performance of all or part of the Contract to the other supplier, or the other supplier will guarantee the performance of all or part of the Contract by the Supplier (as set out in section 22(9) of the Act).

	Authority
	means the Department of Health and Social Care. 

	Central Digital Platform
	means the online system referenced in the Act and defined by regulation 5(2) of the Procurement Regulations 2024 (SI 2024 No. 692). It is It is available at www.gov.uk/find-tender.
The Central Digital Platform enables:
· contracting authorities and suppliers to register and receive a unique identifier
· contracting authorities to publish notices and other information as required under the Act for covered and below-threshold procurements
· suppliers to submit and store certain core organisational information as required by the regulations to participate in a covered procurement. This information will only be available to those contracting authorities that a supplier chooses to share it with; it cannot be freely accessed
· anyone to view the notices and access related public procurement data.


	Conditions of participation
	are as defined in section 22 of the Act and are used to assess the Supplier (but not the Supplier’s Tender).

The Conditions of Participation which Suppliers are required to satisfy in relation to this Procurement are set out in Part 3 of the procurement specific questionnaire (in the Qualification Envelope) and the Authority has set out how they will be assessed within ‘The assessment process and award criteria’ section of this document. 

	Connected Persons
	is as defined in paragraph 45 of Schedule 6 to the Act. In summary, it covers:
a. a person with ‘significant control' over the supplier (within the meaning given by section 790C(2) of the Companies Act 2006)
b. a director or shadow director of the supplier
c. a parent undertaking or a subsidiary undertaking of the supplier
d. a predecessor company
e. any other person who it can reasonably be considered stands in an equivalent position in relation to the supplier as a person within any of paragraphs a to d.
f. any person with the right to exercise, or who actually exercises, significant influence or control over the supplier
g. any person over which the supplier has the right to exercise, or actually exercises, significant influence or control.

	Contract
	means the contract to be entered into by the Authority with the successful Supplier.

	Core supplier information
	is as defined in the regulation 6(9) of the Procurement Regulations 2024, and is divided into four key categories of information covering (in summary):
· basic information – this includes (but is not limited to) the supplier’s name, unique identifier, address, VAT number (if applicable), legal form and date of company registration (if applicable), details of qualifications/trade associations and classification, for example whether the supplier is an SME and/or a public service mutual
· economic and financial standing information – as set out in the supplier’s most recent financial accounts
· connected person information – this includes (but is not limited to) information relating to relevant connected persons such as names, date of birth and nationality, service address and legal form
· exclusion grounds information – this includes information relating to relevant convictions and events that form either a mandatory or discretionary exclusion ground under the Act.

	Debarment
	means the mechanism under which a Minister of the Crown can put a supplier on the centrally-published debarment list. This must be following an investigation, whereby the minister is satisfied that a supplier is an excluded supplier or an excludable supplier and should be added to the debarment list.

	Excluded supplier
	means an excluded supplier as defined in section 57(1) of the Act.

A supplier is an ‘excluded supplier’ where the Authority considers, firstly, that a mandatory exclusion ground applies to the supplier or an associated person and, secondly that the circumstances giving rise to the exclusion ground are continuing or likely to occur again. 

A supplier is also an excluded supplier where a Minister of the Crown has already determined this – i.e. where the supplier or an associated person is on the debarment list because of a mandatory exclusion ground.

	Excludable supplier
	means an excludable supplier as defined in section 57(2) of the Act.

A supplier is an ‘excludable supplier’ where the contracting authority considers, firstly, that a discretionary exclusion ground applies to the supplier or an associated person and, secondly, that the circumstances giving rise to the exclusion ground are continuing or likely to occur again. 

A supplier is also an excludable supplier where a Minister of the Crown has already determined this – i.e. where the supplier or an associated person is on the debarment list because of a discretionary exclusion ground.

	Exclusions
	means the list of mandatory (schedule 6) and discretionary (schedule 7) exclusion grounds under the Act. The Authority has a duty to consider both whether any of these apply to Suppliers (including by virtue of a Connected Person), as well as whether the circumstances are continuing or likely to occur again. The Authority must exclude an excluded supplier and may exclude an excludable supplier from this Procurement.

	FOIA and EIR
	means the Freedom of Information Act 2000 (FOIA) and the Environmental Information Regulations 2004 (EIR) which the Authority is subject to.

	Government Security Classification
	means the Government Security Classification Policy which can be accessed here Government Security Classifications - GOV.UK. 

	Intended sub-contractors
	means a sub-contractor to whom the Supplier intends to sub-contract the performance of all or part of the Contract.
 
This is not restricted to sub-contractors that the Supplier is relying on to meet conditions of participation (who will in any event be associated persons) but applies to all sub-contractors (of all tiers) to whom the Supplier intends to sub-contract the performance of all or part of the Contract.

	Key Performance Indicators or KPIs
	means the key performance indicators (KPIs) set out in Appendix C.

	Open Procedure
	means the open procedure as defined by section 20 of the Act.

	Portal
	means the Atamis esourcing portal used by the Authority for the purposes of this Procurement and which can be accessed here DHSC & Health Family Portal. 

	Procurement
	means this Open Procedure procurement process.

	Procurement Timetable
	means the timetable for this Procurement as set out in this document.

	PSQ Response
	means a Supplier’s response to the Qualification Envelope

	Service Credits
	means the service credits set out in Appendix C.

	Service Levels
	means the service levels set out in Appendix C. 

	Supplier or Suppliers
	means a supplier or suppliers (as the case may be) participating in the Procurement.

	Tender
	means those parts of a Supplier’s submission in this Procurement comprised within the Technical Envelope and the Commercial Envelope.

	Tender Notice
	means the tender notice with reference [insert reference] published on [insert date] on the Central Digital Platform.

	TUPE
	means the Transfer of Undertakings (Protection on Employment) Regulations 2006 (as amended).

	Unique identifier
	is as defined in regulation 8 of the Procurement Regulations 2024. In the case of a supplier, it is the unique code which is submitted to the Central Digital Platform and is recognised by that platform or, where no such code is submitted and recognised, it is the unique code which is allocated by that platform when the supplier registers on that platform.
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Dear Sir or Madam
Form of tender 
I/We, the undersigned, tender and offer to provide the Contract as listed below, which is more particularly referred to in the Invitation to Tender supplied to me/us for the purpose of tendering for the provision of the Contract and on the terms of the draft Contract.
Included within this document are the following:
Checklist for tenderers
List all documents to be submitted to the Portal.
	Document number
	Document name
	Included (Y/N)

	
	Qualification Envelope
	

	
	Technical Envelope
	

	
	Commercial Envelope
	

	
	Appendix G: Certificate of non-collusion and non-canvassing
	

	
	Appendix F: Form of tender
	

	
	Appendix H: Commercially sensitive information
	

	
	Exclusions information (in PDF format) for associated persons (if any), if not shared via the Central Digital Platform 
	



[bookmark: _Hlk190549044]Note: If Suppliers do not provide all of the items in the checklist, this may result in the response being treated as non-compliant and therefore rejected.
[I/We confirm that I/we can supply the Contract as specified in our response to the Invitation to Tender and in accordance with the financial model response submitted and other terms of our tender submission.]
[I/We confirm that we accept the terms of the draft Contract as issued with the Invitation to Tender.]
I/We understand that the Authority reserves the right to accept or refuse this tender in accordance with the Procurement Act 2023 and/or the Invitation to Tender.
I/We confirm that all information supplied to the Authority and forming part of this tender is true and accurate.
I/We confirm that the Supplier, together with all Associated Suppliers:
•	are registered on the Central Digital Platform
•	have ensured their information contained on the Central Digital Platform is true and accurate 
I/We confirm and undertake that if any of such information becomes untrue or misleading that I/we shall notify the Authority immediately and update such information should this be required. 
I/We confirm that this tender will remain valid for 90 days from the date of this form of tender or, if later, until any procurement challenge/s have been resolved. 
I/We confirm that I/we are authorised to commit the Supplier to the contractual obligations contained in the Invitation to Tender and the draft Contract.
I/We understand that non-compliance with the requirements of the Invitation to Tender or with any other instructions given by the Authority may lead to me/us being excluded by the Authority from (further) participation in the Procurement.
I/We agree that the Authority may disclose the Supplier’s information/documentation (submitted to the Authority during this Procurement) more widely within government for the purpose of ensuring effective cross-government procurement processes, including value for money and related purposes.
Improving Transparency of AI use in Procurement 
For Information Only (Not Scored) AI tools can be used to improve the efficiency of your bid writing process, however they may also introduce an increased risk of misleading statements via ‘hallucination’. Have you used AI or machine learning tools, including large language models, to assist in any part of your tender submission? This may include using these tools to support the drafting of responses to award questions. 
Yes ロ No ロ
Please provide details: Where AI tools have been used to support the generation of Tender responses, please confirm that they have been checked and verified for accuracy:
	







	
Signature
	



	Name (print)
	



	Position
	



	Supplier name
	



	Date
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Statement of non-canvassing
I/we hereby certify that I/we have not canvassed any minister, official, representative or adviser of the Authority in connection with this Procurement and the proposed award of the Contract by the Authority, and that no person employed by me/us or acting on my/our behalf, or advising me/us, has done any such act. I/we agree that the Authority may, in consideration of our tender, and in any subsequent actions, rely on the statements made in this certificate.
I/we further hereby undertake that I/we will not canvass any minister, official, representative or adviser of the Authority in connection with the Procurement and/or award of the Contract and that no person employed by me/us or acting on my/our behalf, or advising me/us, will do any such act.
Statement of non-collusion
The Authority must receive bona fide competitive tenders from all Suppliers.
In recognition of this requirement, I/we certify that this is a bona fide offer, intended to be competitive and that I/we have not fixed or adjusted the amount of the offer or the price in accordance with any agreement or arrangement with any other person (except any Associated Supplier identified in this offer).
I/we also certify that I/we have not done, and undertake that I/we will not do, at any time during the Procurement or, in the event of my/our final tender being successful, during the term of the Contract, any of the following acts:
1.	communicate to any person, other than the Authority, the amount or approximate amount of my/our proposed offer except where the disclosure in confidence was essential to obtain insurance premium quotations required for its preparation
2.	enter into any agreement or agreements with any other person that they shall refrain from participating in the tendering process carried out by the Authority or as to the amount of any offer submitted by them during the course of this process
3.	cause or induce any person to enter into such an agreement as is mentioned in paragraph 2 above or to inform us of the amount or the approximate amount of any other tender for the Contract
4.	commit any offence under the Bribery Act 2010
5.	offer or agree to pay or give or actually pay or give any sum of money, inducement or valuable consideration, directly or indirectly, to any person for doing or having done or having caused to be done any act or omission in relation to any other tender or proposed tender for the performance of the Contract.
In this certificate, the word ’person’ includes any person, body or association, corporate or incorporate and ‘agreement’ includes any arrangement whether formal or informal and whether legally binding or not.
I/we agree that the Authority may, in its consideration of the tender and in any subsequent actions, rely on the statements made in this Certificate.

	
Signature
	



	Name (print)
	



	Position
	



	Supplier name
	



	Date
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This appendix should be read in conjunction with the relevant paragraphs relating to freedom of information (FOIA) and environmental information (EIR) in the Procurement terms and conditions.
I declare that I wish the following information to be designated as commercially sensitive:
	



The reason(s) it is considered that this information should be exempt under FOIA and EIR is:
	



The period of time for which it is considered this information should be exempt is:
	
[until award of the Contract OR during the period of the Contract OR for a period of [number] years until [month], [year]].*


*Supplier to amend as appropriate 

	
Signature
	



	Name (print)
	



	Position
	



	Supplier name
	



	Date
	





[bookmark: _Toc204255054]Appendix I: Procurement Specific Questionnaire




[bookmark: _Toc204255055]Appendix J: Pricing 
Please see attached ‘Appendix J: Pricing’ in the Atamis tender box. 
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[bookmark: _heading=h.1fob9te][image: MHPRA_3268_AW] 				Commercial



10 South Colonnade

Canary Wharf, 

London, E14 4PU

United Kingdom

		

www.gov.uk/mhra





[Insert Supplier name]

[Insert Supplier address]



[bookmark: _heading=h.3znysh7]Attn: [insert Supplier contact name]

[bookmark: _heading=h.2et92p0]By email to: [insert Supplier contact email address]

[bookmark: bookmark=id.tyjcwt][bookmark: _heading=h.3dy6vkm]Date: [Insert date] 

[bookmark: _heading=h.1t3h5sf]Your ref: [Insert Supplier's reference, if any]

[bookmark: _heading=h.4d34og8]Our ref: [Insert Buyer's reference]

[bookmark: _heading=h.2s8eyo1]Dear [insert Supplier contact name],

[bookmark: _heading=h.17dp8vu][bookmark: _heading=h.3rdcrjn]Following your tender/proposal for the supply of [insert details of Deliverables] to [insert Buyer's name], we are pleased confirm our intention to award this Contract to you.  

[bookmark: _heading=h.26in1rg]The attached Order Form, contract Conditions and the [Annex/Annexes] set out the terms of the Contract between [insert Buyer's name] and [insert Supplier's name] for the provision of the Deliverables set out in the Order Form.

[bookmark: _heading=h.lnxbz9]We thank you for your co-operation to date, and look forward to forging a successful working relationship resulting in a smooth and successful Delivery of the Deliverables.  Please confirm your acceptance of this Contract by signing and returning the Order Form to [insert name] at the following email address: [insert Buyer contact email address] within [7] days from the date of the Order Form.  No other form of acknowledgement will be accepted.  Please remember to include the reference number(s) above in any future communications relating to this Contract.

[We will then arrange for the Order Form to be countersigned which will create a binding contract between us/You should arrange for the Order Form to be countersigned which will create a binding contract between us]

[bookmark: _heading=h.35nkun2]Yours faithfully,

[Insert Buyer contact name]

[bookmark: _heading=h.1ksv4uv][bookmark: _Ref140661460][bookmark: _Toc195104305]Order Form

		Contract Reference

		[Insert Buyer's contract reference number, if any]



		Buyer

		[Insert Buyer's name and address]. In entering into this Contract, the Buyer is acting as part of the Crown and the Supplier shall be treated as contracting with the Crown as a whole.



		Supplier

		[Insert Supplier's name, registered address (if registered), and registration number (if registered)]



		The Contract

		This Contract between the Buyer and the Supplier is for the supply of Deliverables.

The Supplier shall supply the Deliverables described below on the terms set out in this Order Form and the attached contract conditions ("Conditions") and [Annex/Annexes]. 

Unless the context otherwise requires, capitalised expressions used in this Order Form have the same meanings as in the Conditions.  





		[bookmark: _heading=h.44sinio]Deliverables

		Goods

		[Insert None]

[Or insert Description: as set out [Guidance: Select as relevant] 

· below [Guidance: fill in below] / 

· in [[Annex 2 – Specification] (Optional)] / 

· in the Supplier's tender as set out in  [[Annex 4 – Supplier Tender] (Optional)]]

The Goods are to be Delivered in accordance with the following instructions:

· [bookmark: _heading=h.2jxsxqh][bookmark: _heading=h.z337ya]Delivery Address: [Insert delivery address, including telephone number of receiving individual] Date of Delivery: [Insert date(s) of delivery – including whether the Goods will be delivered in instalments]

· [bookmark: _heading=h.3j2qqm3]Packaging Instructions: [Insert packaging instructions and/or details of the Buyer's environmental policy, see row 22 of the Order Form and clause 30 of the Conditions]

· Additional Delivery Instructions: [Insert any additional instructions, including time of Delivery if to be made outside of normal business hours. If the Buyer wishes to collect the Goods instead of Delivery – you may wish to specify this here]



		[bookmark: _Ref140661635]

		Services

		[bookmark: _heading=h.1y810tw][Insert [None]

[Or insert [Description: as set out  [Guidance: Select as relevant]

· [below [Guidance: Fill in below] / 

· in [Annex 2 – Specification] (Optional) / 

· in the Supplier's tender as set out in [Annex 4 – Supplier Tender] (Optional)]

The Services are:

· To be performed at [Insert description of premises (including whether they are the Buyer's premises, the Supplier's premises and/or a third party's premises and in each case the address)].

· Date(s) of Delivery: [Insert date(s) or the period of Delivery, including any details about days Services are to be performed, for example, if these are to be delivered only on certain days of the week rather than for the whole week]]



		[bookmark: _heading=h.4i7ojhp]Specification

		[bookmark: _heading=h.2xcytpi]The specification of the Deliverables is as set out [Guidance: Select as relevant]: 

· [below [Guidance: Fill in below] / 

· in [Annex 2 – Specification] (Optional) / 

· in the Supplier's tender as set out in [Annex 4 – Supplier Tender] (Optional)].



		Start Date

		[bookmark: _heading=h.1ci93xb]



		Expiry Date

		



		[bookmark: _heading=h.3whwml4]Extension Period

		



		[bookmark: _heading=h.5o2xalj0p398][bookmark: _Ref141096224]Buyer Cause

		Any Material Breach of the obligations of the Buyer or any other default, act, omission, negligence or statement of the Buyer, of its employees, servants, agents in connection with or in relation to the subject-matter of the Contract and in respect of which the Buyer is liable to the Supplier.



		[bookmark: _heading=h.2bn6wsx][bookmark: _Ref141090062]Optional Intellectual Property Rights ("IPR") Clauses

		[Insert Not applicable]

[Or insert clause 10 shall be deleted and replaced with the clauses set out in [Part A OR Part B] of [Annex 5 – Optional IPR Clauses] (Optional).]



		[bookmark: _heading=h.qsh70q]Charges

		[bookmark: _heading=h.3as4poj]The Charges for the Deliverables shall be as set out 

· [below [Guidance: fill in below] / 

· in [Annex 3 – Charges] (Optional) / 

· in the Supplier's tender as set out in [Annex 4 – Supplier Tender] (Optional)]. 



		[bookmark: _heading=h.1pxezwc]Payment

		[bookmark: _heading=h.49x2ik5]Payment of valid and undisputed invoices will be made within 30 days of receipt of the invoice or, if later, the date by which the payment falls due in accordance with the invoice, which must be submitted promptly by the Supplier.

[bookmark: _heading=h.2p2csry]All invoices must be sent, quoting a valid Purchase Order Number (PO Number) and any other relevant details including the minimum required information set out in Section 68(9) of the Procurement Act 2023, to: accountspayable@mhra.gov.uk. 

[bookmark: _heading=h.147n2zr]Within [10] Working Days of receipt of your countersigned copy of this Order Form, we will send you a unique PO Number.  You must be in receipt of a valid PO Number before submitting an invoice. 

[bookmark: _heading=h.3o7alnk]To avoid delay in payment it is important that the invoice is compliant and that it includes a valid PO Number, item number (if applicable) and the details (name, email, and telephone number) of your Buyer contact (i.e., Buyer Authorised Representative).  Non-compliant invoices may be sent back to you, which may lead to a delay in payment.

Payments will be made to [Insert payment method(s) and necessary details].

If you have a query regarding an outstanding payment please contact our [Accounts Payable] team either by email to: [Insert email address] or by telephone [Insert telephone number] between 09:00-17:00 Monday to Friday.



		[bookmark: _heading=h.23ckvvd][bookmark: _Ref140663801]Data Protection Liability Cap

		In accordance with clause 12.6 of the Conditions, the Supplier's total aggregate liability under clause 14.5.4 of the Conditions is no more than the Data Protection Liability Cap, being £5,000,000.00





		[bookmark: _heading=h.ihv636]Progress Meetings and Progress Reports

		To be agreed in writing by the Parties, if required.



		[bookmark: _heading=h.32hioqz]Buyer Authorised Representative(s)

		[bookmark: _heading=h.1hmsyys]For general liaison your contact will continue to be 

[Insert Contract Manager name and contact details] 

or, in their absence, 

[Insert secondary name and contact details].



		Supplier Authorised Representative(s)

		For general liaison your contact will continue to be 

[Insert Contract Manager name and contact details] 

or, in their absence, 

[Insert secondary name and contact details].



		[bookmark: _heading=h.41mghml]Address for notices

		In accordance with clause 26.1, all notices under the Contract shall be in writing and will be served by e-mail unless it is not practicable to do so.

		[bookmark: _heading=h.2grqrue][Insert name

and e-mail address of Buyer]

Attention: [Insert title]

Address: [Insert address]

		[Insert name

and e-mail address of Supplier]

Attention: [Insert title]

Address: [Insert address]











		[bookmark: _heading=h.vx1227]Key Staff

		

		Key Staff Role:

		Key Staff Name

		Contact Details:









		[bookmark: _heading=h.3fwokq0]Procedures and Policies

		For the purposes of the Contract the: [Add/amend/delete as necessary, making sure you only include requirements that are relevant and proportionate]

The Buyer's staff vetting requirements are: (i) as set out in Annex 6 - Security Management (if used); or (ii) if Annex 6 is not used, the vetting requirements set out in this Order Form, which are: [Insert requirements, and whether this is to apply to all Supplier Staff (which includes Subcontractor staff), or only a limited subset of staff)]; or (iii) if Annex 6 is not used and there are no vetting requirements specified in the Order Form, Supplier Staff are to have BPSS or equivalent. 







		Optional Security Requirements 

		[Insert Not applicable]

[Or insert Annex 6 – Security Management]





		[bookmark: _heading=h.1v1yuxt][bookmark: _Ref140662269]Special Terms

		Not applicable





		Incorporated Terms

		The following documents are incorporated into the Contract. If there is any conflict, the following order of precedence applies:

(a) The cover letter from the Buyer to the Supplier dated [Insert date] (if used)

(b) This Order Form

(c) Any Special Terms (see row 22 (Special Terms) in this Order Form)

(d) Conditions (as they may be amended by [Annex 5 – Optional IPR Clauses] (Optional))

(e) The following Annexes in equal order of precedence:

i. Annex 1 – Processing Personal Data

ii. [[Annex 2 – Specification] (Optional)]

iii. [[Annex 3 – Charges] (Optional)]

iv. [Annex 6 – Security Management]







[bookmark: _heading=h.2u6wntf]

		[bookmark: _heading=h.19c6y18]Signed for and on behalf of the Supplier

		Signed for and on behalf of the Buyer acting on behalf of the Crown



		Name: 

Title:

		Name: 

Title:



		Date: 

		Date:



		Signature:







		Signature:








[bookmark: _Toc195104306]Short form Terms ("Conditions")

[bookmark: _Ref140665188][bookmark: _Toc195104307]Definitions used in the Contract

In this Contract, unless the context otherwise requires, the following words shall have the following meanings: 

		[bookmark: _heading=h.nmf14n]"Affiliates"

		in relation to a body corporate, any other entity which directly or indirectly Controls (in either of the senses defined in sections 450 and 1124 of the Corporation Tax Act 2010 and "Controlled" shall be construed accordingly), is Controlled by, or is under direct or indirect common Control of that body corporate from time to time;



		"Audit"

		the Buyer's right to:

verify the accuracy of the Charges and any other amounts payable by the Buyer under the Contract (including proposed or actual variations to them in accordance with the Contract); 

verify the costs of the Supplier (including the costs of all Subcontractors and any third party suppliers) in connection with the provision of the Deliverables;

verify the Supplier's and each Subcontractor's compliance with the applicable Law;

identify or investigate actual or suspected breach of clauses 4 to 33 (inclusive), impropriety or accounting mistakes or any breach or threatened breach of security and in these circumstances the Buyer shall have no obligation to inform the Supplier of the purpose or objective of its investigations;

identify or investigate any circumstances which may impact upon the financial stability of the Supplier and/or any Subcontractors or their ability to provide the Deliverables;

obtain such information as is necessary to fulfil the Buyer's obligations to supply information for parliamentary, ministerial, judicial or administrative purposes including the supply of information to the Comptroller and Auditor General;

review any books of account and the internal contract management accounts kept by the Supplier in connection with the Contract;

carry out the Buyer's internal and statutory audits and to prepare, examine and/or certify the Buyer's annual and interim reports and accounts;

enable the National Audit Office to carry out an examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Buyer has used its resources;



		"Beneficiary"

		a Party having (or claiming to have) the benefit of an indemnity under this Contract;



		"Buyer Cause"

		has the meaning given to it in the Order Form;



		"Buyer"

		the person named as Buyer in the Order Form. Where the Buyer is a Crown Body the Supplier shall be treated as contracting with the Crown as a whole;



		"Charges"

		the charges for the Deliverables as specified in the Order Form; 



		"Claim"

		any claim which it appears that the Buyer is, or may become, entitled to indemnification under this Contract;



		"Conditions"

		these short form terms and conditions of contract;



		"Confidential Information"

		all information, whether written or oral (however recorded), provided by the disclosing Party to the receiving Party and which 

is known by the receiving Party to be confidential; 

is marked as or stated to be confidential; or 

ought reasonably to be considered by the receiving Party to be confidential;



		"Conflict of Interest"

		a direct or indirect conflict between the financial, professional or personal interests of the Supplier or the Supplier Staff and the duties owed to the Buyer under the Contract, in the reasonable opinion of the Buyer;



		"Contract"

		the contract between the Buyer and the Supplier which is created by the Supplier's counter signing the Order Form and includes the cover letter (if used), Order Form, these Conditions and the Annexes;



		"Contract Year" 

		a period of 12 months commencing on the Start Date; and

thereafter a period of 12 months commencing on each anniversary of the Start Date,

with the final Contract Year ending on the expiry or termination of the Term; 



		"Controller"

		has the meaning given to it in the UK GDPR or the EU GDPR as the context requires;



		"Crown Body"

		the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Government and the Welsh Government), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf;



		"Data Loss Event"

		any event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach; 



		"Data Protection Impact Assessment"

		an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;



		"Data Protection Legislation"

		the UK GDPR, 

the DPA 2018; 

all applicable Law about the processing of personal data and privacy and guidance issued by the Information Commissioner and other regulatory authority; and 

(to the extent that it applies) the EU GDPR (and in the event of conflict, the UK GDPR shall apply);



		"Data Protection Liability Cap"

		has the meaning given to it in row 14 of the Order Form;



		"Data Protection Officer"

		has the meaning given to it in the UK GDPR or the EU GDPR as the context requires;



		"Data Subject Access Request"

		a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data; 



		"Data Subject"

		has the meaning given to it in the UK GDPR or the EU GDPR as the context requires;



		"Deliver"

		hand over of the Deliverables to the Buyer at the address and on the date specified in the Order Form, which shall include unloading and stacking and any other specific arrangements agreed in accordance with clause 4.2. "Delivered" and "Delivery" shall be construed accordingly;



		"Deliverables"

		the Goods, Services, and/or software to be supplied under the Contract as set out in the Order Form;



		"Developed System"

		the software or system that the Supplier is required to develop under this Contract;



		"DPA 2018"

		the Data Protection Act 2018;



		"EU GDPR"

		Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (General Data Protection Regulation) as it has effect in EU law;



		"Existing IPR"

		any and all intellectual property rights that are owned by or licensed to either Party and which have been developed independently of the Contract (whether prior to the date of the Contract or otherwise);



		"Expiry Date"

		the date for expiry of the Contract as set out in the Order Form;



		"FOIA"

		the Freedom of Information Act 2000 together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation;



		"Force Majeure Event"

		any event, circumstance, matter or cause affecting the performance by either the Buyer or the Supplier of its obligations arising from:

acts, events, omissions, happenings or non-happenings beyond the reasonable control of the Party seeking to claim relief in respect of a Force Majeure Event (the "Affected Party") which prevent or materially delay the Affected Party from performing its obligations under the Contract;

riots, civil commotion, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare;

acts of a Crown Body, local government or regulatory bodies;

fire, flood or any disaster; or

an industrial dispute affecting a third party for which a substitute third party is not reasonably available

but excluding:

any industrial dispute relating to the Supplier, the Supplier Staff (including any subsets of them) or any other failure in the Supplier or the Subcontractor's supply chain; 

any event, occurrence, circumstance, matter or cause which is attributable to the wilful act, neglect or failure to take reasonable precautions against it by the Party concerned; and

any failure of delay caused by a lack of funds,

and which is not attributable to any wilful act, neglect or failure to take reasonable preventative action by that Party;



		"Good Industry Practice"

		standards, practices, methods and procedures conforming to the Law and the exercise of the degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged within the relevant industry or business sector; 



		"Goods"

		the goods to be supplied by the Supplier to the Buyer under the Contract;  



		"Government Data"

		any:

data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media;

Personal Data for which the Buyer is a, or the, Data Controller; or

any meta-data relating to categories of data referred to in (a) or (b)

that:

is supplied to the Supplier by or on behalf of the Buyer; and/or 

that the Supplier is required to generate, Process, Handle, store or transmit under this Contract;





		"Indemnifier"

		a Party from whom an indemnity is sought under this Contract;



		"Independent Controller" 

		a party which is Controller of the same Personal Data as the other Party and there is no element of joint control with regards to that Personal Data;



		"Information Commissioner"

		the UK's independent authority which deals with ensuring information relating to rights in the public interest and data privacy for individuals is met, whilst promoting openness by public bodies; 



		"Insolvency Event"

		in respect of a person:

if that person is insolvent;

where that person is a company, LLP or a partnership, if an order is made or a resolution is passed for the winding up of the person (other than voluntarily for the purpose of solvent amalgamation or reconstruction);

if an administrator or administrative receiver is appointed in respect of the whole or any part of the person's assets or business;

if the person makes any composition with its creditors; or 

takes or suffers any similar or analogous action to any of the actions detailed in this definition as a result of debt in any jurisdiction;



		"IP Completion Day"

		has the meaning given to it in the European Union (Withdrawal Agreement) Act 2020;



		“IR35”

		Chapter 8 and Chapter 10 of Part 2 of Income Tax (Earnings and Pensions) Act 2003 and the Social Security Contributions (Intermediaries) Regulations 2000;



		"Joint Controller Agreement"

		the agreement (if any) entered into between the Buyer and the Supplier substantially in the form set out in Part B Joint Controller Agreement (Optional) of Annex 1 – Processing Personal Data;



		"Joint Controllers"

		where two or more Controllers jointly determine the purposes and means of processing;



		"Key Staff"

		any persons specified as such in the Order Form or otherwise notified as such by the Buyer to the Supplier in writing, following agreement to the same by the Supplier;



		"Law"

		any law, subordinate legislation within the meaning of section 21(1) of the Interpretation Act 1978, bye-law, right within the meaning of the European Union (Withdrawal) Act 2018 as amended by European Union (Withdrawal Agreement) Act 2020, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements of any regulatory body with which the Supplier is bound to comply;



		"Material Breach"

		a single serious breach or a number of breaches or repeated breaches (whether of the same or different obligations and regardless of whether such breaches are remedied)



		"National Insurance"

		contributions required by the Social Security Contributions and Benefits Act 1992 and made in accordance with the Social Security (Contributions) Regulations 2001 (SI 2001/1004);



		"New IPR Items"

		a deliverable, document, product or other item within which New IPR subsists;



		"New IPR"

		all and intellectual property rights in any materials created or developed by or on behalf of the Supplier pursuant to the Contract but shall not include the Supplier's Existing IPR;



		"Open Licence"

		any material that is published for use, with rights to access and modify, by any person for free, under a generally recognised open licence including Open Government Licence as set out at http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/ as updated from time to time and the Open Standards Principles documented at https://www.gov.uk/government/publications/open-standards-principles/open-standards-principles as updated from time to time;



		"Order Form"

		the order form signed by the Buyer and the Supplier printed above these Conditions;



		"Party"

		the Supplier or the Buyer (as appropriate) and "Parties" shall mean both of them; 



		"Personal Data Breach" 

		has the meaning given to it in the UK GDPR or the EU GDPR as the context requires and includes any breach of Data Protection Legislation relevant to Personal Data processed pursuant to the Contract; 



		"Personal Data"

		has the meaning given to it in the UK GDPR or the EU GDPR as the context requires;



		"Prescribed Person"

		a legal adviser, an MP or an appropriate body which a whistle-blower may make a disclosure to as detailed in 'Whistleblowing: list of prescribed people and bodies', 24 November 2016, available online at: https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies as updated from time to time;



		"Processor Personnel"

		all directors, officers, employees, agents, consultants and suppliers of the Processor and/or of any Sub-processor engaged in the performance of its obligations under the Contract;



		"Processor"

		has the meaning given to it in the UK GDPR or the EU GDPR as the context requires;



		"Protective Measures"

		technical and organisational measures which must take account of:

the nature of the data to be protected;

harm that might result from Data Loss Event;

state of technological development;

the cost of implementing any measures;

including pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it, including those outlined in Annex 1 (Processing Personal Data) and Annex 6 (Security Management) (if used);



		"Purchase Order Number" or "PO Number"

		the Buyer's unique number relating to the order for Deliverables to be supplied by the Supplier to the Buyer in accordance with the Contract; 



		"Rectification Plan"

		the Supplier's plan (or revised plan) to rectify its Material Breach which shall include:

full details of the Material Breach that has occurred, including a root cause analysis; 

the actual or anticipated effect of the Material Breach; and

the steps which the Supplier proposes to take to rectify the Material Breach (if applicable) and to prevent such Material Breach from recurring, including timescales for such steps and for the rectification of the Material Breach (where applicable);



		"Regulations"

		the Public Contracts Regulations 2015 and/or the Public Contracts (Scotland) Regulations 2015 (as the context requires) as amended from time to time;



		"Request For Information"

		has the meaning set out in the FOIA or the Environmental Information Regulations 2004 as relevant (where the meaning set out for the term "request" shall apply);



		"Security Requirements"

		the security requirements set out in the Order Form or in Annex 6 (Security Management) (if used);



		"Services"

		the services to be supplied by the Supplier to the Buyer under the Contract;  



		"Specification"

		the specification for the Deliverables to be supplied by the Supplier to the Buyer (including as to quantity, description and quality) as specified in the Order Form;



		"Start Date"

		the start date of the Contract set out in the Order Form; 



		"Sub-Contract"

		any contract or agreement (or proposed contract or agreement), other than the Contract, pursuant to which a third party:

provides the Deliverables (or any part of them);

provides facilities or services necessary for the provision of the Deliverables (or any part of them); and/or

is responsible for the management, direction or control of the provision of the Deliverables (or any part of them);



		"Subcontractor"

		any person other than the Supplier, who is a party to a Sub-Contract and the servants or agents of that person;



		"Subprocessor"

		any third party appointed to process Personal Data on behalf of the Processor related to the Contract;



		"Supplier Staff"

		any individual engaged, directly or indirectly, or employed by the Supplier or any Subcontractor, in the management or performance of the Supplier's obligations under this Contract;



		"Supplier"

		the person named as Supplier in the Order Form;



		“Supply Chain Intermediary” 

		any entity (including any company or partnership) in an arrangement with a Worker, where the Worker performs or is under an obligation personally to perform, services for the Buyer;



		"Term"

		the period from the Start Date to the Expiry Date as such period may be extended in accordance with clause 11.2 or terminated in accordance with the Contract; 



		"Third Party IPR"

		intellectual property rights owned by a third party which is or will be used by the Supplier for the purpose of providing the Deliverables;



		"Transparency Information"

		any information which is published in accordance with guidance issued by His Majesty's Government, from time to time;

any information or notices, permitted or required to be published by the Procurement Act 2023, any Regulations published under it, and any PPNs, subject to any exemptions set out in sections 94 and 99 of the Procurement Act 2023, which shall be determined by the Buyer, taking into consideration any information which is Confidential Information; and

any information about the Contract, including the content of the Contract, and any changes to this Contract agreed from time to time, as well as any information relating to the Deliverables and performance pursuant to the Contract required to be disclosed under FOIA or the Environmental Information Regulations 2004, subject to any exemptions, which shall be determined by the Buyer, taking into consideration any information which is Confidential Information;



		"US Data Privacy Framework"

		as applicable: (a) the UK Extension to the EU-US Data Privacy Framework; and/or (b) the EU-US Data Privacy Framework;



		"UK GDPR"

		has the meaning as set out in section 3(10) of the DPA 2018, supplemented by section 205(4);



		"VAT"

		value added tax in accordance with the provisions of the Value Added Tax Act 1994; 



		"Worker"

		any individual that personally performs, or is under an obligation personally to perform services for the Buyer; and



		"Working Day"

		a day (other than a Saturday or Sunday) on which banks are open for business in the City of London.







[bookmark: _Toc195104308]Understanding the Contract

In the Contract, unless the context otherwise requires:

references to numbered clauses are references to the relevant clause in these Conditions;

any obligation on any Party not to do or omit to do anything shall include an obligation not to allow that thing to be done or omitted to be done;

references to "writing" include printing, display on a screen and electronic transmission and other modes of representing or reproducing words in a visible form;

a reference to a Law includes a reference to that Law as modified, amended, extended, consolidated, replaced or re-enacted (including as a consequence of the Retained EU Law (Revocation and Reform) Act 2023) from time to time before or after the date of this Contract and any prior or subsequent legislation under it; 

the word "including", "for example" and similar words shall be understood as if they were immediately followed by the words "without limitation";

any reference which, immediately before IP Completion Day (or such later date when relevant EU law ceases to have effect pursuant to section 1A of the European Union (Withdrawal) Act 2018), is a reference to (as it has effect from time to time) any EU regulation, EU decision, EU tertiary legislation or provision of the EEA agreement ("EU References") which is to form part of domestic law by application of section 3 of the European Union (Withdrawal) Act 2018 and which shall be read on and after IP Completion Day as a reference to the EU References as they form part of domestic law by virtue of section 3 of the European Union (Withdrawal) Act 2018 as modified by domestic law from time to time; and 

a reference to a document (including this Contract) is to that document as varied, amended, novated, ratified or replaced from time to time.

[bookmark: _Toc195104309]How the Contract works

[bookmark: _heading=h.37m2jsg]The Order Form is an offer by the Buyer to purchase the Deliverables subject to and in accordance with the terms and conditions of the Contract.

[bookmark: _heading=h.1mrcu09]The Supplier is deemed to accept the offer in the Order Form when the Buyer receives a copy of the Order Form signed by the Supplier.

[bookmark: _heading=h.46r0co2][bookmark: _Ref140664552]The Supplier warrants and represents that its tender (if any) and all statements made and documents submitted as part of the procurement of Deliverables are and remain true and accurate.

[bookmark: _heading=h.2lwamvv][bookmark: _Ref140663610][bookmark: _Toc195104310]What needs to be delivered

All Deliverables

The Supplier must provide Deliverables: 

in accordance with the Specification, (where applicable) and the Contract; 

using reasonable skill and care; 

using Good Industry Practice; 

using its own policies, processes and internal quality control measures as long as they don't conflict with the Contract;

on the dates agreed; and 

that comply with all Law.

The Supplier must provide Deliverables with a warranty of at least 90 days (or longer where the Supplier offers a longer warranty period to its Buyers) from Delivery against all obvious defects.

[bookmark: _heading=h.111kx3o][bookmark: _Ref140663820]Goods clauses

All Goods delivered must be new, or as new if recycled, unused and of recent origin.

The Supplier transfers ownership of the Goods on completion of Delivery or payment for those Goods, whichever is earlier.

Risk in the Goods transfers to the Buyer on Delivery, but remains with the Supplier if the Buyer notices damage following Delivery and lets the Supplier know within 3 Working Days of Delivery.

The Supplier warrants that it has full and unrestricted ownership of the Goods at the time of transfer of ownership.

[bookmark: _heading=h.3l18frh]The Supplier must Deliver the Goods on the date and to the location specified in the Order Form, during the Buyer's working hours (unless otherwise specified in the Order Form). 

The Supplier must provide sufficient packaging for the Goods to reach the point of Delivery safely and undamaged.

All deliveries must have a delivery note attached that specifies the order number, type and quantity of Goods.

The Supplier must provide all tools, information and instructions the Buyer needs to make use of the Goods.

[bookmark: _heading=h.206ipza][bookmark: _Ref140665201]The Supplier will notify the Buyer of any request that Goods are returned to it or the manufacturer after the discovery of safety issues or defects that might endanger health or hinder performance and shall indemnify the Buyer against the costs arising as a result of any such request.

The Buyer can cancel any order or part order of Goods which has not been Delivered.  If the Buyer gives less than 14 days' notice then it will pay the Supplier's reasonable and proven costs already incurred on the cancelled order as long as the Supplier takes all reasonable endeavours to minimise these costs.

The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer's option and request) any Goods that the Buyer rejects because they don't conform with clause 4.2.  If the Supplier doesn't do this it will pay the Buyer's costs including repair or re-supply by a third party.

[bookmark: _heading=h.4k668n3]The Buyer will not be liable for any actions, claims, costs or expenses incurred by the Supplier or any third party during Delivery of the Goods unless and to the extent that it is caused by negligence or other wrongful act of the Buyer or its servant or agent.  If the Buyer suffers or incurs any damage or injury (whether fatal or otherwise) occurring in the course of Delivery or installation then the Supplier shall indemnify the Buyer from any losses, charges, costs or expenses which arise as a result of or in connection with such damage or injury where it is attributable to any act or omission of the Supplier or any of its Subcontractors or Supplier Staff.

Services clauses

Late Delivery of the Services will be a default of the Contract.

The Supplier must co-operate with the Buyer and third party suppliers on all aspects connected with the delivery of the Services and ensure that Supplier Staff comply with any reasonable instructions including the Security Requirements (where any such requirements have been provided).

The Buyer must provide the Supplier with reasonable access to its premises at reasonable times for the purpose of supplying the Services

The Supplier must at its own risk and expense provide all equipment required to deliver the Services. Any equipment provided by the Buyer to the Supplier for supplying the Services remains the property of the Buyer and is to be returned to the Buyer on expiry or termination of the Contract.

The Supplier must allocate sufficient resources and appropriate expertise to the Contract.

The Supplier must take all reasonable care to ensure performance does not disrupt the Buyer's operations, employees or other contractors.

On completion of the Services, the Supplier is responsible for leaving the Buyer's premises in a clean, safe and tidy condition and making good any damage that it has caused to the Buyer's premises or property, other than fair wear and tear. 

The Supplier must ensure all Services, and anything used to deliver the Services, are of good quality and free from defects.

The Buyer is entitled to withhold payment for partially or undelivered Services, but doing so does not stop it from using its other rights under the Contract.

[bookmark: _heading=h.2zbgiuw][bookmark: _Ref140665206][bookmark: _Toc195104311]Pricing and payments

In exchange for the Deliverables, the Supplier must invoice the Buyer for the charges in the Order Form.  

All Charges:

exclude VAT, which is payable on provision of a valid VAT invoice; and

include all costs and expenses connected with the supply of Deliverables.

The Buyer must pay the Supplier the charges:

within 30 days beginning with the day on which an invoice is received by the Buyer in respect of the sum, or

if later, the day by which the payment falls due in accordance with the invoice,

subject to the invoice being verified as valid and undisputed.

A Supplier invoice is only valid if it:

includes the minimum required information set out in Section 88(7) of the Procurement Act 2023;

includes all appropriate references including the Purchase Order Number and other details reasonably requested by the Buyer; and

includes a detailed breakdown of Deliverables which have been delivered.

If there is a dispute between the Parties as to the amount invoiced, the Buyer shall pay the undisputed amount. The Supplier shall not suspend the provision of the Deliverables unless the Supplier is entitled to terminate the Contract for a failure to pay undisputed sums in accordance with clause 11.6.  Any disputed amounts shall be resolved through the dispute resolution procedure detailed in clause 35. 

The Buyer may retain or set-off payment of any amount owed to it by the Supplier under this Contract or any other agreement between the Supplier and the Buyer if notice and reasons are provided.

[bookmark: _heading=h.1egqt2p][bookmark: _Ref187996154][bookmark: _Ref140666747]The Supplier must ensure that all Subcontractors are paid, in full: 

within 30 days beginning with the day on which an invoice is received by the Buyer in respect of the sum; or

if later, the date by which the payment falls due in accordance with the invoice,

subject to the invoice being verified as valid and undisputed. 

[bookmark: _Ref188441780]If the invoice is not paid in accordance with the timescales in clause 5.7, the Buyer can publish the details of the late payment or non-payment.

Where any invoice does not conform to the Buyer’s requirements set out in clause 5.4, or the Buyer disputes the invoice, the Buyer shall notify the Supplier without undue delay and the Supplier shall promptly issue a replacement invoice which shall comply with such requirements.  

[bookmark: _heading=h.3ygebqi][bookmark: _Ref140662647][bookmark: _Toc195104312]The Buyer's obligations to the Supplier

[bookmark: _heading=h.2dlolyb][bookmark: _Ref140664403]If Supplier fails to comply with the Contract as a result of a Buyer Cause:

the Buyer cannot terminate the Contract under clause 11;

the Supplier is entitled to reasonable and proven additional expenses and to relief from liability under this Contract;

the Supplier is entitled to additional time needed to deliver the Deliverables; and

the Supplier cannot suspend the ongoing supply of Deliverables.

Clause 6.1 only applies if the Supplier:

gives notice to the Buyer within 10 Working Days of becoming aware;

demonstrates that the failure only happened because of the Buyer Cause; and

mitigated the impact of the Buyer Cause.

[bookmark: _heading=h.sqyw64][bookmark: _Ref140665210][bookmark: _Toc195104313]Record keeping and reporting

[bookmark: _heading=h.3cqmetx][bookmark: _Ref140663087]The Supplier must ensure that suitably qualified representatives attend progress meetings with the Buyer and provide progress reports when specified in the Order Form.

[bookmark: _heading=h.1rvwp1q]The Supplier must keep and maintain full and accurate records and accounts on everything to do with the Contract for 7 years after the date of expiry or termination of the Contract and in accordance with the UK GDPR or the EU GDPR as the context requires.

The Supplier must allow any auditor appointed by the Buyer access to its premises to verify all contract accounts and records of everything to do with the Contract and provide copies for the Audit.

The Buyer or an auditor can Audit the Supplier.

During an Audit, the Supplier must provide information to the auditor and reasonable co-operation at their request.

The Parties will bear their own costs when an Audit is undertaken unless the Audit identifies a Material Breach by the Supplier, in which case the Supplier will repay the Buyer's reasonable costs in connection with the Audit.

If the Supplier is not providing any of the Deliverables, or is unable to provide them, it must immediately:

tell the Buyer and give reasons;

propose corrective action; and

provide a deadline for completing the corrective action.

If the Buyer, acting reasonably, is concerned as to the financial stability of the Supplier such that it may impact on the continued performance of the Contract then the Buyer may:

require that the Supplier provide to the Buyer (for its approval) a plan setting out how the Supplier will ensure continued performance of the Contract and the Supplier will make changes to such plan as reasonably required by the Buyer and once it is agreed then the Supplier shall act in accordance with such plan and report to the Buyer on demand; and

[bookmark: _heading=h.4bvk7pj][bookmark: _Ref140665043]if the Supplier fails to provide a plan or fails to agree any changes which are requested by the Buyer or fails to implement or provide updates on progress with the plan, terminate the Contract immediately for Material Breach (or on such date as the Buyer notifies) and the consequences of termination in clause 11.5.1 shall apply.

If there is a Material Breach, the Supplier must notify the Buyer within 3 Working Days of the Supplier becoming aware of the Material Breach. The Buyer may request that the Supplier provide a Rectification Plan within 10 Working Days of the Buyer's request alongside any additional documentation that the Buyer requires. Once such Rectification Plan is agreed between the Parties (without the Buyer limiting its rights) the Supplier must immediately start work on the actions in the Rectification Plan at its own cost.

At the end of each Contract Year, at its own expense, the Supplier will provide a report to the Buyer setting out a summary of its compliance with clause 5.7, such report to be certified by the Supplier's Authorised Representative as being accurate and not misleading.

[bookmark: _heading=h.2r0uhxc][bookmark: _Toc195104314]Supplier Staff

The Supplier Staff involved in the performance of the Contract must:

be appropriately trained and qualified;

be vetted in accordance with the Buyer's staff vetting procedures as specified in the Order Form or in Annex 6 (Security Requirements) (if used); and

comply with all conduct requirements when on the Buyer's premises.

Where the Buyer decides one of the Supplier's Staff isn't suitable to work on the Contract, the Supplier must replace them with a suitably qualified alternative. 

The Supplier must provide a list of Supplier Staff needing to access the Buyer's premises and say why access is required.

[bookmark: _heading=h.1664s55][bookmark: _Ref140665220]The Supplier indemnifies the Buyer against all claims brought by any person employed or engaged by the Supplier caused by an act or omission of the Supplier or any Supplier Staff.

[bookmark: _heading=h.3q5sasy][bookmark: _Ref140665671]The Buyer indemnifies the Supplier against all claims brought by any person employed or engaged by the Buyer caused by an act or omission of the Buyer or any of the Buyer's employees, agents, consultants and contractors. 

[bookmark: _Ref140663127]The Supplier shall use those persons nominated (if any) as Key Staff in the Order Form or otherwise notified as such by the Buyer to the Supplier in writing, following agreement to the same by the Supplier to provide the Deliverables and shall not remove or replace any of them unless:

requested to do so by the Buyer or the Buyer approves such removal or replacement (not to be unreasonably withheld or delayed);

the person concerned resigns, retires or dies or is on parental or long-term sick leave; or

the person's employment or contractual arrangement with the Supplier or any Subcontractor is terminated for material breach of contract by the employee.

[bookmark: _heading=h.25b2l0r][bookmark: _Ref141029199]The Supplier shall ensure that no person who discloses that they have a conviction that is relevant to the nature of the Contract, relevant to the work of the Buyer, or is of a type otherwise advised by the Buyer (each such conviction a "Relevant Conviction"), or is found by the Supplier to have a Relevant Conviction (whether as a result of a police check, a disclosure and barring service check or otherwise) is employed or engaged in the provision of any part of the Deliverables.

[bookmark: _heading=h.kgcv8k][bookmark: _Toc195104315]Rights and protection

[bookmark: _heading=h.34g0dwd][bookmark: _Ref140664558]The Supplier warrants and represents that:

it has full capacity and authority to enter into and to perform the Contract;

the Contract is entered into by its authorised representative;

it is a legally valid and existing organisation incorporated in the place it was formed;

there are no known legal or regulatory actions or investigations before any court, administrative body or arbitration tribunal pending or threatened against it or its affiliates that might affect its ability to perform the Contract;

all necessary rights, authorisations, licences and consents (including in relation to IPRs) are in place to enable the Supplier to perform its obligations under the Contract and the Buyer to receive the Deliverables;

it doesn't have any contractual obligations which are likely to have a material adverse effect on its ability to perform the Contract; and

it is not impacted by an Insolvency Event.

[bookmark: _heading=h.1jlao46]The warranties and representations in clause 3.3 and clause 9.1 are repeated each time the Supplier provides Deliverables under the Contract.

[bookmark: _heading=h.43ky6rz]The Supplier indemnifies the Buyer against each of the following:

wilful misconduct of the Supplier, any of its Subcontractor and/or Supplier Staff that impacts the Contract; and

[bookmark: _heading=h.2iq8gzs][bookmark: _Ref140665566]non-payment by the Supplier of any tax or National Insurance.

If the Supplier becomes aware of a representation or warranty made in relation to the Contract that becomes untrue or misleading, it must immediately notify the Buyer.

All third party warranties and indemnities covering the Deliverables must be assigned for the Buyer's benefit by the Supplier for free.

[bookmark: _heading=h.xvir7l][bookmark: _Ref140662813][bookmark: _Ref140662828][bookmark: _Ref140664624][bookmark: _Ref140665225][bookmark: _Ref140669434][bookmark: _Toc195104316]Intellectual Property Rights ("IPRs")

[bookmark: _heading=h.3hv69ve][bookmark: _Ref140664643]Each Party keeps ownership of its own Existing IPRs.  The Supplier gives the Buyer a non-exclusive, perpetual, royalty-free, irrevocable, transferable, sub-licensable worldwide licence to use, copy and adapt the Supplier's Existing IPR to enable the Buyer and its sub-licensees to both:

receive and use the Deliverables; and

use the New IPR.

The termination or expiry of the Contract does not terminate any licence granted under this clause 10.

Any New IPR created under the Contract is owned by the Buyer.  The Buyer gives the Supplier a royalty-free, non-exclusive, non-transferable licence to use, copy, and adapt any Existing IPRs and the New IPR which the Supplier reasonably requires for the purpose of fulfilling its obligations during the Term and commercially exploiting the New IPR developed under the Contract. This licence is sub-licensable to a Subcontractor for the purpose of enabling the Supplier to fulfil its obligations under the Contract, and in that case the Subcontractor must enter into a confidentiality undertaking with the Supplier on the same terms as set out in clause 15 (What you must keep confidential).

[bookmark: _heading=h.1x0gk37]Unless otherwise agreed in writing, the Supplier and the Buyer will record any New IPR and keep this record updated throughout the Term.

Where a Party acquires ownership of intellectual property rights incorrectly under this Contract, it must do everything reasonably necessary to complete a transfer assigning them in writing to the other Party on request and at its own cost.

Neither Party has the right to use the other Party's intellectual property rights, including any use of the other Party's names, logos or trademarks, except as provided in this clause 10 or otherwise agreed in writing.

[bookmark: _heading=h.4h042r0][bookmark: _Ref140665611]If any claim is made against the Buyer for actual or alleged infringement of a third party's intellectual property arising out of, or in connection with, the supply or use of the Deliverables (an "IPR Claim"), then the Supplier indemnifies the Buyer against all losses, damages, costs or expenses (including professional fees and fines) incurred as a result of the IPR Claim.

If an IPR Claim is made or anticipated, the Supplier must at its own option and expense, either:

obtain for the Buyer the rights in clause 10.1 without infringing any third-party intellectual property rights; and

replace or modify the relevant item with substitutes that don't infringe intellectual property rights without adversely affecting the functionality or performance of the Deliverables.

If the Supplier is not able to resolve the IPR Claim to the Buyer's reasonable satisfaction within a reasonable time, the Buyer may give written notice that it terminates the Contract from the date set out in the notice, or where no date is given in the notice, the date of the notice. On termination, the consequences of termination in clause 11.5.1 shall apply.

The Supplier shall not use in the Delivery of the Deliverables any Third Party IPR unless:

[bookmark: _heading=h.2oqny4hg307l]the Buyer gives its approval to do so; and 

[bookmark: _heading=h.tn9115e621h3]one of the following conditions applies:

[bookmark: _Ref140664776][bookmark: _heading=h.1rxuufktw95]the owner or an authorised licensor of the relevant Third Party IPR has granted the Buyer a direct licence that provides the Buyer with the rights in clause 10.1; or

[bookmark: _heading=h.l07gzjbb93j]if the Supplier cannot, after commercially reasonable endeavours, obtain for the Buyer a direct licence to the Third Party IPR as set out in clause 10.8.2.1:

[bookmark: _heading=h.gr7w403w3owv]the Supplier provides the Buyer with details of the licence terms it can obtain and the identity of those licensors;

[bookmark: _heading=h.lvz2ou8c1hfw]the Buyer agrees to those licence terms; and

[bookmark: _heading=h.txeok1ek2xp]the owner or authorised licensor of the Third Party IPR grants a direct licence to the Buyer on those terms; or

[bookmark: _heading=h.w1540k7b91id]the Buyer approves in writing, with reference to the acts authorised and the specific intellectual property rights involved.

[bookmark: _Ref140665027]In spite of any other provisions of the Contract and for the avoidance of doubt, award of this Contract by the Buyer and the ordering of any Deliverable under it, does not constitute an authorisation by the Crown under Sections 55 and 56 of the Patents Act 1977, Section 12 of the Registered Designs Act 1949 or Sections 240 – 243 of the Copyright, Designs and Patents Act 1988.

[bookmark: _heading=h.2w5ecyt][bookmark: _Ref140664387][bookmark: _Ref140668871][bookmark: _Ref140668877][bookmark: _Toc195104317]Ending the contract

The Contract takes effect on the Start Date and ends on the earlier of the Expiry Date or termination of the Contract, or earlier if required by Law.

[bookmark: _heading=h.1baon6m][bookmark: _Ref140664107]The Buyer can extend the Contract where set out in the Order Form in accordance with the terms in the Order Form.

[bookmark: _heading=h.3vac5uf][bookmark: _Ref140665346]Ending the Contract without a reason

[bookmark: _heading=h.6rx24le3mbyd]The Buyer has the right to terminate the Contract at any time without reason or liability by giving the Supplier not less than 90 days' written notice, and if it's terminated clause 11.6.2 applies.

[bookmark: _heading=h.2afmg28][bookmark: _Ref140665031]When the Buyer can end the Contract

[bookmark: _heading=h.pkwqa1]If any of the following events happen, the Buyer has the right to immediately terminate its Contract by issuing a termination notice in writing to the Supplier and the consequences of termination in clause 11.5.1 shall apply:

there's a Supplier Insolvency Event;

the Supplier is in Material Breach of the Contract;

there's a change of control (within the meaning of section 450 of the Corporation Tax Act 2010) of the Supplier which isn't pre-approved by the Buyer in writing;

the Supplier or its affiliates embarrass or bring the Buyer into disrepute or diminish the public trust in them; or

the Supplier fails to comply with its legal obligations in the fields of environmental, social or employment Law when providing the Deliverables.

[bookmark: _Ref140665234]What happens if the Contract ends 

[bookmark: _heading=h.39kk8xu][bookmark: _Ref140664453]Where the Buyer terminates the Contract under clause 10.7.3, 11.4, 7.8.2, 32.4 or Paragraph 8 of Part B Joint Controller Agreement (Optional) of Annex 1 – Processing Personal Data (if used), all of the following apply:

the Supplier is responsible for the Buyer's reasonable costs of procuring replacement Deliverables for the rest of the term of the Contract;

[bookmark: _heading=h.1opuj5n][bookmark: _Ref140664987]the Buyer's payment obligations under the terminated Contract stop immediately;

accumulated rights of the Parties are not affected;

[bookmark: _heading=h.48pi1tg]the Supplier must promptly delete or return the Government Data other than Government Data (i) that is Personal Data in respect of which the Supplier is a Controller; (ii) in respect of which the Supplier has rights to hold the Government Data independently of this Contract; and (iii) where required to retain copies by Law;

the Supplier must promptly return any of the Buyer's property provided under the Contract; 

the Supplier must, at no cost to the Buyer, give all reasonable assistance to the Buyer and any incoming supplier and co-operate fully in the handover and re-procurement; and

[bookmark: _Ref140664999]the Supplier must repay to the Buyer all the Charges that it has been paid in advance for Deliverables that it has not provided as at the date of termination or expiry.

[bookmark: _heading=h.p7zms2pqhwmb][bookmark: _heading=h.2nusc19]The following clauses survive the expiry or termination of the Contract: 1, 4.2.9, 5, 7, 8.4, 10, 11.5, 11.6.2, 12, 14, 15, 16, 18, 19, 22, 31.2.2, 35 and 36 and any clauses which are expressly or by implication intended to continue.

[bookmark: _heading=h.1302m92][bookmark: _Ref140664359]When the Supplier can end the Contract and what happens when the contract ends (Buyer and Supplier termination)

[bookmark: _heading=h.3mzq4wv]The Supplier can issue a reminder notice if the Buyer does not pay an undisputed invoice on time.  The Supplier can terminate the Contract if the Buyer fails to pay an undisputed invoiced sum due and worth over 10% of the total Contract value or £1,000, whichever is the lower, within 30 days of the date of the reminder notice.

[bookmark: _Ref140664858]Where the Buyer terminates the Contract in accordance with clause 11.3 or the Supplier terminates the Contract under clause 11.6 or 23.4:

the Buyer must promptly pay all outstanding charges incurred by the Supplier;

the Buyer must pay the Supplier reasonable committed and unavoidable losses as long as the Supplier provides a fully itemised and costed schedule with evidence - the maximum value of this payment is limited to the total sum payable to the Supplier if the Contract had not been terminated; and

clauses 11.5.1.2 to 11.5.1.7 apply.

The Supplier also has the right to terminate the Contract in accordance with clauses 20.3 and 23.4.

[bookmark: _heading=h.2250f4o][bookmark: _Ref140665489]Partially ending and suspending the Contract

Where the Buyer has the right to terminate the Contract it can terminate or suspend (for any period), all or part of it.  If the Buyer suspends the Contract it can provide the Deliverables itself or buy them from a third party.

The Buyer can only partially terminate or suspend the Contract if the remaining parts of it can still be used to effectively deliver the intended purpose.

The Parties must agree (in accordance with clause 25) any necessary variation required by clause 11.7, but the Supplier may not either:

reject the variation; or

increase the Charges, except where the right to partial termination is under clause 11.3.

The Buyer can still use other rights available, or subsequently available to it if it acts on its rights under clause 11.7.

[bookmark: _heading=h.haapch][bookmark: _Ref140665241][bookmark: _Ref140669985][bookmark: _Toc195104318]How much you can be held responsible for

[bookmark: _heading=h.319y80a][bookmark: _Ref140663230]Each Party's total aggregate liability under or in connection with the Contract (whether in tort, contract or otherwise) is no more than 125% of the Charges paid or payable to the Supplier.

[bookmark: _Ref187996223]No Party is liable to the other for:

any indirect losses; and/or

loss of profits, turnover, savings, business opportunities or damage to goodwill (in each case whether direct or indirect).

[bookmark: _heading=h.1gf8i83][bookmark: _Ref140665696]In spite of clause 12.1, neither Party limits or excludes any of the following:

its liability for death or personal injury caused by its negligence, or that of its employees, agents or Subcontractors;

its liability for bribery or fraud or fraudulent misrepresentation by it or its employees; or

any liability that cannot be excluded or limited by Law.

[bookmark: _heading=h.40ew0vw]In spite of clause 12.1, the Supplier does not limit or exclude its liability for any indemnity given under clauses 8.4, 9.3.2, 10.6, or 31.2.2.

In spite of clause 12.1, the Buyer does not limit or exclude its liability for any indemnity given under clause 8.5.

[bookmark: _heading=h.2fk6b3p][bookmark: _Ref140663027]In spite of clause 12.1, but subject to clauses 12.2 and 12.3, the Supplier's total aggregate liability in each Contract Year under clause 14.5.4 is no more than the Data Protection Liability Cap.

Each Party must use all reasonable endeavours to mitigate any loss or damage which it suffers under or in connection with the Contract, including any indemnities.

[bookmark: _heading=h.upglbi]If more than one Supplier is party to the Contract, each Supplier Party is fully responsible for both their own liabilities and the liabilities of the other Suppliers.

[bookmark: _heading=h.3ep43zb][bookmark: _Ref140663278][bookmark: _Toc195104319]Obeying the Law 

[bookmark: _heading=h.1tuee74][bookmark: _Ref140665939]The Supplier, in connection with provision of the Deliverables:

[bookmark: _heading=h.4du1wux]is expected to meet and have its Subcontractors meet the standards set out in the Supplier Code of Conduct: (https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1163536/Supplier_Code_of_Conduct_v3.pdff) as such Code of Conduct may be updated from time to time, and such other sustainability requirements as set out in the Order Form. The Buyer also expects to meet this Code of Conduct;

must comply with the provisions of the Official Secrets Acts 1911 to 1989 and section 182 of the Finance Act 1989;

must support the Buyer in fulfilling its Public Sector Equality duty under section 149 of the Equality Act 2010;

must comply with the model contract terms contained in (a) to (l) of Annex C of the guidance to PPN 009 (Tackling Modern Slavery in Government Supply Chains), as such clauses may be amended or updated from time to time; and

meet the applicable Government Buying Standards applicable to Deliverables which can be found online at: https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs, as updated from time to time.

[bookmark: _heading=h.2szc72q]The Supplier indemnifies the Buyer against any costs resulting from any default by the Supplier relating to any applicable Law to do with the Contract.

The Supplier must appoint a compliance officer who must be responsible for ensuring that the Supplier complies with Law, clause 13.1 and clauses 27 to 33.

[bookmark: _heading=h.184mhaj][bookmark: _Ref140665245][bookmark: _Ref140665994][bookmark: _Ref140666181][bookmark: _Ref140666470][bookmark: _Ref140666501][bookmark: _Toc195104320]Data Protection and Security

The Supplier must not remove any ownership or security notices in or relating to the Government Data.

The Supplier must ensure that any Supplier, Subcontractor, or Sub-processor system holding any Government Data, including back-up data, is a secure system that complies with the Security Requirements (including Annex 6 (Security Management) (if used)) or as otherwise provided in writing by the Buyer (where any such requirements have been provided).

If at any time the Supplier suspects or has reason to believe that the Government Data is corrupted, lost or sufficiently degraded, then the Supplier must immediately notify the Buyer and suggest remedial action.

[bookmark: _heading=h.3s49zyc][bookmark: _Ref140665978]If the Government Data is any of (i) corrupted, (ii) lost or (iii) sufficiently degraded, in each case as a result of the Supplier's Default, so as to be unusable the Buyer may either or both:

tell the Supplier (at the Supplier's expense) to restore or get restored Government Data as soon as practical but no later than 5 Working Days from the date that the Buyer receives notice, or the Supplier finds out about the issue, whichever is earlier; and/or

restore the Government Data itself or using a third party and shall be repaid by the Supplier any reasonable expenses incurred in doing so.

The Supplier:

must, subject to the Security Requirements (if any), provide the Buyer with all Government Data in an agreed format (provided it is secure and readable) within 10 Working Days of a written request;

must have documented processes to guarantee prompt availability of Government Data if the Supplier stops trading;

must, subject to the Security Requirements (if any), securely erase (using a deletion method that ensures that even a determined expert using specialist techniques can recover only a small fraction of the data deleted) all Government Data and any copies it or a Subcontractor holds when asked to do so by the Buyer unless required by Law to retain it, other than in relation to Government Data in respect of which the Supplier is a Controller or which the Supplier has rights to hold the Government Data independently of this Contract; and

[bookmark: _heading=h.279ka65][bookmark: _Ref140663038]indemnifies the Buyer against any and all losses incurred if the Supplier breaches clause 14 or any Data Protection Legislation.

The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature of the activity carried out by each of them in relation to their respective obligations under the Contract dictates the status of each party under the DPA 2018. A Party may act as:

"Controller" in respect of the other Party who is "Processor";

"Processor" in respect of the other Party who is "Controller";

"Joint Controller" with the other Party; 

"Independent Controller" of the Personal Data where the other Party is also "Controller",

in respect of certain Personal Data under the Contract and shall specify in Part A Authorised Processing Template of Annex 1 – Processing Personal Data which scenario they think shall apply in each situation. 

[bookmark: _heading=h.meukdy][bookmark: _Ref140667539]Where one Party is Controller and the other Party its Processor 

[bookmark: _heading=h.36ei31r]Where a Party is a Processor, the only processing that the Processor is authorised to do is listed in Part A Authorised Processing Template of Annex 1 – Processing Personal Data by the Controller and may not be determined by the Processor.  The term "processing" and any associated terms are to be read in accordance with Article 4 of the UK GDPR and EU GDPR (as applicable).

The Processor must notify the Controller immediately if it thinks the Controller's instructions breach the Data Protection Legislation.

The Processor must give all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment before starting any processing, which may include, at the discretion of the Controller:

a systematic description of the expected processing and its purpose;

the necessity and proportionality of the processing operations;

the risks to the rights and freedoms of Data Subjects; and

the intended measures to address the risks, including safeguards, security measures and mechanisms to protect Personal Data and assurance that those measures comply with any Security Requirements.

The Processor must, in in relation to any Personal Data processed under this Contract: 

process that Personal Data only in accordance with this clause 14, Part A Authorised Processing Template of Annex 1 – Processing Personal Data and Annex 6 (Security Management) (if used), unless the Processor is required to do otherwise by Law. If lawful to notify the Controller, the Processor must promptly notify the Controller if the Processor is otherwise required to process Personal Data by Law before processing it.

put in place appropriate Protective Measures to protect against a Data Loss Event which must be approved by the Controller.

ensure that:

the Processor Personnel do not process Personal Data except in accordance with clause 14, Part A Authorised Processing Template of Annex 1 – Processing Personal Data and Annex 6 (Security Management) (if used);

it uses the Buyer's staff vetting procedures to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they:

are aware of and comply with the Processor's duties under this clause 14 and Annex 6 (Security Management) (if used);

are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor;

are informed of the confidential nature of the Personal Data and do not provide any of the Personal Data to any third party unless directed in writing to do so by the Controller or as otherwise allowed by the Contract; and

have undergone adequate training in the use, care, protection and handling of Personal Data.

[bookmark: _heading=h.1ljsd9k]the Processor must not transfer Personal Data outside of the UK and/or the EEA unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:

[bookmark: _Ref190373017]the transfer is in accordance with Article 45 of the UK GDPR (or section 74A of DPA 2018) and/or the transfer is in accordance with Article 45 of the EU GDPR (where applicable), provided that if the destination country of a transfer is the United States:

the Supplier shall ensure that prior to the transfer of any Personal Data to the United States relying on this adequacy (including to any United States-based Subcontractors and/or Subprocessors), the Supplier (and/or the applicable Subcontractor and/or Subprocessor) must be self-certified and continue to be self-certified on the US Data Privacy Framework;

[bookmark: _Ref190373380]the Supplier shall notify the Buyer immediately if there are any, or there are reasonable grounds to believe there may be any, changes in respect of their and/or their Subcontractor's or Subprocessor's position on the US Data Privacy Framework (for example if that entity ceases to be certified or is at risk of being so, or there is a strong likelihood of a competent court finding the US Data Privacy Framework unlawful), and the Supplier must then take all appropriate steps to remedy the certification and/or put in place alternative data transfer mechanisms in compliance with this Paragraph 14.7.4.3(c)(i); and 

in the event that the Supplier (and/or the applicable Subcontractor or Subprocessor):  

ceases to be certified on the US Data Privacy Framework and the Supplier does not put in place the alternative data transfer mechanisms required for compliance with this Paragraph 14.7.4.3(c)(i); 

the US Data Privacy Framework is no longer available and the Supplier does not put in place the alternative data transfer mechanisms required for compliance with this Paragraph 14.7.4.3(c)(i); and/or 

fails to notify the Buyer of any changes to its certification status in accordance with Paragraph 14.7.4.3(c)(i)(B) above, 

the Buyer shall have the right to terminate this Contract with immediate effect; or

the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with UK GDPR Article 46 or section 75 of the DPA 2018) and/or the transfer is in accordance with Article 46 of the EU GDPR (where applicable) as determined by the Controller which could include relevant parties entering into:

where the transfer is subject to UK GDPR:

the International Data Transfer Agreement (the "IDTA"), as published by the Information Commissioner's Office from time to time under section 119A(1) of the DPA 2018 as well as any additional measures determined by the Controller;

the European Commission's Standard Contractual Clauses per decision 2021/914/EU or such updated version of such Standard Contractual Clauses as are published by the European Commission from time to time ("EU SCCs"), together with the UK International Data Transfer Agreement Addendum to the EU SCCs (the "Addendum") as published by the Information Commissioner's Office from time to time; and/or

where the transfer is subject to EU GDPR, the EU SCCs,

as well as any additional measures determined by the Controller being implemented by the importing party;

the Data Subject has enforceable rights and effective legal remedies when transferred;

the Processor meets its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred; and

the Processor complies with the Controller's reasonable prior instructions about the processing of the Personal Data.

[bookmark: _heading=h.45jfvxd][bookmark: _heading=h.2koq656]The Processor must at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.

[bookmark: _Ref140666381]The Processor must notify the Controller immediately if it:

receives a Data Subject Access Request (or purported Data Subject Access Request);

receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;

receives a request from any third Party for disclosure of Personal Data where compliance with the request is required or claims to be required by Law; and

becomes aware of a Data Loss Event.

Any requirement to notify under clause 14.7.6 includes the provision of further information to the Controller in stages as details become available.

The Processor must promptly provide the Controller with full assistance in relation to any Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 14.7.6. This includes giving the Controller:

full details and copies of the complaint, communication or request;

reasonably requested assistance so that it can comply with a Data Subject Access Request within the relevant timescales in the Data Protection Legislation;

any Personal Data it holds in relation to a Data Subject on request;

assistance that it requests following any Data Loss Event; and

assistance that it requests relating to a consultation with, or request from, the Information Commissioner's Office or any other regulatory authority.

The Processor must maintain full, accurate records and information to show it complies with this clause 14.  This requirement does not apply where the Processor employs fewer than 250 staff, unless either the Controller determines that the processing:

is not occasional;

includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; or

is likely to result in a risk to the rights and freedoms of Data Subjects.

The Parties shall designate a Data Protection Officer if required by the Data Protection Legislation. 

Before allowing any Subprocessor to process any Personal Data, the Processor must:

notify the Controller in writing of the intended Subprocessor and processing;

obtain the written consent of the Controller;

enter into a written contract with the Sub-processor so that this clause 14 applies to the Sub-processor; and

provide the Controller with any information about the Sub-processor that the Controller reasonably requires.

The Processor remains fully liable for all acts or omissions of any Sub-processor.

[bookmark: _Ref140856131]The Parties agree to take account of any guidance issued by the Information Commissioner's Office or any other regulatory authority.

[bookmark: _heading=h.zu0gcz]Joint Controllers of Personal Data

In the event that the Parties are Joint Controllers in respect of Personal Data under the Contract, the Parties shall implement paragraphs that are necessary to comply with UK GDPR Article 26 based on the terms set out in Part B Joint Controller Agreement (Optional) of Annex 1 – Processing Personal Data.

Independent Controllers of Personal Data 

[bookmark: _Ref140667739]In the event that the Parties are Independent Controllers in respect of Personal Data under the Contract, the terms set out in Part C Independent Controllers (Optional) of Annex 1 – Processing Personal Data shall apply to this Contract.

[bookmark: _heading=h.3jtnz0s][bookmark: _Ref140664588][bookmark: _Ref140664596][bookmark: _Ref140665254][bookmark: _Ref140666804][bookmark: _Ref140669583][bookmark: _Ref140669590][bookmark: _Ref140670065][bookmark: _Ref140670072][bookmark: _Toc195104321]What you must keep confidential

[bookmark: _heading=h.1yyy98l][bookmark: _Ref140666596]Each Party must:

keep all Confidential Information it receives confidential and secure;

not disclose, use or exploit the disclosing Party's Confidential Information without the disclosing Party's prior written consent, except for the purposes anticipated under the Contract; and

immediately notify the disclosing Party if it suspects unauthorised access, copying, use or disclosure of the Confidential Information.

[bookmark: _heading=h.4iylrwe][bookmark: _Ref140666791]In spite of clause 15.1, a Party may disclose Confidential Information which it receives from the disclosing Party in any of the following instances:

where disclosure is required by applicable Law if the recipient Party notifies the disclosing Party of the full circumstances, the affected Confidential Information and extent of the disclosure;

if the recipient Party already had the information without obligation of confidentiality before it was disclosed by the disclosing Party;

if the information was given to it by a third party without obligation of confidentiality;

if the information was in the public domain at the time of the disclosure;

if the information was independently developed without access to the disclosing Party's Confidential Information;

on a confidential basis, to its auditors or for the purposes of regulatory requirements;

on a confidential basis, to its professional advisers on a need-to-know basis; and

to the Serious Fraud Office where the recipient Party has reasonable grounds to believe that the disclosing Party is involved in activity that may be a criminal offence under the Bribery Act 2010.

The Supplier may disclose Confidential Information on a confidential basis to Supplier Staff on a need-to-know basis to allow the Supplier to meet its obligations under the Contract. The Supplier shall remain responsible at all times for compliance with the confidentiality obligations set out in this Contract by the persons to whom disclosure has been made. 

[bookmark: _heading=h.2y3w247][bookmark: _Ref140666796]The Buyer may disclose Confidential Information in any of the following cases:

on a confidential basis to the employees, agents, consultants and contractors of the Buyer;

on a confidential basis to any Crown Body, any successor body to a Crown Body or any company that the Buyer transfers or proposes to transfer all or any part of its business to;

if the Buyer (acting reasonably) considers disclosure necessary or appropriate to carry out its public functions;

where requested by Parliament; and

under clauses 5.8 and 16.

For the purposes of clauses 15.2 to 15.4 references to disclosure on a confidential basis means disclosure under a confidentiality agreement or arrangement including terms as strict as those required in clause 15.

Transparency Information and any information which is disclosed under clause 16 is not Confidential Information.

The Supplier must not make any press announcement or publicise the Contract or any part of it in any way, without the prior written consent of the Buyer and must take all reasonable endeavours to ensure that Supplier Staff do not either.

[bookmark: _heading=h.1d96cc0][bookmark: _Ref140665259][bookmark: _Ref140666781][bookmark: _Ref140666810][bookmark: _Toc195104322]When you can share information

The Supplier must tell the Buyer within 48 hours if it receives a Request For Information.

In accordance with a reasonable timetable and in any event within 5 Working Days of a request from the Buyer, at no additional cost, the Supplier must give the Buyer full co-operation and information needed so the Buyer can:

comply with any Request For Information; and 

comply with any of its obligations in relation to publishing Transparency Information. 

Any such co-operation and/or information from the Supplier shall be provided at no additional cost.

[bookmark: _Hlk171691522]To the extent that it is allowed and practical to do so, the Buyer will use reasonable endeavours to notify the Supplier of a Request For Information and may talk to the Supplier to help it decide whether to publish information under clause 16. However, the extent, content and format of the disclosure shall be decided by the Buyer, in its sole discretion.

[bookmark: _heading=h.3x8tuzt][bookmark: _Toc195104323]Insurance

The Supplier shall ensure it has adequate insurance cover for this Contract.

[bookmark: _heading=h.2ce457m][bookmark: _Ref140665263][bookmark: _Toc195104324]Invalid parts of the contract

[bookmark: _heading=h.rjefff]If any provision or part-provision of this Contract is or becomes invalid, illegal or unenforceable for any reason, such provision or part-provision shall be deemed deleted, but that shall not affect the validity and enforceability of the rest of this Contract. The provisions incorporated into the Contract are the entire agreement between the Parties. The Contract replaces all previous statements, or agreements whether written or oral.  No other provisions apply.

[bookmark: _heading=h.3bj1y38][bookmark: _Ref140665277][bookmark: _Toc195104325]Other people's rights in the contract

Subject to clause 19.2, no third parties may use the Contracts (Rights of Third Parties) Act ("CRTPA") to enforce any term of the Contract unless stated (referring to CRTPA) in the Contract. This does not affect third party rights and remedies that exist independently from CRTPA.

[bookmark: _Ref187996402]Clauses 5.7, 24.4 and 24.5 confer benefits on persons named or identified in such provisions other than the Parties (each such person a "Third Party Beneficiary") and are intended to be enforceable by Third Parties Beneficiaries by virtue of the CRTPA.

[bookmark: _Toc195104326]Circumstances beyond your control

Any Party affected by a Force Majeure Event is excused from performing its obligations under the Contract while the inability to perform continues, if it both:

provides written notice to the other Party; and

uses all reasonable measures practical to reduce the impact of the Force Majeure Event.

[bookmark: _heading=h.1qoc8b1]Any failure or delay by the Supplier to perform its obligations under the Contract that is due to a failure or delay by an agent, Subcontractor and/or Supplier Staff will only be considered a Force Majeure Event if that third party is itself prevented from complying with an obligation to the Supplier due to a Force Majeure Event.

[bookmark: _heading=h.4anzqyu][bookmark: _Ref140665454]Either Party can partially or fully terminate the Contract if the provision of the Deliverables is materially affected by a Force Majeure Event which lasts for 90 days continuously and the consequences of termination in clauses 11.5.1.2 to 11.5.1.7 shall apply.

Where a Party terminates under clause 20.3:

each Party must cover its own losses; and

clauses 11.5.1.2 to 11.5.1.7 apply.

[bookmark: _Toc195104327]Relationships created by the contract

The Contract does not create a partnership, joint venture or employment relationship. The Supplier must represent themselves accordingly and ensure others do so.

[bookmark: _Ref188441320][bookmark: _Toc195104328]Giving up contract rights

A partial or full waiver or relaxation of the terms of the Contract is only valid if it is stated to be a waiver in writing to the other Party.

[bookmark: _Toc195104329]Transferring responsibilities

The Supplier cannot assign, novate or in any other way dispose of the Contract or any part of it without the Buyer's written consent.

[bookmark: _heading=h.2pta16n][bookmark: _Ref140666958]The Buyer can assign, novate or transfer its Contract or any part of it to any Crown Body, public or private sector body which performs the functions of the Buyer.

When the Buyer uses its rights under clause 23.2 the Supplier must enter into a novation agreement in the form that the Buyer specifies.

[bookmark: _heading=h.14ykbeg][bookmark: _Ref140665363]The Supplier can terminate the Contract novated under clause 23.2 to a private sector body that is experiencing an Insolvency Event.

The Supplier remains responsible for all acts and omissions of the Supplier Staff as if they were its own.

[bookmark: _heading=h.3oy7u29][bookmark: _Toc195104330]Supply Chain

The Supplier cannot sub-contract the Contract or any part of it without the Buyer's prior written consent. The Supplier shall provide the Buyer with the name of any Subcontractor the Supplier proposes to engage for the purposes of the Contract. The decision of the Buyer to consent or not will not be unreasonably withheld or delayed. If the Buyer does not communicate a decision to the Supplier within 10 Working Days of the request for consent then its consent will be deemed to have been given. The Buyer may reasonably withhold its consent to the appointment of a Subcontractor if it considers that: 

the appointment of a proposed Subcontractor may prejudice the provision of the Deliverables or may be contrary to its interests;

the proposed Subcontractor is unreliable and/or has not provided reliable goods and or reasonable services to its other customers; and/or

the proposed Subcontractor employs unfit persons.

If the Buyer asks the Supplier for details about Subcontractors, the Supplier must provide details of all such Subcontractors at all levels of the supply chain including:

their name;

the scope of their appointment; and

the duration of their appointment.

The Supplier must exercise due skill and care when it selects and appoints Subcontractors.

[bookmark: _Ref187996429]For Sub-Contracts in the Supplier's supply chain entered into wholly or substantially for the purpose of performing or contributing to the performance of the whole or any part of this Contract:

where such Sub-Contracts are entered into after the Start Date, the Supplier will ensure that they all contain provisions that; or

where such Sub-Contracts are entered into before the Start Date, the Supplier will take all reasonable endeavours to ensure that they all contain provisions that:

allow the Supplier to terminate the Sub-Contract if the Subcontractor fails to comply with its obligations in respect of environmental, social or employment Law; and 

require that all Subcontractors are paid:

before the end of the period of 30 days beginning with the day on which an invoice is received by the Supplier or other party in respect of the sum; or 

if later, the date by which the payment falls due in accordance with the invoice, 

subject to the invoice being verified by the party making payment as valid and undisputed;

require the party receiving goods or services under the contract to consider and verify invoices under that contract in a timely fashion and notify the Subcontractor without undue delay if it considers the invoice invalid or it disputes the invoice; and

allow the Buyer to publish the details of the late payment or non-payment if this 30 day limit is exceeded.

[bookmark: _Ref188458305][bookmark: _Ref187996436]The Supplier must ensure that a term equivalent to Clause 24.4 is included in each Sub-Contract in its supply chain, such that each Subcontractor is obliged to include those terms in any of its own Sub-Contracts in the supply chain for the delivery of this Contract. References to the “Supplier” and “Subcontractor”, in clause 15.14(i) are to be replaced with references to the respective Subcontractors who are parties to the relevant contract.

At the Buyer's request, the Supplier must terminate any Sub-Contracts in any of the following events:

there is a change of control within the meaning of Section 450 of the Corporation Tax Act 2010 of a Subcontractor which isn't pre-approved by the Buyer in writing;

the acts or omissions of the Subcontractor have caused or materially contributed to a right of termination under clause 11.4;

a Subcontractor or its Affiliates embarrasses or brings into disrepute or diminishes the public trust in the Buyer; and/or

the Subcontractor fails to comply with its obligations in respect of environmental, social or employment Law.

The Supplier is responsible for all acts and omissions of its Subcontractors and those employed or engaged by them as if they were its own. 

[bookmark: _heading=h.243i4a2][bookmark: _Ref140665475][bookmark: _Toc195104331]Changing the contract

[bookmark: _heading=h.j8sehv]Either Party can request a variation to the Contract which is only effective if agreed in writing and signed by both Parties. The Buyer is not required to accept a variation request made by the Supplier.

[bookmark: _Toc195104332]How to communicate about the contract

[bookmark: _Ref187994195]All notices under the Contract shall be in writing and be served by e-mail unless it is not practicable to do so. An e-mail is effective at 9am on the first Working Day after sending unless an error message is received.

If it is not practicable for a notice to be served by e-mail in accordance with clause 26.1, notices can be served my means of personal delivery or Prepaid, Royal Mail Signed For™ 1st Class or other prepaid, next Working Day service providing proof of delivery. If either of these options are used to serve a notice, such notices are considered effective on the Working Day of delivery as long as they're delivered before 5:00pm on a Working Day. Otherwise, the notice is effective on the next Working Day.  

Notices to the Buyer or Supplier must be sent to their e-mail address (or address, where e-mail is not practicable) in the Order Form.

This clause does not apply to the service of legal proceedings or any documents in any legal action, arbitration or dispute resolution.

[bookmark: _heading=h.338fx5o][bookmark: _Ref140665944][bookmark: _Ref140667162][bookmark: _Toc195104333]Dealing with claims

If a Beneficiary becomes aware of any Claim, then it must notify the Indemnifier as soon as reasonably practical.

at the Indemnifier's cost the Beneficiary must:

allow the Indemnifier to conduct all negotiations and proceedings to do with a Claim;

give the Indemnifier reasonable assistance with the Claim if requested; and

[bookmark: _heading=h.2hio093]not make admissions about the Claim without the prior written consent of the Indemnifier which cannot be unreasonably withheld or delayed.

[bookmark: _heading=h.3gnlt4p]The Indemnifier must:

consider and defend the Claim diligently and in a way that does not damage the Beneficiary's reputation; and

not settle or compromise any Claim without the Beneficiary's prior written consent which it must not unreasonably withhold or delay.

[bookmark: _heading=h.1vsw3ci][bookmark: _heading=h.4fsjm0b][bookmark: _heading=h.2uxtw84][bookmark: _heading=h.1a346fx][bookmark: _Toc195104334]Equality, diversity and human rights

The Supplier must follow all applicable employment and equality Law when they perform their obligations under the Contract, including:

protections against discrimination on the grounds of race, sex, gender reassignment, religion or belief, disability, sexual orientation, pregnancy, maternity, age or otherwise; and

any other requirements and instructions which the Buyer reasonably imposes related to equality Law.

The Supplier must use all reasonable endeavours, and inform the Buyer of the steps taken, to prevent anything that is considered to be unlawful discrimination by any court or tribunal, or the Equality and Human Rights Commission (or any successor organisation) when working on the Contract.

[bookmark: _heading=h.3u2rp3q][bookmark: _Toc195104335]Health and safety

The Supplier must perform its obligations meeting the requirements of:

all applicable Law regarding health and safety; and

the Buyer's current health and safety policy while at the Buyer's premises, as provided to the Supplier.

The Supplier and the Buyer must as soon as possible notify the other of any health and safety incidents or material hazards they're aware of at the Buyer premises that relate to the performance of the Contract.

[bookmark: _heading=h.2981zbj][bookmark: _Ref140662314][bookmark: _Toc195104336]Environment and sustainability

In performing its obligations under the Contract, the Supplier shall, to the reasonable satisfaction of the Buyer:

meet, in all material respects, the requirements of all applicable Laws regarding the environment; and

comply with its obligations under the Buyer's current environmental policy, which the Buyer must provide, and make Supplier Staff aware of such policy.

[bookmark: _Toc140659263][bookmark: _Toc140661429][bookmark: _Toc140670311][bookmark: _heading=h.odc9jc][bookmark: _Toc195104337]Tax

The Supplier must not breach any tax or social security obligations and must enter into a binding agreement to pay any late contributions due, including where applicable, any interest or any fines.  The Buyer cannot terminate the Contract where the Supplier has not paid a minor tax or social security contribution.

[bookmark: _heading=h.38czs75][bookmark: _Ref140667119]Where the Supplier or any Supplier Staff are liable to be taxed or to pay National Insurance contributions in the UK relating to payment received under the Contract, the Supplier must both:

[bookmark: _Ref190251097]comply with the Income Tax (Earnings and Pensions) Act 2003, the Social Security Contributions and Benefits Act 1992 and all other statutes and regulations relating to income tax and National Insurance contributions (including IR35); and

[bookmark: _heading=h.1nia2ey][bookmark: _Ref140665288]indemnify the Buyer against any Income Tax, National Insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made during or after the Term in connection with the provision of the Deliverables by the Supplier or any of the Supplier Staff.

[bookmark: _Ref190251192]At any time during the Term, the Buyer may specify information that the Supplier must provide with regard to the Supplier, the Supplier Staff, the Workers, or the Supply Chain Intermediaries and set a deadline for responding, which:

demonstrates that the Supplier, Supplier Staff, Workers, or Supply Chain Intermediaries comply with the legislation specified in Clause 31.2.1, or why those requirements do not apply; and

assists with the Buyer’s due diligence, compliance, reporting, or demonstrating its compliance with any of the legislation in Clause 31.2.1.

The Buyer may supply any information they receive from the Supplier under Clause 31.3 to HMRC for revenue collection and management and for audit purposes.

The Supplier must inform the Buyer as soon as reasonably practicable if there any Workers or Supplier Staff providing services to the Buyer who are contracting, begin contracting, or stop contracting via an intermediary which meets one of conditions A-C set out in section 61N of the Income Tax (Earnings and Pensions) Act 2003 and/or Regulation 14 of the Social Security Contributions (Intermediaries) Regulations 2000.

If any of the Supplier Staff are Workers who receive payment relating to the Deliverables, then the Supplier must ensure that its contract with the Worker contains requirements that:

the Buyer may, at any time during the term of the Contract, request that the Worker provides information which demonstrates they comply with clause 31.2, or why those requirements do not apply, the Buyer can specify the information the Worker must provide and the deadline for responding;

the Worker's contract may be terminated at the Buyer's request if the Worker fails to provide the information requested by the Buyer within the time specified by the Buyer;

the Worker's contract may be terminated at the Buyer's request if the Worker provides information which the Buyer considers isn't good enough to demonstrate how it complies with clause 31.2 or confirms that the Worker is not complying with those requirements; and

the Buyer may supply any information they receive from the Worker to HMRC for revenue collection and management.

[bookmark: _heading=h.47hxl2r][bookmark: _Ref140667167][bookmark: _Toc195104338]Conflict of interest

The Supplier must take action to ensure that neither the Supplier nor the Supplier Staff are placed in the position of an actual or potential Conflict of Interest.

The Supplier must promptly notify and provide details to the Buyer if an actual, perceived or potential Conflict of Interest happens or is expected to happen.

[bookmark: _heading=h.2mn7vak][bookmark: _Ref188441926]The Buyer will consider whether there are any reasonable steps that can be put in place to mitigate an actual, perceived or potential Conflict of Interest. If, in the reasonable opinion of the Buyer, such steps do not or will not resolve an actual or potential Conflict of Interest, the Buyer may terminate the Contract immediately by giving notice in writing to the Supplier where there is or may be an actual or potential Conflict of Interest and, subject to clause 32.4, where the reason for the unresolvable actual or potential Conflict of Interest is in the reasonable opinion of the Buyer

outside of the control of the Supplier, clauses 11.5.1.2 to 11.5.1.7 shall apply

within the control of the Supplier, the whole of clause 11.5.1 shall apply.

[bookmark: _Ref188441029]Where the Supplier has failed to notify the Buyer about an actual or potential Conflict of Interest and the Buyer terminates under clause 32.3, the whole of clause 11.5.1 shall apply. 

[bookmark: _heading=h.11si5id][bookmark: _Ref140663618][bookmark: _Ref140665947][bookmark: _Toc195104339]Reporting a breach of the contract

[bookmark: _heading=h.3ls5o66][bookmark: _Ref140667174]As soon as it is aware of it the Supplier and Supplier Staff must report to the Buyer any actual or suspected breach of Law, clause 13.1, or clauses 27 to 32.

The Supplier must not retaliate against any of the Supplier Staff who in good faith reports a breach listed in clause 33.1 to the Buyer or a Prescribed Person.

[bookmark: _heading=h.20xfydz][bookmark: _Toc195104340]Further Assurances

Each Party will, at the request and cost of the other Party, do all things which may be reasonably necessary to give effect to the meaning of this Contract.

[bookmark: _heading=h.4kx3h1s][bookmark: _Ref140664366][bookmark: _Ref140665292][bookmark: _Ref140668661][bookmark: _Toc195104341]Resolving disputes

If there is a dispute between the Parties, their senior representatives who have authority to settle the dispute will, within 28 days of a written request from the other Party, meet in good faith to resolve the dispute by commercial negotiation.

If the dispute is not resolved at that meeting, the Parties can attempt to settle it by mediation using the Centre for Effective Dispute Resolution ("CEDR") Model Mediation Procedure current at the time of the dispute.  If the Parties cannot agree on a mediator, the mediator will be nominated by CEDR.  If either Party does not wish to use, or continue to use mediation, or mediation does not resolve the dispute, the dispute must be resolved using clauses 35.3 to 35.5.

[bookmark: _heading=h.302dr9l][bookmark: _Ref140667199]Unless the Buyer refers the dispute to arbitration using clause 35.4, the Parties irrevocably agree that the courts of England and Wales have exclusive jurisdiction.

[bookmark: _heading=h.1f7o1he][bookmark: _Ref140667210]The Supplier agrees that the Buyer has the exclusive right to refer any dispute to be finally resolved by arbitration under the London Court of International Arbitration Rules current at the time of the dispute. There will be only one arbitrator. The seat or legal place of the arbitration will be London and the proceedings will be in English.

[bookmark: _heading=h.3z7bk57][bookmark: _Ref140667205]The Buyer has the right to refer a dispute to arbitration even if the Supplier has started or has attempted to start court proceedings under clause 35.3, unless the Buyer has agreed to the court proceedings or participated in them.  Even if court proceedings have started, the Parties must do everything necessary to ensure that the court proceedings are stayed in favour of any arbitration proceedings if they are started under clause 35.4.

The Supplier cannot suspend the performance of the Contract during any dispute.

[bookmark: _heading=h.2eclud0][bookmark: _Ref140665300][bookmark: _Toc195104342]Which law applies

This Contract and any issues or disputes arising out of, or connected to it, are governed by English law.

[bookmark: _heading=h.thw4kt][bookmark: _Ref140663420][bookmark: _Ref140663952][bookmark: _Ref140665103][bookmark: _Ref140666078][bookmark: _Ref140666535][bookmark: _Ref140666577][bookmark: _Ref140667368][bookmark: _Ref140668944][bookmark: _Ref140669062][bookmark: _Ref140669252][bookmark: _Toc195104343][bookmark: _Ref187930273]Annex  – Processing Personal Data

[bookmark: _Ref140666062][bookmark: _Ref140666072][bookmark: _Ref140669045][bookmark: _Ref140669054][bookmark: _Toc195104344][bookmark: _heading=h.3dhjn8m]Authorised Processing Template

This Annex shall be completed by the Controller, who may take account of the view of the Processor, however the final decision as to the content of this Annex shall be with the Controller at its absolute discretion.  

The contact details of the Controller's Data Protection Officer are: dataprotection@mhra.gov.uk 

The contact details of the Processor's Data Protection Officer are: [Insert Contact details]

The Processor shall comply with any further written instructions with respect to processing by the Controller.

Any such further instructions shall be incorporated into this Annex.

		Description of authorised processing

		Details



		Identity of Controller and Processor / Independent Controllers / Joint Controllers for each category of Personal Data

		[Guidance: This is where the Buyer identifies the roles of the Parties for processing personal data. If the Parties are Independent Controllers or Joint Controllers the Buyer will use Part B or Part C of this Annex as applicable, see Annex 1 of Schedule 20 of the Mid-Tier for further details]



		Subject matter of the processing

		



		Duration of the processing

		



		Nature and purposes of the processing

		



		Type of Personal Data being processed

		



		Categories of Data Subject

		



		Plan for return and destruction of the data once the processing is complete UNLESS requirement under law to preserve that type of data

		



		Locations at which the Supplier and/or its Subcontractors process Personal Data under this Contract and International transfers and legal gateway

		



		Protective Measures that the Supplier and, where applicable, its Subcontractors have implemented to protect Personal Data processed under this Contract against a breach of security (insofar as that breach of security relates to data) or a Data Loss Event (noting that any Protective Measures are to be in accordance with Annex 6 (Security Management), if used) 

		[Any Protective Measures must be in accordance with any Security Requirements.]







[bookmark: _heading=h.1smtxgf][bookmark: _Ref140663934][bookmark: _Ref140663942][bookmark: _Ref140665084][bookmark: _Ref140665092][bookmark: _Ref140666517][bookmark: _Ref140666528][bookmark: _Ref140667261][bookmark: _Ref140667336][bookmark: _Ref140667353][bookmark: _Toc195104345]Joint Controller Agreement (Optional)

Not Used

[bookmark: _heading=h.1xrdshw][bookmark: _Ref140666552][bookmark: _Ref140666560][bookmark: _Ref140667268][bookmark: _Ref140668919][bookmark: _Ref140668931][bookmark: _Ref140669229][bookmark: _Ref140669238][bookmark: _Toc195104346]Independent Controllers (Optional)

Not used

[bookmark: _heading=h.2b6jogx][bookmark: _Ref140662185][bookmark: _Ref140662427][bookmark: _Ref140662541][bookmark: _Ref140662678][bookmark: _Ref140663432][bookmark: _Toc195104347]Annex  – Specification

[bookmark: _heading=h.qbtyoq][bookmark: _Ref140662911][bookmark: _Ref140663443][bookmark: _Toc195104348]Annex  – Charges



[bookmark: _heading=h.3abhhcj][bookmark: _Ref140662193][bookmark: _Ref140662437][bookmark: _Ref140662559][bookmark: _Ref140662685][bookmark: _Ref140662922][bookmark: _Ref140663453][bookmark: _Ref140664216][bookmark: _Toc195104349]Annex  – Supplier Tender
Not used

[bookmark: _heading=h.1pgrrkc][bookmark: _Ref140662897][bookmark: _Ref140663398][bookmark: _Ref140669419][bookmark: _Ref140669493][bookmark: _Ref140669500][bookmark: _Toc195104350]Annex  – Optional IPR Clauses (Optional)

Not used




[bookmark: _Toc195104351][bookmark: _Ref187995889][Annex  – Security Management] (Optional)

[bookmark: _Ref115262222][bookmark: _Toc195104352]SUPPLIER OBLIGATIONS 

Core requirements 

The Supplier must comply with the core requirements set out in Paragraphs 3 to 9.  

Where the Buyer has selected an option in the table below, the Supplier must comply with the requirements relating to that option set out in the relevant Paragraph: 

		Certifications (see Paragraph 4) 

		



		The Supplier must have the following Certifications (or equivalent): 

		ISO/IEC 27001:2022 by a UKAS- recognised Certification Body 

		☐



		

		Cyber Essentials Plus

		☐



		

		Cyber Essentials

		☐



		

		No certification required 

		☐



		Sub-contractors that Handle Government Data must have the following Certifications (or equivalent): 

		ISO/IEC 27001:2022 by a UKAS- recognised Certification Body 

		☐



		

		Cyber Essentials Plus

		☐



		

		Cyber Essentials

		☐



		

		No certification required 

		☐



		Locations (see Paragraph 5) 

		



		The Supplier and Sub-contractors may store, access or Handle Government Data in: 

		the United Kingdom only 

		☐



		

		a location permitted by and in accordance with any regulations for the time being in force made under 17A of the Data Protection Act 2018 (adequacy decisions by the Secretary of State) 

		☐



		

		anywhere in the world not prohibited by the Buyer 

		☐



		Staff vetting (see Paragraph 6) 



		The Buyer requires a staff vetting procedure other than BPSS 

		☐



		Where an alternative staff vetting procedure is required, the procedure is: 







Optional requirements 

Where the Buyer has selected an option in the table below, the Supplier must comply with the requirements of the corresponding Paragraph. Where the Buyer has not selected an option, the corresponding requirement does not apply. 

		Security Management Plan (see Paragraph 1 of Part B (Additional Requirements)) 



		The Supplier must provide the Buyer with a Security Management Plan detailing how the requirements for the options selected in this table have been met. 

		☐



		Buyer Security Policies (see Paragraph 2 of Part B (Additional Requirements)) 



		The Buyer requires the Supplier to comply with the following policies relating to security management: 

· [List Buyer security policies with which the Supplier and Subcontractors must comply]. 

		☐



		Security testing (see Paragraph 3 of Part B (Additional Requirements)) 



		The Supplier must undertake security testing at least once every Contract Year and remediate any vulnerabilities, where it is technically feasible to do so 

		☐



		Cloud Security Principles (see Paragraph 4 of Part B (Additional Requirements)) 

		



		The Supplier must assess the Supplier System against the Cloud Security Principles 

		☐



		Record keeping (see Paragraph 5 of Part B (Additional Requirements)) 



		The Supplier must keep records relating to Sub-contractors, Sites, Third-Party Tools and third parties 

		☐



		Encryption (see Paragraph 6 of Part B (Additional Requirements)) 



		The Supplier must encrypt Government Data while at rest or in transit 

		☐



		Protective Monitoring System (see Paragraph 7 of Part B (Additional Requirements)) 

		



		The Supplier must implement an effective Protective Monitoring System 

		☐



		Patching (see Paragraph 8 of Part B (Additional Requirements)) 

		



		The Supplier must patch vulnerabilities in the Supplier System promptly 

		☐



		Malware protection (see Paragraph 9 of Part B (Additional Requirements)) 

		



		The Supplier must use appropriate Anti-virus Software 

		☐



		End-User Devices (see Paragraph 10 of Part B (Additional Requirements)) 

		



		The Supplier must manage End-User Devices appropriately 

		☐



		Vulnerability scanning (see Paragraph 11 of Part B (Additional Requirements)) 

		



		The Supplier must scan the Supplier System monthly for unpatched vulnerabilities 

		☐



		Access control (see Paragraph 12 of Part B (Additional Requirements)) 

		



		The Supplier must implement effective access control measures for those accessing Government Data and for Privileged Users 

		☐



		Remote Working (see Paragraph 13 of Part B (Additional Requirements)) 



		The Supplier may allow Supplier Staff to undertake Remote Working once an approved Remote Working Policy is in place 

		☐



		Backup and recovery of Government Data (see Paragraph 14 of Part B (Additional Requirements)) 



		The Supplier must have in place systems for the backup and recovery of Government Data 

		☐



		Return and deletion of Government Data (see Paragraph 15 of Part B (Additional Requirements)) 



		The Supplier must return or delete Government Data when requested by the Buyer 

		☐



		Physical security (see Paragraph 16 of Part B (Additional Requirements)) 



		The Supplier must store Government Data in physically secure locations 

		☐



		Security breaches (see Paragraph 17 of Part B (Additional Requirements)) 



		The Supplier must report any Breach of Security to the Buyer promptly 

		☐







[bookmark: _Toc195104353]DEFINITIONS 

[Guidance: The defined term ‘Government Data’ used within this Annex can be found within Clause 1 (Definitions used in the Contract)]

		"Anti-virus Software" 

		software that: 

protects the Supplier System from the possible introduction of Malicious Software; 

scans for and identifies possible Malicious Software in the Supplier System; 

if Malicious Software is detected in the Supplier System, so far as possible: 

prevents the harmful effects of the Malicious Software; and 

removes the Malicious Software from the Supplier System; 



		"BPSS" 

		the employment controls applied to any individual member of the Supplier Staff that performs any activity relating to the provision or management of the Services, as set out in "HMG Baseline Personnel Standard", Version 7.0, June 2024 (https://www.gov.uk/government/publications/government-baseline-personnel-security-standard), as that document is updated from time to time; 



		"Breach of Security" 

		the occurrence of: 

0. any unauthorised access to or use of the Services, the Sites, the Supplier System and/or the Government Data;  

0. the loss (physical or otherwise), corruption and/or unauthorised disclosure of any Government Data, including copies of such Government Data; and/or 

0. any part of the Supplier System ceasing to be compliant with the required Certifications; 

0. the installation of Malicious Software in the Supplier System: 

0. any loss of operational efficiency or failure to operate to specification as the result of the installation or operation of Malicious Software in the Supplier System; and 

0. includes any attempt to undertake the activities listed in sub-Paragraph (a) of this definition where the Supplier has reasonable grounds to suspect that attempt: 

was part of a wider effort to access information and communications technology operated by or on behalf of Central Government Bodies; or 

was undertaken, or directed by, a state other than the United Kingdom; 



		"Buyer Equipment" 

		any hardware, computer or telecoms devices, and equipment that forms part of the Buyer System; 



		"Buyer Security Policies" 

		those security policies specified by the Buyer in Paragraph 1.3; 



		"Buyer System" 

		the Buyer's information and communications technology system, including any software or Buyer Equipment, owned by the Buyer or leased or licenced to it by a third-party, that: 

0. is used by the Buyer or Supplier in connection with this Contract; 

0. interfaces with the Supplier System; and/or 

0. is necessary for the Buyer to receive the Services; 



		"Certifications" 

		one or more of the following certifications (or equivalent): 

0. ISO/IEC 27001:2022 by a UKAS-recognised Certification Body in respect of the Supplier System, or in respect of a wider system of which the Supplier System forms part; and 

0. Cyber Essentials Plus; and/or 

0. Cyber Essentials; 



		"CHECK Scheme" 

		the NCSC's scheme under which approved companies can conduct authorised penetration tests of public sector and critical national infrastructure systems and networks; 



		"CHECK Service Provider" 

		a company which, under the CHECK Scheme: 

0. has been certified by the NCSC; 

0. holds "Green Light" status; and 

0. is authorised to provide the IT Health Check services required by Paragraph 3.2 (Security Testing) of Part B (Additional Requirements); 



		"Cloud Security Principles" 

		the NCSC's document "Implementing the Cloud Security Principles" as updated or replaced from time to time and found at https://www.ncsc.gov.uk/collection/cloud-security/ 
implementing-the-cloud-security-principles;



		"CREST Service Provider" 

		a company with an information security accreditation of a security operations centre qualification from CREST International; 



		"Cyber Essentials" 

		the Cyber Essentials certificate issued under the Cyber Essentials Scheme; 



		"Cyber Essentials Plus" 

		the Cyber Essentials Plus certificate issued under the Cyber Essentials Scheme; 



		"Cyber Essentials Scheme" 

		the Cyber Essentials scheme operated by the NCSC; 



		"End-User Device" 

		any personal computers, laptops, tablets, terminals, smartphones or other portable electronic device provided by the Supplier or a Sub-contractor and used in the provision of the Services; 



		"Expected Behaviours" 

		the expected behaviours set out and updated from time to time in the Government Security Classification Policy, currently found at paragraphs 2 to 6 and in the table below paragraph 6 of https://www.gov.uk/government/publications/government-security-classifications/guidance-11-working-at-official-html; 



		"Government Data" 

		any: 

0. data, texts, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media; 

0. Personal Data for which the Buyer is a, or the, Data Controller; or 

0. any meta-data relating to categories of data referred to in Paragraphs (a) or (b) of this definition; 

that is: 

supplied to the Supplier by or on behalf of the Buyer; or 

that the Supplier is required to generate, process, Handle, store or transmit under this Contract; 



		"Government Security Classification Policy" 

		the policy, as updated from time to time, establishing an administrative system to protect information assets appropriately against prevalent threats, including classification tiers, protective security controls and baseline behaviours, the current version of which is found at https://www.gov.uk/ 
government/publications/government-security-classifications; 



		"Handle" 

		eans any operation performed on data, whether or not by automated means, including collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of that data; 



		"IT Health Check" 

		the security testing of the Supplier System; 



		"Malicious Software" 

		any software program or code intended to destroy, interfere with, corrupt, remove, transmit or cause undesired effects on program files, data or other information, executable code, applications, macros or configurations; 



		"NCSC" 

		the National Cyber Security Centre, or any successor body performing the functions of the National Cyber Security Centre; 



		"NCSC Device Guidance" 

		the NCSC's document "Device Security Guidance", as updated or replaced from time to time and found at https://www.ncsc.gov.uk/collection/device-security-guidance; 



		"Privileged User" 

		a user with system administration access to the Supplier System, or substantially similar access privileges; 



		"Prohibition Notice" 

		the meaning given to that term by Paragraph 5.4; 



		"Protective Monitoring System" 

		has the meaning given to that term by Paragraph 7.1 of Part B (Additional Requirements); 



		"Relevant Conviction" 

		any previous or pending prosecution, conviction or caution (excluding any spent conviction under the Rehabilitation of Offenders Act 1974) relating to offences involving dishonesty, terrorism, immigration, firearms, fraud, forgery, tax evasion, offences against people (including sexual offences) or any other offences relevant to Services as the Buyer may specify;



		"Remote Location" 

		[the relevant Supplier Staff's permanent home address authorised by the Supplier or Sub-contractor (as applicable) for Remote Working OR a location other than a Supplier's or a Sub-contractor's Site]; 



		"Remote Working" 

		the provision or management of the Services by Supplier Staff from a location other than a Supplier's or a Sub-contractor's Site; 



		"Remote Working Policy" 

		the policy prepared and approved under Paragraph 13 of Part B (Additional Requirements) under which Supplier Staff are permitted to undertake Remote Working; 



		"Security Controls" 

		the security controls set out and updated from time to time in the Government Security Classification Policy, currently found at paragraph 12 of https://www.gov.uk/government/publications/government-security-classifications/guidance-15-considerations-for-security-advisors-html; 



		"Sites" 

		any premises (including the Buyer's Premises, the Supplier's premises or third party premises):  

0. from, to or at which: 

the Services are (or are to be) provided; or  

the Supplier manages, organises or otherwise directs the provision or the use of the Services; or 

where: 

any part of the Supplier System is situated; or  

any physical interface with the Buyer System takes place; 



		"Sub-contractor

		for the purposes of this Annex 6 (Security Management) only, any individual or entity that:

0. forms part of the supply chain of the Supplier; and

0. has access to, hosts, or performs any operation on or in respect of the Supplier System and the Government Data, 

and this definition shall apply to this Annex 6 in place of the definition of Sub-contractor in clause 1 of the Conditions (Definitions);



		"Supplier Staff"

		for the purposes of this Annex 6 (Security Management) only, any individual engaged, directly or indirectly, or employed by the Supplier or any Sub-contractor (as that term is defined for the purposes of this Annex 6 (Security Management) only) in the management or performance of the Supplier's obligations under this Contract, and this definition shall apply to this Annex 6 (Security Management) in place of the definition of Supplier Staff in clause 1 of the Conditions (Definitions);



		"Supplier System" 

		0. any: 

information assets, 

IT systems, 

IT services; or 

Sites, 

that the Supplier or any Sub-contractor will use to Handle, or support the Handling of, Government Data and provide, or support the provision of, the Services; and 

the associated information management system, including all relevant: 

organisational structure diagrams; 

controls; 

policies; 

practices; 

procedures; 

processes; and  

resources; 



		"Third-party Tool" 

		any software used by the Supplier by which the Government Data is accessed, analysed or modified, or some form of operation is performed on it; and



		"UKAS-recognised Certification Body" 

		0. an organisation accredited by UKAS to provide certification of ISO/IEC27001:2013 and/or ISO/IEC27001:2022; or 

0. an organisation accredited to provide certification of ISO/IEC27001:2013 and/or ISO/IEC27001:2022 by a body with the equivalent functions as UKAS in a state with which the UK has a mutual recognition agreement recognising the technical equivalence of accredited conformity assessment. 





1. [bookmark: _Toc195104354]Core Requirements 

[bookmark: _Ref187997853][bookmark: _Toc195104355]HANDLING GOVERNMENT DATA 

The Supplier acknowledges that it: 

must only Handle Government Data that is classified as OFFICIAL; and 

must not Handle Government Data that is classified as SECRET or TOP SECRET. 

The Supplier must: 

not alter the classification of any Government Data. 

if it becomes aware that it has Handled any Government Data classified as SECRET or TOP SECRET the Supplier must: 

immediately inform the Buyer; and  

follow any instructions from the Buyer concerning the Government Data. 

[bookmark: _Ref187997482]The Supplier must, and must ensure that Sub-contractors and Supplier Staff, when Handling Government Data, comply with:

 the Expected Behaviours; and 

the Security Controls. 

[bookmark: _Ref187997225][bookmark: _Toc195104356]CERTIFICATION REQUIREMENTS 

Where the Buyer has not specified Certifications under Paragraph 1.2, the Supplier must ensure that it and any Sub-contractors that Handle Government Data are certified as compliant with Cyber Essentials (or equivalent). 

Where the Buyer has specified Certifications under Paragraph 1.2, the Supplier must ensure that both: 

it; and 

any Sub-contractor that Handles Government Data, 

are certified as compliant with the Certifications specified by the Buyer in Paragraph 1.2 (or equivalent certifications): 

The Supplier must ensure that the specified Certifications (or their equivalent) are in place for it and any relevant Sub-contractor: 

before the Supplier or any Sub-contractor Handles Government Data; and 

throughout the Term. 

[bookmark: _Toc195104357]LOCATION 

Where the Buyer has not specified any locations or territories in Paragraph 1.2, the Supplier must not, and ensure that Subcontractors do not store, access or Handle Government Data outside: 

the United Kingdom; or 

a location permitted by and in accordance with any regulations for the time being in force made under section 17A of the Data Protection Act 2018 (adequacy decisions by the Secretary of State). 

Where the Buyer has specified locations or territories in Paragraph 1.2, the Supplier must, and ensure that all Sub-contractors, at all times store, access or Handle Government Data only in or from the geographic areas specified by the Buyer. 

The Supplier must, and must ensure that its Sub-contractors store, access or Handle Government Data in a facility operated by an entity where: 

the entity has entered into a binding agreement with the Supplier or Sub-contractor (as applicable); 

that binding agreement includes obligations on the entity in relation to security management at least an onerous as those relating to Sub-contractors in this Annex; 

the Supplier or Sub-contractor has taken reasonable steps to assure itself that: 

the entity complies with the binding agreement; and 

the Sub-contractor's system has in place appropriate technical and organisational measures to ensure that the Sub-contractor will store, access, manage and/or Handle the Government Data as required by this Annex; 

the Buyer has not given the Supplier a Prohibition Notice under Paragraph 5.4. 

[bookmark: _Ref187997693]The Buyer may by notice in writing at any time give notice to the Supplier that it and its Sub-contractors must not undertake or permit to be undertaken the storage, accessing or Handling of Government Data in one or more countries or territories (a "Prohibition Notice"). 

Where the Supplier must and must ensure Sub-contractors comply with the requirements of a Prohibition Notice within 40 Working Days of the date of the notice. 

[bookmark: _Ref187997248][bookmark: _Toc195104358]STAFF VETTING 

The Supplier must not allow, and must ensure that Sub-contractors do not allow Supplier Staff, to access or Handle Government Data, if that person has not undergone: 

the checks required for the BPSS to verify:  

the individual's identity; 

where that individual will work in the United Kingdom, the individual's nationality and immigration status so as to demonstrate that they have a right to work in the United Kingdom; 

the individual's previous employment history; and 

that the individual has no Relevant Convictions; and 

national security vetting clearance to the level specified by the Authority for such individuals or such roles as the Authority may specify; or

such other checks for the Supplier Staff as the Buyer may specify. 

Where the Supplier considers it cannot ensure that a Sub-contractor will undertake the relevant security checks on any Sub-contractor Staff, it must: 

as soon as practicable, and in any event within 20 Working Days of becoming aware of the issue, notify the Buyer; 

provide such information relating to the Sub-contractor, its vetting processes and the roles the affected Sub-contractor staff will perform as the Buyer reasonably requires; and 

comply, at the Supplier's cost, with all directions the Buyer may provide concerning the vetting of the affected Sub-contractor Staff and the management of the Sub-contract. 

[bookmark: _Toc195104359]SUPPLIER ASSURANCE LETTER 

The Supplier must, no later than the last day of each Contract Year, provide to the Buyer a letter from its [chief technology officer] (or equivalent officer) confirming that, having made due and careful enquiry: 

the Supplier has in the previous year carried out all tests and has in place all procedures required in relation to security matters required by this Contract; 

it has fully complied with all requirements of this Annex; and 

all Sub-contractors have complied with the requirements of this Annex with which the Supplier is required to ensure they comply; 

the Supplier considers that its security and risk mitigation procedures remain effective. 

[bookmark: _Toc195104360]ASSURANCE 

The Supplier must provide such information and documents as the Buyer may request in order to demonstrate the Supplier's and any Sub-contractors' compliance with this Annex. 

The Supplier must provide that information and those documents: 

at no cost to the Buyer; 

within 10 Working Days of a request by the Buyer; 

except in the case of original document, in the format and with the content and information required by the Buyer; and 

in the case of original document, as a full, unedited and unredacted copy. 

[bookmark: _Toc195104361]USE OF SUB-CONTRACTORS AND THIRD PARTIES 

[bookmark: _Ref187997711]The Supplier must ensure that Sub-contractors and any other third parties that store, have access to or Handle Government Data comply with the requirements of this Annex. 

[bookmark: _Toc195104362]Additional Requirements 

[bookmark: _Ref187997269][bookmark: _Toc195104363]SECURITY MANAGEMENT PLAN 

This Paragraph 1 of Part B (Additional Requirements) applies only where the Buyer has selected this option in Paragraph 1.3. 

Preparation of Security Management Plan 

The Supplier shall document in the Security Management Plan how the Supplier and its Sub-contractors shall comply with the requirements set out in this Annex and the Contract in order to ensure the security of the Supplier solution and the Buyer data. 

[bookmark: _Ref187997560]The Supplier shall prepare and submit to the Buyer within 20 Working Days of the date of this Contract, the Security Management Plan, which must include a description of how all the options selected in this Annex are being met along with evidence of the required certifications for the Supplier and any Sub-contractors specified in Paragraph 4 of Part B (Additional Requirements). 

Approval of Security Management Plan 

The Buyer shall review the Supplier's proposed Security Management Plan as soon as possible and must issue the Supplier with either: 

an information security approval statement, which shall confirm that the Supplier may operate the service and process Buyer data; or 

a rejection notice, which shall set out the Buyer's reasons for rejection the Security Management Plan. 

[bookmark: _Ref187998127]If the Buyer rejects the Supplier's proposed Security Management Plan, the Supplier must prepare a revised Security Management Plan taking the Buyer's reasons into account, which the Supplier must submit to the Buyer for review within 10 Working Days of the date of the rejection, or such other period agreed with the Buyer. 

The process set out in Paragraph 1.5 of Part B (Additional Requirements) shall be repeated until such time as the Authority issues a Risk Management Approval Statement to the Supplier or terminates this Contract. 

The rejection by the Buyer of a second revised Security Management Plan is a material Default of this Contract. 

Updating Security Management Plan 

The Supplier shall regularly review and update the Security Management Plan, and provide such to the Buyer, at least once each year and as required by this Paragraph. 

Monitoring 

The Supplier shall notify the Buyer within 2 Working Days after becoming aware of: 

a significant change to the components or architecture of the Supplier System; 

a new risk to the components or architecture of the Supplier System; 

a vulnerability to the components or architecture of the Supplier System using an industry standard vulnerability scoring mechanism; 

a change in the threat profile; 

a significant change to any risk component; 

a significant change in the quantity of Personal Data held within the Service; 

a proposal to change any of the Sites from which any part of the Services are provided; and/or 

an ISO27001 audit report produced in connection with the Certification indicates significant concerns. 

Within 10 Working Days of such notifying the Buyer or such other timescale as may be agreed with the Buyer, the Supplier shall make the necessary changes to the Security Management Plan and submit the updated Security Management Plan to the Buyer for review and approval. 

[bookmark: _Ref187997276][bookmark: _Toc195104364]BUYER SECURITY POLICIES 

The Supplier must comply, when it provides the Services and operates and manages the Supplier System, with all Buyer Security Policies identified in the relevant option in Paragraph 1.3. 

If there is an inconsistency between the Buyer Security Policies and the requirement of this Annex, then the requirements of this Annex will prevail to the extent of that inconsistency. 

[bookmark: _Ref187997286][bookmark: _Toc195104365]SECURITY TESTING 

The Supplier must: 

before Handling Government Data; 

at least once during each Contract Year; and 

undertake the following activities: 

conduct security testing of the Supplier System (an "IT Health Check") in accordance with Paragraph 3.2 of this Part B (Additional Requirements); and 

implement any findings, and remedy any vulnerabilities identified by the IT Health Check in accordance with Paragraph 3.3 of this Part B (Additional Requirements). 

[bookmark: _Ref187997519]In arranging an IT Health Check, the Supplier must: 

use only a CHECK Service Provider or CREST Service Provider to perform the IT Health Check;  

design and plan for the IT Health Check so as to minimise the impact of the IT Health Check on the Supplier System and the delivery of the Services; 

ensure that the scope of the IT Health Check encompasses the components of the Supplier System used to access, store, Handle or manage Government Data; and 

ensure that the IT Health Check provides for effective penetration testing of the Supplier System. 

[bookmark: _Ref187998160]The Supplier treat any vulnerabilities as follows: 

the Supplier must remedy any vulnerabilities classified as high in the IT Health Check report: 

[bookmark: _Ref187998172]if it is technically feasible to do so, within 5 Working Days of becoming aware of the vulnerability and its classification; or 

if it is technically feasible to remedy the vulnerability but not technically feasible to do so as required by Paragraph 3.3.1.1, then as soon as reasonably practicable after becoming aware of the vulnerability and its classification; 

the Supplier must remedy any vulnerabilities classified as high in the IT Health Check report: 

[bookmark: _Ref187998184]if it is technically feasible to do so, within 1 month of becoming aware of the vulnerability and its classification; or 

if it is technical feasible to remedy the vulnerability but not technically feasible to do so as required by Paragraph 3.3.2.1, then as soon as reasonably practicable after becoming aware of the vulnerability and its classification; 

the Supplier must remedy any vulnerabilities classified as medium in the IT Heath Check report: 

[bookmark: _Ref187998193]if it is technically feasible to do so, within 3 months of becoming aware of the vulnerability and its classification; or 

if it is technical feasible to remedy the vulnerability but not technically feasible to do so as required by Paragraph 3.3.3.1, then as soon as reasonably practicable after becoming aware of the vulnerability and its classification; and

where it is not technically feasible to remedy the vulnerability, the Supplier must implement appropriate technical and organisational measures to mitigate the risk posed by the vulnerability. 

[bookmark: _Ref187997293][bookmark: _Toc195104366]CLOUD SECURITY PRINCIPLES 

[bookmark: _Ref187998203]The Supplier must ensure that the Supplier System complies with the Cloud Security Principles. 

[bookmark: _Ref187998210]The Supplier must assess the Supplier System against the Cloud Security Principles to assure itself that it complies with Paragraph 4.1 of this Part B (Additional Requirements): 

before Handling Government Data; 

at least once each Contract Year; and 

when required by the Buyer. 

Where the Cloud Security Principles provide for various options, the Supplier must document the option it has chosen to implement and its reasons for doing do. 

The Supplier must: 

keep records of any assessment that it makes under Paragraph 4.2 of this Part B (Additional Requirements); and 

provide copies of those records to the Buyer within 10 Working Days of any request by the Buyer. 

[bookmark: _Ref187997302][bookmark: _Toc195104367]INFORMATION ABOUT SUB-CONTRACTORS, SITES AND THIRD-PARTY TOOLS 

[bookmark: _Ref187998234]The Supplier must keep the following records: 

for Sub-contractors or third parties that store, have access to or Handle Government Data: 

the Sub-contractor or third party's name: 

legal name; 

trading name (if any); and  

registration details (where the Sub-contractor is not an individual), including: 

country of registration; 

registration number (if applicable); and  

registered address; 

the Certifications held by the Sub-contractor or third party; 

the Sites used by the Sub-contractor or third party; 

the Services provided or activities undertaken by the Sub-contractor or third party; 

the access the Sub-contractor or third party has to the Supplier System; 

the Government Data Handled by the Sub-contractor or third party; and 

the measures the Sub-contractor or third party has in place to comply with the requirements of this Annex; 

for Sites from or at which Government Data is accessed or Handled: 

the location of the Site; 

the operator of the Site, including the operator's: 

legal name; 

trading name (if any); and  

registration details (where the Sub-contractor is not an individual); 

the Certifications that apply to the Site; 

the Government Data stored at, or Handled from, the site; and 

for Third-party Tools: 

the name of the Third-Party Tool; 

the nature of the activity or operation performed by the Third-Party Tool on the Government Data; and 

in respect of the entity providing the Third-Party Tool, its: 

full legal name; 

trading name (if any) 

country of registration; 

registration number (if applicable); and  

registered address. 

The Supplier must update the records it keeps in accordance with Paragraph 5.1 of this Part B (Additional Requirements): 

at least four times each Contract Year; 

whenever a Sub-contractor, third party that accesses or Handles Government Data, Third-party Tool or Site changes; or 

whenever required to do so by the Buyer. 

The Supplier must provide copies of the records it keeps in accordance with Paragraph 5.1 of this Part B (Additional Requirements) to the Buyer within 10 Working Days of any request by the Buyer. 

[bookmark: _Ref187997310][bookmark: _Toc195104368]ENCRYPTION 

The Supplier must, and must ensure that all Sub-contractors, encrypt Government Data: 

when stored at any time when no operation is being performed on it, including when stored on any portable storage media; and 

when transmitted. 

[bookmark: _Ref187997315][bookmark: _Toc195104369]PROTECTIVE MONITORING SYSTEM 

[bookmark: _Ref187997728]The Supplier must, and must ensure that Sub-contractors, implement an effective system of monitoring and reports, analysing access to and use of the Supplier System and the Government Data to: 

identify and prevent any potential Breach of Security; 

respond effectively and in a timely manner to any Breach of Security that does; 

identify and implement changes to the Supplier System to prevent future any Breach of Security; and 

help detect and prevent any potential criminal offence relating to fraud, bribery or corruption using the Supplier System, 

(the "Protective Monitoring System"). 

The Protective Monitoring System must provide for: 

event logs and audit records of access to the Supplier System; and 

regular reports and alerts to identify: 

changing access trends; 

unusual usage patterns; or 

the access of greater than usual volumes of Government Data; and 

the detection and prevention of any attack on the Supplier System using common cyber-attack techniques. 

[bookmark: _Ref187997373][bookmark: _Toc195104370]PATCHING 

The Supplier must, and must ensure that Sub-contractors, treat any public releases of patches for vulnerabilities as follows: 

the Supplier must patch any vulnerabilities classified as "critical": 

[bookmark: _Ref187998262]if it is technically feasible to do so, within 5 Working Days of the public release; or 

if it is technical feasible to patch the vulnerability but not technically feasible to do so as required by Paragraph 8.1.1.1, then as soon as reasonably practicable after the public release; 

the Supplier must patch any vulnerabilities classified as "important": 

[bookmark: _Ref187998271]if it is technically feasible to do so, within 1 month of the public release; or 

if it is technical feasible to patch the vulnerability but not technically feasible to do so as required by Paragraph 8.1.2.1, then as soon as reasonably practicable after the public release; 

the Supplier must remedy any vulnerabilities classified as "other" in the public release: 

[bookmark: _Ref187998282]if it is technically feasible to do so, within 2 months of the public release; or 

if it is technical feasible to remedy the vulnerability but not technically feasible to do so as required by Paragraph 8.1.3.1, then as soon as reasonably practicable after the public release; 

where it is not technically feasible to patch the vulnerability, the Supplier must implement appropriate technical and organisational measures to mitigate the risk posed by the vulnerability. 

[bookmark: _Ref187997380][bookmark: _Toc195104371]MALWARE PROTECTION 

The Supplier shall install and maintain Anti-virus Software or procure that Anti-virus Software is installed and maintained on the Supplier System. 

The Supplier must ensure that such Anti-virus Software: 

prevents the installation of the most common forms of Malicious Software in the Supplier System; 

performs regular scans of the Supplier System to check for Malicious Software; and 

where Malicious Software has been introduced into the Supplier System, so far as practicable 

prevents the harmful effects from the Malicious Software; and 

removes the Malicious Software from the Supplier System. 

[bookmark: _Ref187997391][bookmark: _Toc195104372]END-USER DEVICES 

The Supplier must, and must ensure that all Sub-contractors, manage all End-User Devices on which Government Data is stored or Handled in accordance with the following requirements: 

the operating system and any applications that store, Handle or have access to Government Data must be in current support by the vendor, or the relevant community in the case of open source operating systems or applications; 

users must authenticate before gaining access; 

all Government Data must be encrypted using a suitable encryption tool; 

the End-User Device must lock and require any user to re-authenticate after a period of time that is proportionate to the risk environment, during which the End-User Device is inactive; 

the End-User Device must be managed in a way that allows for the application of technical policies and controls over applications that have access to Government Data to ensure the security of that Government Data; 

the Supplier or Sub-contractor, as applicable, can, without physical access to the End-User Device, remove or make inaccessible all Government Data stored on the device and prevent any user or group of users from accessing the device; 

all End-User Devices are within the scope of any required Certification. 

The Supplier must comply, and ensure that all Sub-contractors comply, with the recommendations in NCSC Device Guidance as if those recommendations were incorporated as specific obligations under this Contract. 

[bookmark: _Ref187997398][bookmark: _Toc195104373]VULNERABILITY SCANNING 

The Supplier must: 

scan the Supplier System at least once every month to identify any unpatched vulnerabilities; and 

if the scan identifies any unpatched vulnerabilities, ensure they are patched in accordance with Paragraph 8 of this Part B (Additional Requirements). 

[bookmark: _Ref187997404][bookmark: _Toc195104374]ACCESS CONTROL 

The Supplier must, and must ensure that all Sub-contractors:  

identify and authenticate all persons who access the Supplier System before they do so; 

require multi-factor authentication for all user accounts that have access to Government Data or that are Privileged Users; 

allow access only to those parts of the Supplier System and Sites that those persons require; and

maintain records detailing each person's access to the Supplier System. 

The Supplier must ensure, and must ensure that all Sub-contractors ensure, that the user accounts for Privileged Users of the Supplier System: 

are allocated to a single, individual user; 

are accessible only from dedicated End-User Devices; 

are configured so that those accounts can only be used for system administration tasks; 

require passwords with high complexity that are changed regularly; 

automatically log the user out of the Supplier System after a period of time that is proportionate to the risk environment during which the account is inactive; and 

are: 

restricted to a single role or small number of roles; 

time limited; and 

restrict the Privileged User's access to the internet. 

[bookmark: _Ref187997412][bookmark: _Toc195104375]REMOTE WORKING 

The Supplier must ensure, and ensure that Sub-contractors ensure, that: 

unless in writing by the Authority, Privileged Users do not undertake Remote Working; 

where the Authority permits Remote Working by Privileged Users, the Supplier ensures, and ensures that Sub-contractors ensure, that such Remote Working takes place only in accordance with any conditions imposed by the Authority. 

Where the Supplier or a Sub-contractor wishes to permit Supplier Staff to undertake Remote Working, it must: 

prepare and have approved by the Buyer in the Remote Working Policy in accordance with this Paragraph; 

undertake and, where applicable, ensure that any relevant Sub-contractors undertake, all steps required by the Remote Working Policy; 

ensure that Supplier Staff undertake Remote Working only in accordance with the Remote Working Policy; 

may not permit any Supplier Staff or the Supplier or any Sub-contractor to undertake Remote Working until the Remote Working Policy is approved by the Buyer. 

The Remote Working Policy must include or make provision for the following matters: 

restricting or prohibiting Supplier Staff from printing documents in any Remote Location; 

restricting or prohibiting Supplier Staff from downloading any Government Data to any End-User Device other than an End User Device that: 

is provided by the Supplier or Sub-contractor (as appropriate); and 

complies with the requirements set out in Paragraph 10 (End-User Devices) of this Part B (Additional Requirements); 

ensuring that Supplier Staff comply with the Expected Behaviours (so far as they are applicable); 

giving effect to the Security Controls (so far as they are applicable); and 

for each different category of Supplier Staff subject to the proposed Remote Working Policy: 

the types and volumes of Government Data that the Supplier Staff can Handle in a Remote Location and the Handling that those Supplier Staff will undertake; 

any identified security risks arising from the proposed Handling in a Remote Location; 

the mitigations, controls and security measures the Supplier or Sub-contractor (as applicable) will implement to mitigate the identified risks; and 

the business rules with which the Supplier Staff must comply. 

The Supplier may submit a proposed Remote Working Policy for consideration at any time. 

[bookmark: _Ref187997423][bookmark: _Toc195104376]BACKUP AND RECOVERY OF GOVERNMENT DATA 

The Supplier must ensure that the Supplier System: 

backs up and allows for the recovery of Government Data to achieve the recovery point and recovery time objectives specified by the Buyer, or in accordance with Good Industry Practice where the Buyer has not specified; and 

retains backups of the Government Data for the period specified by the Buyer, or in accordance with Good Industry Practice where the Buyer has not specified. 

The Supplier must ensure the Supplier System: 

uses backup location for Government Data that are physically and logically separate from the rest of the Supplier System; 

the backup system monitors backups of Government Data to: 

identify any backup failure; and 

confirm the integrity of the Government Data backed up; 

any backup failure is remedied properly; 

the backup system monitors backups of Government Data to: 

identify any recovery failure; and 

confirm the integrity of Government Data recovered; and 

any recovery failure is promptly remedied. 

[bookmark: _Ref187997430][bookmark: _Toc195104377]RETURN AND DELETION OF GOVERNMENT DATA 

[bookmark: _Ref187998435]Subject to Paragraph 15.2 of this Part B (Additional Requirements), when requested to do so by the Buyer, the Supplier must, and must ensure that all Sub-contractors: 

securely erase any or all Government Data held by the Supplier or Sub-contractor using a deletion method that ensures that even a determined expert using specialist techniques can recover only a small fraction of the data deleted; or 

provide the Buyer with copies of any or all Government Data held by the Supplier or Sub-contractor using the method specified by the Buyer. 

[bookmark: _Ref187998426]Paragraph 15.1 of this Part B (Additional Requirements) does not apply to Government Data: 

that is Personal Data in respect of which the Supplier is a Controller; 

to which the Supplier has rights to Handle independently from this Contract; or 

in respect of which, the Supplier is under an obligation imposed by Law to retain. 

The Supplier must, and must ensure that all Sub-contractors, provide the Buyer with copies of any or all Buyer Data held by the Supplier or Sub-contractor: 

when requested to do so by the Buyer; and 

using the method specified by the Buyer. 

[bookmark: _Ref187997437][bookmark: _Toc195104378]PHYSICAL SECURITY 

The Supplier must, and must ensure that Sub-contractors, store the Government Data on servers housed in physically secure locations. 

[bookmark: _Ref187997442][bookmark: _Toc195104379]BREACH OF SECURITY 

If the Supplier becomes aware of a Breach of Security that impacts or has the potential to impact the Government Data, it shall: 

notify the Buyer as soon as reasonably practicable after becoming aware of the breach, and in any event within [24] hours; 

provide such assistance to the Buyer as the Buyer requires until the Breach of Security and any impacts or potential impacts on the Buyer are resolved to the Buyer's satisfaction; and

where the Law requires the Buyer to report a Breach of Security to the appropriate regulator provide such information and other input as the Buyer requires within the timescales specified by the Buyer. 
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Open Government Licence  



 



© Crown copyright 2021 



This publication is licensed under the terms of the Open Government Licence v3.0 
except where otherwise stated. To view this licence, visit 
nationalarchives.gov.uk/doc/open-government-licence/version/3. 



Where we have identified any third party copyright information you will need to obtain 
permission from the copyright holders concerned. 



Any enquiries regarding this publication should be sent to us at Medicines and 
Healthcare products Regulatory Agency. 



Document Status 



This is a controlled document. The controlled version is posted on the Agency 
intranet. You may print this document if you need to but be aware that it is only valid 
the day it is printed as the controlled version may change. For the same reason, do 
not save onto local or network drives. 



Revision History 



Version 
No. 



Effective 
date 



Author’s Title Change 



1.0 12/04/2017 IT Security Officer Incorporated minor comments 
from IAB members and 
expanded sections 4 and 5. 



1.1 17/07/2018 IT Security Officer Policy reviewed by IAB and 
PPC to ensure it is still fit for 
purpose. 



1.2 05/03/2019 IT Security Officer New clause added in respect of 
vetting of contractors.   



2.0 26/02/2021 IT Security Officer Update reflecting new guidance 
and technologies. 
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 Introduction 



1.1 This document sets out the Agency's overarching Information Security Policy. 



 Scope 



2.1 All the Agency’s physical and information assets are within scope of this 
security policy. 



2.2 Physical assets include, but are not limited to, premises, computer hardware, 
data cabling, telephone systems, filing systems and physical data files. 



2.3 Information assets include, but are not limited to, data and information printed 
or written on paper, spoken in conversation or shown in films, or stored 
electronically on servers, website(s), extranet(s), intranet(s), PCs, laptops, 
mobile phones as well as on CD ROMs, floppy disks, USB sticks, personal 
devices, backup tapes and any other digital or magnetic media, and 
information transmitted electronically by any means. 



2.4 ‘Data’ also includes the sets of instructions that tell the system(s) how to 
manipulate information (i.e. the software: operating systems, applications, and 
utilities). 



 Policy 



3.1 The Agency’s Executive Committee (ExCo) and Unitary Board are committed 
to securing all the physical and information assets throughout the Agency to 
prevent unauthorised access, loss or damage. This is to preserve the 
confidentiality, integrity and availability of Agency information to safeguard 
public health, protect personal data, meet legal and contractual obligations 
and protect its commercial image and reputation. 



3.2 The Agency’s information security policy will be implemented through its 
Information Security Management System (ISMS). The ISMS is the set of 
policies and procedures for systematically managing the Agency’s sensitive 
data. 



3.3 The purpose of the Information Security Policy’s is to define a framework so 
that the Agency’s staff, service providers, and any external party using 
Agency information, are made aware of their responsibilities (defined in job 
descriptions or contracts) to:  



 preserve information security 



 report security breaches; and  
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 act in accordance with the requirements of the Information Security 
Management System (ISMS).  



3.4 All Agency staff (and certain external parties identified in the ISMS) are 
expected to comply with this policy and ISMS. They will receive appropriate 
information security awareness training such as those mandatory training 
courses found on Civil Service Learning and other sessions the Information 
Security Team will run throughout the year. 



3.5 The consequences of breaching the Information Security Policy are set out in 
the Agency’s disciplinary policy; and in contracts and agreements with third 
parties. 



 Roles and responsibilities 



4.1 The Senior Information Risk Owner (SIRO) is ultimately responsible for the 
management, maintenance and implementation of this security policy. 



4.2 Legal and regulatory obligations and other roles and responsibilities in relation 
to the Information Security Policy are set out in the ISMS and the Information 
Governance Management Framework. 



 Procedure 



5.1 The processes and standards that relate to the implementation of this security 
policy are set out in the Information Security Management System (ISMS). 



5.2 The ISMS is a set of policies and procedures that are relevant to the security 
risks faced by the Agency. These procedures are for staff to implement in 
situations that present a security risk. 



5.3 When applicable, the ISMS also sets out the standards that procedures need 
to meet to be effective in preventing a security breach and comply with this 
security policy.     



 Competence 



6.1 Staff will receive appropriate training such as those mandatory training 
courses found on Civil Service Learning and other sessions the Information 
Security Team will run throughout the year to meet their responsibilities under 
the Information Security Policy. As a minimum, this will include mandatory 
security learning standards set out by Cabinet Office and Civil Service 
Learning. 
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6.2 In support of this Information Security Policy all service providers must ensure 
that all their staff, who in the course of their work have access to government 
assets (regardless of where located), are vetted to a minimum of the Baseline 
Personal Security Standard (BPSS). 



6.3 Where is it is not possible or practical for a supplier to comply with this BPSS 
requirement, alternative equivalent methods will be considered on a case by 
case basis and addressed formally in writing. 



 Monitoring compliance 



7.1 This security policy will be reviewed to respond to any changes in the risk 
assessment or risk treatment plan within the ISMS and at least annually. 



7.2 Monitoring compliance with this policy will be measured by the number and 
type of reported security incidents. 



7.3 Security incident trends and lessons learnt will be reported to the Information 
Asset Board. 



 References 



8.1 The following internal documents are associated with or linked to this 
document: 



Internal Document Document Location 



Information Governance Management 
Framework 



INsite | Policies and Procedures 



8.2 The following external documents are associated with or linked to this 
document: 



External Document  Document Location 



HM Government baseline personnel 
security standard 



https://www.gov.uk/government/publi
cations/government-baseline-
personnel-security-standard 



  











Information Security Policy 



  Page 8 of 8 



 Glossary 



9.1 The following key terms are used in this document: 



Term Definition of term 



Availability Information and associated assets should be accessible to 
authorised users when required. The computer network must be 
resilient, and the Agency must be able to detect and respond 
rapidly to incidents (such as viruses and other malware) that 
threaten the continued availability of assets, systems and 
information. There must be appropriate business continuity plans. 



Confidentiality  Information should only be accessible to those authorised to 
access it, therefore preventing both deliberate and accidental 
unauthorised access to the Agency’s information and proprietary 
knowledge and its systems, including its network(s), website(s), 
extranet(s), and e-commerce systems. 



Integrity This involves safeguarding the accuracy and completeness of 
information and processing methods, and therefore requires 
preventing deliberate or accidental, partial or complete, 
destruction or unauthorised modification, of either physical assets 
or electronic data. 



ISMS A set of information security policies which address and look to 
minimise security risks of the Agency. A link to our security 
policies can be found here: Information Security Policies and 
Procedures. 
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[bookmark: _Toc189571775]Document Version

Version 2 updates include:

· Guidance paragraph 16: clarification edit i.e. the requirement applies, “where suppliers give core supplier information to contracting authorities with a view to the award of a public contract…”

· PSQ Question 6: typo - “with” removed.

· PSQ Question 11: typo – “,” added.



· PSQ Question 21: Health and Safety question now includes “[Please use no more than 500 words.]” and a PPN 010 steel supplementary question has been added.



· PSQ Part 3B: PPN questions have been added.





[bookmark: _Toc189571776]Guidance (for contracting authorities)

[bookmark: _Toc189571777][bookmark: _Toc182562259]Summary

1. The Procurement Act 2023 (the Act) replaces supplier selection and exclusion requirements with new rules on conditions of participation and exclusions.[footnoteRef:1] The Procurement Regulations 2024, made under the Act, also change the way suppliers share certain information. This includes the requirements on contracting authorities to obtain confirmation from suppliers that they have registered, submitted and shared up-to-date core supplier information via the central digital platform (CDP). [1:  This includes the Public Contracts Regulations 2015 (PCR), the Utilities Contracts Regulations 2016 (UCR), the Concession Contracts Regulations 2016 (CCR) and the Defence and Security Public Contracts Regulations 2011 (DSPCR).] 


2. [bookmark: _Toc182562265]The Procurement Specific Questionnaire (PSQ) has been designed to support contracting authorities to comply with and operate effectively under the new regime. It fulfils a similar role to the Standard Selection Questionnaire (SQ) used under the Public Contracts Regulations 2015 (PCR). It complements existing guidance for the Procurement Act 2023 and also central government policies and best practice, including Cabinet Office Procurement Policy Notes and Playbooks.

3. Unlike the SQ, the PSQ is not mandated by legislation and the guidance accompanying it is not statutory guidance.[footnoteRef:2]  [2:  For example, contracting authorities are not legally required to rely on the PSQ as was the case with the Single Procurement Document, provided for by regulation 59 of the PCR, and there is no statutory duty on contracting authorities to have regard to it, as was the case for the guidance accompanying the SQ, published under regulation 107 of the PCR.] 


[bookmark: _Toc183607982][bookmark: _Toc189571778]Scope

4. [bookmark: _Hlk184026310]We recommend that contracting authorities (as defined in section 2 of the Act) review the PSQ and incorporate it into their procurements at their discretion. The questions in the PSQ may be added to, adapted, or omitted (for example, there may be good commercial reasons for doing so in Part 3A). However, since the PSQ includes content (mainly in Part 1 and 2) to help ensure compliance with requirements in the Act, if contracting authorities choose not to use the PSQ, they must ensure their procurement processes comply with the relevant parts of the legislation. Part 3B includes central government-specific questions relating to PPNs. These are typically applicable to central government departments, their executive agencies and non-departmental public bodies but may also be relevant to other contracting authorities.

5. Specifically, the PSQ helps contracting authorities to:

· ensure that suppliers have registered with, submitted and shared their core supplier information[footnoteRef:3] via the CDP [3:  As defined in regulation 6(9) of the Procurement Regulations 2024.] 


· receive exclusion information for a supplier’s associated persons

· receive a list of intended sub-contractors, to enable contracting authorities to check this against the debarment list 

· obtain information in order to assess conditions of participation that are standard and likely to be relevant in most procurements 

· obtain further information in order to assess additional conditions of participation to enable central government departments, their executive agencies and non-departmental public bodies to fulfil policy requirements

6. The PSQ will be relevant for above threshold procurements[footnoteRef:4] under the Act, which commenced on or after 24 February 2025 (when the new regime commences). For more detail on the meaning of ‘commenced’ please refer to the Guidance on transitional and savings arrangements. Furthermore, please refer to wider Procurement Act guidance which includes details on: [4:  For works contracts - see the relevant heading below.] 


· conditions of participation

· central digital platform and publication of information

· exclusions

· debarment

7. The Act does not apply to procurements commenced before 24 February 2025 or to contracts awarded prior to this date. Similarly, the Act does not apply to contracts awarded via frameworks, dynamic purchasing systems or qualification systems established under the previous legislation. For such procurements, please refer to PPN 03/24.

[bookmark: _Toc183607983][bookmark: _Toc189571779]PSQ structure

8. Whereas the CDP currently captures predominantly generalised procurement-related information, the PSQ provides a framework for collecting information specific to individual procurement exercises. Notwithstanding the changes outlined in this guidance and the PSQ, the main principles and good practice of considering if a supplier has met conditions of participation will continue under the Act (for example, establishing proportionate conditions, outlining what would satisfy the conditions/what constitutes a pass or fail, and any appropriate supporting evidence). Similarly, contracting authorities will continue to consider exclusion requirements, though these have been strengthened under the Act.

[bookmark: _Toc183607984][bookmark: _Toc189571780]PSQ parts

9. The PSQ is made up of three parts:

· Part 1 – confirmation that the supplier has registered on, submitted and shared their core supplier information via, the CDP.

· Part 2 – additional exclusions information, including:

· Part 2A – identification of the supplier’s associated person(s); and confirmation that each associated person’s: basic information, connected person(s), and exclusion grounds information has also been shared (via the CDP)[footnoteRef:5]  [5:  Associated persons do not need to share their economic and financial standing information (unless relied upon to meet conditions of participation related to financial capacity).] 


· Part 2B – confirmation of the supplier’s intended sub-contractors

· Part 3 – questions relating to conditions of participation, including:

· Part 3A – standard questions

· Part 3B – central government-specific questions (relating to PPNs) 

[bookmark: _Toc183607985][bookmark: _Toc189571781]PSQ actions

10. We recommend that, when contracting authorities prepare their procurements and develop their requirements, they should make use of the PSQ to carry out the following actions:

11. Action 1 – request that prime/main suppliers complete the following steps prior to the earliest submission deadline:

· register on the CDP

· submit their most up to date core supplier information on the CDP, this includes the supplier’s:

· basic information

· economic and financial standing information[footnoteRef:6] [6:   Depending on the procurement, contracting authorities may require additional economic and financial information to make an assessment on their financial capacity. See the Sourcing Playbook’s Assessing and monitoring economic and financial standing guidance.] 


· connected person information 

· exclusion grounds information (this includes exclusion information about the supplier and its connected persons)

· provide that information to the contracting authority via the CDP

12. Action 2 – request that prime/main suppliers, where they intend to rely on other suppliers to meet a condition of participation, ensure that these other suppliers submit and share their basic, connected person and exclusion ground information via the CDP prior to the earliest submission deadline as well.

· These suppliers might be consortium members or sub-contractors and, so long as they are not guarantors, they are associated persons. Contracting authorities need to determine if a prime/main supplier is an excluded or excludable supplier by virtue of an associated person being an excluded or excludable supplier (see section 57 of the Procurement Act). Collecting an associated person’s relevant information via the CDP will support contracting authorities in determining this.

13. Action 3 – require prime/main suppliers, where they intend to sub-contract the performance of all or part of the contract, to provide a list of all these sub-contractors, which can be checked against the published debarment list. 

· This is so the contracting authority, under an open or competitive flexible procedure, can determine whether any intended sub-contractor is on the debarment list (see section 28 of the Procurement Act). Sub-contractors, unless they are associated persons, do not need to register or submit core supplier information on the CDP. 

14. Action 4 – where appropriate, set conditions of participation consulting the questions in Part 3. These include:

· Part 3A: contracting authorities may set conditions of participation in a procurement only if they are satisfied that these are a proportionate means of ensuring that a supplier has the legal and financial capacity or technical ability to perform the contract. Where they do so, the PSQ sets out a list of standard questions in Part 3A which may be used. The questions can be adapted, added or omitted where there is a good commercial reason for doing so and where this complies with the Act. Contracting authorities must ensure that they set out their conditions of participation in the relevant notice or associated tender documents, and how suppliers’ ability to satisfy them will be assessed.

· Part 3B: This includes central government procurement specific questions, such as those set out in a Procurement Policy Note. These should not be edited or removed by central government departments, their executive agencies or non-departmental public bodies, unless a relevant condition of participation would not be proportionate in a particular procurement or this would otherwise be in accordance with relevant policy guidance (for example, some policies may apply to a defined contract value such as £5 million per annum).

[bookmark: _Toc183607986][bookmark: _Toc189571782]PSQ Part 1 – confirmation of core supplier information

15. The Procurement Regulations 2024, made pursuant to the Act, require certain information to be shared via the CDP. The CDP facilitates a streamlined collection of core supplier information and avoids the need for suppliers to re-enter the same information repeatedly for different procurements.

16. Regulation 6 of the Procurement Regulations 2024 requires that, where suppliers give core supplier information to contracting authorities with a view to the award of a public contract, contracting authorities must obtain confirmation from suppliers that:

· the supplier has registered on the CDP,

· submitted up-to-date core supplier information on the CDP, and,

· provided that information to the contracting authority via the CDP,

- before the end of the tendering period in competitive tendering procedures (i.e. open procedures and competitive flexible procedures) or before the award of the contract in direct awards and competitive selection processes for framework call-offs. 

17. In most cases the core supplier information will be needed by contracting authorities from the outset of a procurement because, for example, contracting authorities must determine whether a supplier is an excluded or excludable supplier before permitting them to participate in a competitive flexible procedure (section 27).[footnoteRef:7] Therefore, as good practice, contracting authorities should make clear that suppliers are required to register on the CDP and share their core supplier information, and when this should be done by (which in most cases should be by the earliest submission deadline). Part 1 of the PSQ helps provide for this.  [7:  Guidance on competitive tendering procedures covers, in an open or competitive flexible procedure, when a contracting authority should check exclusions information.] 


18. Core supplier information comprises basic information about the supplier (as listed in regulation 9 of the Procurement Regulations 2024), economic and financial standing information about the supplier (as listed in regulation 10), information about the supplier’s connected persons (as listed in regulation 11) and exclusions information about the supplier and its connected persons (as listed in regulation 12). 

19. Connected persons are persons who exercise (or have a right to exercise) significant influence or control over the supplier and those over which the supplier exercises (or has the right to exercise) significant influence or control. This includes majority shareholders, directors and shadow directors, parent and subsidiary companies and predecessor companies. The majority of the exclusion grounds apply to a supplier where either the supplier or a connected person of the supplier meets the criteria set out in the exclusion ground.

20. The Procurement Regulations 2024 require contracting authorities to ensure the supplier’s connected person information is provided via the CDP, as this enables them to assess whether the supplier is an excluded or excludable supplier by virtue of a connected person. Therefore, this information should be evaluated in relation to the exclusions regime in the Act. For example, if an exclusion ground applies to one of the supplier’s connected persons, and the circumstances giving rise to the ground are continuing or likely to occur again, the supplier may be an excluded or excludable supplier. Furthermore, contracting authorities should note, and potentially inform suppliers, that for any suppliers awarded a contract, certain details about their connected person information must be published in the contract award notice (regulation 27(e)(vii)). 

21. The CDP does not assess or validate any of the core supplier information. Basic information about the supplier is collected for information only and will not be assessed. Economic and financial standing information is to be used by contracting authorities to assess conditions of participation, which they have set and included in the tender notice. Exclusions information about the supplier and its connected persons should be used by contracting authorities to determine whether the supplier is an excluded or excludable supplier.[footnoteRef:8]  [8:  On the CDP, suppliers will need to complete self-declarations as to whether any mandatory or discretionary exclusion grounds apply to them and/or their connected persons; and, if an exclusion ground applies, related details including the steps that have or will be taken to prevent the circumstances giving rise to the ground occurring again. Contracting authorities will need to review this information. It is for the supplier to demonstrate it has self-cleaned and this must be to the satisfaction of the contracting authority.] 


[bookmark: _Toc183607987][bookmark: _Toc189571783]PSQ Part 2 – additional exclusions information

[bookmark: _Toc183607988][bookmark: _Toc189571784]Associated persons

22. Associated persons are sub-contractors or consortium members who are being relied on by the prime/main supplier to satisfy the conditions of participation in the particular procurement. This does not include guarantors, even if they are relied on to meet conditions of participation. The main supplier may be an excluded or excludable supplier by virtue of an exclusion ground applying to an associated person (see section 57 of the Act). A supplier can also be an excluded or excludable supplier by virtue of an exclusion ground applying to a connected person of an associated person, for example, a director of an associated person of the supplier.

23. This means that contracting authorities must consider whether an exclusion ground applies to any associated person of the supplier, as well as any connected persons of an associated person. While the CDP will capture prime/main suppliers’ (and their connected persons’) self-declarations against the exclusion grounds, it will not capture the details of their associated persons.

24. Therefore, to ensure that contracting authorities receive this information, Part 2 of the PSQ includes questions on whether the prime/main supplier will rely on any associated persons in the procurement and requests the main supplier to ensure their associated persons also register, submit and share their core supplier information via the CDP. Associated persons will need to input certain information into the CDP which may not be needed for the specific procurement, such as their economic and financial standing information. In this case, the associated person may choose not to share this with the contracting authority. In practice, they may need to manually redact this from the download of the core supplier information from the CDP.

[bookmark: _Toc183607989][bookmark: _Toc189571785]Intended sub-contractors

25. Where a supplier intends to use sub-contractors, not all of these sub-contractors will be associated persons. Only if a sub-contractor is relied on to meet conditions of participation, will they be both an associated person and an intended sub-contractor. 

Example

A cleaning supplier bidding for an integrated facilities management contract which includes both soft (e.g. cleaning) and hard (e.g. buildings maintenance) services, might need to rely on a specialist buildings maintenance supplier in order to meet conditions of participation relating to that aspect of the service.

The cleaning supplier could structure its bid either as a consortium, jointly bidding with the buildings maintenance supplier, or with the cleaning supplier as the prime supplier using the buildings maintenance supplier as a sub-contractor. 

In either case the buildings maintenance supplier would be an associated person.

Depending on the conditions of participation set by the contracting authority, an ‘other sub-contractor’ might be a security services supplier that provides security staff, but not necessarily an associated person. 

26. The Act requires that contracting authorities have greater visibility of all sub-contractors proposed to be involved in the delivery of the contract. Contracting authorities must seek to determine whether any intended sub-contractor is on the debarment list. Therefore, as part of the procurement, contracting authorities must ask for details of all sub-contractors in the supply chain that a supplier intends to use to deliver the contract. This is not restricted to sub-contractors that the supplier is relying on to meet conditions of participation (who will also be associated persons) but applies to all sub-contractors (of all tiers) the supplier intends to sub-contract the performance of all or part of the contract to. This means the supplier must provide an exhaustive list of all their intended sub-contractors in the supply chain that are known about at the relevant point in the procurement. This does not include every supplier with whom the supplier has a commercial relationship (for example an existing supply contract where there is no intention to specifically sub-contract all or part of the contract to that supplier).

27. Once the contracting authority has the list of sub-contractors, the contracting authority must check whether any of the intended sub-contractors are on the debarment list. If they are on the debarment list, the contracting authority should take action as appropriate. Further guidance is available in the guidance on exclusions and the guidance on debarment.



[bookmark: _Toc183607990]Figure 1: Example of a prime supplier, their associated persons and intended subcontractors

[bookmark: _a8aahjefkd3d][bookmark: _Toc183607991][image: ]

28. Figure 1 helps illustrate who might be an associated person and/or sub-contractor for a prime/main supplier. In a procurement contracting authorities must:

· request and review the connected persons and exclusion grounds information for both the main/prime supplier and associated persons, tagged with the number 1 in Figure 1. This information should be submitted and shared by suppliers with the contracting authority via the CDP

· clarify if the main/prime supplier intends to sub-contract the performance of all or part of the public contract and determine if any intended sub-contractors are on the debarment list, tagged with the number 2 in Figure 1 – these suppliers are not required to be registered on the CDP (and their connected persons information does not need to be requested)

[bookmark: _Toc183607992][bookmark: _Toc189571786]Requesting intended sub-contractors to provide exclusions information

29. Contracting authorities can decide whether to ask suppliers for further information to determine whether any of their intended sub-contractors are excluded or excludable suppliers. This is in addition to considering the relevant information pertaining to associated persons and checking whether any intended sub-contractor is on the debarment list. For example, a contracting authority may decide to seek further information from all first-tier sub-contractors or from sub-contractors providing particular elements of the public contract (for example, the contracting authority may consider certain sectors to have particular risks of an exclusion ground applying).

30. Where a contracting authority has decided to seek further information about intended sub-contractors, those sub-contractors should be asked to complete self-declarations against the exclusion grounds and to provide any relevant/necessary additional information, such as details of self-cleaning. Where this information has already been provided by a sub-contractor who is an associated person, it is not necessary to request it again.

31. For further information, please refer to the guidance on exclusions. 

[bookmark: _Toc183607993][bookmark: _Toc189571787]Unique identifiers

32. As part of the information captured in Part 1, suppliers should provide the unique identifier that has been accepted or allocated by the CDP (in most cases this is likely to be their Companies House number). 

33. Contracting authorities should, as good practice, request a unique identifier for any associated persons, which will be allocated by the CDP when they first register (Part 2). 

34. Sub-contractors do not need to be requested to register on the CDP, unless they are associated persons. However, if they are registered on the CDP, the unique identifiers for any intended sub-contractors should be requested. Where they are not registered on the CDP, some form of organisation identifier or registration number should still be requested instead – such as a Companies House number, charity number, VAT number or equivalent.

[bookmark: _Toc183607994][bookmark: _Toc189571788]PSQ Part 3 – questions relating to conditions of participation

35. The Act allows contracting authorities to set conditions of participation that a supplier must satisfy in order to participate in a procurement. Conditions of participation must be a proportionate means of ensuring that a supplier has the legal and financial capacity, or technical ability, to perform the contract. 

36. In order to retain a level of standardisation and consistency for contracting authorities and for suppliers bidding for public contracts, in addition to questions about the supplier’s economic and financial standing provided as part of the core supplier information, Part 3A of the PSQ includes a list of standard questions. This is in a questionnaire format and can be used by contracting authorities to receive information related to conditions of participation. 

37. Where these questions are used, adapted, or added to in any particular procurement, contracting authorities must ensure that they set out in the relevant notice or associated tender documents their conditions of participation and how these will be assessed. The PSQ provides questions to facilitate the provision of information but leaves it to contracting authorities to determine the conditions of participation which the information relates to. All conditions of participation must comply with the requirements of the Act, including the requirement in section 22 that conditions of participation must be a proportionate means of ensuring suppliers have the relevant capacity or ability to perform the contract, having regard to the nature, complexity and cost of the contract. In all cases, contracting authorities should bear in mind their duties to have regard to the fact that small and medium-sized enterprises (SMEs) may face particular barriers to participation and to consider whether such barriers can be removed or reduced (as set out in section 12(4) of the Act).

38. It is not necessary to notify the Cabinet Office if any questions in the PSQ are adapted, added or omitted. The Cabinet Office will periodically review use of the questions and update the PSQ as required. 

39. Part 3B includes central government procurement specific questions, such as those set out in a Procurement Policy Note. These should not be edited or removed by central government departments, their executive agencies or non-departmental public bodies, unless a relevant condition of participation would not be proportionate in a particular procurement or otherwise in accordance with the relevant policy guidance.

[bookmark: _Toc189571789][bookmark: _Hlk184028533]Table 1: Summary of the PSQ for each procurement process

		

		

		



		PSQ part

		Procurement process

		Legal requirements and practical application



		

		CT[footnoteRef:9] [9:  Competitive tendering procedures, i.e. open procedures and competitive flexible procedures.] 


		DA[footnoteRef:10] [10:  Direct awards, i.e. under sections 41 and 43 of the Act.] 


		Call Com[footnoteRef:11] [11:  Call offs under frameworks awarded through a competitive selection process.] 


		Call W/Co[footnoteRef:12] [12:  Call offs under frameworks awarded without competition.] 


		DM[footnoteRef:13] [13:  Establishing a dynamic market.] 


		



		Part 1 – core supplier information



		Part 1 –

confirmation of core supplier information

		✔

		✔

		✔

		⋆

		⋆

		✔ Contracting authorities must ensure that the supplier has provided this (up-to-date) information via the CDP by the relevant deadline (regulation 6 of the Procurement Regulations 2024).

⋆ Nothing in the Act prevents contracting authorities from requesting suppliers to submit this information via the CDP as a requirement to being awarded a contract under a framework without competition or admitted to a dynamic market.

Overall practical application

Therefore, contracting authorities should, as good practice, make clear in the tender notice or associated tender documents (or as part of a framework call off, direct award or for supplier joining a dynamic market) that suppliers are required or requested, as appropriate, to share their core supplier information via the CDP at the earliest submission date.



		

		

		

		

		

		

		







		PSQ part

		Procurement process

		Legal requirements and practical application



		

		CT

		DA

		Call Com

		Call W/Co

		DM

		



		Part 2 – additional exclusions information



		Part 2A – 

exclusion information about the supplier’s associated persons

		✔

		✔

		✔

		✔

		✔

		✔ Contracting authorities must ask suppliers to provide details of exclusion information in respect of their associated persons – because this is required to confirm whether the main/prime supplier is an excluded or excludable supplier in each procurement process (sections 26, 27, 36, 41, 43, 45 of the Act).

Overall practical application

Therefore, contracting authorities should, as good practice, make clear in the tender notice or associated tender documents (or as part of a framework call off, direct award or for supplier joining a dynamic market) that the main/prime supplier should require their associated persons to provide their basic information, connected person and exclusions information (and potentially their economic and financial standing information if relevant) via the CDP.



		Part 2B –

a list of all intended sub-contractors

		✔

		⋆

		⋆

		⋆

		⋆

		✔ In a competitive tendering process contracting authorities must ask suppliers to provide an exhaustive list of intended sub-contractors and check this against the debarment list (section 28 of the Act).



		

		

		

		

		

		

		⋆ For other processes nothing in the Act prevents contracting authorities from (1) requesting suppliers to share this information, and (2) make it a condition of being awarded the contract or admitted to a dynamic market, that the supplier will not sub-contract with a debarred supplier. This could subsequently be incorporated into the contractual terms.

Overall practical application

Therefore, contracting authorities, for all processes, should request that suppliers provide an exhaustive list of sub-contractors and check this against the debarment list.



		Part 3 – questions relating to conditions of participation



		Part 3A –standard questions

		✔

		⋆

		✔

		⋆

		⋆

		✔ Contracting authorities may set conditions of participation which a supplier must satisfy in order to be awarded a public contract following a competitive tendering procedure (sections 22 and 46 of the Act). 

⋆ Nothing in the Act prevents contracting authorities, as good practice, from setting a requirement on suppliers to evidence that they can meet certain legal, financial or technical requirements as a prerequisite to being awarded the contract (for example via a selection process or during preliminary steps in section 41(3) for direct awards) or admitted to a dynamic market.

Overall practical application

Therefore, contracting authorities should, as good practice, consider Part 3A and 3B requirements and include them as either conditions of participation or requirements for suppliers (depending on the process).



		Part 3B – central government specific questions (relating to published PPNs)

		✔

		⋆

		✔

		⋆

		⋆

		







[bookmark: _Toc183607996][bookmark: _Toc189571790]Evaluating responses

40. When contracting authorities set their conditions of participation, they should as a matter of good practice, consider and outline to suppliers how they might meet the conditions (for example, a pass/fail or threshold mechanism).

41. If, in a competitive flexible procedure, any of the conditions of participation are used as part of a process to limit the number of participating suppliers (for example inviting the five suppliers that submitted the highest scoring responses), contracting authorities must ensure they have also outlined this criteria in their tender notice (section 20(4)(a) of the Act and regulation 19(2)(d) of the Procurement Regulations 2024).

[bookmark: _Toc183607997][bookmark: _Toc189571791]Economic and financial standing (EFS)

42. Financial accounts will be part of the core supplier submission. However, it may be necessary to supplement this with additional economic and financial information from suppliers (either the prime/main supplier or others relevant to the procurement, or both). Contracting authorities should note the Act includes certain prohibitions related to requesting audited accounts. Contracting authorities must not require the provision of audited annual accounts from suppliers who are not required to have their accounts audited in accordance with Part 16 of the Companies Act 2006 (or an overseas equivalent). In this scenario the supplier must be allowed to submit equivalent accounts or other information, so far as that can be reasonably given. 

43. For central government departments, prior to commencing a covered procurement, they should determine the categorisation of the potential contract using the Contract Tiering Tool. This should determine the level of EFS required from suppliers and any associated requirement for financial assessment subject-matter expertise. The Contract Tiering Tool allows for straightforward and consistent categorisation of contracts between ‘Gold’ (most critical), ‘Silver’ and ‘Bronze’ (least critical) contracts. Guidance on the Contract Tiering Tool and requirements for financial assessments based on contract tier can be found in the Sourcing Playbook’s Assessing and monitoring economic and financial standing. 

[bookmark: _Toc183607998][bookmark: _Toc189571792]Insurance

44. The Act also prohibits contracting authorities from requiring insurance relating to the performance of the contract to be in place before award of the contract. This is to prevent suppliers from being expected to incur unnecessary costs for insurance when they have no guarantee of being awarded the contract. However contracting authorities may still, when setting conditions of participation, require commitments or evidence that a supplier will be able to obtain the necessary insurance on contract award. Like any condition of participation, insurance requirements must be proportionate. 

[bookmark: _Toc183607999][bookmark: _Toc189571793]Works contracts

45. Public contracts for works should continue to use the questions set out in the Common Assessment Standard, including mixed contracts that encompass goods and services. Contracting authorities have discretion to decide when/if suppliers need to be certified against the Common Assessment Standard by a Recognised Assessment Body. If it is necessary to ask any additional questions relevant to the contract being procured these should be made clear. In all cases, the questions used should be proportionate. Part 2 questions must still be asked to ensure the necessary associated person and sub-contract information is retrieved. Where possible, contracting authorities should avoid requiring Commons Assessment Standard certified suppliers to re-input their information. The Common Assessment Standard produced by Build UK offers additional information on what it is and how to use it.

[bookmark: _Toc183608000][bookmark: _Toc189571794]Below-threshold procurements and procurements for exempted contracts

46. This template does not apply to procurements for below-threshold contracts or exempted contracts. 

47. When inviting tenders for the award of a regulated below-threshold contract, section 85 of the Act prohibits contracting authorities from restricting the submission of tenders by reference to an assessment of the supplier’s suitability to perform the contract. Below threshold contracts are defined in section 5 of the Act as contracts with an estimated value below the relevant threshold. Regulated below-threshold contracts are defined in section 84(1) as below-threshold contracts which are not an exempted contract, a concession contract or a utilities contract.

48. The prohibition on restricting the submission of tenders by reference to an assessment of suitability does not apply to the award of contracts under a framework. In addition, for works contracts, the prohibition does not apply if the estimated value of the contracts is above the goods and services threshold (including where the estimated value is below the works threshold). Contracting authorities are permitted (but not required) to include questions from the Common Assessment Standard for works contracts with an estimated value above this threshold.

49. In below-threshold procurements, questions may be asked to assess the suitability, capability, legal status, and economic and financial standing of a potential supplier, provided that the questions are relevant and proportionate. However, these questions must be assessed alongside the supplier’s tender submission and not used as a restriction on which tenders will be assessed. The questions in the PSQ (or, for works contracts, the Common Assessment Standard questions) may be used as a guide in developing appropriate and proportionate questions.

[bookmark: _Toc183608001][bookmark: _Toc189571795]Future developments

50. The Cabinet Office may:

· publish future PPNs with additional questions to be included in the PSQ 

· develop the CDP in order to retrieve information via the online system rather than the PSQ

[bookmark: _Toc183424431][bookmark: _Toc189571796]Glossary

		Term

		Definition



		Associated person

		A supplier may be an excluded supplier or an excludable supplier if any exclusion ground applies to either the supplier or an associated person (see the references to ‘associated person’ in section 57 of the Act) and if the circumstances giving rise to the ground are continuing or likely to occur again.

An associated person for these purposes is defined in section 26(4) as a person the supplier is relying on in order to satisfy the conditions of participation (other than a guarantor).

Associated persons are likely to be within the first tier of sub-contractors, but may be further down the supply chain, for example in procurements of contracts with highly technical elements.



		Central digital platform

		The online system referenced in the Procurement Act 2023 (Act) and defined in the Procurement Regulations 2024 as the central digital platform. It is available at www.gov.uk/find-tender

The central digital platform will enable:

· contracting authorities and suppliers to register and receive a unique identifier

· contracting authorities to publish notices and other information as required under the Act for covered and below-threshold procurements

· suppliers to submit and store certain core organisational information as required by the regulations to participate in a covered procurement. This information will only be available to those contracting authorities that a supplier chooses to share it with; it cannot be freely accessed

· anyone to view the notices and access related public procurement data



		Conditions of participation

		The Procurement Act 2023 includes rules on conditions of participation under a competitive tendering procedure and a competitive selection process under a framework.

Contracting authorities are allowed to set conditions of participation only if they are a proportionate means of ensuring that suppliers have: a. legal and financial capacity; or b. technical ability, to perform the contract. 

Suppliers must satisfy these conditions if they are to be awarded the contract. The conditions must be proportionate having regard to the nature, complexity and cost of the public contract.

Whereas compared with award criteria (section 23) which are used to assess the tender, conditions of participation are used to assess the supplier. Contracting authorities must make these conditions clear in the tender notice, supplemented (where necessary) by the tender documents.



		Connected persons

		A connected person is defined in paragraph 45 of Schedule 6 to the Act. In summary, it covers:

a. a person with ‘significant control' over the supplier (within the meaning given by section 790C(2) of the Companies Act 2006 (CA 2006))

b. a director or shadow director of the supplier

c. a parent undertaking or a subsidiary undertaking of the supplier

d. a predecessor company

e. any other person who it can reasonably be considered stands in an equivalent position in relation to the supplier as a person within paragraph a to d.

f. any person with the right to exercise, or who actually exercises, significant influence or control over the supplier

g. any person over which the supplier has the right to exercise, or actually exercises, significant influence or control



		Competitive tendering procedures

		There are two competitive tendering procedures set out in section 20 of the Procurement Act 2023: the open procedure and the competitive flexible procedure, and both are commenced via publication of a tender notice.



		Core supplier information

		The core supplier information defined in the regulation 6(9) of the Procurement Regulations 2024 is divided into four key categories of information and covers (in summary):

· basic information – this includes (and is not limited to) the supplier’s name, unique identifier, address, VAT number (if applicable), legal form and date of company registration (if applicable), details of qualifications/trade associations and classification, for example whether the supplier is an SME and/or a public service mutual

· economic and financial standing information – as set out in the supplier’s most recent financial accounts

· connected person information – this includes (but is not limited to) information relating to relevant connected persons such as names, date of birth and nationality, service address and legal form

· exclusion grounds information – this includes information relating to relevant convictions and events that form either a mandatory or discretionary exclusion ground under the Act



		Debarment

		Debarment is a mechanism under which a Minister of the Crown can put a supplier on the centrally-published debarment list. This must be following an investigation, whereby the minister is satisfied that a supplier is an excluded supplier or an excludable supplier and should be added to the debarment list. 

Depending on why a supplier is on the debarment list, contracting authorities either must exclude them or may exclude them from procurements. The list will be managed by the Procurement Review Unit (PRU) and published on GOV.UK



		Excluded supplier

		A supplier is an ‘excluded supplier’ where the contracting authority considers, firstly, that a mandatory exclusion ground applies to the supplier or an associated person and, secondly, that the circumstances giving rise to the exclusion ground are continuing or likely to occur again. A supplier will also be an excluded supplier where a Minister of the Crown has already determined this – i.e. where the supplier or an associated person is on the debarment list because of a mandatory exclusion ground.



		Excludable supplier

		A supplier is an ‘excludable supplier’ where the contracting authority considers, firstly, that a discretionary exclusion ground applies to the supplier or an associated person and, secondly, that the circumstances giving rise to the exclusion ground are continuing or likely to occur again. A supplier will also be an excludable supplier where a Minister of the Crown has already determined this – i.e. where the supplier or an associated person is on the debarment list because of a discretionary exclusion ground.



		Exclusions

		The Procurement Act sets out a list of mandatory (schedule 6) and discretionary (schedule 7) exclusion grounds and places a duty on contracting authorities to consider both whether any of these apply to suppliers (including by virtue of a connected person), as well as whether the circumstances are continuing or likely to occur again. Contracting authorities must exclude an excluded supplier and may exclude an excludable supplier from procurements.



		Intended sub-contractors

		As part of a competitive tendering process, contracting authorities must ask for details of all sub-contractors a supplier intends to use as part of the procurement (as required by section 28(1)(a) of the Act). This is not restricted to sub-contractors that the supplier is relying on to meet conditions of participation (who will in any event be associated persons) but applies to all sub-contractors (of all tiers) the supplier intends to sub-contract the performance of all or part of the contract to.

A contracting authority must check whether any of the intended sub-contractors are on the debarment list (as required by section 28(1)(b) of the Act).

A contracting authority may also request information for the purpose of determining whether any intended sub-contractor is an excluded or excludable supplier.



		Unique identifier

		Unique identifiers are defined in regulation 8 of the Procurement Regulations 2024. In the case of a supplier, it is the unique code which is submitted to the central digital platform and is recognised by that platform or, where no such code is submitted and recognised, it is the unique code which is allocated by that platform when the supplier registers on that platform.







[bookmark: _Toc183608003][bookmark: _Toc189571797]Procurement Specific Questionnaire

[bookmark: _Toc189571798]PSQ Explainer (for suppliers)



1. Public procurement is governed by regulations to ensure that procurement delivers value for money, competition, transparency and integrity.

2. The Procurement Specific Questionnaire (PSQ) has been designed to help contracting authorities ensure that suppliers share the right information when participating in a procurement. This is separate from the formal tender submission (on how the supplier proposes to meet the tender requirements). The PSQ consists of three parts:

3. Part 1 - confirmation of core supplier information: suppliers participating in procurements will now be expected to register on a central digital platform (CDP). Suppliers can submit their core supplier information and, where a procurement opportunity arises, share this information with the contracting authority via the CDP. It is free to use and will mean suppliers should no longer have to re-enter this information for each public procurement but simply ensure it is up to date and subsequently shared. The CDP is available at https://www.gov.uk/find-tender. Part 1 provides confirmation that suppliers have taken these steps.

4. Part 2 - additional exclusions information: procurement legislation provides for an ‘exclusion regime’ and a published ‘debarment’ list to safeguard procurement from suppliers who may pose a risk (for example, due to misconduct or poor performance). Suppliers must submit their own (and their connected persons[footnoteRef:14]) exclusions information via the CDP. This includes self-declarations as to whether any exclusion grounds apply to them and, if so, details about the event or conviction and what steps have been taken to prevent such circumstances from occurring again. [14:  Connected persons are persons who exercise (or have a right to exercise) significant influence or control over the supplier and those over which the supplier exercises (or has the right to exercise) significant influence or control. This includes majority shareholders, directors and shadow directors, parent and subsidiary companies and predecessor companies. The majority of the exclusion grounds state that they apply to the supplier or a connected person of the supplier.] 


5. As part of a procurement, a supplier will need to also share additional exclusions information for any suppliers that they are relying on to meet the procurement’s conditions of participation. These could either be consortium members or key sub-contractors (but excludes any guarantors). These suppliers are ‘associated persons’ and their exclusions information must be shared with the contracting authority. We recommend this is done by ensuring that associated persons register, submit and share their information via the CDP (like the prime/main supplier).

6. In addition to the sub-contractors who are being relied on to meet the conditions of participation (who are associated persons), suppliers will need to share an exhaustive list of all their intended sub-contractors, which will be checked against the debarment list.

7. If a sub-contractor is unknown at the start of the procurement (or brought in during it), this should be made clear by the supplier and relevant details of the sub-contractor should be provided once their identity and role is confirmed. This information should be shared with the contracting authority as soon as possible and at least by final tenders.

8. Part 3 - conditions of participation: contracting authorities may set conditions of participation which a supplier must satisfy in order to be awarded a public contract. They can relate to the supplier’s legal and financial capacity or their technical ability.

9. Some of the information requested in the PSQ will be for information purposes only. Other information will be assessed by the contracting authority. This might include a pass or fail mechanism, or a threshold which the supplier must meet. Under certain procurement processes, a contracting authority might use the information shared via the PSQ as part of a selection process to limit the number of participating suppliers. For example, inviting the five suppliers that submitted the highest scoring responses. Where this is the case, the contracting authority will outline the maximum number of suppliers, and the criteria used to select the limited number of suppliers, in their tender notice (section 20(4)(a) of the Procurement Act and regulation 19(2)(d) of the Procurement Regulations 2024).

10. Suppliers should note that contracting authorities have legislative duties to publish certain information which relate to the supplier in their contract award notices. This information includes, but is not limited to:

· details of the winning supplier’s associated persons 

· details of the winning supplier’s connected person information

· for certain procurements over £5 million, details of unsuccessful bidders



11. Where a supplier is unsure or requires any clarification, they should check with the contracting authority.




		

		



		No.

		Question



		[bookmark: _Toc183608004][bookmark: _Toc189571799]Preliminary questions



		1. 

		What is your name? (supplier name)



		

		[Insert name]



		2. 

		You must be registered on the central digital platform (CDP).

What is your central digital platform unique identifier?



		

		[Insert unique identifier]



		3. 

		Please confirm if you are bidding as a single supplier (with or without sub-contractors) or as part of a group or consortium.

If you are bidding as part of a group or consortium (including where you intend to establish a legal entity to deliver the contract), please provide: 

a. the name of the group/consortium

b. the proposed structure of the group/consortium, including the legal structure where applicable

c. the name of the lead member in the group/consortium

d. your role in the group/consortium (e.g. lead member, consortium member, sub-contractor)



		

		[Insert information]



		4. 

		[Where applicable] Please confirm which lot(s) you wish to bid for?



		

		[Insert details]



		5. 

		Are you on the debarment list?



		

		[Insert Yes or No]

[If yes, insert details]



		[bookmark: _Toc183608005][bookmark: _Toc189571800]Part 1 – confirmation of core supplier information



		6. 

		You must submit up-to-date core supplier information on the CDP and share this information with us via the CDP (either a share code or PDF download).

This includes:

a. basic information

b. economic and financial standing information

c. connected person information (these are persons with the right to exercise, or who actually exercise, significant influence or control over the supplier, or over whom the supplier has the right to exercise, or actually exercises, significant influence or control over, for example: directors, majority shareholders and parent and subsidiary companies)

d. exclusion grounds information

Please confirm you have shared this information with us.



		

		[Insert reference / file name]



		[bookmark: _Toc183608006][bookmark: _Toc189571801]Part 2 – additional exclusions information 



		[bookmark: _Toc183608007]Part 2A – associated persons



		7. 

		Are you relying on any associated persons to satisfy the conditions of participation? (these are other suppliers who might be sub-contractors or consortium members but not a guarantor).

[The conditions of participation are outlined in Part 3]

If so, please complete Q8, Q9 & Q10 (otherwise Q8, Q9 & Q10 are not applicable).



		

		[Insert Yes or No]



		8. 

		For each supplier/associated person, please confirm which condition(s) of participation you are relying on them to satisfy.



		

		[Insert name of supplier and brief description]

[Insert name of supplier and brief description]



		9. 

		For each associated person, you must confirm they are registered on the CDP and have shared with us their information (either a share code or PDF download):

a. basic information

b. economic and financial standing information 
(if they are being relied upon to meet conditions of participation regarding financial capacity)

c. connected person information

d. exclusion grounds information



		

		[Insert name of supplier and reference / file name]



		10. 

		Are any of your associated persons on the debarment list?



		

		[Insert Yes or No]

[If yes, insert details]



		[bookmark: _Toc183608008]Part 2B – list of all intended sub-contractors



		11. 

		Please provide: 

a. a list of all suppliers who you intend to sub-contract the performance of all or part of the contract to (either directly or in your wider supply chain)

b. their unique identifier (if they are registered on the CDP), or otherwise, a Companies House number, charity number, VAT registration number, or equivalent

c. a brief description of their intended role in the performance of the contract

If you are not intending to sub-contract the performance of all or part of the contract, then this question and Q12 are not applicable.



If a sub-contractor is unknown at the start of the procurement (or brought in during it), this should be made clear by the supplier and relevant details of the sub-contractor should be provided once their identity and role is confirmed. This information should be shared with the contracting authority as soon as possible and at least by final tenders.



		

		[Insert name of supplier – unique identifier – brief description]

[Insert name of supplier – unique identifier – brief description]



		12. 

		Please confirm if any intended sub-contractor is on the debarment list.

The debarment list can be found here [insert link]



		

		[Insert Yes or No]

[If yes, insert sub-contractor(s) name and provide details]



		[bookmark: _Toc183608009][bookmark: _Toc189571802]Part 3 – questions relating to conditions of participation



		[bookmark: _Toc183608010]Part 3A – standard questions



		Financial capacity



		13. 

		Are you relying on another supplier to act as a guarantor?

If so, please provide their name and evidence of their economic and financial standing.



		

		[Insert Yes or No]

[If yes, insert reference / file name]



		14. 

		Please confirm whether you already have, or can commit to obtain, prior to the award of the contract, the levels of insurance cover indicated below:

a. Employer’s (Compulsory) Liability Insurance* = [£x]

b. Public Liability Insurance = [£x]

c. Professional Indemnity Insurance = [£x]

d. Product Liability Insurance = [£x]

*There is a legal requirement for certain employers to hold Employer’s (Compulsory) Liability Insurance of £5 million as a minimum. See the Health and Safety Executive website for more information: www.hse.gov.uk/pubns/hse39.pdf.



		

		[Insert Yes or No]

[Insert details of your insurances already in place]

[Insert details of your insurances which would be obtained following contract award (including information on how you will obtain this insurance – e.g. a quote)]



		Legal capacity



		15. 

		Please confirm that you have in place, or that you will have in place by the award of the contract, the human and technical resources to perform the contract to ensure compliance with the UK General Data Protection Regulation and to ensure the protection of the rights of data subjects.

Please provide details of the technical facilities and measures (including systems and processes) you have in place, or will have in place by contract award, to ensure compliance with UK data protection law and to ensure the protection of the rights of data subjects. Your response should include, but should not be limited to facilities and measures:

· to ensure ongoing confidentiality, integrity, availability and resilience of processing systems and services

· to comply with the rights of data subjects in respect of receiving privacy information, and access, rectification, deletion and portability of personal data

· to ensure that any consent based processing meets standards of active, informed consent, and that such consents are recorded and auditable

· to ensure legal safeguards are in place to legitimise transfers of personal data outside the UK (if such transfers will take place)

· to maintain records of personal data processing activities 

· to regularly test, assess and evaluate the effectiveness of the above measures



		

		[Insert Yes or No]

[Insert information]



		Technical ability



		16. 

		Relevant experience and contract examples

Please provide details of up to three contracts to meet conditions of participation relating to technical ability set out in the relevant notice or procurement documents, in any combination from either the public or private sectors (which may include samples of grant-funded work). 

Where this procurement is for goods or services, the examples must be from the past three years.

The named contact provided should be able to provide written evidence to confirm the accuracy of the information provided.

For consortium bids, or where you have indicated that you are relying on an associated person to meet the technical ability, you should provide relevant examples of where the associated person has delivered similar requirements. If this is not possible (e.g. the consortium is newly formed or a special purpose vehicle is to be created for this contract) then three separate examples should be provided between the principal member(s) of the proposed consortium or members of the special purpose vehicle or sub-contractors (three examples are not required from each member).

If you cannot provide at least one example of previous contracts, please provide an explanation for this and how you meet the conditions of participation relating to technical ability.



		

		[Insert information below]

		

		Contract 1

		Contract 2

		Contract 3



		Name of customer

organisation who

signed the contract

		

		

		



		Name of supplier

who signed the

contract

		

		

		



		Point of contact in

the customer’s

organisation

		

		

		



		Position in the

customer’s

organisation

		

		

		



		Email address

		

		

		



		Description of

contract

		

		

		



		Contract start date

		

		

		



		Contract completion date

		

		

		



		Estimated contract

value

		

		

		







		[If you cannot provide at least one example of previous contracts that are relevant to the requirement, in no more than 500 words please provide an explanation for this and how you meet the conditions of participation relating to technical ability – e.g. your organisation is a new start-up or you have provided services in the past but not under a contract.]









		17. 

		Experience of sub-contractor management

Where you intend to sub-contract a proportion of the contract, please demonstrate how you have previously maintained healthy supply chains with your sub-contractor(s) (which may be the intended sub-contractor(s) for this procurement or any others used previously).

The description should include the procedures you use to ensure performance of the contract.



		

		[Insert information]



		18. 

		Organisational standards

Where conditions of participation have specified organisational qualifications or standards, please provide details of how these are met, or other equivalent standards that equal or exceed what has been requested. 



		

		[Insert information]



		19. 

		Health and safety

Please describe the arrangements you have in place to manage health and safety effectively and control significant risks relevant to the contract (including risks from the use of contractors, where relevant). [Please use no more than 500 words.]







		

		[Insert information]



		Tackling Modern Slavery in Supply Chains (PPN 009)



		20. 

		Modern Slavery Statement (or equivalent statement/document)

Supplier is ‘a relevant commercial organisation’* and is compliant with the requirements contained within section 54 of the Modern Slavery Act 2015 and associated guidance and their statement includes information relating to: 

a. the organisation’s structure, its business and its supply chains 

b. its policies in relation to slavery and human trafficking 

c. its due diligence processes in relation to slavery and human trafficking in its business and supply chains 

d. the parts of its business and supply chains where there is a risk of slavery and human trafficking taking place, and the steps it has taken to assess and manage that risk 

e. its effectiveness in ensuring that slavery and human trafficking is not taking place in its business or supply chains, measured against such performance indicators as it considers appropriate 

f. the training and capacity building about slavery and human trafficking available to its staff  

Or

Supplier is not ‘a relevant commercial organisation’ but has a turnover of more than £36 million and has provided a link to an equivalent statement or document which demonstrates information relating to a to f above.

*‘Relevant commercial organisations’ are defined as commercial organisations that carry on a business or part of business in the UK, supply goods or services and have an annual turnover of £36 million or more.

[Note to contracting authorities: The question may be adapted further, for example, depending on the nature of the procurement. You may also decide to ask this question of organisations who have a turnover of less than £36 million, but only where it is proportionate to do so.] 



		

		[Insert information]



		

		



		[bookmark: _Toc183608012][bookmark: _Toc189571803]Confirmations



		21. 

		I confirm that:

· to the best of my knowledge the answers submitted and information contained in this document are complete, accurate and not misleading

· upon request and without delay I will provide any additional information requested of us

· I understand that the response to this questionnaire will be used to assess whether our organisation is entitled to participate in, or continue to participate in, this procurement

· I understand that our organisation may be excluded from the procurement if requested information has not been provided, if any of this response or any follow up responses are incomplete, inaccurate or misleading, if confidential information has been accessed or if we have unduly influenced your decision-making in this procurement



		

		[Insert Yes or No]







		
Signed

		







		Date

		







		Name

		







		Role

		







		Phone number

		







		Email

		







		Postal address
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