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[bookmark: _Toc195194878]Part 1: Deadline for Responding to this Invitation to Tender
The deadline for providing a response to the Procurement Specific Questionnaire is 9th July 2025 12noon. This deadline relates to Stage 1 - ‘Conditions of Participation’. 
The deadline for providing a response to the Invitation to Tender (ITT) is 1st August 2025 12:00pm (the “Tender Submission Deadline”). This deadline relates to Stage 2 – ‘Invitation to Tender’. 
See Part 8: Procurement Timetable and Part 11: How to Respond to this Opportunity of this ITT for further details.

[bookmark: _Toc195194879]Part 2: Introduction
1. This Procurement is being conducted in accordance with the Procurement Act 2023 (Act) using the Competitive Flexible Procedure. This ITT describes how the Procurement will be conducted, including details of the associated Tender Documents, Award Criteria and how to respond to this opportunity. Suppliers are strongly encouraged to read this ITT thoroughly before preparing their submission. 
2. Suppliers have already expressed an interest in participating in this Procurement by completing the ‘Expression of Interest’ form, that was issued on 24th January 2025. Expression of Interest responses were assessed and who expressed an interest in participating in this Procurement were selected and invited to submit a Tender. 
3. This ITT has been prepared to assist Suppliers in deciding whether to submit a Tender in this Procurement. Please read this ITT carefully, as failure to comply with this ITT may result in exclusion from the Procurement and/or the rejection of your Tender. 
4. This ITT should be read in conjunction with the Tender Notice and any other Tender Documents which have been made available at this stage of the Procurement.
5. The London Fire Commissioner (LFC, or the Commissioner) reserves the right to issue updated versions of this ITT to Suppliers as and when the need arises, in order to reflect the corresponding stage of the Competitive Flexible Procedure, together with any changes to the Procurement or any other new information. 
6. Please read and ensure compliance with the Procurement terms and conditions contained in Appendix A: Procurement Terms and Conditions. 
7. [bookmark: _Toc167865296]Common terms and expressions shall have the meanings ascribed to them in the glossary in Appendix E: Glossary.
8. All references to a ‘section’ are to a section in the Act unless otherwise stated.
9. All references to a ‘part’, ‘paragraph’, ‘appendix’ or ‘annex’ are to a part, paragraph, appendix or annex of this ITT unless otherwise stated.
10. All references to dates and times within this ITT shall be interpreted in accordance with the United Kingdom time zones applicable at the date of the Procurement (i.e. GMT/BST). 
11. LFC is conducting this Procurement using a two-stage Competitive Flexible Procedure because it is able to specify the solutions capable of satisfying its needs and the legal and financial makeup of the Contract. As a result, LFC does not intend to enter into dialogue or negotiation on any aspect of its requirements or the Contract (although reserves its right to do so). Accordingly, Suppliers are encouraged to make the best use possible of the Clarification process. Since there will be no dialogue or negotiation, Suppliers must ensure that they have understood LFC’s requirements and comments in Tenders such as “for discussion” or “to be worked up in discussion with LFC” are likely to fare worse on assessment and may render the Tender unacceptable.
[bookmark: Part3][bookmark: _Ref190252511][bookmark: _Toc195194880]Part 3: Introduction to LFC
1. The London Fire Commissioner has responsibility for the fire and rescue services provided by the London Fire Brigade (LFB) and some emergency planning functions. The London Fire Brigade is the busiest fire and rescue service in the country and is one of the largest firefighting and rescue organisations in the world. It is a corporate body subject to fire service and (some) Local Government legislation. 
2. The London Fire Brigade employs approximately 5,992 staff in total including around 5,096 operational firefighters. The London Fire Brigade operates 24 hours a day every day.  The area covered for firefighting purposes is 620 square miles (1,587 square kilometres) with virtually every known type of fire risk, from high risk, densely populated inner-city areas to lower risk suburban locations. 
3. Operational response and community fire safety services are managed by the Operations Directorate and largely provided by operational personnel located in 103 fire stations, including one river station, in a borough based structure aligned to London local authority boundaries to maximise partnership working with local authorities, other emergency services and the voluntary sector.  In addition, there is the London Operations Centre at Merton.  Support services are provided by staff in the Directorates of Safety and Assurance and Corporate Services and are co-ordinated from the Commissioner’s Headquarters complex at 169 Union Street, London SE1 0LL. 
4. The Successful Supplier will have to ensure it understands and is compliant with the following LFC policies:
a) Ethical Sourcing Policy: Policy 1006


b) Counter Fraud and Corruption Policy and Response Plan: Policy 0568


c) LFC’s Press and PR Protocol 
(included in the Draft Contract Agreement)
d) The Equalities Protocol 
(included in the Draft Contract Agreement)
e) The GLA Group Responsible Procurement Policy: Policy 0696


f) Information Security Policy: Policy 0442


[bookmark: _Toc195194881]Part 4: Overview of LFC’s Requirements
1. Since the early 2000s, the LFC’s estate has supported hosting Mobile Network Operators (MNO) electronic communications installations. New legislation introducing the Electronic Communications Code 2017, hereafter referred to as ‘The Code’, has significantly deteriorated the benefits to landowners and the income that landlords can generate, whilst increasing the powers MNOs have to acquire sites. This benefits the government’s targets in improving national telecommunications infrastructure.

1. Across the LFC estate, 59 fire stations have 79 lease agreements for telecoms installations with multiple MNOs on site for 20 stations. Their equipment is in various locations, from drill training towers to the roofs of fire stations and in some cases stand-alone antennas. Since 2022, Estates Professional Management Services (EPMS) for the Telecommunications Estate have been procured separately with the primary objective of minimising impacts on fire station operations and uses in respect of MNOs and their access to works/alterations on LFC sites.

1. Currently the LFC has no lease agreements agreed that are covered by The Code, however the impacts of new legislation are due to occur for LFC in 2025/26 with the imminent signing of new lease agreements.  Any current leases that have expired are holding over outside The Code and therefore the old (higher) rents are currently being paid. The introduction of The Code provides MNOs with the power to install and keep installed their equipment on private land.  LFC can only terminate the Agreement in very limited and specific grounds: -
· by providing evidence to redevelop all or part of the land and giving at least 18 months' notice, 
· substantial breaches by the MNO of its obligations under the Agreement; 
· persistent delays in making payments; 
· the MNO is not entitled to an agreement in the first place because its test justifying the need for the site has not been proven.
1. LFC’s Estate Management Team operates a core in-house function that relies on the support of an external supply chain of EPMS advisors. The Specification (Appendix K) provides a range of professional services for LFC in a specialised telecommunications market. The proposed structure for delivery of the services LFC required is split between ‘Core’ and ‘Call-off Services’. The successful Supplier will be the only Supplier responsible for providing EPMS services to the LFC.

1. Table A below provides an overview of the services required and fee basis.

Table A – Scope and structure of the EPMS for the Telecommunications Estate  

	Service Area 
	Service type 
	Proposed fee structure  
	Summary 

	Lease and data management 
	Core  
	Fixed 
	Responsibility for managing MNOs in accordance with lease terms and maintaining the LFC’s telecoms related estate data. 

	Site Access Management (SAM)  
	Core 
	Fixed 
	Management and compliance of MNO contractors regarding site access for works/alterations in liaison with LFC’s Person in Charge of the premises.

	Rent Collection 
	Core
	Fixed
	Efficient collection and transfer of rent/payments to the LFC in accordance with lease agreements.

	Upgrades/Major Works 
	Call off 
	Fixed
(costs recoverable) 
	Process all MNO requests for Upgrades or Major Works, log and acknowledge in accordance with LFC’s defined procedures and RICS standards.  

	Wayleaves 
	Call off 
	Fixed
(recoverable from MNO) 
	Process all Wayleave applications in respect of LFC estate in accordance with LFC’s procedures and RICS standards.

	Rent reviews 
(RPI and/or Open Market Value)
	Call off 
	Fixed 
	Landlord activation of rent reviews in accordance with RICS standards.  

	Lease renewals 
	Call off 
	Fixed 
(recoverable from MNO)
	Process negotiations and agree lease terms with LFC Property and Legal teams in line with respective industry standards.  

	Strategic advice
	Call off
	Hourly rate
	Provide strategic advice to LFC regarding telecoms lease agreements if/when appropriate

	New lettings 
	Call off 
	Fixed 
(recoverable from MNO)
	Process expression of interests/MNO requests in respect of new LFC sites in line with agreed processes. 

	Ad hoc services
	Call off 
	Fixed
	Processes LFC requirements lift and shift provision, requests for power outages, snagging issues incurred by MNO works.


 
 
1. The new EPMS for the Telecommunications Estate contract will be a key enabler in protecting the LFC’s best interests in respect of the upgraded rights of MNO tenant occupations. The new contract will provide:  
· Independent professional advice to support decision making;
· An effective commissioning and fee structure aligned to industry standards;  
· Verified and accurate data to enable effective telecoms estates performance management; 
· Assurance on the negotiation of new leases under The Code; 
· Optimise cost recovery from MNOs, where appropriate;
· Support Station Commanders in managing and minimising the impact of MNO contractors works on LFC sites;
· Assurance on matters such as challenging routes for wayleaves and or major works at LFC sites.   
1. The Contract will be for a term of 3 years commencing on 1st November 2025 and terminating on 31st October 2028. The Contract may be extended for a further period up to 2 years (1 + 1 year extension period) available at LFC’s discretion. Contract expiry date with extensions is 31st October 2030.   

1. Please refer to Appendix K (Specification) for further detailed information regarding LFC’s EPMS requirements. 
 
1. LFC does not consider that subdivision into lots would be appropriate, as this could risk rendering the execution of the Contract excessively technically difficult or expensive, and the need to coordinate different Suppliers for the lots could seriously risk undermining the proper execution of the Contract. 
[bookmark: _Toc195194882]Part 5: Tender Documents
1. The LFC is using the In-Tend Procurement Portal for the Procurement Process: https://www.in-tend.co.uk/  (the “Procurement Portal”).

2. Instructions on registering on In-Tend and the Bluelight E-procurement Portal was distributed to the Suppliers via email on 25th January 2025. Confirmation of registration have been received from the Suppliers who responded to the ‘Expression of Interest’ letter.

3. All documents are immediately available for download via the Procurement In-Tend Portal. The Tender Documents comprises the following documents:
This Invitation to Tender 
a. Appendix A: Procurement Terms and Conditions	
b. Appendix B: LFC’s Detailed Requirement
c. Appendix C: Service Levels, Service Credits and KPIs Document 
d. Appendix D: The Draft Contract Agreement
e. Appendix E: Glossary
f. Appendix F: Form of Tender
g. Appendix G: Certificate of Non-Collusion and Non-Canvassing
h. Appendix H: Commercially Sensitive Information
i. Appendix I: Confidentiality Undertaking
j. Appendix J: Supporting Information
k. Appendix K: Specification Document
l. Appendix L: Response Document
i. Part 1 - Quality and Social Value Questions/Method Statements
ii. Part 2 – Pricing Matrix
m. Appendix M: Procurement Specific Questionnaire 
4. Suppliers proposing to submit a PSQ and Tender are advised first to read the Tender Documents carefully to ensure that they are fully familiar with the nature and extent of the obligations to be accepted by them if their Tender is accepted. No claims by the Successful Supplier for additional payments will be allowed on the grounds of misunderstanding or misinterpretation due to lack of knowledge of the requirements set out in the Tender Documents.

5. [bookmark: _Ref189577804]Subject only to clarifications submitted in accordance with paragraph 9 of Part 13 of this ITT, no alterations may be made to any response document required to be submitted with your Tender response after the Tender Submission Deadline. Any alteration made will result in your Tender being rejected.  


6. The Tender response must not be: 

a. qualified; or

b. conditional; or

c. accompanied by statements which could be construed as rendering it equivocal and/or submitted on a different footing from those of other Suppliers.

7. LFC is not bound to accept the lowest priced Tender and shall not be responsible for any costs in connection with the preparation thereof. If and when a Tender is accepted a written notification will be sent to all Suppliers. 

8. Tender prices shall be fixed and inclusive of everything required to supply the Services but exclusive of VAT. 


[bookmark: _Toc195194883]Part 6: Preliminary Market Engagement
1. Preliminary market engagement was conducted through email outreach on the 24th of January 2024.
2. Six Suppliers have shown their interest in this Tender by signing and returning an ‘Expression of Interest’ letter including the Suppliers In-Tend registration information. 
3. While the successful preliminary market engagement has resulted in six potential Bidders, we will proceed with issuing a Tender Notice in accordance with the established guidelines, to further explore market opportunities and ensure a comprehensive sourcing process. 
[bookmark: Part7][bookmark: _Ref190348129][bookmark: _Toc195194884]Part 7: The Procurement Process
14. This Competitive Flexible Procedure will be conducted in two (2) stages. The two (2) stages are described in more detail below.
Stage 1: Invitation to participate 
15. Stage 1 will commence with the issuing of a Tender Notice on the Central Digital Platform and the publication of this ITT including the Tender documents. 
16. The Qualification Envelope includes a PSQ which all Suppliers are required to complete and return in accordance with the Procurement Timetable, instructions set out in this ITT and any additional information provided by LFC.
17. LFC will use this stage to confirm that neither the Supplier, nor any related persons within its corporate group, associated persons relied on to meet the Conditions of Participation, or proposed sub-contractors, are listed on the Cabinet Office debarment list. To the extent that any such entities are listed on the debarment list, LFC will consider whether to exclude the Supplier from participating in the Procurement in accordance with its obligations under the Act.

18. In addition, LFC will consider whether any Supplier or related persons within its corporate group, associated persons relied on to meet the Conditions of Participation, or proposed sub-contractors, are excluded or excludable Suppliers and before LFC determines that a Supplier is an excluded or excludable Supplier, it will provide the Supplier reasonable opportunity to make representations and provide evidence as is proportionate in the circumstances. If the Supplier is an excluded or excludable Supplier only by virtue of an associated person or proposed sub-contractor, LFC will notify the Supplier of its intention to exclude the Supplier and provide the Supplier with reasonable opportunity to replace the associated person or sub-contractor. If as a consequence of this process LFC excludes the Supplier from participating in the Procurement, or is aware of an associated person or sub-contractor having been replaced, it will give notice of this fact within thirty (30) days of its decision to the Procurement Review Unit (PRU).

19. LFC will also undertake a review of the completed PSQ with reference to any information held on the Central Digital Platform. Responses to any Conditions of Participation will be assessed in accordance with the selection process and any selection criteria as set out in the Tender Notice, PSQ and described in this document. The assessment of these responses will identify the number of Suppliers to be invited to participate in Stage 2.
20. Stage 1 will be complete with Suppliers being notified in writing whether or not they had been successfully shortlisted to participate in Stage 2. Suppliers not invited to Stage 2 will be provided with a written explanation of the reasons why they have not been shortlisted to participate in Stage 2.
21. Suppliers should note that LFC reserves the right to re-assess any response to the PSQ, in light of any new relevant information that comes to LFC’s attention. Please refer to the ‘Supplier eligibility’ provisions in Appendix A: Procurement Terms and Conditions.
Stage 2: Invitation to submit a Tender
22. Stage 2 will commence with the issuing of a letter inviting Suppliers that have been successfully shortlisted at Stage 1 to submit their Tenders. 
23. Tenders must be submitted in accordance with the Procurement Timetable, instructions set out in this ITT and any additional information provided by LFC. 
24. After the Tender Submission Deadline, LFC will consider, in respect of each Supplier that submitted a Tender, whether the Supplier or any related persons within its corporate group, associated persons relied on to meet the Conditions of Participation, or proposed sub-contractors, are excluded or excludable Suppliers and will consider whether to disregard the Tender submitted in accordance with its obligations under the Act. If the Supplier is an excluded or excludable Supplier only by virtue of an associated person or proposed sub-contractor, LFC will notify the Supplier of its intention to disregard its Tender and provide the Supplier with reasonable opportunity to replace the associated person or sub-contractor. If as a consequence of this process LFC disregards a Tender from an excluded or excludable Supplier or is aware of an associated person or sub-contractor having been replaced, it will give notice of this fact within thirty (30) days of its decision to the Procurement Review Unit (PRU).
25. [bookmark: _Ref190336135]LFC will conduct an assessment of all Tenders in order to identify the Supplier which has submitted the Most Advantageous Tender (MAT) in accordance with the assessment methodology and Award Criteria set out in the Tender Notice and described in this ITT. LFC may disregard a Tender:
a) from a Supplier that is not a United Kingdom Supplier or a Treaty State Supplier or that intends to sub-contract the performance of all or part of the Contract to a Supplier that is not a United Kingdom Supplier or a Treaty State Supplier;
b) if the Tender breaches a procedural requirement set out in the Tender Notice, this ITT or associated Tender Documents; or 
c) if the Tender offers a price that LFC considers to be abnormally low for the performance of the Contract. Where LFC considers in its absolute discretion that a price offered by a Supplier in its Tender is abnormally low, LFC will notify the Supplier and give the Supplier reasonable opportunity to demonstrate that it will be able to perform the Contract for the price offered in accordance with section 19(3)(c) of the Act. LFC will only disregard the Tender if the Supplier cannot satisfactorily demonstrate that it will be able to perform the Contract for the price offered.
26. Once the assessment has concluded, LFC will provide an assessment summary to all Suppliers that submitted Tenders to:
a) inform them whether they have been successful in being awarded the Contract;
b) provide an explanation of the assessment of the Supplier’s Tender against the relevant Award Criteria, in accordance with the requirements of the Act; and
c) where different to the Supplier concerned, provide information in respect of the most advantageous tender submitted, including details of the assessment of this Tender against the relevant Award Criteria and the Supplier’s name. 
27. Once the assessment summaries have been provided to the Suppliers that submitted Tenders, LFC will also publish a Contract Award Notice on the Central Digital Platform to commence the mandatory standstill period.
28. Subject to completion of the mandatory standstill period, Stage 2 will end with LFC entering into the Contract with the preferred Supplier and publication of a Contract Details Notice on the Central Digital Platform (within thirty (30) days of the date on which the Contract is entered into). Where appropriate, a copy of the Contract may also be published on the Central Digital Platform. 
[bookmark: Part8][bookmark: _Ref190344766][bookmark: _Ref190347523][bookmark: _Ref190349081][bookmark: _Toc195194885]Part 8: Procurement Timetable
1. [bookmark: _Ref189645237]The timetable for the Procurement is set out in the following table (the “Procurement Timetable”). Deadlines for the submission of responses to LFC are shown in bold. Failure to meet these deadlines will result in a Supplier’s submission not being considered unless there are exceptional mitigating circumstances such as a technical failure in connection with the Procurement Portal.

	Date(s) and time(s)
	Procurement activity

	19th June 2025
	Publication of Tender Notice and Tender Documents 

	9th July 2025 12noon
	PSQ Clarification period closes

	 18th July 2025 12noon 
	PSQ Submission deadline

	24th July 2025 
	Suppliers Informed of outcome of PSQ and Invitation to Tender is issued to shortlisted Suppliers

	1st August 2025 12noon
	Tender Clarification period closes (the “Tender Clarifications Deadline”)

	7th August 2025 12noon 
	Publication of responses to Tender Clarification question

	15th August 2025 12noon
	Tender Submission Deadline

	1st November 2025
	Service Commencement date

	1st November 2025
	Contract Details Notice



1. Please note that LFC reserves the right, in its absolute discretion, to amend the Procurement Timetable or extend any time period in connection with the Procurement. Any changes to the Procurement Timetable will be notified simultaneously to the Suppliers via the Procurement Portal.
[bookmark: _Toc195194886]Part 9: Service Levels, Service Credits and KPIs
1. Details regarding Service Levels, Service Credits, and Key Performance Indicators (KPIs) can be found in Appendix C below.
[bookmark: _Toc195194887]Part 10: Contract Terms
1. [bookmark: _Toc102986261]Included as part of the Tender Documents is the Draft Contract Agreement, which is included at Appendix D: The Draft Contract Agreement. LFC will not accept changes to the Draft Contract Agreement and intends to enter into the Contract with the Successful Supplier on the terms set out in Appendix D: The Draft Contract Agreement . Accordingly, every Tender received by LFC shall be deemed to have been made subject to the Draft Contract Agreement. Any alternative terms or conditions offered on behalf of a Supplier shall be deemed to have been rejected by LFC unless expressly accepted by it in writing. Suppliers are not required to sign the Contract at submission of Tender Stage.
33. [bookmark: _Toc102986263]Suppliers should note that the Successful Supplier will be contractually bound to deliver the required services in accordance with the terms set out in the Contract. Further, the Successful Supplier’s Tender will be included in the Contract. 
34. [bookmark: _Ref44688052][bookmark: _Toc102986264][bookmark: _Ref132981394]The Contract will be executed as a simple contract. The Successful Supplier will be required to execute the Contract promptly and shall not commence the provision of the services nor be entitled to any remuneration whatsoever until it has done so unless otherwise expressly agreed at its discretion by LFC.
35. [bookmark: _Toc102986265]The Successful Supplier shall be liable for any loss or damage incurred by LFC if the services cannot commence on the commencement date as a result of the Successful Supplier’s failure to execute the Contract properly.
36. [bookmark: _Ref190347014]After the Contract is executed, a Contract Details Notice and a copy of the Contract will be published. 
[bookmark: _Ref190344774][bookmark: _Toc195194888]Part 11: How to Respond to this Opportunity
1. All documents, discussions and meetings will be conducted in English. Tenders and supporting documents must be priced in pound sterling (£) and all payments under the Contract will be made in pound sterling. Price variances will be considered only at the Contract review opportunities expressly stated in the Contract.  
38. [bookmark: _Ref189646033]Each Supplier is invited to submit one (1) compliant Tender. Variants are not permitted and will be rejected. A variant submission will be considered non-compliant and not substantially complete for the purposes of this ITT.  
39. Suppliers must submit their PSQ and Tender, and all required supporting documentation, via the Procurement In-Tend Portal to arrive by no later than the relevant submission deadline. Please note that incomplete or late submissions may be rejected prior to Tender assessment.
40. Suppliers shall submit all forms and documentation specified in the appendices to this ITT. Failure to comply fully may render your Tender invalid.
41. As the Tender of the Successful Supplier will be incorporated into the Contract, it is vital that Method Statements, proposed solutions or claims are realistic and thorough but do not contain promises of a level of service which cannot be provided, achieved or maintained. 
42. To reduce the impact on the environment, Suppliers are requested not to submit any promotional or marketing material with their Tender. Any promotional material submitted by the Supplier will not be considered as part of the Tender.

[bookmark: _Toc195194889]Part 12: Requests for Clarification 
1. [bookmark: _Hlk190411232]Any requests for clarification relating to the Procurement must be submitted via the Procurement In-Tend Portal, no later than the relevant deadline in the Procurement Timetable in Part 8 above to allow LFC sufficient time to respond prior to the relevant submission Deadline. LFC will endeavour to respond to requests for clarification submitted in accordance with these requirements as soon as possible. 
44. LFC reserves the right not to answer any requests for clarification submitted after the deadline set out in the Procurement Timetable in Part 8 above or submitted via any means other than the Procurement In-Tend Portal.
45. If Suppliers identify a technical issue with the Procurement In-Tend Portal, they should contact LFC without delay via the following contact point:
Email the Procurement Lead - ‘habiba.begum@london-fire.gov.uk’ via In-Tend Portal only.
46. Where LFC considers any requests for clarification to be relevant to the proper functioning of the Procurement, it will transmit to all other Suppliers (without reference to the identity of the Supplier which submitted the clarification question) the clarification question raised and LFC's response, with the exception of those deemed confidential as provided below. 
47. If a Supplier considers that its request for clarification should be treated as confidential and not disclosed to other Suppliers, it must communicate this and the reason why to LFC at the time of the submission of that clarification request. LFC will advise the Supplier in advance of providing the clarification response if it considers that all or any part of the request for clarification cannot be treated as confidential and will provide an opportunity for the Supplier to withdraw such aspects of the request for clarification. 
48. In such circumstances, the Supplier may either submit an amended request for the clarification to be treated as confidential, which would be considered by LFC in the same manner as the original request or raise a new request to be treated as a non-confidential request for clarification. Where a request for information or question is commercially sensitive, but the point is of general application, a distilled and sanitised version of the question and answer may be circulated. Similarly, any further clarification of issues arising or addenda will be circulated to all Suppliers in writing.
49. It is the responsibility of each Supplier to monitor all clarifications issued by LFC. LFC accepts no liability for any Supplier's failure to keep abreast of clarifications issued.
50. No other approach is to be made to any LFC staff for information relating to this project. LFC reserves the right to treat such conduct as a reason to exclude the Supplier from continuing in the Procurement. 

[bookmark: Part13][bookmark: _Ref190345644][bookmark: _Ref190347652][bookmark: _Ref190348947][bookmark: _Toc195194890]Part 13: The Assessment Process and Award Criteria
[bookmark: _Toc195194891]Tender Assessment and Award Procedure
1. LFC intends to award the Contract on the basis of the Tender that represents the Most Advantageous Tender (MAT) to LFC in accordance with the Award Criteria set out below. 
52. The PSQ and Tender assessments will follow a methodical and auditable process in accordance with the assessment methodology set out in this Part 13.
53. Procurement Specific Questionnaire Assessment
The PSQ Consists of three parts:
Part 1: Confirmation of Core Supplier Information – confirmation that Suppliers have registered on, submitted and shared their core supplier information on the Central Digital Platform. 
Part 2: Additional Exclusions Information – including:
· Part 2A – identification of the Supplier’s associated person(s); and confirmation that each associated person’s: basic information, Connected Person(s), and exclusion grounds information has also been shared (via the Central Digital Platform). 
· Part 2B – confirmation of the Supplier’s intended sub-contractors. 
Part 3 – Questions relating to Conditions of Participation.
54. Suppliers that fail any pass/fail question, or fail to provide a response to any mandatory question may be rejected from the Procurement process. 

[bookmark: _Toc195194892]Award Criteria and Assessment Questions
55. The following high-level award criteria ("Tier 1 Award Criteria") will be applied to the assessment of Tenders:  
a) Price (20%)
b) Quality (70%)
c) Social Value (10%)
56. The Assessment Panel will conduct the assessment of the Tier 1 Award Criteria by reference to the pre-defined Award Criteria published in this ITT. The following are set out below:
a) details of the relative weightings that will be applied in respect of the Award Criteria.
57. The Quality, Social Value and Price assessment is described in further detail below. 
58. LFC shall not be bound to award the Contract to the Supplier with the lowest price.
59. LFC reserves to itself the right in its absolute discretion:
a) to award the Contract to the Supplier who submits the most advantageous tender in accordance with the criteria set out below; or
b) not to award the Contract.
[bookmark: _Toc195194893]Assessment Panel
60. [bookmark: _Ref190256722]LFC has established an Assessment Panel comprising of representatives from LFC (the "Assessment Panel"). The Assessment Panel will be responsible for assessing the Tenders and raising clarifications with Suppliers.
[bookmark: _Toc195194894]Assessment of the Tenders
61. [bookmark: _Ref190333663]Following the Tender Submission Deadline, the Assessment Panel may issue clarifications to Suppliers via the Procurement In-Tend Portal. In particular, LFC may request clarifications in respect of a Supplier’s Tender where information or documentation submitted by a Supplier is or appears to be incomplete or erroneous. LFC will expect Suppliers to provide a prompt response to all clarifications issued by LFC, and within any time limit specified by LFC. 
62. Following any clarifications, the Assessment Panel will assess the Tenders including any clarification responses.
[bookmark: _Toc195194895]Compliance checks
63. All Tenders will first be checked for compliance with this ITT and for completeness. The Assessment Panel may seek clarification from the Suppliers in order to determine if a Tender is complete and compliant. Suppliers are reminded that Tenders must not be qualified or subject to clarification or confirmation and must be submitted strictly in accordance with this ITT.
64. If a Tender is not substantially complete, is qualified, is offered as a variant, or is not submitted in accordance with this ITT, then LFC may exclude such response from further consideration. LFC's decision to exclude such a Tender shall be final.
65. [bookmark: _Ref190347924]A compliant Tender is one which:
a) is complete, including all documents and responses as required on the Procurement In-Tend Portal duly completed/submitted in all material respects (LFC reserves the right to allow a Supplier to remedy a minor omission or administrative error in their written submission or a Tender form but does not guarantee it will exercise that discretion) including without limitation responses to:
i. Quality and Social Value Questions;
ii. completed Pricing Matrix;
iii. Procurement Specific Questionnaire 
iv. all forms set out in the appendices to this ITT completed; and
v. confirmation of agreement to the Draft Contract Agreement,
b) is for the provision of the whole of the Services;
c) is not qualified or subject to clarification or confirmation and does not leave any material matter for negotiation or dialogue;
d) does not derogate from the Draft Contract Agreement; and
e) is delivered before the Tender Submission Deadline.
66. Suppliers are not expected to repeat evidence of financial standing or general competency as this has already been submitted and assessed at the Participation Stage. However, LFC reserves the right to revalidate the outcome of the PSQ assessment at any stage if any material change of circumstances becomes apparent in order to ensure that Suppliers remain eligible. 
[bookmark: _Toc195194896]Award Criteria
67. The Award Criteria which will be applied, and their weightings are set out in Table 1 below.
68. LFC reserves the right to refine any specific Award Criteria during the Procurement and before inviting Suppliers to submit Tenders in accordance with Section 24 of the Act and will notify all Suppliers of any such change. 

	Table 1 – Award Criteria

	Tier 1 Award Criteria
	Tier 1 Weighting
	Tier 1 Award Criteria
	Tier 1 Weighting
	Tier 1 Award Criteria
	Tier 1 Weighting

	Quality 
	70%
	Price
	20%
	Social Value 

	10%


[bookmark: _Toc195194897]Quality and Social Value Assessment (80%)
69. Suppliers are required to provide a series of Method Statements as set out in Appendix L: Response Document. LFC will assess each Supplier’s Method Statements and award scores out of a total possible score of five (5) for each Method Statement in accordance with the general principles and descriptions shown in the scoring scale in Table 2 below. Such scores will reflect the extent to which the proposals meet LFC’s requirements. The weightings to be given to each Method Statement are set out in Table 1 above.
[bookmark: _Toc195194898]Scoring Scale
70. LFC will score the Quality and Social Value proposals based on the 0 – 5 scale in Table 2 below. Only whole scores will be allocated.
	Table 2 – Scoring Scale

	Score
	Classification
	Definition

	0
	Unacceptable
	No response, or a response which does not address the Award Criteria.  

	1
	Very Poor
	LFC has serious reservations that the Supplier understands the requirement in the question. The proposal provides very limited evidence and assurance that the relevant aspect of the service would be delivered to the expected standard and there are serious doubts about aspects of the response.

	2
	Poor
	The submission is superficial and generic in its scope. LFC has some reservations that the Supplier understands the requirement in the question. The proposal provides some limited evidence and assurance that the relevant aspect of the service or requirement would be delivered to a satisfactory standard.

	3
	Satisfactory
	LFC is reasonably confident that the Supplier understands the requirement in the question and the proposal provides some satisfactory evidence and assurance that the relevant aspect of the service or requirement would be delivered to a satisfactory standard.

	4
	Good
	The submission is robust and well documented. LFC is confident that the Supplier understands the requirement in the question and the proposal provides good evidence and assurance that the relevant aspect of the service or requirement would be delivered to a good standard.

	5
	Excellent
	LFC is completely confident that the Supplier understands the requirement in the question and the proposal provides very good evidence and assurance that the relevant aspects of the service or requirement would be delivered to an excellent standard. This could be shown through added value and/or innovation. 


71. The Method Statements will be assessed by the Assessment Panel. Each member of the Assessment Panel will first conduct an individual assessment of each Tender. Questions may be divided between Assessment Panel members so not all members of the Assessment Panel assess every question. 
72. A moderation process will then be undertaken with the Assessment Panel to discuss and agree an overall single consensus score for each Method Statement. Each question will be awarded a consensus score in accordance with the scoring scale set out above. This consensus score will be divided by the highest score available for that question (i.e. by five (5)) to give a percentage score. The percentage score will then be multiplied by the question weighting (as set out in Table 1 above) to provide a weighted score for each question:
(Consensus score ÷ 5) x weighting
For example, if the consensus score for Supplier A for Question 1.5.1 was 3 and the weighting for this question was 4%, Supplier A would be awarded a final weighted score of 2.4 for this question: (3÷5) x 4 = 2.4.
73. The final weighted scores for each Method Statement will be added together to give a total Quality score for each Tender.
[bookmark: _Toc195194899]Price Assessment (20%)
74. [bookmark: _Ref189657446]For the purposes of assessment, LFC will assess the Supplier’s Tender Sum as set out in the Pricing Tables. 
75. The Assessment Panel will review the Pricing Tables to ensure they are consistent with the rest of the Tender, including the Method Statements. If LFC considers that any prices are not consistent with the Method Statements or any other part of the Tender then LFC reserves the right to ask the Supplier to clarify the Tender, and if a satisfactory response is not received, to disqualify the Tender. The Assessment Panel will also review all Pricing Tables to consider whether any Tender appears to be abnormally low, following the process set out in paragraph 8 of Part 7 of this ITT. 
76. [bookmark: _Ref189657472]Price shall be assessed on the basis of awarding the full percentage points available to the lowest Tender Sum. Thereafter each other Tender is compared against the lowest priced Tender in accordance with the following formula to arrive at a score to one decimal point:
(A÷B) x C = X
Where:
A = the lowest submitted Tender Sum of all Tenders
B = the total Tender Sum submitted by Supplier
C = the maximum percentage score i.e. [40]%
X = the score for Price
	Worked example:
Using a notional figure for illustrative purposes only of £60,000 for the lowest Tender Sum and using the formula set out above the lowest Tender Sum would be awarded a score of 40% for the Price assessment and each other Supplier would be scored as follows:
	SUPPLIER
	TENDER SUM
	PRICE SCORE

	1
	£60,000 
	40%

	2
	£70,000 
	34.3%

	3
	£80,000 
	30%

	4
	£90,000 
	26.7%





[bookmark: _Toc195194900]Minimum Acceptable Score Threshold
77. [bookmark: _Ref190337203]Notwithstanding the overall score and ranking of a Tender, LFC reserves the right to determine that a Tender has not met the Minimum Acceptable Score Threshold, and accordingly reserves the right to reject that Tender, if one or more of the following apply:
a) in relation to any criteria assessed on a pass/fail basis, a Supplier fails one or more of the relevant criteria; 
b) in relation to any scored Method Statement, a Supplier:
i. receives a score of 0 (Unacceptable) against any one or more Method Statement; and/or
ii. receives a score of 1 (Very Poor) or 2 (Poor) against any two or more Method Statements; and/or
c) a Supplier has an abnormally low Tender.
[bookmark: _Toc195194901]Compilation of percentages awarded for Quality and Price
78. The percentages awarded to each Tender for the Price and Quality elements of the assessment will be added together and (subject to the Minimum Acceptable Score Threshold) will arrive at the most advantageous tender i.e. the Tender with the highest total percentage awarded.
79. In the event that two (2) or more Tender scores are tied, LFC shall award the Contract to the Supplier that has scored highest in the Quality element.
80. Subject to internal LFC approval procedures, LFC shall notify all Suppliers as soon as possible after the completion of the Tender assessment of LFC’s Contract award decision.
[bookmark: _Toc195194902]Award decision and standstill period
81. All Suppliers will receive an assessment summary setting out details of the Successful Supplier, and information relating to their own and the Successful Supplier’s assessment scores that is in full compliance with the requirements of the Act.
82. Following the award of the Contract, LFC is required to undertake an eight (8) working day standstill period which will be calculated in accordance with Section 51 of the Act and will commence on the publication of a Contract Award Notice. The Contract will not be entered into until the standstill period has elapsed. 
83. In accordance with the requirements of the Act, LFC will publish details of the Contract including details of the Successful Supplier and a copy of the Contract in a Contract Details Notice following contract award. 

[bookmark: _Ref189642764][bookmark: _Ref189660133][bookmark: _Ref189666481][bookmark: _Toc195194903]Appendix A: Procurement Terms and Conditions
[bookmark: _Toc195194904]Procedural requirements
1. This ITT together with all other Tender Documents provided to Suppliers in connection with this Procurement contain procedural requirements which Suppliers must follow. Failure to comply with or follow any procedural requirement may result in the exclusion of the Supplier from the Procurement at LFC’s sole discretion.
[bookmark: _Toc195194905]Central Digital Platform
85. Suppliers that wish to participate in this Procurement are responsible for ensuring that the Central Digital Platform contains complete, accurate and up-to-date information about their organisation and any Associated Suppliers which are relevant for the purposes of this Procurement. Suppliers must notify LFC immediately if it is unable to register on the Central Digital Platform and/or provide accurate and up-to-date information via the Central Digital Platform. 
[bookmark: _Toc195194906]Transparency
86. Suppliers should note that, in accordance with general transparency obligations and procurement law obligations under the Act, LFC routinely publishes details of its procurement processes and awarded contracts. This includes, but is not limited to, the contract value, the identity of the Successful Supplier and other participating Suppliers (where required), compliance with payment obligations and contract performance. Compliance with these obligations may involve LFC taking steps without consultation with Suppliers. Where required under the Act, a copy of the Contract will be published (subject to making any reasonable and proportionate redactions permitted under the Act). 
87. All non-departmental public bodies are subject to controls and reporting within government. In particular, they report to various government bodies including but not limited to the Cabinet Office and HM Treasury for all expenditure. LFC reserves its absolute right to share within government any of the documentation/information submitted by Suppliers during this Procurement (including any information that a Supplier considers to be confidential and/or commercially sensitive).
88. Where required, LFC will disclose on a confidential basis any information it receives from Suppliers during the Procurement to any third party engaged by LFC for the specific purpose of assessing or assisting LFC in assessing the Supplier’s submission. In providing such information the Supplier consents to such disclosure.
[bookmark: _Toc195194907]Modifying the Procurement
89. Neither the Tender Notice, this ITT nor any information given as part of the Procurement shall be regarded as a commitment or representation on the part of LFC (or any other person) to enter into a contractual agreement.
90. LFC reserves the right to cancel the Procurement at any point and/or to choose not to award any contract as a result of this Procurement. 
91. Suppliers will remain responsible for all costs and expenses incurred by them, their staff, and their advisers or by any third party acting under their instructions in connection with this Procurement. For the avoidance of doubt, LFC is not liable for any costs or expenditure resulting from any cancellation or amendment of this Procurement.
92. LFC reserves the right at any time to:
a)  issue amendments, modifications or additional information to any documentation which forms part of this Procurement, including the Procurement Terms and Conditions contained in this Appendix A: Procurement Terms and Conditions and Tenders will be assumed to take such amendments, modifications or additional information in account;
b) require a Supplier to clarify their proposal(s) and/or Tender in writing and/or provide additional information – failure by a Supplier to respond adequately may result in their Tender being rejected;
c) alter the Procurement Timetable for this Procurement;
d) rewind and re-run any part of the Procurement on the same or alternative basis; and
e) amend the Procurement as described herein, including the number of stages and the number of Suppliers to be selected at any stage.
[bookmark: _Toc195194908]Confidentiality and publicity
93. Save to the extent made publicly available by LFC, the information in this ITT (together with all attachments and any other information communicated to Suppliers during the Procurement) is made available on the condition that it is treated as Confidential Information by the Supplier and is not disclosed, copied, reproduced, distributed or passed to any other person at any time except in order to comply with legal obligations or for the purpose of enabling a submission to be made to LFC, provided that such person has given an undertaking prior to the receipt of the relevant information (and for the benefit of LFC) to keep such information confidential and prior written consent has been obtained from LFC.
94. LFC may disclose detailed information relating to any Supplier submission to LFC’s members, directors, officers, employees, agents or advisers and they may make the Tender Documents available for private inspection by LFC’s members, directors, officers, employees, agents, or advisers.
95. Suppliers must not take part in any publicity activities with any part of the media about this Procurement without obtaining the express prior written agreement of LFC. When requesting prior written agreement, Suppliers are required to detail the proposed media coverage including format and content of any publicity.
96. LFC reserves the right to publish the amounts of Tenders and the name of the Successful Supplier, other Suppliers who participated in the Procurement, and to publish such other information regarding Tenders as it may be required to publish in accordance with statutory provisions with which LFC must comply.
[bookmark: _Toc195194909]Freedom of information and environmental information 
97. LFC is subject to the Freedom of Information Act 2000 (FOIA) and the Environmental Information Regulations 2004 (EIR). All information submitted to LFC may be disclosed in response to a request made pursuant to the FOIA or the EIR. 
98. In respect of any information submitted by a Supplier that it considers to be commercially sensitive, the Supplier should:
a) clearly identify which information is considered commercially sensitive and complete the table contained within Appendix H: Commercially Sensitive Information. It is the Supplier’s responsibility to keep this schedule updated as the Procurement progresses, for example where further information is elicited from Suppliers through clarification questions;
b) provide a brief description of each item and explain the potential implications of disclosure of such information; and
c) provide an estimate of the period of time for which the Supplier considers that such information will remain commercially sensitive.
99. LFC will make reasonable endeavours to:
a) hold confidential all information submitted by a Supplier that it identifies as being commercially sensitive; and
b) consult with a Supplier about commercially sensitive information before making a decision on any FOIA requests and EIR requests received (noting that LFC has a very limited time in which to decide whether or not information can be released, so it is imperative that you ensure that LFC has up-to-date contact details and that the contact is able to respond to a request quickly).
100. Suppliers should note, however, that the final decision on any FOIA request and EIR request rests with LFC, subject to applicable law. Even where information is identified as commercially sensitive, unless an exemption/exception provided for under the FOIA/EIR is applicable, LFC will be obliged to disclose that information in response to a request. Accordingly, LFC cannot guarantee that any information marked ‘commercially sensitive’ will not be disclosed.
101. Suppliers are advised to read the Code of Practice Issued by the Department for Constitutional Affairs under Section 45 of the FOIA, which gives guidance to public authorities on the handling of requests for information the disclosure of which may affect the interests of third parties. The code can be accessed on the internet at the Ministry of Justice website.
[bookmark: _Toc195194910]Requirements on sub-contractors and consortium
102. If requested to do so by LFC, a Supplier will be required to enter into a legal arrangement with other members of a consortium or with any parties which are relied on in order to satisfy the Conditions of Participation relating to this Procurement (in accordance with section 72 of the Act). Acceptance of this request shall be considered a mandatory requirement and failure to accept the same may result in the Supplier’s exclusion from the Procurement.
103. Suppliers must be able to satisfy LFC as to their ability to provide the required Services in accordance with the Contract. Nevertheless, LFC will consider proposals from the Supplier for part of the Services to be provided by sub-contractors provided that:
a) the proposed part of the Services and the sub-contractors are approved by LFC which may include the prior approval of the terms of the subcontractor’s appointment or contractual arrangements to be entered into between the Supplier and any such sub-contractor; and
b) upon request by LFC, the Supplier procures a collateral warranty (in a form approved by LFC) from the proposed sub-contractors to LFC in respect of the performance of the relevant part of the Services. 
104. Suppliers should also refer to the Draft Contract Agreement as it relates to sub-contracting.
[bookmark: _Toc195194911]Non-collusion, non-canvassing
105. [bookmark: _Ref189661333]Any attempt by a Supplier or their advisers to influence the Procurement in any way may result in the exclusion of the Supplier, without prejudice to any other civil or legal remedies available to LFC and without prejudice to any criminal liability that such conduct by a Supplier may attract.
106. [bookmark: _Ref189562343]Specifically, Suppliers must not directly or indirectly at any time:
a) devise or amend the content of their submissions in accordance with any agreement or arrangement with any other person, other than in good faith with a person who is a proposed partner, subcontractor, consortium member insurance provider or provider of finance;
b) enter into any agreement or arrangement with any other person as to the form or content of any other submission or offer to pay any sum of money or valuable consideration to any person to effect changes to the form or content of any other submission;
c) enter into any agreement or arrangement with any other person that has the effect of prohibiting or excluding that person from submitting a response in this Procurement;
d) canvass any employees, members or agents of LFC in relation to this Procurement;
e) attempt to obtain information from any of the employees, members or agents of LFC or their advisors concerning another Supplier or submission;
f) carry out any other co-operation or collusion with another Supplier or any other person which LFC considers capable of undermining fair competition;
g) disclose to any third-party prices shown in its Tender except where such disclosure is made in confidence in order to obtain quotations necessary for the purposes of financing or insurance; 
h) fix prices in its Tender in accordance with any arrangement with any person or by reference to any other Tender;
i) submit a price for the provision of the required Services which is abnormally low;
j) in connection with the award of the Contract, commit an offence under the Bribery Act 2010 or offers or agrees to pay or give or does pay or give any sum of money, inducement, or valuable consideration directly or indirectly to any person for doing or having done or causing or having caused to be done in relation to any other Supplier or any other person's proposed Tender any act or omission; 
k) commit any act, and any employee or agent of it must not commit any act, which is an offence under the Enterprise Act 2002; and/or
l) fail to return their Tender fully completed and signed. However, LFC may request Suppliers whose information or documents appear to be incomplete or erroneous or where specific documents are missing to submit, supplement, clarify or complete the relevant information or documentation within an appropriate time limit, provided that such requests are made in full compliance with the principles of equal treatment and transparency.
107. Suppliers are required to complete and return Appendix G: Certificate of Non-Collusion and Non-Canvassing noting that LFC will be entitled to rely on the information provided in the certificate. 
108. For the avoidance of doubt any non-acceptance or rejection in accordance with paragraph 27 above shall be without prejudice to any other civil remedies available to LFC or any criminal liability that such conduct by a Supplier may attract.
[bookmark: _Toc195194912]Conflicts of interest
109. Suppliers are responsible for ensuring that no actual, potential or perceived conflicts of interest (within the meaning of the Act) exist between themselves and LFC or its advisers. Suppliers must notify LFC immediately of any actual, potential or perceived conflict of interest. 
110. In the event of any actual, potential or perceived conflict of interest, LFC shall in its absolute discretion decide on the appropriate course of action. LFC reserves the right to:
a) exclude any Supplier that fails to notify LFC of an actual, potential or perceived conflict of interest, or where an actual conflict of interest exists; and
b) request further information from any Supplier and require any Supplier to take reasonable steps to mitigate a conflict of interest. This may include requiring any Supplier to enter into a specific conflict of interest agreement with LFC. Failure to do so may result in the Supplier being excluded from participating in, or progressing as part of, the Procurement process.
111. LFC strongly encourages Suppliers to contact LFC as soon as possible using the Procurement In-Tend Portal should it have any concerns regarding actual, potential or perceived conflicts of interest. 
[bookmark: _Toc195194913]Conflict assessments
112. LFC confirms that, prior to the issue of the Tender Notice in this Procurement, a conflict assessment has been prepared in accordance with the Act.
[bookmark: _Toc195194914]Intellectual property 
113. Suppliers are reminded that all intellectual property rights, including copyright, in the documents and materials supplied by LFC and/or its advisers in this Procurement, in whatever format, belong to LFC, its advisers or the relevant owner/licensor. Suppliers shall not copy, reproduce, distribute or otherwise make available any part of these documents to any third party (except for the purpose of preparing a submission) without the prior written consent of LFC. All documentation supplied by LFC in relation to this Procurement must be returned or destroyed on demand, without any copies being retained by Suppliers.
[bookmark: _Toc195194915]Anti-competitive behaviour
114. Suppliers are reminded of their obligations under applicable competition laws. LFC may require evidence from Suppliers that their arrangements are not anti-competitive and reserves the right to require any Supplier to comply with any reasonable measures which may be needed to verify that no anti-competitive arrangements are in place.
115. Any evidence of anti-competitive behaviour may result in a Supplier being disqualified from the Procurement. LFC also reserves the right to refer any suspected breaches of applicable competition laws to the relevant authorities including, but not limited to, the Competition and Markets Authority and the Serious Fraud Office. 
116. Suppliers should note that anti-competitive behaviour may result in the Supplier being excluded from bidding for contracts under Schedule 7, Paragraph 7 of the Act. Where a relevant decision has been made by the Competition and Markets Authority under the Competition Act 1998, the Supplier may also be excluded from bidding for contracts under Schedule 6, Paragraph 41 of the Act and may be added to the debarment list and/or be liable for civil and/or criminal penalties.
[bookmark: _Toc195194916]Contract 
117. A Tender is an offer to enter into a contract on the terms of the contents of the submission. Notification of an award decision does not constitute acceptance by LFC. Any document submitted by a Supplier shall only have contractual effect when it is contained within an executed written contract. 
118. The Supplier’s Tender must remain valid for acceptance for a period of 90 days from the Tender Submission Date or until any procurement challenge/s have been resolved. 
[bookmark: _Toc195194917]Supplier withdrawal 
119. Suppliers may withdraw from the Procurement at any time before the Tender Submission Deadline by providing written notification to LFC via the Procurement Portal.
120. In the event that a Supplier withdraws from the Procurement prior to the Tender Submission Deadline, LFC reserves the right (but shall not be obliged) to invite the next highest ranked Supplier that submitted a valid response to the PSQ but which attained a score that was not sufficiently high for it to be shortlisted, to be re-instated in the Procurement and invited to submit a Tender.
[bookmark: _Toc195194918]Modifying your Tender
121. Suppliers may modify their submitted Tenders prior to the Tender Submission Deadline. LFC will not open Tenders until after the Tender Submission Deadline and no Tender may be modified after the Tender Submission Deadline.
[bookmark: _Toc195194919]Supplier eligibility
122. Suppliers are reminded that the eligibility requirements in this ITT, Tender Notice and all other associated Tender Documents apply to the Procurement at all times.
123. LFC reserves the right to require any Supplier to provide such further information as LFC may require (and for the avoidance of doubt, LFC may make multiple requests) as to any issue addressed in the PSQ, including, but not limited to, the economic and financial standing of the Supplier at any stage of the Procurement and prior to the notification of the award decision and/or the award of the contract.
124. LFC must be notified in writing via the Procurement In-Tend Portal promptly of any changes in the information that the Supplier has provided in its response to this Procurement (including but not limited to arrangements in relation to any Associated Suppliers) at any point before the entry into the Contract so that LFC may assess whether the Supplier continues to satisfy the relevant Conditions of Participation and continues to qualify for participation in the Procurement. For the avoidance of doubt, LFC reserves the right to take such action as it deems appropriate in the light of its assessment of the updated information, including (but not limited to) excluding the Supplier concerned from the Procurement.
[bookmark: _Toc195194920]Supplier warranties 
125. In responding to this ITT, the Supplier warrants, represents and undertakes to LFC that:
a) it understands and has complied with the conditions set out in this ITT;
b) all information, representations and other matters of fact communicated (whether in writing or otherwise) to LFC by the Supplier, its staff or agents in connection with or arising out of the Procurement are true, complete and accurate in all respects, both as at the date communicated and as at the date of the submission of the response to this ITT;
c) it has made its own investigations and undertaken its own research and due diligence, and has satisfied itself in respect of all matters (whether actual or contingent) relating to this ITT and has not submitted its response in reliance on any information, representation or assumption which may have been made by or on behalf of LFC (with the exception of any information which is expressly warranted by LFC);
d) it has full power and authority to respond to this ITT and to perform the obligations in relation to the Contract and will, if requested, promptly produce evidence of such to LFC;
e) it is compliant with and aware of LFC’s policies listed in Part 3 of this ITT; 
f) it is of sound financial standing, and the Supplier and its directors, officers and employees are not aware of any circumstances (other than such circumstances that may be disclosed in the audited accounts or other financial statements of the Supplier) submitted to the LFC that may adversely affect such financial standing in the future; and
g) the Supplier has made arrangements to ensure that it will continue to have sufficient working capital, skilled staff, equipment, machinery and other resources available to carry out the Services in accordance with the Contract and for the duration of the Contract.
126. Suppliers should note that the potential consequences of providing incomplete, inaccurate or misleading information include that:
a) LFC may exclude the Supplier from participating in this Procurement;
b) the Supplier may be excluded from bidding for contracts under Schedule 7, Paragraph 13 of the Act;
c) LFC may rescind any resulting contract under the Misrepresentation Act 1967 and may sue the Supplier for damages; and
d) if fraud or fraudulent intent can be proved, the Supplier may be prosecuted and convicted of the offence of fraud by false representation under section 2 of the Fraud Act 2006, which can carry a sentence of up to ten (10) years or a fine (or both) – if there is a conviction, then the Supplier may be excluded from bidding for contracts under Schedule 6, Paragraph 15 of the Act and may be added to the debarment list.
[bookmark: _Toc195194921]Rejection of Tenders
127. LFC has not made, and will not make, any agreement or representation that a contract shall be offered in accordance with this ITT and the publication of this ITT in no way commits the LFC to award any contract pursuant to any tendering process for this Contract.
128. LFC is not committed to any course of action as a result of issuing this ITT or conducing discussion with Suppliers in respect of it or any other communication between LFC and any other party. In particular, Suppliers should note that LFC, in its absolute discretion, reserves the right at any time:
a) to disqualify any Supplier who makes material changes to any aspect of either its PSQ or its Tender unless requested to do so by LFC or unless substantial justification can be provided to the satisfaction of LFC;
b) to reject any Tender that makes or attempts to make any variation or alteration to the terms of the Form of Tender, the Contract, the Specification or the Schedules except where a variation or alteration is expressly invited or permitted by LFC in writing prior to submission of the Tender;
c) to reject any Tender that does not provide for the whole of the Services except where the tender for part of the Services is expressly invited or permitted by LFC in writing;
d) to refrain from considering and/or reject any Tender that is not in accordance with this ITT and all other instructions issued by LFC during the Procurement; 
e) to seek clarification of any aspect of Suppliers’ Tenders;
f) to amend or add to its requirements relating to the submission of Tenders and/or in relation to the Contract generally;
g) to extend or vary the Procurement Timetable or process including without limitation to introduce further stages in the process;
h) to reject any Tender;
i) to accept any Tender either in whole or in part or parts;
j) not to accept the lowest priced Tender; and
k) to discontinue and/or recommence the Procurement for the Contract and not to enter into any contract.
[bookmark: _Toc195194922]Sufficiency of Information
129. The Supplier shall ensure that it is familiar with the content, the extent and nature of its obligations as outlined in this ITT and associated Tender Documents and shall in any event be deemed to have done so before submitting its Tender. The Supplier will be deemed for all purposes connected with the Tender Documents to have carried out all research, investigations and enquiries which can reasonably be carried out and to have satisfied itself as to the nature, extent, volume and character of the Services (in the context of and as described in the Specification) and the extent of the personnel, equipment, assets, plant and machinery which may be required and any other matter which may affect its PSQ and Tender.
[bookmark: _Toc195194923]Costs and Expenses
130. All costs, expenses and liabilities incurred by the Supplier in connection with preparation and submission of the PSQ and Tender will be borne by the Supplier. The Supplier shall have no claim whatsoever against LFC in respect of such costs and in particular (but without limitation) LFC shall not make any payments to the Successful Supplier or any other Supplier save as expressly provided for in the Contract and (save to the extent set out in the Tender Documents) no compensation or remuneration shall otherwise be payable by LFC to the Successful Supplier in respect of the Services by reason of the scope of the Services being different from that envisaged by the Successful Supplier or otherwise.
[bookmark: _Toc195194924]Third parties
131. Nothing in these terms is intended to confer any rights on any third party under the Contracts (Rights of Third Parties) Act 1999. This does not affect any right or remedy of any person which exists or is available apart from that Act.
[bookmark: _Toc195194925]Applicable law
132. The laws of England and Wales are applicable to this Procurement. 
133. Suppliers must agree to submit to the exclusive jurisdiction of the Courts of England and Wales in relation to any dispute arising out of or in connection with this Procurement.
[bookmark: _Ref189643319][bookmark: _Ref189644173][bookmark: _Toc195194926]Appendix B: LFC’s Detailed Requirement
Kindly refer to Appendix K (Specification Document) for further details.

[bookmark: _Ref189643996][bookmark: _Ref189665700][bookmark: _Ref189665770][bookmark: _Toc195194927]Appendix C: Service Levels, Service Credits and KPIs
Please review the attached document below titled 'Appendix C – KPI’s Document' for further details.



[bookmark: _Ref189644182][bookmark: _Ref189644428][bookmark: _Ref189663568][bookmark: _Ref189663681][bookmark: _Toc195194928]Appendix D: The Draft Contract Agreement
Please review the attached document titled 'Appendix D – The Draft Contract Agreement' for further details.




[bookmark: _Ref189642798][bookmark: _Ref189646793][bookmark: _Toc195194929]Appendix E: Glossary
	[bookmark: _Hlk190350226]Defined term
	Definition

	Act
	means the Procurement Act 2023;

	Assessment Panel
	has the meaning set out in paragraph 8 of Part 13 of this ITT;

	Associated Suppliers
	means a Supplier who is associated with another Supplier if either (a) the Suppliers are submitting a Tender together, or (b) LFC is satisfied that the Suppliers will enter legally binding arrangements to the effect that the Supplier will sub-contract the performance of all or part of the Contract to the other, or the other Supplier will guarantee the performance of all or part of the Contract by the Supplier (as set out in section 22(9) of the Act);

	Award Criteria
	means the award criteria set out in Part 13 of this ITT; 

	Central Digital Platform
	means the online system defined by regulation 5(2) of the Procurement Regulations 2024 (SI 2024 No. 692);

	Competitive Flexible Procedure
	means the competitive flexible procedure as defined by section 20 of the Act;

	Conditions of Participation
	means the conditions of participation set out in the PSQ;

	Confidential Information
	has the meaning set out in Appendix I: Confidentiality Undertaking;

	Contract
	means the contract to be entered into by LFC with the Successful Supplier, a draft of which is included at Appendix D: The Draft Contract Terms;

	EIR
	means the Environmental Information Regulations 2004;

	FOIA
	means the Freedom of Information Act 2000;

	Invitation to Tender or ITT
	means this document, inviting Suppliers to submit a Tender;

	Key Performance Indicators or KPIs
	means the key performance indicators (KPIs) set out in Appendix C: Service Levels, Service Credits and KPIs;

	LFC
	means the London Fire Commissioner;

	Method Statements
	means the quality questions set out in Appendix L: Response Document to this ITT;

	Minimum Acceptable Score Threshold
	has the meaning given in paragraph 25 of Part 13 of this ITT;

	Participation Stage
	means the first stage of this Procurement where Suppliers submit a PSQ response;

	Pricing Tables
	means the pricing tables appended to this ITT;

	Procurement
	means this Competitive Flexible Procedure procurement process;

	Procurement Portal
	means the In-Tend portal used by LFC for the purposes of this Procurement and which can be accessed here: https://www.in-tend.co.uk/ 

	Procurement Timetable
	means the timetable for this Procurement as set out in Part 8 of this ITT;

	PSQ
	means the procurement specific questionnaire;

	Service Credits
	means the service credits set out in Appendix C: Service Levels, Service Credits and KPIs;

	Service Levels
	means the service levels set out in Appendix C: Service Levels, Service Credits and KPIs; 

	Services
	Means Provisions of Estates Professional Management Services;

	Specification
	means the specification document set out in Appendix K: Specification;

	Successful Supplier
	means the Supplier that submits the most advantageous tender and is awarded the Contract;

	Supplier
	means a supplier participating in the Procurement;

	Tender
	means a tender submitted by a Supplier by the Tender Submission Date;

	Tender Clarifications Deadline
	Means Clarification period will end 18th July 2025 at 17:00pm;

	Tender Documents
	has the meaning set out in Appendix I: Confidentiality Undertaking;

	Tender Notice
	means the tender notice published on the Central Digital Platform;

	Tender Stage
	means this second stage of the Procurement where Suppliers submit a Tender;

	Tender Submission Deadline
	Means Tender submissions are to be submitted by 30th April 1015 12:00pm;

	Tender Sum
	means the Supplier’s total tender sum as set out in the Pricing Tables;

	Treaty State Supplier
	has the meaning set out in Section 90(5) of the Act;

	United Kingdom Supplier
	has the meaning set out in Section 90(7) of the Act; and

	VAT
	means value added tax.



[bookmark: _Ref189645449][bookmark: _Ref189645599][bookmark: _Toc195194930]Appendix F: Form of Tender
Dear Sir or Madam
[bookmark: _Toc195194931]Form of Tender 
I/We, the undersigned, tender and offer to provide the Contract as listed below, which is more particularly referred to in the Invitation to Tender (ITT) supplied to me/us for the purpose of tendering for the provision of the Contract and on the terms of the draft Contract.
[bookmark: _Toc195194932]Checklist for suppliers
Suppliers are required to submit the following documents or positions in their Tenders:
	Tender Form
	Title
	Tick to Confirm included

	· 
	Method Statements
	☐
	· 
	Completed Pricing Tables
	☐
	· 
	Form of Tender and Anti-Collusion Certificate
	☐
	· 
	Commercially Sensitive Information
	☐
	· 
	Confidentiality Undertaking
	☐
	· 
	Supporting Information 
	☐
	· 
	Procurement Specific Questionnaire 
	☐
	· 
	Completed Checklist
	☐

Note: If Suppliers do not provide all of the items in the checklist, this may result in their Tender being treated as non-compliant and therefore rejected.
I/We confirm that I/we can supply the contract as specified in our response to the ITT and in accordance with the Pricing Tables submitted.
I/We confirm that we accept the terms of the draft Contract as issued with the ITT.
I/We understand that LFC reserves the right to accept or refuse this Tender in accordance with the Act and/or the ITT. 
I/We confirm that all information supplied to LFC and forming part of this Tender and any previous submissions is true and accurate.
I/We confirm that the Supplier, together with all Associated Suppliers:
· are registered on the Central Digital Platform; and
· have ensured their information contained on the Central Digital Platform is true and accurate. 
I/We confirm and undertake that if any of such information becomes untrue or misleading that I/we shall notify LFC immediately and update such information should this be required. 
I/We confirm that this Tender will remain open for acceptance for a period of nine (9) calendar months from the date of Tender Submission Deadline or until any procurement challenge/s have been resolved. 
I/We confirm that I/we are authorised to commit the Supplier to the contractual obligations contained in the ITT and the draft Contract.
I/We understand that non-compliance with the requirements of the ITT or with any other instructions given by LFC may lead to me/us being excluded by LFC from (further) participation in the Procurement.
I/We agree that LFC may disclose the Supplier’s information/documentation (submitted to LFC during this Procurement) more widely within government for the purpose of ensuring effective cross-government procurement processes, including value for money and related purposes.
I/We confirm that we agree to comply with the provisions relating to confidentiality set out in the ITT.
I/We agree that unless and until a formal Contract is prepared and executed the offer set out in this Tender constitutes an unconditional and irrevocable offer by us which shall be capable of acceptance by LFC whereupon there shall be constituted between us a binding contract.
I/We understand that LFC is not bound to accept the lowest or any Tender that it may receive, and it will not pay any expenses incurred by us in connection with the preparation and submission of this Tender.
I/We certify that this is a bona fide Tender and that I/we are authorised to submit the same by our organisation.
I/We undertake that I/we have not communicated and will not communicate to any person other than LFC the amount of this Tender and that I/we have not adjusted the amount of the Tender in accordance with any arrangement between me/us and any other firm or company.

	Signature
	



	Name (print)
	



	Position
	



	Supplier name
	



	Date
	



[bookmark: _Ref189645488][bookmark: _Ref189661249][bookmark: _Toc195194933]Appendix G: Certificate of Non-Collusion and Non-Canvassing
[bookmark: _Toc195194934]Statement of non-canvassing
I/we hereby certify that I/we have not canvassed any minister, official, representative or adviser of LFC in connection with this Procurement and the proposed award of the Contract by LFC, and that no person employed by me/us or acting on my/our behalf, or advising me/us, has done any such act. I/we agree that LFC may, in consideration of our Tender, and in any subsequent actions, rely on the statements made in this certificate.
I/we further hereby undertake that I/we will not canvass any minister, official, representative or adviser of LFC in connection with the Procurement, award of the Contract and/or to discuss any transfer of employment and that no person employed by me/us or acting on my/our behalf, or advising me/us, will do any such act.
[bookmark: _Toc195194935]Statement of non-collusion
LFC must receive bona fide competitive Tenders from all Suppliers.
In recognition of this requirement, I/we certify that this is a bona fide offer, intended to be competitive and that I/we have not fixed or adjusted the amount of the offer or the price in accordance with any agreement or arrangement with any other person (except any Associated Supplier identified in this offer).
I/we also certify that I/we have not done, and undertake that I/we will not do, at any time during the Procurement or, in the event of my/our Tender being successful, during the term of the Contract, any of the following acts:
1. communicate to any person, other than LFC, the amount or approximate amount of my/our proposed offer except where the disclosure in confidence was essential to obtain insurance premium quotations required for its preparation;
135. [bookmark: _Ref190349236]enter into any agreement or agreements with any other person that they shall refrain from participating in the tendering process carried out by LFC or as to the amount of any offer submitted by them during the course of this process;
136. cause or induce any person to enter into such an agreement as is mentioned in paragraph 2 above or to inform us of the amount or the approximate amount of any other Tender;
137. commit any offence under the Bribery Act 2010 or given or offered any gift or inducement the receipt of which is an offence under Section 117 of the Local Government Act 1972;
138. offer or agree to pay or give or actually pay or give any sum of money, inducement or valuable consideration, directly or indirectly, to any person for doing or having done or having caused to be done in relation to any other Tender or Supplier submission for the performance of the Contract; or
139. communicated to LFC the amount or the approximate amount of any rival Tender for the Services.
In this certificate, the word ’person’ includes any person, body or association, corporate or incorporate and ‘agreement’ includes any arrangement whether formal or informal and whether legally binding or not.
I/we agree that LFC may, in its consideration of the Tender and in any subsequent actions, rely on the statements made in this Certificate.
I/We also undertake that I/we will not procure the doing of any acts set out above before the specified hour and date for receipt of this Tender nor (in the event of this Tender being accepted) shall I/we do so while the resulting Contract continues in force between us.
I/We undertake to comply with the codes set out in the section titled Part 3.
In this Form of Tender the word “person” includes any person, body, or association, corporate or incorporate and “arrangement” includes any arrangement whether formal or informal and whether legally binding or not.
Signed for and on behalf of the Supplier:
	Full name of firm or company (including trading name if applicable)
	

	Company Registration Number
	

	VAT No.
	

	Signature 1 (original required), (in the case of a firm or company, duly authorised to sign in that behalf)
	

	Name in block capitals
	

	Designation
	

	Address
	

	
	

	Post Code
	

	Telephone Number
	

	Fax. No
	

	Email Address
	

	Signature 2 (original required), (in the case of a firm or company, duly authorised to sign in that behalf)
	

	Name in block capitals
	

	Designation
	



[bookmark: _Ref189645553][bookmark: _Ref189726476][bookmark: _Toc195194936]Appendix H: Commercially Sensitive Information
This appendix should be read in conjunction with the relevant paragraphs relating to freedom of information (FOIA) and environmental information (EIR) in the Procurement terms and conditions.
I declare that I wish the following information to be designated as commercially sensitive:
	


The reason(s) it is considered that this information should be exempt under FOIA and EIR is:
	


The period of time for which it is considered this information should be exempt is:
	


Supplier to amend as appropriate [until award of Contract OR during the period of the Contract OR for a period of [number] years until [month], [year]]:
	



	Signature
	



	Name (print)
	



	Position
	



	Supplier name
	



	Date
	


[bookmark: _Ref190256389][bookmark: _Toc195194937]Appendix I: Confidentiality Undertaking 
To:	The London Fire Commissioner (“LFC”)
From: 	[Supplier to insert name of organisation submitting a Tender]
Of:	[Supplier to insert registered address]
WHEREAS:
Part 1 LFC is conducting a tendering process for the procurement of the Services.
Part 2 LFC intends to circulate certain documents and information relating to the EPMS Services (the “Tender Documents”) to the Supplier. 
Part 3 The Tender Documents contain certain confidential information to which the Supplier may have access, (the “Confidential Information”), which is more particularly described in the Schedule hereto and includes all other documents made available now and in the future to the Tender and identified as confidential.
Part 4 LFC gives to the Supplier the Confidential Information in order for the Supplier to submit Tenders subject to this undertaking.

1. We, the Supplier, undertake to LFC in consideration of the sum of one pound sterling (£1) (the receipt of which is hereby acknowledged) that:
a) we will hold the Confidential Information in the strictest confidence; 
b) we will use the Confidential Information only for the purpose of preparing a Tender;  
c) we will not disclose the Confidential Information to any third party (including without limitation to any agent, professional adviser or associated company) or to any employee other than third parties or employees who need to have access to prepare the Tender;
d) in relation to those third parties or employees who are given access to this Confidential Information, we will ensure that they keep the Confidential Information confidential and are bound by personal undertaking to LFC in the same terms;
e) we will not copy or reproduce the Confidential Information in any way; and
f) we will not directly or indirectly use the Confidential Information for any reason or divulge it without LFC’s prior written consent to any person, firm, company or other organisation save where we can show that the Confidential Information, (or the relevant part thereof), has already come into the public domain or we are required to disclose the Confidential Information, (or relevant part thereof), by law.
141. We agree that any breach of this undertaking by us or any third party or employee to whom we release Confidential Information may result in legal proceedings being commenced against us, including a claim for the recovery of any losses or damages incurred by LFC as a result of that breach. We shall in this respect be liable for and shall fully indemnify and keep indemnified LFC against all liabilities, damages, costs, losses, claims, demands and proceedings arising from or in connection with any breach of this undertaking, however arising, by us or any third party or employee to whom we release Confidential Information.
142. We agree that this undertaking shall be subject to English law and we hereby agree to submit to the exclusive jurisdiction of the English courts. 

Dated										2025

Signature			…………………………………………………….
Printed Name			…………………………………………………….
Name of Organisation		…………………………………………………….
Registered Office Address	…………………………………………………….
				…………………………………………………….

SCHEDULE TO THE CONFIDENTIALITY UNDERTAKING
Confidential Information shall include but not be limited to:
1. The documents for the Contract including without limitation the Invitation to Tender and appendices, the conditions of Contract and its Schedules, the Specification, any amendments or revisions to the Tender Documents and all other documentation issued by LFC relating to the bid process.
144. Details of any discussions with LFC, its officers or advisers in connection with the Tender Documents and any information that may be obtained by us through observation at meetings, conferences, presentations and demonstrations or as LFC, its officers or advisers may provide to us whether orally or in writing, electronically, physical or visual form regarding the tender process or the clarifications or proposals for the Contract.
 
[bookmark: _Ref190345547][bookmark: _Toc195194938]Appendix J: Supporting Information
Suppliers must confirm that they can comply with the requirements set out below and provide the compliance information required. For the avoidance of doubt, this form will not be assessed and is for information only but must be completed.

	No
	Requirement
	Response Requirement (not to be assessed)

	1.
	Please confirm you can provide the correct level of supervisory competence for Service Personnel for the provision of the Services
	Tick to confirm: ☐


	2.
	Please confirm whether you or any of your sub-contractors use zero (0) hour contracts. 
	Delete as relevant: YES/NO

	3.
	Please submit a copy of your organisation’s Equality Policy and details of any equality standards your organisation has met. 
	Attach to Tender response.

	4.
	Please provide details of any other aspects you consider necessary to perform/provide the Services.
	Attach to Tender response. Note that this should not include any marketing materials.


[bookmark: _Ref190256092][bookmark: _Toc195194939]Appendix K: Specification Document
Please review the attached document titled 'Appendix K – Specification Document' for further details.



					
[bookmark: _Ref189726427][bookmark: _Toc195194940]Appendix L: Response Document
Documents to be returned:
Suppliers are to return the following documents:
1. Tender Response Document – Part 1 – Quality and Social Value Questions/ Method Statements
146. Tender Response Document – Part 2 – Pricing Matrix
1. Appendix M – Procurement Specific Questionnaire 


[bookmark: _Ref190345573][bookmark: _Toc195194941]Part 1 - Quality and Social Value Questions/Method Statements
1. [bookmark: _Ref190349511]Suppliers must answer the Quality and Social Value Questions set out below. 
149. Suppliers should note that the Successful Supplier’s responses to the Quality Questions and Social Value Questions (Method Statements) will be incorporated into the Contract and will become contractually binding on both parties. The responses to the Quality and Social Value Questions should therefore be written in a manner that allows them to be incorporated into the Contract and should not contain information which is not intended to be or is not contractual.
150. The contents of the Method Statements will enable LFC to form a view of the competence and practicality of the resources to be assigned to the Contract and of the Supplier's proposals for delivering the Services to the required levels.
151. The Method Statements provide an opportunity for the Supplier to demonstrate its proposals for delivering the Services and its understanding of LFC’s requirements. The Method Statements also enable the Supplier to indicate, amongst other things, difficulties which might be encountered in the performance of any particular type of work, problems which might arise and how positive solutions to them will be found.
152. The Supplier should not assume any prior knowledge on the part of those who are to assess the Tenders and should therefore include all relevant detail. The Supplier should avoid generalised references to procedure manuals or codes of practice. 
153. Suppliers should note that:
a) Each Method Statement should be clearly labelled indicating the title and number of each Quality/Social Value Question at the top of each page.
b) The Method Statements should not include non-contractual text.
c) Responses should be accurate and as succinct as possible, whilst covering all the specified topics. 
d) You may include appendices to your Method Statements only as set out in the table below and provided that you follow the following guidelines:
i. Appendices must be kept to a minimum and must be relevant and proportionate to the question.
ii. Appendices must be limited to diagrams, flow charts, illustrations and relevant policy documents only. 
iii. Appendices will not be included in the word count. 
Therefore, Suppliers should ensure that all relevant information is included in the Method Statement itself.
e) If you wish to cross reference from one (1) Method Statement to the other, you may do so provided that you follow the following guidelines:
i. Keep cross referencing to a minimum and only include if the material would be duplicated otherwise. If you have sufficient word count, please repeat the information.
ii. If cross referencing you must include an explicit cross reference by way of: paragraph number, page number AND Method Statement number and title. 
iii. The Assessment Panel will only assess the sections being cross referenced. Please note that if the cross reference is not explicit and the assessors are unable to identify the section being cross referred to then they will not assess it.
f) The Supplier’s response to all the Method Statements shall be limited to the specified word counts and in minimum font size Arial 10pt with normal margins. Any words over the word limit will be disregarded by the Assessment Panel and not assessed.
154. The Method Statements required are as follows:

	No
	Award Criteria /
Method Statement
	Weighting %
	Guidance on LFC’S Requirements
Suppliers shall prepare a Method Statement setting out their proposals on the subject matter of the Method Statement. Without limitation the Method Statement should also specifically include details of the items set out in this column. The elements listed below will not be marked separately. Instead, the answers to all those elements will be considered together and a mark allocated for the Method Statement as a whole.
	Word Limit

	NOTE: If the Tender is being submitted by a group the lead Supplier must make clear the responsibilities/roles of group members in answer to each question.

	1
	Service Delivery – Core Services
Detail how you will deliver the Core Services of the Estates Professional Services for Telecommunications which includes but is not limited to General Estate Management, Rent/Site Annual Payment Collection, Site Access Management and Snagging Issues as per the Specification.  Please add how you will ensure an efficient, effective service that provides best value for money through proactive telecoms property management.

	13%
	
	4 A4 Pages
(one sided)

	2
	Service Delivery – Call Off Services
Detail how you will deliver the Call-Off Services as per the Specification and how you will ensure an efficient and responsive service that supports changing needs throughout the Contract Term.
	13%
	
	4 A4 Pages
(one sided)

	3
	Service Delivery - Strategy
Detail the steps and strategies you would employ to ensure that the LFB's best interests are prioritised when your fees are being paid by the MNO?
	11%
	
	3 A4 Pages
(one sided)

	4
	Management & Reporting – Set Up
Explain how you will deliver the Set Up Services in accordance with the specification and provide a Transition Plan detailing the key activities to be undertaken and how these will be managed and monitored to ensure a timely and smooth transition to the new contract start date.
	7%
	
	4 A4 Pages
(one sided)

	5
	Management & Reporting – Contract Management
Provide your methodology for Contract Management and how you will ensure competent and experienced resources are available to support changing requirements throughout the Contract Term.  Your response should confirm the resources assigned to Core Services and how Call-Off and Additional Services will be supported including whether any Services will be subcontracted.
	7%
	
	3 A4 Pages
(one sided)

	6
	Management & Reporting – Performance Management
Describe your approach in respect of the services required to performance management including how you intend to provide the Authority with up-to-date, accurate performance indicators and reports.
	7%
	
	2 A4 Pages
(one sided)

	7
	Management & Reporting – Property Data
Detail your approach to data management and how you will ensure property data is up to date, accurate and available. Explain how you will support the Authority in analysing this data and how you will integrate with the Authority's systems.
	7%
	
	2 A4 Pages
(one sided)

	8
	Continuous Improvement & Partnership Working
Describe how you plan to support continuous improvement and create a partnership relationship with the Authority.
	5%
	
	2 A4 Pages
(one sided)

	9
	Social Value (10%)
Environmental Impact:
Tenderers are required to provide a method statement setting out how they intend to manage the environmental impacts associated with the delivery of this service, that can demonstrate additional social value benefits, for example:
· Waste (e.g. reuse and recycling schemes, reduction of packaging,)
· Energy and Carbon reduction, to align with the LFC Net Zero by 2030 reduction target
· Reduction in air emissions (PM, NOx and, CO2) when delivering your services with regards to transportation and any other sources of emissions.
	5%
	
	5 A4 Pages
(one sided)

	10
	Social Value (10%)
Social Impact:
Tenderers are required to provide a method statement setting out how they intend to manage the social impacts associated with the delivery of this service, that can demonstrate additional social value benefits, for example:
1. Alignment to the four pillars of the Mayor of London’s Good Work Standard:
0. providing their workforce with fair pay and conditions.
0. support for workplace wellbeing.
0. support for skills and progression opportunities
0. support for diversity including through recruitment.
1. Skills and employment opportunities should include reference to the extent of opportunities provided and any activity to address under-represented groups in the workforce and/or those experiencing barriers to employment.
Use of  Zero Hour Contracts whereby the employer is not obliged to offer the employee any work. A Zero Hour contract is considered appropriate only where the conditions are agreeable to both the employer and employee.  This is considered most relevant to low paid and low skilled workers
	5%
	
	5 A4 Pages
(one sided)


[bookmark: _Ref190345582][bookmark: _Toc195194942]



Part 2 – Pricing Matrix

Please review the attached document below titled “ Appendix L – Part 2 - Pricing Matrix”.
Suppliers should follow the instructions in tab 1 ‘Instructions’ in the attachment. Suppliers are required to complete the Pricing Matrix in full.























[bookmark: _Toc195194943]Appendix M: Procurement Specific Questionnaire
Please review the attached document below titled “Appendix M – Procurement Specific Questionnaire (PSQ)”.
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1 Introduction 


1.1 Ethical sourcing aims to align purchasing decisions with respect for basic working conditions 
along the supply chain. This policy sets out the minimum standards which the Commissioner 
expects its suppliers to observe and the procedures to assess and mitigate risks. This builds upon 
existing requirements used in contracts for workwear and IT/electronics, by setting procedures 
to cover high-risk sectors. It also implements the requirements of the Modern Slavery Act 2015 
and notes the possibilities for conditions of trade to be taken into account under the Public 
Contracts Regulations 2015.  


1.2 Like any large organisation,the London Fire Commisioner (LFC) has supply chains which stretch 
across the globe. These encompass countries where safe and ethical working practices are often 
lacking, such as Bangladesh for workwear, where a substantial loss of life occurred with the 
collapse of the Rana Plaza factory in 2013. Workers are often subjected to health and safety risks 
and the use of forced and child labour is also not uncommon in many sectors and regions, such as 
the treatment of Uyghur Muslims in the Chinese cotton industry. Not all suppliers in these 
regions will have poor practices, but the risk remains. LFC takes its responsibilities as a purchaser 
seriously and has acted in the past to ensure that its suppliers meet rigorous ethical standards, in 
particular in high-risk sectors such as clothing production and electronics.  


1.3 This document sets out the actions which LFC will take to ensure transparency in its supply chain 
and that ethical sourcing standards are met by its suppliers and their sub-contractors. This 
includes meeting new and established legal standards under the Public Contracts Regulations, 
Modern Slavery Act and International Labour Organisation conventions. Increased supply chain 
transparency and standards also provide added benefits of improved quality control, which is 
essential for a number of the high risk groups covered such as PPE. The policy focuses in 
particular upon those sectors which have been identified as posing the highest risk of poor 
working conditions. It sets out procedures to be followed both during the tender process and 
contract delivery.  


1.4 These steps, while requiring some additional work on behalf of LFC and its suppliers, will help to 
safeguard our supply chains and to avoid financial and reputational risks. The guidelines make 
use of recognised third-party certification and risk assessment tools which are already used by 
LFB and its suppliers. It sets a standard approach which can be adapted to individual contracts 
based on their sector, value and the nature of supplier relationships. It also contains a 
commitment to continually review our approach to ensure that new issues can be addressed in 
cooperation with our suppliers. 


2 References 
2.1 Code of Practice on Contracts and Tenders and Standing Orders (incorporating PCR 2015). 


2.2 Policy number 696 – The GLA Group Responsible Procurement Policy. 


2.3 Sustainability checklist for LFC (or successor body) contracts. 


2.4 GLA Group Sustainable Food Commitments. 


2.5 GLA Sustainable Timber Policy. 
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3 Definition and purpose 


3.1 The workforce of our supply chain should be able to expect the same basic standards that we 
expect: to work in safe conditions, to be treated with respect and without discrimination, and to 
earn a fair wage. Ethical sourcing is defined as: 


Ensuring that goods and services are procured with due regard to the risks to human 
welfare arising in the supply chain and minimising these risks by working with suppliers to 
identify, address and monitor them. 


3.2 We consider ethical sourcing in relation to labour standards, health and safety, environmental 
practices and business ethics. Ensuring these issues are addressed both at the procurement stage 
and in the delivery of contracts will reduce reputational, legal and financial risks to the 
Commissioner and encourage our suppliers to offer full visibility of their supply chains.  


3.3 Implementing ethical trading practices is also associated with higher quality of outputs and 
increased productivity.1 As a customer London Fire Brigade can expect to benefit from improved 
performance and quality as well as less risk of disruption to supply chains.  


4 Scope 


4.1 The core commitments apply in respect of all contracts awarded by or on behalf of the 
Commissioner. Staff working with LFB Enterprises are advised to take these commitments into 
account when conducting business on its behalf, in particular by applying the risk assessment 
process. 


4.2 The Procedure for Contracts applies to all contracts with an estimated value above the EU 
procurement thresholds, as amended from time to time. 


4.3 The requirements regarding product certification apply in respect of key contracts in high and 
medium risk sectors. The risk assessment process applies in respect of high risk sectors only.  


4.4 For the purposes of this policy, key contracts are defined as those where LFC: 


(i) Has longer-term relationships with suppliers (contract duration greater than two years 
or subject to repeated renewals); or 


(ii) requires bespoke products; or  


(iii) has significant levels of spend, typically ≥£500,000 on high or medium risk products. 


This definition is intended to capture those contracts in respect of which LFC has greater capacity 
to influence ethical sourcing practices and to monitor progress over time, or where our 
requirement for bespoke products can increase the risk of poor practice.  


4.5 For the purposes of the policy, high risk sectors are defined as: 


(i) Electronics. 


(ii) Electric vehicles. 


(iii) Textiles (clothing and PPE, footwear, bags, carpets, upholstered furniture). 


(iv) Construction sites and materials (natural stone, brick, concrete). 


 
1The effect of fair trade on quality and productivity (as well as other factors such as incomes, educational and 
health outcomes) has been the subject of numerous studies. One review of these in 2011 found positive effects on 
quality in 96% of studies, with no effect in 4% of studies. Productivity increases were found in 55% of studies, with 
no effect in 36% and negative effects in 9% of studies. (Vagneron and Roquigny, 2011 “What do we really know 
about the effects of fair trade?” Paris: PFCE). 
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and medium risk sectors are defined as: 


(v) Facilities management (including cleaning, catering and security services). 


(vi) Food and drink (especially tea and coffee, sugar, fish and poultry, cocoa, palm oil). 


(vii) Cleaning products and chemicals. 


(viii) Timber products (furniture, flooring and construction). 


The designation of high and medium risk sectors will be reviewed in accordance with paragraph 
7.3. 


5 Core commitments 


5.1 LFC will regularly review contracts to identify new areas of potential risk related to ethical 
sourcing and work with the relevant suppliers to increase the transparency of supply chains. We 
recognise that working with suppliers to address ethical issues can deliver better outcomes for 
the workforce in question than taking our business elsewhere. We will proactively engage with 
suppliers to encourage good practice and to support improvements that manage and address 
issues of non-compliance, and we will take more stringent actions where suppliers are not 
prepared to address non-compliance. 


5.2 LFC will apply the Procedure for Contracts in respect of all contracts valued above the Official 
Journal of the European Union (OJEU) thresholds. This aims to identify any ethical issues which 
may arise in the supply chain and to take appropriate measures to mitigate risks. 


5.3 For key contracts in high and medium risk sectors, LFC will seek to purchase products with 
relevant third-party certifications addressing ethical issues within the supply chain. Examples of 
relevant product certifications for each relevant sector are given in Appendix 4. 


5.4 LFB is also a member of Electronics Watch, an independent monitoring organisation that assists 
public sector buyers to meet their responsibility to protect the human rights of electronics 
workers in their global supply. For key ICT contracts considered high risk, Electronics Watch 
contractual clauses will be included as part of the terms and conditions for a supplier. They 
require our suppliers to comply with the Electronics Watch Code of labour standards (or similar) 
and exercise due diligence by identifying and mitigating risk of breeches and remedying actual 
breeches and preventing their reoccurrence. 


5.5 Where third-party product certification is unavailable, unsuitable or does not fully address ethical 
supply concerns, suppliers must disclose the production sites to be used for a contract and 
demonstrate compliance with the Ethical Trade Initiative’s (ETI) base code, incorporating the core 
International Labour Organisation conventions. They are also expected to demonstrate that their 
subcontractors comply with these requirements.  


5.6 In addition, for key contracts in high risk sectors suppliers will be asked to complete the Sedex 
risk assessment (see paragraph 6.6). The results of the risk assessment may inform evaluation of 
tenders or form part of the assessment of key performance indicators under the contract, as 
appropriate. The risk assessment is intended to improve the transparency of supply chains over 
time and will also contribute to LFC’s policy on Business continuity in the supply chain. 


6 Procedure for contracts 


6.1 Application of the Public Contracts Regulations (PCR) 2015, including the mandatory and 
discretionary grounds for exclusion, allows LFC to take into account compliance with applicable 
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social, environmental and labour laws on the part of suppliers and their subcontractors.2 If a 
supplier has been convicted of offences relating to people trafficking or child labour, it is 
mandatory to exclude them from the tender process. If a supplier has not complied with 
applicable legislation such as minimum wages or health and safety laws in any country where it 
operates, it may also be excluded. Bidders can be asked about the supply chain management 
measures which they will put in place for the delivery of a contract, which may include third-party 
audits if appropriate.  


6.2 For all contracts with companies or other organisations with turnover in excess of £36m, to whom 
the requirements of Part 6 of the Modern Slavery Act apply (Appendix 1), the organisation's 
Slavery and Human Trafficking Statement must be reviewed as part of the tender process to 
ensure that any risks are suitably addressed. This statement must be kept up to date for the 
duration of the contract and reviewed annually. The PCR 2015 provide for mandatory exclusion 
of bidders who have been convicted of an offence under the Modern Slavery Act.3 


6.3 As a guide, it is expected that company statements on slavery should include the following type 
of information to demonstrate that risks assessed, recognised where relevant, and actions are 
being taken to address those risks: 


(i) Identify which aspects of their supply chain they consider are at risk of slavery. 


(ii) What actions they are taking to increase transparency in the areas at risk. 


(iii) How they address slavery through supplier selection and flow down of requirements 
through the supply chain. 


(iv) The level of leadership involvement in addressing the risk. 


(v) Any use of third party certification standards, third party audits or membership of 
industry organisations trying to tackle worker conditions in relation to areas of 
identified risk. 


Where such information is lacking or incomplete, clarifications should be sought. 


6.4 For key contracts in high risk and medium risk sectors, suppliers should be asked to provide 
products bearing the relevant third-party certification standards set out in Appendix 4, or 
equivalent third-party certifications. Certification must be specific to the product or site of 
production and a requirement to maintain up-to-date certification must be included in the 
contract.  


6.5 Where use of these certification standards is considered unsuitable, suppliers are unable to offer 
certified products or the standards are not considered to fully address LFC’s ethical concerns, 
suppliers should be asked to: 


(i)  Disclose the proposed sites of production for the contract and all subcontractors; and 


(ii) provide evidence to demonstrate they and their subcontractors meet the ETI base 
code.  


6.6 For key contracts in high risk sectors, suppliers will be asked to carry out a risk assessment using 
the Sedex self-assessment questionnaire (SAQ). This covers the following aspects: 


• Production countries. 


 
2 Regulation 57(8)(a) PCR. This includes compliance with the core ILO labour conventions, relating to Freedom of 
Association; Protection of the Right to Organise; Collective Bargaining; Abolition of Forced Labour; Minimum Age; 
Discrimination (Employment and Occupation); Equal Remuneration and the Worst Forms of Child Labour. 
3 Regulation 57(1)(ma) PCR, inserted by the Modern Slavery Act (Consequential Amendments) Regulations 2015.  
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• Compliance with local laws. 
• Working hours and conditions. 
• Health and safety, including compliance with building codes. 
• Terms of employment and rates of pay. 
• Minimum age of employment. 


Suppliers may either be asked to carry out the risk assessment as part of the tender process or 
upon contract award. If the assessment is to be carried out during the tender procedure, the 
effect on the evaluation of tenders must be specified in the procurement documents. It is 
recommended that for contracts involving bespoke products the assessment is carried out as part 
of the tender process, to ensure risks are taken into account prior to finalising production 
arrangements. If the assessment is carried out upon contract award, the effect on key 
performance indicators, payment or other provisions must be specified in the contract. 


6.7 All SAQs shall be reviewed by the Commissioner for completeness and risk assessed for 
compliance with the ETI base code. Where the following issues are identified for a specific 
supplier the Commissioner will require the following actions: 


High risk  (i) Deemed unacceptable to the Commissioner. 


Medium risk  (i) Dependent on the nature and scope of the risk or non-
compliance identified against the ETI base code, within six 
months of request or sooner as defined by the Commissioner, a 
third party audit may be required. 


(ii) Within one month of request a remedial action plan shall be 
prepared. 


(iii) Copies of both to be provided to the Commissioner and 
quarterly monitoring reports with evidence that the action plan 
is being implemented. 


Low risk or 
acceptable 


(i) Monitoring reports to be provided to the Commissioner through 
contract management meetings. 


Incomplete 
SAQ  


(i) Within one month of request areas of incomplete information 
shall be addressed and the SAQ re-submitted for risk review by 
the Commissioner. 


 


6.8 A flow diagram summarising the above procedure is appended to the policy. 


7 Responsibilities 


7.1 The Deputy Head of Procurement is responsible for ensuring the policy is applied to all applicable 
tenders. 


7.2 The Head of Sustainable Development is responsible for ensuring that the policy is kept up to 
date. 


7.3 The Head of Sustainable Development is responsible for reviewing the list of high and medium 
risk sectors set out in Appendix 1 against the LFC Contracts Register and the sources of 
information cited in Appendix 1, to determine whether any sectors/products should be added or 
removed. This list will be reviewed at least annually. 
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Flow diagram – Ethical sourcing requirements 
 


Is the contract in a 
high risk sector? 
• Electronics. 
• Textiles (incl PPE). 
• Construction and 


materials. 
 


Is product certification either 
unsuitable, unavailable or 
does not fully address 
ethical trade concerns for 
the contract? 


Is the supplier’s 
turnover > £36m? 


Is the contract above the OJEU 
threshold (£164,176 for supplies and 


services, £4.1 million for works)? 


Yes No 


Apply exclusion criteria set 
out in PCR 2015 relating to 
compliance with all 
applicable environmental, 
social and labour laws, 
including the core ILO 
labour conventions. 


Yes No 


Review the supplier’s 
Slavery and Human 
Trafficking statement 
as part of the tender 
process and require 
annual updates to this 
under the contract 
(see Appendix 1). 


Further ethical trade 
actions are voluntary. 


Yes No 
Sedex SAQ to be 
completed as part of 
tender process or upon 
contract award. The 
satisfactory resolution 
of any risks will be a 
condition of contract 
award or part of 
contractual KPIs.  


Yes 


Suppliers to declare 
production sites and 
sub-contractors, and 
confirm their 
compliance with the 
ETI base code (see 
Appendix 5). 


Is the contract in a 
medium risk sector? 
• Food and drink. 
• Cleaning 


products. 
• Timber products. 


 


Is it a key contract? 


• Duration > 2 years or 
repeat renewals; 
• Bespoke products; OR 
• Value ≥ £500k for high or 
medium risk products. 
 


No further ethical trade 
actions are needed. 


Yes 


Apply relevant third-party 
product certification as part 
of tender process (see 
Appendix 4). 


 


No 


Further 
ethical trade 
actions are 
voluntary. 


 


Yes No 


For Electronics – 
use of electronics 
Watch T&C. 
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Appendix 1 – High and medium risk sectors 
Sector/product Typical production 


countries/regions 
Specific risks 


Electronics Southeast Asia, United States, 
Latin America and Europe, with 
components sourced globally 


Low pay; excessive working 
hours; use of conflict minerals; 
child and forced labour. 


Electric vehicle batteries Cobalt – Democratic Republic of 
Congo (DRC); Lithium - 
Australia, Chile, China; Nickel – 
Canada, Indonesia, Philippines 
and Copper – Chile 


Use of conflict minerals; child 
and forced labour; low pay, 
unsafe working conditions; 
excessive working hours. 


Textiles (clothing, footwear, 
bags, carpets, upholstered 
furniture), PPE 


India, Bangladesh, Eastern 
Europe, Malaysia, Middle East 


Low pay; excessive working 
hours; health risks to workers 
(e.g. exposure to adhesives, fire 
hazards); child and forced 
labour. 


Construction materials (natural 
stone, brick, concrete, metals) 


China, India, Turkey, Iran, Italy Unsafe working practices; low 
pay; environmental risks. 


Construction sites UK Multi-tiered supply chains, 
agency labour - can result in 
poor labour practices. 


Unethical practices including 
unlawful or excessive 
recruitment fees, unfair/ 
incorrect terms of employment, 
withholding of passports, etc. 


Facilities management: cleaning, 
catering and security services 


UK Low skilled labour; migrant 
labour; agency labour. 


Food and drink (especially tea 
and coffee, fish and poultry, 
cocoa, palm oil) 


UK, Ireland, continental Europe, 
Africa, Asia, Middle East, Latin 
America  


Low wages; bonded labour; 
slave labour in fishing; 
unsustainable production 
methods; health risks to workers 
(e.g. pesticide exposure); health 
risks to consumers (food safety); 
animal welfare. 


Cleaning products and 
chemicals 


Europe Environmental risks in 
production; health and safety in 
production and for users; animal 
testing. 


Timber products (furniture, 
flooring, construction) 


Southeast Asia, Africa, Latin 
America, Eastern Europe 


Illegal/unsustainable forestry; 
unsafe working practices. 


Legend:            -  High risk sector              -  Medium risk sector 
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Sources of information: 


• EBRD Environmental and Social Risk Categorisation 2014 www.ebrd.org. 
• Sedex Risk Assessment website www.sedexglobal.com. 
• Ethical Trading Initiative website www.ethicaltrade.org. 
• Norwegian Agency for Public Management and eGovernment (DIFI), List of High Risk Goods 


http://www.anskaffelser.no/sosialt-ansvar/information-english/high-risk-products. 
• U.S. General Services Administration and U.S. Department of Energy, Verification Guide for 


Federal Purchasers of Sustainable Products. 
• Electronics Watch https://electronicswatch.org/en. 


 


 


 


 


 


 


 


 


 


 


 



http://www.ebrd.org/

http://www.sedexglobal.com/

http://www.ethicaltrade.org/

http://www.anskaffelser.no/sosialt-ansvar/information-english/high-risk-products

http://edms/docs/proc/sust/resp/psp/Ethical%20Trade/Verification%20Guide%20for%20Federal%20Purchasers%20of%20Sustainable%20Products.pdf

http://edms/docs/proc/sust/resp/psp/Ethical%20Trade/Verification%20Guide%20for%20Federal%20Purchasers%20of%20Sustainable%20Products.pdf
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Appendix 2 – Modern Slavery Act requirements 
1 The UK Modern Slavery Act (S.I. 30 of 2015) came into effect in July 2015. It consolidates slavery 


slavery and human trafficking offences, and introduces new preventive measures, support 
systems and an independent monitoring body (the Anti-Slavery Commissioner). 


2 The Act includes new measures including trafficking reparation orders and prevention orders to 
ensure that those who pose a risk of committing modern slavery or trafficking offences cannot 
work in relevant fields, such as with children or vulnerable people. Local authorities are also 
under a duty to report suspected incidents of slavery and trafficking to the Secretary of State. 


3 The Transparency in Supply Chains Clause (Part 6), requires any company with a turnover of 
more than £36 million4 that 'supplies goods and services' and 'carries on a business, or part of a 
business, in any part of the UK' to publish an annual slavery and human trafficking 
statement. This applies regardless of the size of the company’s UK operations and must cover its 
global supply chain.  


4 In this statement, the company needs to publicly disclose the steps, if any, taken to ensure slavery 
and human trafficking are not taking place in any of its supply chains or in any part of its own 
business. 


5 An organisation’s slavery and human trafficking statement may include information about— 


(a) The organisation’s structure, its business and its supply chains; 


(b) its policies in relation to slavery and human trafficking; 


(c) its due diligence processes in relation to slavery and human trafficking in its business and 
supply chains; 


(d) the parts of its business and supply chains where there is a risk of slavery and human 
trafficking taking place, and the steps it has taken to assess and manage that risk; 


(e) its effectiveness in ensuring that slavery and human trafficking is not taking place in its 
business or supply chains, measured against such performance indicators as it considers 
appropriate; and 


(f) the training about slavery and human trafficking available to its staff. 


If the organisation has a website, it must: 


(a) Publish the slavery and human trafficking statement on that website; and 


(b) include a link to the slavery and human trafficking statement in a prominent place on that 
website’s homepage. 


6 If the organisation does not have a website, it must provide a copy of the slavery and human 
trafficking statement to anyone who makes a written request for one, and must do so 
before the end of the period of 30 days beginning with the day on which the request is received. 


7 Annual statements must be approved by the board and signed by a director or equivalent. Under 
the Companies Act 2006, directors can be held criminally liable for signing off on wrongful or 
misleading information in their annual reports. 


The Modern Slavery Act 2015 (Transparency in Supply Chains) Regulations 2015. 


 
4 The relevant level of turnover is set by regulations, with £36m being the value set as of October 2015. This is 
measured on a worldwide basis, including the turnover of any subsidiaries (including those operating wholly 
outside of the UK).  
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Appendix 3 – Use of third-party certifications in tenders 
1 The below third-party certifications wholly or partially address LFB’s ethical sourcing 


requirements for each of the listed product categories. Equivalent labels must always be 
accepted.  


2 Where these products are provided under service contracts, the service provider should be 
asked about their ability to comply with these or equivalent certifications. If appropriate, provision 
of certified products may either be included as part of the specification or assessed under the 
award criteria (i.e. bidders will receive more marks if they offer to provide certified products). 


Product type Relevant certification(s) and 
issues covered 


Label image Policy 
compliance 


(5.4) 


Electronics TCO Certified 
Socially responsible manufacturing; 
design for recycling; energy 
efficiency; non-toxic plastics; heavy 
metals and halogens; visual 
ergonomics; health and safety 


 


Partial – include 
declaration of 


ETI compliance  
in tender/ 


contract and 
Sedex SAQ 


Textiles SA 8000 Social Accountability†  
Working conditions including child 
labour; forced labour; collective 
bargaining; health and safety; 
discrimination; working hours; 
remuneration. 
Fairtrade mark (for cotton) 
Traceability; environmental and 
labour standards in production; 
price premium to support 
development. 


      
http://www.sa-


intl.org/_data/n_0001/reso
urces/live/2008StdEnglishF


inal.pdf 


Where it applies 
to specific 


manufacturing 
site(s) for the 


contract 
 
 


Yes (cotton 
only) 


Cleaning 
products 


Certified Cruelty Free 
No animal testing; audit compliance 
EU Ecolabel 
Reduction of environmental and 
health risks linked to chemicals and 
packaging 


     


Yes if both are 
required 


Tea, coffee, 
sugar, cocoa 
products and 
bananas 


Fairtrade mark 
Traceability; environmental and 
labour standards in production; 
price premium to support 
development. 


 


Yes 


Seafood and 
farmed fish 


Marine Stewardship 
Council/Aquaculture 
Stewardship Council 
Traceability; legal and sustainable 
fishery; exclusion of forced labour.  


     


Yes 



http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf

http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf

http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf

http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf
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Product type Relevant certification(s) and 
issues covered 


Label image Policy 
compliance 


(5.4) 


Timber and 
paper 
products 


Forest Stewardship Council 
(FSC)/Programme for the 
Endorsement of Forest 
Certification (PEFC) 
Traceability (chain of custody); legal 
and sustainable timber; emissions 
and pollutants 


     


Yes 


Construction 
products 


BES 6001 Framework Standard 
Organisational management; Supply 
chain management; Environmental 
and social issues. Product search via 
www.greenbooklive.com   


Yes 


 



http://www.greenbooklive.com/
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Appendix 4 – ETI base code 
Please check www.ethicaltrade.org for version current at time of tender/contract.  


1 Employment is freely chosen 


1.1 There is no forced, bonded or involuntary prison labour. 


1.2 Workers are not required to lodge "deposits" or their identity papers with their employer and are 
free to leave their employer after reasonable notice. 


Guidance and resources 


2 Freedom of association and the right to collective bargaining are respected 


2.1 Workers, without distinction, have the right to join or form trade unions of their own choosing 
and to bargain collectively. 


2.2 The employer adopts an open attitude towards the activities of trade unions and their 
organisational activities. 


2.3 Workers’ representatives are not discriminated against and have access to carry out their 
representative functions in the workplace. 


2.4 Where the right to freedom of association and collective bargaining is restricted under law, the 
employer facilitates, and does not hinder, the development of parallel means for independent 
and free association and bargaining. 


Guidance and resources 


3 Working conditions are safe and hygienic 


3.1 A safe and hygienic working environment shall be provided, bearing in mind the prevailing 
knowledge of the industry and of any specific hazards. Adequate steps shall be taken to prevent 
accidents and injury to health arising out of, associated with, or occurring in the course of work, 
by minimising, so far as is reasonably practicable, the causes of hazards inherent in the working 
environment. 


3.2 Workers shall receive regular and recorded health and safety training, and such training shall be 
repeated for new or reassigned workers. 


3.3 Access to clean toilet facilities and to potable water, and, if appropriate, sanitary facilities for food 
storage shall be provided. 


3.4 Accommodation, where provided, shall be clean, safe, and meet the basic needs of the workers. 


3.5 The company observing the code shall assign responsibility for health and safety to a senior 
management representative. 


Guidance and resources 


4 Child labour shall not be used 


4.1 There shall be no new recruitment of child labour. 


4.2 Companies shall develop or participate in and contribute to policies and programmes which 
provide for the transition of any child found to be performing child labour to enable her or him to 
attend and remain in quality education until no longer a child, defined as being under 15 years of 
age. 


4.3 Children and young persons under 18 shall not be employed at night or in hazardous conditions. 



http://www.ethicaltrade.org/

http://www.ethicaltrade.org/eti-base-code/employment

http://www.ethicaltrade.org/eti-base-code/freedom-of-association

https://www.ethicaltrade.org/eti-base-code/3-working-conditions-are-safe-and-hygienic





Appendix 4 


1006 Issue date: 9 March 2023 14 of 16 


DRAFT 


4.4 These policies and procedures shall conform to the provisions of the relevant ILO standards. 


Guidance and resources 


5 Living wages are paid 


5.1 Wages and benefits paid for a standard working week meet, at a minimum, national legal 
standards or industry benchmark standards, whichever is higher. In any event wages should 
always be enough to meet basic needs and to provide some discretionary income. 


5.2 All workers shall be provided with written and understandable Information about their 
employment conditions in respect to wages before they enter employment and about the 
particulars of their wages for the pay period concerned each time that they are paid. 


5.3 Deductions from wages as a disciplinary measure shall not be permitted nor shall any deductions 
from wages not provided for by national law be permitted without the expressed permission of 
the worker concerned. All disciplinary measures should be recorded. 


Guidance and resources 


6 Working hours are not excessive 


Note: This base code clause was revised with effect from 01 April 2014. Find out more. 


6.1 Working hours must comply with national laws, collective agreements, and the provisions of 6.2 
to 6.6 below, whichever affords the greater protection for workers. Sub-clauses 6.2 to 6.6 are 
based on international labour standards. 


6.2 Working hours, excluding overtime, shall be defined by contract, and shall not exceed 48 hours 
per week.* 


6.3 All overtime shall be voluntary. Overtime shall be used responsibly, taking into account all the 
following: the extent, frequency and hours worked by individual workers and the workforce as a 
whole. It shall not be used to replace regular employment. Overtime shall always be 
compensated at a premium rate, which is recommended to be not less than 125% of the regular 
rate of pay. 


6.4 The total hours worked in any 7 day period shall not exceed 60 hours, except where covered by 
clause 6.5 below. 


6.5 Working hours may exceed 60 hours in any 7 day period only in exceptional circumstances 
where all of the following are met: 


• This is allowed by national law; 
• this is allowed by a collective agreement freely negotiated with a workers’ organisation 


representing a significant portion of the workforce; 
• appropriate safeguards are taken to protect the workers’ health and safety; and 
• the employer can demonstrate that exceptional circumstances apply such as unexpected 


production peaks, accidents or emergencies. 


6.6 Workers shall be provided with at least one day off in every 7 day period or, where allowed by 
national law, 2 days off in every 14 day period. 


* International standards recommend the progressive reduction of normal hours of work, when 
appropriate, to 40 hours per week, without any reduction in workers’ wages as hours are 
reduced. 


Guidance and resources 



http://www.ethicaltrade.org/eti-base-code/child-labour

http://www.ethicaltrade.org/eti-base-code/living-wage

http://www.ethicaltrade.org/eti-base-code/working-hours

http://www.ethicaltrade.org/eti-base-code/working-hours
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7 No discrimination is practised 


7.1 There is no discrimination in hiring, compensation, access to training, promotion, termination or 
retirement based on race, caste, national origin, religion, age, disability, gender, marital status, 
sexual orientation, union membership or political affiliation. 


Guidance and resources 


8 Regular employment is provided 


8.1 To every extent possible work performed must be on the basis of recognised employment 
relationship established through national law and practice. 


8.2 Obligations to employees under labour or social security laws and regulations arising from the 
regular employment relationship shall not be avoided through the use of labour-only contracting, 
sub- contracting, or home-working arrangements, or through apprenticeship schemes where 
there is no real intent to impart skills or provide regular employment, nor shall any such 
obligations be avoided through the excessive use of fixed-term contracts of employment. 


 Guidance and resources 


9 No harsh or inhumane treatment is allowed 


9.1 Physical abuse or discipline, the threat of physical abuse, sexual or other harassment and verbal 
abuse or other forms of intimidation shall be prohibited. 


Guidance and resources 


The provisions of this code constitute minimum and not maximum standards, and this code should not 
be used to prevent companies from exceeding these standards. Companies applying this code are 
expected to comply with national and other applicable law and, where the provisions of law and this 
Base Code address the same subject, to apply that provision which affords the greater protection. 


 



http://www.ethicaltrade.org/eti-base-code/discrimination

http://www.ethicaltrade.org/eti-base-code/regular-employment

http://www.ethicaltrade.org/eti-base-code/no-harsh-treatment
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Document history 


Assessments 


An equality, sustainability or health, safety and welfare impact assessment and/or a risk assessment was 
last completed on: 


EIA 31/08/21 SDIA 14/09/21 HSWIA 21/09/21 RA N/A 


Audit trail 


Listed below is a brief audit trail, detailing amendments made to this policy/procedure. 


Page/para nos. Brief description of change Date 


   


   


   


   


   


Subject list 


You can find this policy under the following subjects. 


Ethnical sourcing Modern slavery 


Responsible procurement Sustainability 


  


  


 


Freedom of Information Act exemptions 


This policy/procedure has been securely marked due to: 


Considered by: 
(responsible work team) 


FOIA exemption Security marking 
classification 
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1 Introduction 


1.1 The London Fire Commissioner (LFC) is committed to openness and honesty and has an 
obligation to responsibility and accountability. The LFC recognises that as well as causing financial 
loss, fraud and corruption activities are also detrimental to the provision of services and damaging 
to the reputation of and confidence in the LFC. The LFC takes the risk of fraud and bribery 
extremely seriously and does not tolerate any such wrongdoing. It expects all individuals and 
organisations associated with the LFC to act with integrity and is determined to prevent, deter 
and detect all forms of fraud and corruption committed against it both internally and externally. 


1.2 The LFC will adopt best practice and this counter fraud and corruption policy will have due regard 
to the implementation of the recommendations made by the Nolan Committee (see Appendix 1) 
and the Chartered Institute of Public Finance and Accountancy (CIPFA) Code of Practice on 
Managing the Risk of Fraud and Corruption (The Code).  


1.3 The Code consists of the following five principles: 


• Acknowledge the responsibility of the governing body for countering fraud and corruption. 
• Identify the fraud and corruption risks. 
• Develop an appropriate counter fraud and corruption strategy. 
• Provide resources to implement the strategy. 
• Take action in response to fraud and corruption. 


1.4 The objective of this policy is to outline the LFC’s commitment and approach to tackling fraud and 
corruption and applies to all those who work for, or interact with the LFC, including employees, 
Members, contractors, suppliers, consultants, individuals, partners, any external agencies doing 
business with the LFC and service users. All suspicions of financial impropriety arising from the 
activities of any of these groups fall within the scope of this policy. The policy is supported by a 
response plan designed to the implement the policy and support delivery of the corporate 
objectives. 


LFC’s approach 


1.5 The LFC’s approach is to develop a counter fraud, bribery and anti-corruption culture and the 
prevention of fraud and corruption by designing, implementing and regularly reviewing policies 
and systems. This is further supported by work to detect and investigate fraud and corruption 
and seeking to apply sanctions and recover loss where it is found. 


2 What is fraud and corruption 


Fraud 


2.1 The Fraud Act 2006 creates a general offence of fraud and sets out three ways in which it can be 
committed: 


• Fraud by dishonest false representation. 
• Fraud by dishonestly failing to disclose information. 
• Fraud by dishonestly abusing a position of trust. 


2.2 In all three classes of fraud, for an offence to have been committed, a person must have been 
dishonest and have intended to make a gain or cause a loss to another. 


2.3 For the purposes of this policy, “fraud” will also include theft, forgery, concealment and 
conspiracy. Fraudulent acts may include stealing cash or equipment, submitting false expense 
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claims, unauthorised removal of LFC property, manipulating accounts and records, irregular 
contract arrangements and other financial irregularities. 


2.4 There is also an offence under common law of Conspiracy to Defraud. 


Corruption 


2.5 For the purposes of this policy, “corruption” is defined as the offering, promising, giving, 
requesting, receiving or agreeing to accept an inducement or reward, (i.e. a bribe), which may 
influence a person to act against the interests of the LFC. The definition of what constitutes a 
bribe is extremely broad and covers any financial or other advantage offered to someone to 
induce them to act improperly to gain personal, commercial, regulatory or contractual advantage. 
There are four key offences under the Bribery Act 2010:  


• Bribery of another person (section 1). 
• Accepting a bribe (section 2). 
• Bribing a foreign official (section 6). 
• Failing to prevent bribery (section 7).  


2.6 The Act also creates a corporate offence under section 7 which can be committed by commercial 
organisations which fail to prevent persons associated with them (including third party providers) 
from bribing another person on their behalf. The commercial organisation will have a defence if it 
can show that it had adequate procedures in place to prevent persons associated with it from 
committing bribery. To ensure that adequate procedures are in place six principles should be 
adhered to: proportionate procedures; top level commitment; risk assessment; due diligence; 
communications; monitoring and review. 


Is the LFC a ‘commercial organisation’?  


2.7 The guidance states that a “commercial organisation” is any “body” formed in the United 
Kingdom and “...it does not matter if it pursues primarily charitable or educational aims or purely 
public functions. It will be caught if it engages in commercial activities, irrespective of the purpose 
for which profits are made.”  


2.8 Therefore, for the purposes of the Act the LFC is a “commercial organisation”. 


3 Aims and objectives 


3.1 The LFC’s aims and objectives are to: 


• Risk-assess new and existing fraud threats. 
• Create a strong counter-fraud and counter-corruption culture within the LFC. 
• Maintain effective systems and procedures for the prevention and detection of fraudulent and 


corrupt activity. 
• Establish an effective response to suspected cases of fraud and corruption, to ensure all 


suspicions are properly and thoroughly investigated. 
• Take appropriate and strong action to deal with proven fraudsters. 
• Vigorously pursue all forms of redress to recover financial losses. 


3.2 The LFC has put in place a policy framework which supports the implementation of this Strategy 
and the Counter Fraud and Corruption policy, which includes the following: 


• Policy number 569 - Confidential reporting (whistleblowing) policy 
• Policy number 702 - Anti-money laundering regulations 2019 
• Policy number 465 - Registration of all external gifts, hospitality and other benefits offered to 


              Brigade employees 
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• Policy number 551 - Outside employment 
• Policy number 442 - Information security policy 
• Policy number 485 - ICT acceptable use policy 
• Policy number 392 – Discipline (conduct) procedure 
• Staff Code - Section J - Discipline and conduct 
• Codes of conduct and ethics 
• Financial Regulations 


3.3 Plans and operations are aligned to the policy and contribute to the achievement of the LFC’s 
overall goal of maintaining resilience to fraud and corruption. The LFC will make effective use of 
national and sectoral initiatives to detect or prevent fraud, such as data matching or intelligence 
sharing. The application of the LFC’s policy is based on: 


• Awareness sessions 
− Regular fraud awareness sessions will be provided to key groups of staff, and will include 


those responsible for managing central processes that support fraud prevention, such as 
those in Finance and Procurement Departments, and those that manage groups of staff 
that are responsible for significant levels of resource. The plan for the awareness sessions 
will be agreed each year as part of the internal audit plan. 


• Prevention, including deterrence and detection 
− The processes and systems in place to support fraud prevention will be regularly reviewed 


to address developing experience and practice and will include any lessons learnt from any 
fraud investigations conducted by internal audit. Disciplinary cases will be reported 
internally to act as a deterrent to future potential fraudulent activity. 


• Investigation 
− Where fraud is reported or discovered this will be investigated as appropriate, using 


internal audit, the police and other resources as the situation dictates. 


• Sanction  
− Where fraud is proven robust action will be taken against the perpetrators. This will be 


through the disciplinary process and using the police in the most serious cases. 


• Recovery of losses 
− The LFC will seek to recover losses from fraudulent activity if this is possible and 


appropriate. 


• Participation in the National Fraud Initiative and other public sector counter fraud 
partnerships. 


3.4 The policy will deliver prevention and awareness training through workshops and online training 
packages. Regular reviews by internal audit and an embedded anti fraud culture aids detection 
and investigation, with deterrence based on appropriate sanctions.  


Review 


3.5 The policy will be subject to regular review as to its effectiveness with recommendations for any 
required changes as necessary. 


3.6 The key objectives of this Counter Fraud and Corruption Strategy are to maintain minimal losses 
through fraud and corruption and further embed the management of fraud risk within the culture 
of the organisation.  


3.7 The LFC expects all staff including employees, temporary agency staff, consultants, contractors, 
volunteers and service users to act honestly, with integrity and to provide us with any 
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information, help and support we need to deal with fraud and corruption. To comply with the 
spirit, as well as the letter of the laws and regulations of all jurisdictions in which the LFC operates, 
in respect of the lawful and responsible conduct of activities.  


4 Responsibility 


4.1 The Director of Corporate Services has overall responsibility for the maintenance and operation 
of the overarching anti-fraud and corruption policy in liaison with the Commissioner, Directors, 
Assistant Director - Finance, Internal Audit Manager, Assistant Director - People Services and 
Chief Information Officer to ensure that it continues to remain compliant and meet the 
requirements of the LFC.  


4.2 From a statutory perspective the ultimate duty to prevent and detect fraud and corruption lies 
with the Director of Corporate Services, a duty is set out in Section 127 of the Greater London 
Authority Act 1999 (as amended).  


4.3 Director of Corporate Services should be alerted to all cases of suspected fraud in real time, 
ensure appropriate arrangements are in place to investigate the matter and be periodically kept 
up to date on progress and any resulting actions (including disciplinary action).  


4.4 People Services ensures through their processes that a quarterly return (including nil return) on 
discipline cases that have been considered to be fraud is submitted to the Director of Corporate 
Services and Assistant Director of Finance. 


4.5 All managers are responsible for fraud risk management in their particular service area, with 
corporate support in providing resources appropriate to the risks and by reporting on the 
management of the risk. Management are expected to embed strong counter fraud controls and 
systems; support counter fraud and corruption activities and training; and ensure other 
governance papers, strategies and policies include fraud and corruption risks wherever relevant.  


4.6 The Internal Auditor reports to the LFC annually on the effectiveness of the control environment.  
The Audit Committee will also review the counter fraud strategy.  


5 Response plan 


5.1 The detail of this policy has been translated into a set of actions (see action plan at Appendix 2) 
that are proportionate to the size and activities of the LFC, the risks it faces, and the level of 
resources deployed. The policy covers a three-year period to its next review therefore the plan of 
action has been devised to reflect the current position and maturity of the counter fraud function.  


5.2 The Counter Fraud Work Programme to manage the LFC’s fraud and corruption risks is 
structured around the LFC’s approach for meeting the aims and objectives of the strategy i.e. 
prevention and awareness; detection and investigation; and deterrence.  


5.3 Any events adversely affecting the level of resources to deliver the programme will be reported 
to senior management and the LFC at the appropriate time.  


5.4 The strategy will be regularly reviewed to focus on new or increasing risks identified as part of the 
LFC’s risk management work, and this will influence the work programme over the course of the 
strategy. Consideration will also be given to aligning the LFC’s strategy and work programme 
with guidance available in the wider public sector.  
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Review and assessment 


5.5 In line with the LFC’s Fraud Response Plan, the Director of Corporate Services will report to the 
LFC as necessary, as part of the Annual Governance Statement, to provide an update on the 
LFC’s anti-fraud, bribery and corruption processes and activities.  


5.6 The LFC will publish annually, as required by the Government’s Local Government Transparency 
Code 2015, information on its counter fraud work. 


5.7 The LFC fraud risk will also be reviewed and assessed as part of the new corporate risk 
management approach. 


6 What to do if you suspect fraud and/or corruption 


6.1 If you have reasonable suspicions that fraud and/or corruption has taken place, then you should 
advise the appropriate person. This may be your line manager, the head of department, director 
or assistant commissioner. Alternatively, you may contact directly the Internal Audit Team (see 
below for details) or Brigade discipline manager, or report through the whistleblowing 
arrangements. No Individual should fear negative consequences from reporting concerns about 
fraud, but this can be done anonymously if preferred. 


• If you feel that your concerns are warranted, deal with the matter promptly. Any delay could
have an adverse effect.


• Don’t approach or accuse any individuals directly. This may alert them and result in evidence
being destroyed.


• Don’t tell anybody else other than those with the proper authority.
• Don’t try to investigate the matter yourself. Special rules must be followed when gathering


evidence for use in criminal cases. Poorly managed investigations by staff unfamiliar with
these rules might well mean that any criminal prosecution is unsuccessful.


6.2 The LFC’s Scheme of Governance Part 6 clause 13 states that, if at any time any case of theft, 
fraud, corruption or other financial irregularity is discovered or suspected to exist which involves 
the LFC’s interest, the head of department/assistant commissioner concerned or the Brigade 
investigating officer shall at once (and before proceeding with any further investigation) notify 
the director of corporate services. The director of corporate services will then ensure that 
appropriate arrangements are in place to investigate the matter. 


6.3 Every reported incident of fraud will be taken seriously. In some cases, there may be prima facie 
grounds for concern, in other cases – where there is a lack of evidence and/or the facts are not 
easily established at first sight – it will be necessary to undertake preliminary fact-finding. This 
work will be overseen by the director of corporate services. They will determine what fact-finding 
work is required and whether a qualified fraud investigator needs to be involved at this stage. In 
doing so, they will liaise with the head of audit and assurance. 


6.4 Policy number 569 - Confidential reporting policy (whistleblowing) recognises that a concern can 
be different from a complaint or a grievance. It is not the employee who has to prove that the LFC 
is being defrauded – once they have raised that concern it is the LFC which has to address the 
concern of the employee. 


6.5 The LFC’s sanction policy on fraud, bribery and corruption is set out in the Scheme of 
Governance Financial Regulations , and the Staff Code (Section J), Policy number 392 - 
Discipline (conduct) procedure.  
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7 Investigating fraud and corruption 


7.1 Once a decision has been made to launch an investigation, the Director of Corporate Services in 
discussion with Internal Audit will appoint an officer to lead and conduct the investigation. The 
investigating officer, appropriately qualified, will in most cases be drawn from the Internal Audit 
Team. It may, however, be necessary to draw on external investigative resources; either to lead 
or support the investigation. Whoever is involved must be appropriately qualified and have the 
requisite knowledge of criminal law, the LFC’s anti-fraud and corruption framework and LFC 
disciplinary and other relevant policies. Any attempt to gather evidence by people who are 
unfamiliar with the rules may adversely affect the outcome of the case.  


Reporting on progress 


7.2 The investigating officer will periodically provide an update to director of corporate services on 
the investigation, which may include some/all the following information: 


• Progress with the investigation. 
• Estimate of resources and actions required to conclude the investigation. 
• Quantification of losses. 
• Recovery action. 
• Disciplinary action. 
• Criminal investigation and action. 
• Weaknesses identified and actions recommended to address them. 


Disciplinary action 
• Where there is an on-going police investigation, it may still be appropriate for the LFC to 


proceed with disciplinary action. Prior to commencing any action, advice will be sought from 
the police to ensure any criminal investigation will not be compromised. 


Civil recovery 
• Recovering losses is a major objective of any fraud investigation. Where the loss is substantial, 


legal advice will be obtained about the need to and feasibility of freezing through the Courts 
any assets. Legal advice can also be obtained about the prospects of recovering losses 
through the civil court, where the subject refuses repayment. 


Weaknesses identified and actions recommended or being taken to address them 
• Where an investigation identifies vulnerabilities in a particular system or process, or a lack of 


safeguards, the relevant senior officer LFC will draw up an action plan to address these. 


Responsibility  


7.3 It is the responsibility of all staff to report suspected fraudulent activity, and all the associated 
facts, promptly and accurately to an appropriate manager. All staff should then be prepared to co-
operate in any fraud investigation. 


Contacts 


7.4 The internal audit contacts are: 


• Head of Audit and Assurance: 07917 557084 
• Counter Fraud Manager 07714 611450 
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Public interest disclosure act 


7.5 In addition to providing assurances through the whistleblowing policy that genuine concerns can 
be raised without fear of victimisation, harassment, discrimination or disadvantage, the Public 
Interest Disclosure Act (PIDA) provides protection for employees, making it automatically unfair 
to dismiss or otherwise penalise employees for making a ‘protected disclosure’. 
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Appendix 1 - Nolan committee - the seven principles of 
public life 
 


Selflessness 
Holders of public office should take decisions solely in terms of the public 
interest. They should not do so in order to gain financial or other material 
benefits for themselves, their family, or their friends. 
 
Integrity 
Holders of public office should not place themselves under any financial or other 
obligation to outside individuals or organisations that might influence them in the 
performance of their official duties. 
 
Objectivity 
In carrying out public business, including making public appointments or 
recommending individuals for rewards and benefits, holders of public office 
should make choices on merit. 
 
Accountability 
Holders of public office are accountable for their decisions and actions to the 
public and must submit themselves to whatever scrutiny is appropriate to their 
office. 
 
Openness 
Holders of public office should be as open as possible about all the decisions and 
action that they take. They should give reasons for their decisions and restrict 
information only when the wider public interest clearly demands it. 
 
Honesty 
Holders of public office have a duty to declare any private interests relating to 
their public duties and to take steps to resolve any conflicts arising in a way that 
protects the public interest. 
 
Leadership 
Holders of public office should promote and support these principles by 
leadership and example. 
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Appendix 2 - Action plan 
The following actions are planned for the three-year period of the current policy to support 


• Robust anti-fraud/bribery and corruption culture 


• Confidence in reporting wrongdoing 


• Reduction of fraud 


PREVENT 


Aim Action Lead Officer 


To understand LFC exposures to risk, 
changing patterns in fraud and 
corruption threats and the potential 
consequences to the LFC and its 
service users. 


To complete and enhance the 
fraud risk register by: 


Evaluating the likelihood and 
significance of each inherent 
fraud risk, as part of the new 
risk management approach 


Assistant director 
finance 


 


DETECT 


Aim Action Lead Officer 


To detect any instances of fraud or 
suspicious activity, identify anomalies 
and ensure reporting mechanisms are 
efficient and effective. 


Report suspected fraud to 
MOPAC. 


Investigate and report 
outcomes from the National 
Fraud Initiative. 


Implement continuous 
monitoring activity in high 
risk areas 


Assistant director, 
finance 


 


DETER 


Aim Action Lead Officer 


To prevent instances of 
fraud/bribery/corruption from 
occurring and deter people from 
committing these actions. 


Awareness training 


Up to date policies 


Publicising actions 


Key messages from senior 
management 


Strong whistleblowing 
arrangements 


Assistant director, 
finance 
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Document history 


Assessments 


An equality, sustainability or health, safety and welfare impact assessment and/or a risk assessment was 
last completed on: 


EIA 18/08/08 SDIA H -  HSWIA  RA  


Audit trail 


Listed below is a brief audit trail, detailing amendments made to this policy/procedure. 


Page/para nos. Brief description of change Date 
Page 1 Corrected the work group for this policy. 24/11/2010 


Page 2 Section 2 of the Response Plan, under the heading ‘What is Fraud 
and Corruption’, changed to ensure that it reflects current 
legislation. 


22/10/2012 


Page 4 Revised contact details as Internal audit is now managed by the 
Mayor's Office for Policing and Crime (MOPAC) as part of a 
shared service agreement on behalf of the Director of Finance and 
Contractual Services. 


22/10/2012 


Page 5 Subjects list and Freedom of Information Act exemptions tables 
updated. 


03/02/2015 


Page 1 Owner changed from Director of Finance and Contractual 
Services to Head of Finance. 


14/08/2015 


Page 2 
Page 3 


Corrected reference to legislation. 
Referenced Internal Audit as the appropriate investigation service 
and referenced whistleblowing policy. 


28/09/2015 


Throughout Review of policy with support from MOPAC, to better align this 
with GLA group arrangements/best practice.  


07/07/2017 


Throughout 
 
 
 
Page 3 
Page 6 
 
 
Page 7 


Reviewed as current with changes made to reflect inception of 
London Fire Commissioner and the new structure to support this 
including the Audit Committee, and the renaming of Director of 
Finance and Contractual Services to Director of Corporate 
Services.  
Now includes reference to common law fraud offence. 
Added reference to the new risk management approach, and 
reinforces that individuals should not fear negative consequences 
from reporting fraud concerns.  
Amended phone number for counter fraud manager. 


21/07/2021 


Page 5 Addition of strengthened responsibilities. 05/04/2023 
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Subject list 


You can find this policy under the following subjects. 


Finance Fraud  


Counter fraud   


  


  


Freedom of Information Act exemptions 


This policy/procedure has been securely marked due to: 


Considered by: 
(responsible work team) 


FOIA exemption Security marking 
classification 


   


   


 





		Contents

		1 Introduction

		2 What is fraud and corruption

		3 Aims and objectives

		4 Responsibility

		5 Response plan

		6 What to do if you suspect fraud and/or corruption

		7 Investigating fraud and corruption

		Appendix 1 - Nolan committee - the seven principles of public life

		Appendix 2 - Action plan

		Document history




image4.emf
0696 - The GLA 

group responsible procurement policy.pdf


0696 - The GLA group responsible procurement policy.pdf


Policy | Procedure 


Review date: 8 July 2026 Last amended date: 


696 Issue date: 2 February 2010 1 of 9 


The GLA group responsible procurement policy 


New policy number: 696 
Old instruction number: 


Issue date: 2 February 2010 
Reviewed as current: 8 July 2024 
Owner: Assistant Director, Procurement and Commercial 
Responsible work team: Sustainable Development Team 


Contents 


1 The Mayor’s vision ............................................................................................................. 2 


2 Context ............................................................................................................................ 3 


3 Social value ....................................................................................................................... 3 


4 Our commitment ................................................................................................................ 4 


5 Improving supply chain diversity .......................................................................................... 4 


6 Embedding fair and inclusive employment practices ............................................................... 5 


7 Enabling skills, training and employment opportunities ............................................................ 6 


8 Promoting ethical sourcing practices ..................................................................................... 6 


9 Improving environmental sustainability ................................................................................. 7 


10 Implementation ................................................................................................................. 7 


Document history ...................................................................................................................... 9 







696 Issue date: 2 February 2010 2 of 9 


As a functional body of the GLA group the London Fire Brigade has agreed to adhere to this policy. 


1 The Mayor’s vision 


1.1 “My vision for London is simple – I want all Londoners to have the same opportunities that our 
city gave to me and my family: a secure home they can afford, a good job with fair pay and 
conditions, an affordable and modern transport system and a safe, clean and healthy 
environment. 


I’m passionate about fairness and social justice and so I will continue to do my utmost to ensure 
that opportunity and prosperity are shared across our city, and that vulnerable Londoners are 
protected, not exploited. My mission is to improve London’s competitiveness and enhance our 
status as a world-leading city for business, creativity, equality and environmental sustainability. I 
want London to be a global beacon of openness, acceptance and respect for diversity. 


Now, more than ever, as our city grapples with the fallout from the Covid-19 pandemic, we 
need to be working closely with partners in our supply chain to ensure that the GLA Group’s 
extensive public procurement of products and services supports a green and fair recovery, and 
delivers lasting and positive change for all Londoners. 


Of course, we face tough choices as we navigate this crisis. But as we seek to rebuild, we do 
get to make choices about our priorities and the way forward. We can choose, for example, to 
focus on rebalancing our economy so that it creates secure and high-quality employment, 
reduces poverty, and expands prosperity to all of our communities, whilst enhancing our 
environment. 


We have identified nine missions that will helps us to meet our grand challenge of restoring 
confidence in our city, minimising the impact on London’s communities and building back 
better. The GLA’s responsible procurement programme will play a pivotal role in achieving 
these missions.” 


1.2 How can responsible procurement help deliver my vision for London?  


Through the GLA’s responsible procurement programme, we create social value in our projects 
and contracts to help to make London a more equal, fair and sustainable city and so generate 
benefits for all London’s communities now and in the future. This will be achieved by: 


(a) Working to improve our communities in partnership with local people and organisations to 
address their specific needs through relevant contract requirements and performance 
measures. 


(b) Driving fair employment practice with our suppliers to ensure that their employees receive 
fair employment terms and pay, including the London Living Wage to the extent permitted 
by law. 


(c) Breaking down barriers that restrict SMEs, community sector organisations and under-
represented groups from entering our supply chain to generate employment, skills and 
training opportunities. 


(d) Encouraging innovative approaches that advance London’s competitiveness as a world 
leading city for business, creativity and fairness. 


(e) Leading by example in the procurement of clean technologies and using resources 
efficiently. 


(f) Preserving and regenerating our natural environment and protected buildings/sites. 
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(g) Building on and sharing good practice within the GLA Group and externally. 


Sadiq Khan  


Mayor of London 


2 Context 
2.1 The principal purposes of the GLA are, for the Greater London area, the promotion of: 


• Economic development and wealth creation; 
• Social development; and 
• Improvement of the environment1 


2.2 The GLA Group spends around £9.5 billion on its procurement activities every year. The scale 
and diversity of our buying power presents considerable opportunities for effective partnership 
working, to achieve value for money and encourage innovative approaches. Responsible 
procurement led by the GLA Group and championed by the Mayor, has the potential to create a 
massive ripple effect throughout all of London’s suppliers, as well those nationally and 
internationally, that can fundamentally change the way that products and services are designed, 
provided, consumed and disposed of. 


2.3 We are committed to responsible and ethical business practice and expect similar standards from 
our suppliers and throughout our supply chain. We respect international principles of human 
rights including, but not limited to, those expressed in the UN Declaration of Human Rights, 
United Nations Guiding Principles, and the UK Government Modern Slavery Act 2015; and the 
relevant legislation in all of the countries where we procure our goods and services. 


2.4 This document is a high level strategic policy setting out the GLA Group’s plans, ambitions and 
commitments for ensuring continuous improvement in London, delivered through all the Group’s 
procurement activities as well as commissioning and funding opportunities, which supports the 
delivery of the Mayor’s commitments and related strategies. It reflects best practice and 
demonstrates that our procurement activities meet all relevant legislative requirements, such as 
the Modern Slavery Act 2015, the Social Value Act 2012, the Equality Act 2010 and others. 


2.5 The GLA Group Responsible Procurement Implementation Plan2 sets out the actions that the 
GLA Group has prioritised to deliver the RP Policy themes. This plan includes working with our 
first tier suppliers and their supply chain where possible to fully implement this policy. More 
information is set out in the ‘Implementation section’. 


3 Social value 


3.1 For the GLA Group3, responsible procurement means pioneering socially, environmentally and 
economically sustainable procurement to deliver social value. Social Value for us means an 
enhanced natural environment, improved quality of life and better value for money. It involves 


 
1 Section 30(2) Greater London Authority Act 1999 


2 https://www.london.gov.uk/sites/default/files/gla_group_rp_ip_final_for_publishing.pdf 


3 The Greater London Authority, Transport for London, the London Fire Commissioner (LFC), Mayor’s Office for 
Policing and Crime, London Legacy Development Corporation and Old Oak and Park Royal Development 
Corporation. This Policy is also supported by the Metropolitan Police Service who are accountable to the Mayor’s 
Office for Policing and Crime. For the purposes of this policy the references to the GLA Group shall include the 
Metropolitan Police Service. 



https://www.london.gov.uk/sites/default/files/gla_group_rp_ip_final_for_publishing.pdf
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working in partnership across London to provide sustained employment opportunities and 
improve working conditions. It means opening up access to contract opportunities for London’s 
diverse businesses, and voluntary and community sector organisations, encouraging improved 
practices with our suppliers and promoting greater environmental sustainability to make London a 
better place to live and work. It is through the commitments set out in this policy and 
accompanying implementation plan, and the resulting outputs that are realised, that the GLA 
Group will deliver social value through its procurement activity and supply chain. 


3.2 We will consider how what is proposed to be procured can improve the economic, social and 
environmental well-being of our communities. We will work with communities and suppliers to 
identify any specific needs and how well-being can be improved through our procurement and 
commissioning activities. 


3.3 We will lead by example by routinely considering social value outcomes available from the 
procurement of goods, works and services and asset disposal in all contracts over £100,000, as 
well as at lower levels where specific opportunities exist. 


3.4 We will consult and work with service users, communities and the supply market to improve the 
design and production of our works and services contracts that have an impact on the community 
so that outcomes are delivered in the most efficient manner, including through innovative 
solutions. 


3.5 At all times, we will ensure that procurement requirements focusing on social value are relevant 
and proportionate, reflecting need and the nature of the supply market as well as ensuring that 
opportunities for small and diverse business aren’t limited by policy requirements. 


3.6 Wherever and whenever possible, we will quantify the economic, social and environmental 
benefits delivered to our communities through procurement.  


4 Our commitment 


4.1 We will ensure that decisions taken by members of the GLA Group on the procurement of goods, 
works or services are undertaken in line with our commitments set out in this document under 
the following themes: 


1. Improving supply chain diversity 


2. Embedding fair and inclusive employment practices 


3. Enabling skills, training and employment opportunities 


4. Promoting ethical sourcing practices 


5. Improving environmental sustainability 


6. These will be applied, where relevant and proportionate, in commercial arrangements with 
partnering and contracting organisations 


5 Improving supply chain diversity4 


We will encourage equality and diversity by: 


 
4 This includes the nine protected characteristics included within the Equalities Act 2010 
http://www.legislation.gov.uk/ukpga/2010/15/section/4 



http://www.legislation.gov.uk/ukpga/2010/15/section/4
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5.1 Removing barriers in our procurement approaches and processes that inhibit Micro, Small to 
Medium Enterprises (MSMEs) 5, community sector organisations, diverse enterprises6 and under-
represented groups from easily entering our supply chain. We will ensure our procurement 
processes are transparent, straightforward, and open to the whole of the supplier community. 


5.2 Paying our suppliers promptly and paying SME suppliers within 10 working days, in recognition 
of their specific challenge around cash flow, and encourage our supply chain to adopt supporting 
practices. 


5.3 Maximising relevant opportunities to work with voluntary and community sector organisations 
including social enterprises in supply and service delivery. 


6 Embedding fair and inclusive employment practices 


We will seek fair employment practices by: 


6.1 Identifying opportunities to encourage our suppliers to employ a workforce that is representative 
of the diversity of London’s population and provide services that are inclusive. We will seek to 
work with organisations (and their supply chains) that have a good track record and can clearly 
demonstrate promoting equality and diversity within their own organisations. 


6.2 Securing the Mayor’s Good Work Standard7 as a key part of our dialogue with suppliers, 
encouraging them to join the programme, participate in the Standard’s community, and requiring 
that all suppliers have fair terms of pay, including the London Living Wage, to the extent 
permitted by law. 


6.3 Working with our suppliers to understand (and regularly assess) the terms on which people 
working in our supply chain are employed and to ensure they are not exploitative or unlawful.  


6.4 We will work with suppliers to ensure that our service requirements do not result in the 
inappropriate or exploitive use of ‘zero hours’ contracts for low paid, low skilled roles, or in any 
other employment practices that exploits people working in our supply chain. 


6.5 Supporting our suppliers to provide safe and healthy workplaces for their workforce including 
employees, self-employed workers and contractors and supporting them in improving working 
conditions. 


6.6 Reviewing our requirements to ensure the goods and services we buy support diversity and 
inclusion within our own workforce. 


 
5 The Department for Business Industrial and Energy Strategy (BEIS) declares that, a company is an SME if two of 
these three characteristics are met: annual turnover less than €50m; number of employees less than 250; or annual 
balance sheet total less than €43m. This is based on the EU definition (recommendation 2003/361/EC) that also 
defines a Micro enterprise as <10 headcount, less than €2million turnover or less than €2m balance sheet.,  


6 The GLA uses the term minority-led/diverse enterprise for a business which has a majority (51% or more) 
ownership, or a majority of their senior management team, comprising individuals from Black, Asian and minority 
ethnic groups, women, people with disabilities, lesbian, gay, bisexual, trans-person (LGBT) or faith groups. 


7  https://www.london.gov.uk/what-we-do/business-and-economy/supporting-business/what-mayors-good-
work-standard 


 



https://www.london.gov.uk/what-we-do/business-and-economy/supporting-business/what-mayors-good-work-standard

https://www.london.gov.uk/what-we-do/business-and-economy/supporting-business/what-mayors-good-work-standard
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6.7 Seeking to contract with suppliers that recognise and respect the rights of their employees to 
associate freely and to organise and bargain collectively, and that are willing to enter into a 
Trade Union Recognition Agreement if their workers choose to seek one.  


7 Enabling skills, training and employment opportunities 


We will seek skills, training and employment opportunities by: 


7.1 A relevant focus in contracts on training and employment opportunities, including 
apprenticeships, training leading to qualifications, placement positions and engagement with 
schools and colleges. 


7.2 Addressing skills shortages in key industry sectors through working with our suppliers to ensure 
that they create the skills and employment outcomes needed to maintain a high standard of 
delivery of our services to the community. 


7.3 Working with our supply chain to address under-representation of diverse groups, including 
women, people who have disabilities, younger and older people, LGBTQ+ people and people 
from a Black, Asian and minority ethnic background. 


7.4 Requiring our suppliers to target relevant opportunities to people experiencing barriers to 
employment such as long-term worklessness, disability, mental health issues, being ex-offenders 
or ex-service personnel, and communicating those opportunities to local communities. 


7.5 Support London’s just transition8 to a fair, zero-carbon economy by supporting green skills and 
jobs.   


8 Promoting ethical sourcing practices 
We will promote ethical sourcing and address risks of modern slavery by: 


8.1 Adopting the nine provisions of the Ethical Trading Initiative’s (ETI) Base Code9, or equivalent, as 
the standard we expect of our suppliers to support working conditions that are legal, fair and 
safe. 


8.2 Adopting a risk and opportunity-based approach to identify contracts and areas of spend where 
there may be a high risk of poor working conditions, modern slavery, forced labour, human rights 
abuses, sourcing from conflict-affected areas, or negative impacts on security and crime.  


8.3 Seeking to improve transparency within the supply chain, and work with suppliers and in 
partnership with the ETI and Electronics Watch to improve any poor performance identified as 
part of a process of continuous improvement, reflecting existing and emerging legislation and 
guidance. 


8.4 Operating to appropriate animal welfare standards in the management of our own animals and 
ensuring our suppliers and their sub-contractors operate to these standards. 


 
8 ‘Just transition’ means equipping organisations and individuals with the skills, infrastructure and other resources 
to participate in and benefit fully from the zero-carbon economy and ensuring equality of access to its benefits 
across the community.  


9 https://www.ethicaltrade.org/ 


 



https://www.ethicaltrade.org/
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9 Improving environmental sustainability 


We will work with suppliers to deliver a resource efficient and resilient city with high 
environmental quality, accelerating London’s transition to a low carbon and circular economy10 
by: 


9.1 Ensuring that the need to meet the Mayor’s ambitious targets on climate change and air pollution 
are given appropriate priority in procurement decisions. We will identify opportunities for 
reducing emissions that contribute to climate change and poor air quality associated with 
purchases of products, works and services. This includes sourcing of low or zero carbon energy 
wherever possible and phasing out the use of fossil fuels from our fleets, and from vehicles 
servicing and delivering to our premises, prioritising phase-out of diesel, and transitioning to zero 
or ultra-low emission vehicles.  


9.2 Giving priority to circular procurement options and business models that maximise value from 
products and services for as long as possible, keep long term expenditure down, use sustainable 
materials, and reduce financial and asset disposal risks. We will encourage and trial materials 
innovation to keep materials in circulation for longer to reduce consumption of resources and 
reduce the usage of disposable products, particularly single-use plastics. 


9.3 Applying relevant sustainability standards to support delivery of target outcomes relating to 
climate change mitigation and energy, water, materials and waste, air quality, adaptation and 
biodiversity as a minimum, including minimising the ecological harm caused by chemicals such as 
herbicides and addressing the risks presented by specific spend categories such as timber and 
food.  


9.4 Encouraging suppliers through selection processes to adopt processes and procedures to reduce 
their environmental impact. This includes certification to independent environmental 
accreditation schemes such as ISO14001, BES6001, ISO 20400, others as relevant, including 
emerging standards, or their equivalent, where relevant and proportionate. 


9.5 Applying whole life cost assessments of products and services in order to gain a better 
understanding of the full costs and benefits over the relevant lifetime. 


9.6 Encouraging the uptake of walking and cycling and working with suppliers to improve the safety 
of cyclists and walkers, through the mitigation of Work Related Road Risk11 and uptake of the 
Direct Vision Standard12 throughout the supply chain where relevant. 


10 Implementation 


To ensure effective implementation of this policy we commit to: 


10.1 Developing a relevant and proportionate GLA Group Responsible Procurement Implementation 
Plan, including relevant targets and KPIs that enable consistent monitoring and reporting of 
performance and good practice across the Group against this policy. 


 
10 A circular economy is one that produces no waste or pollution by design or intention. It keeps products, parts 
and materials at their highest use and value at all times. It is a more efficient and environmentally sound alternative 
to the traditional linear economy in which we make, use and dispose of resources. More information about the 
circular economy business models and work led by the Mayor can be found at www.london.gov.uk.  


11 www.tfl.gov.uk/wrrr  


12 www.tfl.gov.uk/direct-vision-HGVs and http://content.tfl.gov.uk/vision-zero-action-plan.pdf 



http://www.london.gov.uk/

http://www.tfl.gov.uk/wrrr

http://www.tfl.gov.uk/direct-vision-HGVs

http://content.tfl.gov.uk/vision-zero-action-plan.pdf
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10.2 Embedding relevant and proportionate responsible procurement requirements in our contracts 
and develop group-wide minimum evaluation criteria where appropriate. 


10.3 Communicating and reviewing this policy and its benefits across our Functional Bodies, our 
partners and through our supply chains, and working with national and international 
organisations and networks to share best practice and maintain the GLA Group’s leadership role 
in responsible procurement within the UK and worldwide. 


10.4 Making appropriate financial and staff resources available and providing training and mentoring 
for our staff to continue to successfully implement responsible procurement. 


10.5 Engaging with our suppliers to identify opportunities for business and market development that 
can be realised from responsible procurement and providing support and guidance to help them 
comply with our policy. 


10.6 The GLA Group Collaborative Procurement Board is responsible for overseeing the 
implementation and monitoring the performance of the Responsible Procurement Policy across 
the Greater London Authority’s Group’s procurement activities. The GLA Group Responsible 
Procurement Forum is responsible for ensuring this policy is kept up to date, reflecting legislation, 
policy, intended outcomes and best practice lessons, and will review this policy every two years. 
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Key point summary 
• This information security policy provides a framework for the protection of information and 


ICT resources used to hold and process information. 
• The Brigade is committed to ensuring that information, including that relating to its clients, 


partners and staff, along with the ICT systems and environments used to process, store, 
display or transmit this information, are appropriately protected against malicious or accidental 
loss, damage or abuse, commensurate with the risks.  


• This policy sets out the mandatory requirements that all employees, contractors including 
third parties, and managers must follow to make sure the Brigade's information assets are kept 
appropriately secure. It is essential that all staff familiarise themselves with this policy along 
with Policy Number 485 - ICT Acceptable Use Policy – and understand responsibilities 
relevant to their role within the organisation. 


• This policy is intended to support and enable the Brigade’s existing and evolving ICT including 
Cloud and digital solutions, as well as mobile and agile methods of working. 


• The information security policy has been approved and mandated by the Brigade’s Chief 
Information Officer (CIO) following consultation with heads of service and the Senior 
Information Risk Owner (Assistant Director, Strategy and Risk) and applies consistently across 
all parts of the Brigade. 


• The CIO owns the information security policy. All queries relating to policy implementation or 
compliance should be directed to the ICT Security Manager. 



https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200485%20-%20ICT%20acceptable%20use%20policy.pdf?csf=1&web=1&e=kCddGT
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1 Introduction 


1.1 This document defines the Brigade’s information security policy. It provides an agreed framework 
for the management of the security of the Brigade’s information assets and technology 
environments. 


Definition 


1.2 The policy is based on ISO/IEC 27001, the British Standard for Information Security 
Management, and reflects industry good practice. 


1.3 It aims to implement and enforce the Brigade’s Information Security Strategy. 


1.4 The scope of this document is currently limited to ICT-based information security. Policies 
relating to controls for paper-based records are documented in the Records Management 
Strategy (policy number 605) and supporting policies and Protective Security Policy (policy 
number 851). 


Purpose 


1.5 The information security policy applies to all parts of the Brigade and covers: 


• Information.  
• Information systems. 
• Networks.  
• Physical and cloud environments. 
• Computers and devices, including laptops, tablets and Corporately-Owned, Personally-


Enabled (“COPE”) devices. 
• As well as staff and manager responsibilities, third party access and access to the Brigade’s 


information beyond the Brigade’s environments. 


1.6 It defines the Brigade’s policy for the protection of its information assets including hardware, 
software, information/data, information systems, networks, applications, cloud services and 
shared and managed services. 


1.7 This policy – with supporting documents and processes – will ensure that: 


• Confidentiality of information is appropriately maintained. 
• Integrity of information can be relied upon. 
• Availability of information is ensured where and when required. 
• The reputation of the Brigade is maintained. 
• All applicable laws, regulations and contractual obligations are met. 
• The information security responsibilities are established. 
• Individual users of the Brigade’s ICT resources and third parties, who process information 


relevant to our business, will be identifiable and accountable for their use of ICT resources . 
• Access to the Brigade’s ICT resources and information is permitted based on the principle of 


the “need to know” (or by knowing could reap benefits that are positive for the Brigade). 
• The Brigade’s Users will be granted the minimum access to ICT applications, systems and 


services required to fulfil their job function. 
• All access to information and ICT resources must be properly authorised. 
• The requirements for information security compliance are defined, understood and fully 


implemented. 



https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200605%20-%20records%20management%20strategy.pdf?csf=1&web=1&e=UAmkQX

https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200851%20-%20protective%20security.pdf?csf=1&web=1&e=rFy38T

https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200851%20-%20protective%20security.pdf?csf=1&web=1&e=rFy38T
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2 Objective, position and scope of the information security policy 


Information security policy objectives 


2.1 The objective of this policy is to ensure that the security applied to the Brigade’s information and 
information systems adequately safeguards and protects those assets, supports our control 
requirements and maintains our reputation. 


2.2 The information security policy reflects the scope, objectives and approach defined in the 
Information Security Strategy. The CIO approves the Information Security Strategy and Policy. 


Compliance 


2.3 A fundamental aim of the Brigade’s Information Security Strategy is to comply with the latest 
ISO/IEC 27001 standard for information security in proportion with the risks to its information 
assets. This is an internationally recognised standard and represents “best practice” within the 
security industry. 


The aim of the Brigade is to comply with the standard and not necessarily to gain accreditation. 


2.4 The Brigade will implement security controls following ISO/IEC 27002 Code of Practice for 
Information Security Controls, as appropriate to the risks. 


2.5 The Brigade will assess ISO/IEC 27017 Code of practice for information security controls based 
on ISO/IEC 27002 for cloud services, and apply controls as appropriate to the risks. 


2.6 In response to evolving cyber threats, the Brigade will develop a separate Cyber Security Policy 
based on good practice advice issued by the National Cyber Security Centre.  


2.7 The Cyber Security Policy will be a sub-policy to this Information Security Policy which will 
establish the objectives for protecting the Brigade against cyber security threats. 


2.8 The Brigade will comply with mandatory security standards required to enable connection to 
external networks in order to meet business objectives. 


Scope of information security policy 


2.9 The CIO has approved the policy for implementation across the Brigade, and has responsibility 
for the ownership and communication of the policy. 


2.10 The CIO will put in place arrangements to monitor policy implementation, verify the level of 
compliance and will ensure that heads of service respond promptly to any security incident or 
audit report that highlights a risk to the security of information or information systems, to ensure 
that remedial action is taken. 


2.11 The information security policy addresses the following areas: 


• Responsibilities and accountabilities. 
• Laws and regulations. 
• Information security incident management. 
• Access and authorisation. 
• System design. 
• Development environment. 
• Production systems and networks (on-premise and Cloud). 
• Mobile devices and remote working. 
• Asset management. 
• Third party access. 
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• Business continuity management. 
• Education, training and awareness. 
• Technology. 


2.12 The policy has been derived from: 


• Brigade business requirements. 
• Legal and regulatory requirements. 
• ISO/IEC 27001 British Standard for Information Security Management. 
• Brigade ICT security documentation and practices. 


2.13 The following controls will be implemented: 


• Specific policies will be developed to address particular issues relating to legal, regulatory or 
technology requirements that have an impact on information security within the Brigade. 


• A formal process of risk management will be employed to ensure that information assets are 
protected in a manner appropriate to their sensitivity, value, and criticality. 


• A business continuity management process will provide protection to the availability of 
Brigade business critical activity. 


• Staff will be provided with information security education and awareness training and 
supporting awareness material to enable them to effectively protect and manage Brigade 
information assets; be vigilant to threats that exploit the human factor; and prevent security 
incidents. 


• An information security incident reporting procedure will enable all staff to report security 
incidents, software malfunctions, viruses, faults, weaknesses or threats observed or suspected 
that pose a risk to systems or services. 


• A security incident management process will ensure preparedness for incidents as well as a 
timely and effective response to and recovery from incidents and learning from incidents to 
implement security improvements. 


• Information security policy and supporting documentation (procedures and principles) exist to 
ensure that, in conjunction with the process of risk management, appropriate controls are 
implemented to enable information assets and information systems to be adequately 
protected. 


• Policy number 485 - ICT Acceptable use policy – sets out the rules for the use of the Brigade’s 
ICT resources. 


Cyber Security 


2.14 LFB must be prepared to prevent, detect, respond to and recover from cyber attacks. The CIO 
shall develop the Cyber Security Policy that defines objectives and guidelines for LFB’s cyber 
security based on existing and emerging standards and guidelines published by the National 
Cyber Security Centre (NCSC). The scope of the Cyber Security Policy shall include: 


• Secure configuration. 
• Network security. 
• Malware prevention. 
• Cyber incident management. 
• Monitoring. 
• Removable media controls. 
• Home and mobile working. 



https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200485%20-%20ICT%20acceptable%20use%20policy.pdf?csf=1&web=1&e=kCddGT
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3 Policy compliance, measurement, dispensation and risk 
management 


Responsibility for compliance 


3.1 Directors and heads of service (including assistant directors and assistant commissioners) are 
responsible for ensuring the implementation of, and compliance with, the information security 
policy. In order to achieve compliance, heads of service must ensure that the appropriate 
knowledge, skills, resources and expertise are available to enable staff to meet the security 
requirements of the Brigade. 


3.2 Compliance with the information security policy is an ongoing process incorporating: 


• Implementation. 
• Dispensation. 
• Measuring compliance. 
• Reporting. 


Implementation 


3.3 Implementation is ongoing, with compliance to the information security policy being mandatory 
for all staff, contractors, third parties and suppliers 


Dispensation 


3.4 Non-compliance with this policy is permitted only where approved by the CIO, in consultation 
with the SIRO if appropriate. Dispensations are temporary and must be viewed in terms of 
impact, risk and duration. The CIO may only approve them if they are considered acceptable and 
appropriate. Dispensations will be reviewed as part of the ongoing compliance measurement 
process. 


Measuring compliance 


3.5 The Brigade’s internal audit service (currently provided by the Mayor’s Office for Policing and 
Crime) will audit compliance on a periodic basis. This process will also be overseen by the 
Director of Corporate Services, the Chief Information Officer the Assistant Director, Finance and 
the SIRO if appropriate. 


3.6 Any non-compliance with policy, highlighted by compliance reviews, dispensations, audit 
findings or security incidents, will be reviewed by the CIO and shared with the SIRO as 
appropriate. 


3.7 Where appropriate, non-compliance with the information security policy will be assessed by the 
SIRO to ensure that the risks to Brigade information and ICT resources are known, understood 
and formally accepted. 


3.8 The SIRO will maintain a record of Brigade information security risks. 


Risk management 


3.9 The CIO will carry out security risk assessment(s) in relation to the business process covered by 
this policy, as is deemed necessary. These risk assessments will cover all information systems, 
applications and networks/cloud environments that are used to support those business 
processes. The risk assessment will identify proportionate security countermeasures necessary to 
protect against possible breaches in confidentiality, integrity and availability. 
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Type of risk assessment 


3.10 Risk assessments will be conducted using an appropriate risk assessment methodology. 


Policy statements 


4 Responsibilities and accountabilities 


Information security roles 


Chief Information Officer (CIO) 


4.1 The CIO is responsible for the following information security matters: 


• The effective implementation of a Brigade-wide framework for managing information security. 
• Ownership, development, maintenance and communication of the information security policy. 
• The development of Brigade-wide information security strategy and architecture in line with 


Brigade business requirements. 
• Providing an interface between Brigade and external regulatory and industry bodies in relation 


to all aspects of information security. 
• Reviewing and challenging any non-compliance with the information security policy as 


highlighted by compliance reports, dispensations, audit findings or the incident management 
processes. 


• Overseeing the implementation of Information Security and risk management strategy/policy. 
• Maintaining the IT business continuity plan and IT disaster recovery plan. 
• Approving system security policies for the infrastructure and common services. 
• Approving tested systems and agreeing rollout plans. 
• Reporting to the SIRO on matters relating to information risk as appropriate. 
• Representing the Brigade on matters relating to information security. 


ICT security manager 


4.2 The ICT security manager is responsible for: 


• Assisting the CIO in the functional management of information security and compliance with 
this policy. 


• Building and maintaining the information security management system. 
• Providing support, advice and guidance to facilitate the implementation of the information 


security policy, this will include: 
− Policy compliance. 
− Security alerts and incident investigation. 
− Information security education, awareness and training. 
− Security of external service provision.  


• Information security input into the IT business continuity plan and IT disaster recovery plan. 
• Participating in and reporting to the CIO on matters relating to information security. 
• Representing the Brigade on matters relating to information security. 
• Ensuring that risks to information systems are reduced to an acceptable level by applying 


proportionate security countermeasures identified through risk assessments. 
• Ensuring that access to the organisation’s assets is limited to those who have the necessary 


authority. 
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Data Protection Officer  


4.3 The Brigade’s Data Protection Officer is responsible for: 


• Ensuring that the Brigade’s data protection law notification is maintained. 
• Dealing with enquires in relation to UK GDPR and the data protection law, including handling 


subject access requests. 
• Advising users of information systems, applications and networks on their responsibilities 


under the data protection law, including subject access and ensuring the a data protection 
impact assessment is carried out for projects and system changes. 


• Advising the Commissioner, as appropriate, on breaches of data protection law and the 
recommended actions. 


• Monitoring and checking compliance with UK GDPR and the data protection law. 
• Liaising with external organisations on data protection matters. 
• Promoting awareness and providing guidance and advice on UK GDPR and the data 


protection law as it applies within the Brigade. 


The SIRO 


4.4 The SIRO is responsible for: 


• Information risk across the Brigade, supported by the CIO and heads of service. 
• The escalation of any significant risk or non-compliance to the Commissioner’s Board. 
• In conjunction with the Assistant Director, Strategy and Risk and the CIO ensuring that 


Business Contingency Plans (BCP) and IT Disaster Recovery (IT DR) plans respectively are 
developed implemented and tested to protect all critical information, information systems and 
functions of the Brigade. 


• Maintaining the Brigade’s corporate risk register 


Internal audit service (currently provided by the Mayor’s Office for 
Policing and Crime) 


4.5 The Brigade’s internal audit service (currently provided by the Mayor’s Office for Policing and 
Crime) is responsible for Monitoring the level of compliance with the information security policy. 


Information governance group 


4.6 An information governance group, made up of heads of service or their nominees, shall have 
oversight of this information security strategy. 


Business owner 


4.7 The business owner is responsible for: 


• The protection and use of the data. 
• Safeguarding the confidentiality, integrity and availability of the data. 
• Ensuring that due care is taken to protect the data from any negligent acts that result in the 


corruption or disclosure of the data. 
• Creating data and allowing access to it. 
• Deciding the security classification of the data. 
• Managing a particular individual or end-to-end system, network and/or service. 
• Referring business requirements for Internet-based applications and services (Software as a 


Service (SaaS)) to the Head of ICT Business Engagement. 
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IT end user 


4.8 Staff, contractors and third parties (for example, suppliers) who are users of Brigade ICT 
resources and information are responsible for: 


• The security of the Brigade’s ICT resources and information. 
• Operating only within the scope of their job function. 
• Only accessing the systems they are authorised to use. 
• Safeguarding the hardware, software and information in their care. 
• Following policy requirements and guidance issued relating to security, including the ICT 


Acceptable Use Policy (policy number 485). 
• Preventing the introduction of malicious software on the organisation's Information systems. 
• Reporting any security incident or suspected breach of the information security policy. 
• Ensuring that they are aware of their information security responsibilities, relevant to their job 


function. 


Heads of service (assistant directors and assistant commissioners) 


4.9 In addition to their individual security responsibilities, heads of service are responsible for: 


• Ensuring that the security of the organisation’s assets, information, hardware and software 
used by staff and, where appropriate, by third parties is consistent with legal and management 
requirements and obligations. 


• Implementing the information security policy within their area of responsibility. 
• Ensuring that their staff are aware of their information security responsibilities. 
• Developing a security risk aware culture within the Brigade that embraces security. 
• Ensuring that all business systems and services have a nominated business owner. 
• Ensuring that a risk assessment is performed for all new business systems and services, and for 


major changes to existing business systems and services, to ensure that they comply with the 
information security policy. 


• Reporting to the SIRO on matters relating to information risk as appropriate. 
• Informing the CIO of all new developments to ensure the correct implementation and use of 


information security mechanisms and procedures. 
• Ensuring that their staff have the appropriate skills, expertise and training to enable them to 


perform their security responsibilities. 
• Reporting any security incident or breach of the information security policy that presents a risk 


to the security of information or systems. 


Assistant Director, Finance 


4.10 The Brigade’s internal audit function, currently provided by the Mayor’s Office for Policing and 
Crime, in agreement with the CIO, is responsible for: 


• Undertaking a programme of audits designed to verify the Brigade's compliance with: 
− Legal and regulatory controls in respect of information security. 
− Information security policy. 
− Best practice guidelines.  


• Reporting findings and recommendations to senior management. 


Ownership and accountability 


4.11  All information assets shall have a nominated business owner. 


4.12 The business owner is accountable for ensuring that the information assets they are responsible 
for comply with the information security policy, in particular: 



https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200485%20-%20ICT%20acceptable%20use%20policy.pdf?csf=1&web=1&e=kCddGT





442 Issue date: 10 of 21 


• The confidentiality, integrity and availability of the information processed, stored, displayed or 
transmitted, is maintained commensurate to its sensitivity and criticality as established via the 
risk assessment process. 


• ICT service providers (both internal and external), are aware of the business specific security 
and control requirements, and that these are agreed and formally signed off by the CIO. 


• ICT systems and services meet the requirements of the business, as defined within an 
appropriately documented set of requirements and/or service agreements. 


• The security measures and controls surrounding a business system and its associated 
information are suitable and effective. 


• Accountability for any associated security risk is accepted and signed off. 
• A documented agreement exists in order to control and manage the activities of internal or 


external service providers in accordance with the information security policy. 
 


Business requirements for cloud-based applications and services (Software as a Service (SaaS)) 
must be referred by the business owner to the Head of ICT Business Engagement in the first 
instance. Potential SaaS solutions will be subject to a detailed security and governance review 
prior to product evaluations taking place. 


5 Laws and regulations 


Legal and regulatory compliance 


5.1 All information systems used to process, store, display or transmit Brigade information shall 
always operate in accordance with applicable laws and regulations. 


5.2 The CIO will ensure the development and review of specific information security policies to 
address issues that may have a legal or regulatory impact on the Brigade. 


5.3 The Brigade’s General Counsel will formally review and approve all such policies. 


5.4 The legislation relevant to the Brigade includes and is not limited to: 
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Act URL Links 
General Data Protection 
Regulation (EU) 


https://gdpr-info.eu/ 


Data Protection Law  http://www.legislation.gov.uk/ukpga/2018/12/contents 
 


Copyright Designs and 
Patents Act. 1988 


http://www.legislation.gov.uk/ukpga/1988/48/contents 
 


Computer Misuse Act, 1990 http://www.legislation.gov.uk/ukpga/1990/18/contents 
 
 


Police and Criminal 
Evidence Act, 1984 


http://www.legislation.gov.uk/ukpga/1984/60/contents 
 


Terrorism Act 2000, 
 
Terrorism Act 2006  


http://www.legislation.gov.uk/ukpga/2000/11/contents 
 
http://www.legislation.gov.uk/ukpga/2006/11/contents 


Communications Act 2003 http://www.legislation.gov.uk/ukpga/2003/21/contents 


Malicious Communications 
Act 1988 


http://www.legislation.gov.uk/ukpga/1988/27/contents 


Human Rights Act, 1998 http://www.legislation.gov.uk/ukpga/1998/42/contents 
 


Freedom of Information Act, 
2000 


http://www.legislation.gov.uk/ukpga/2000/36/contents 
 


Regulation of Investigatory  
Powers Act, 2000 


http://www.legislation.gov.uk/ukpga/2000/23/contents 
 


Telecommunications (Lawful 
Business Practice) 
(Interception of 
Communications) 
Regulations 2000 


http://www.legislation.gov.uk/uksi/2000/2699/contents/made 
 


Defamation Act 1996  
 
 


http://www.legislation.gov.uk/ukpga/1996/31/contents 
 


Obscene Publications Act 
1959 
 
Obscene Publications Act 
1964 
 
 


http://www.legislation.gov.uk/ukpga/Eliz2/7-8/66/contents 
 
 
http://www.legislation.gov.uk/ukpga/1964/74/contents 
 


Protection of Children Act 
1978  
 
 


http://www.legislation.gov.uk/ukpga/1978/37/contents 
 


 


 



https://gdpr-info.eu/

http://www.legislation.gov.uk/ukpga/2018/12/contents

http://www.legislation.gov.uk/ukpga/1988/48/contents

http://www.legislation.gov.uk/ukpga/1990/18/contents

http://www.legislation.gov.uk/ukpga/1984/60/contents

http://www.legislation.gov.uk/ukpga/2000/11/contents

http://www.legislation.gov.uk/ukpga/2006/11/contents

http://www.legislation.gov.uk/ukpga/2003/21/contents

http://www.legislation.gov.uk/ukpga/1988/27/contents

http://www.legislation.gov.uk/ukpga/1998/42/contents

http://www.legislation.gov.uk/ukpga/2000/36/contents

http://www.legislation.gov.uk/ukpga/2000/23/contents

http://www.legislation.gov.uk/uksi/2000/2699/contents/made

http://www.legislation.gov.uk/ukpga/1996/31/contents

http://www.legislation.gov.uk/ukpga/Eliz2/7-8/66/contents

http://www.legislation.gov.uk/ukpga/1964/74/contents

http://www.legislation.gov.uk/ukpga/1978/37/contents
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6 Information security incident management 


Preparing for information security incidents 


6.1 The CIO will ensure that policies and procedures are in place in preparedness for information 
security incidents in order to minimise adverse impact on the Brigade’s business operations. 


6.2 A structured approach exists to detect, report and assess information security incidents. 


6.3 In the event of a security incident occurring, tested procedures are in place that will facilitate 
prompt response and recovery, in conjunction with business continuity processes where 
appropriate. 


6.4 Response and recovery processes will be reviewed, developed and tested, as appropriate, in 
response to emerging threats. 


6.5 Security incident response plans shall enable the reporting of incidents to the authorities and data 
subjects within statutory timescales. 


Responding to information security incidents 


6.6 Operating procedures exist to assist specialist staff in responding to an incident and recovery 
activities. 


6.7 Staff involved in investigation into security incidents, recovery procedures and collection of 
evidence are appropriately trained. 


6.8 Evidence gathered in responding to an incident is reliable and legally admissible. 


6.9 Crisis activities are instigated for incidents that can not be quickly contained or controlled. 


Post-incident 


6.10 The costs arising from an incident are reported, including the cost of both responding to the 
incident and the damage caused by its impacts. 


6.11 Lessons are learnt and improvements implemented where appropriate, cost-effective and 
proportionate, with the aim of preventing recurrence. 


7 Access and authorisation 


Logical access 


7.1 Brigade Policy number 869 - ICT Access Control – sets out policies that ensure logical access to 
information and systems is protected and controlled commensurate with associated risks to 
ensure that information and information processing facilities are available where and when 
required by those authorised to have access.  


Physical access to ICT resources 


7.2 The CIO in conjunction with the heads of service will ensure that all ICT resources used to 
process, store, display or transmit Brigade information shall be physically protected by suitable 
mechanisms or methods in order to minimise the risk of malicious damage, tampering and 
unauthorised use. The Assistant Director, Technical and Commercial has responsibility for 
building security. 



https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200869%20-%20ICT%20access%20control.pdf?csf=1&web=1&e=IRfPka
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7.3 The level and stringency of security facilities used to achieve this shall be determined by risk 
assessment. 


7.4 Appropriate assurances relating to physical security shall be obtained in respect of Cloud 
providers processing the Brigade’s sensitive data. 


8 System design 


8.1 The business owner with the CIO will ensure that systems have been appropriately designed to 
incorporate the controls necessary to meet Brigade information security requirements. The level 
and stringency of these controls must be commensurate with the sensitivity, criticality or value of 
the business process and associated data. 


8.2 Systems, which are unable to meet Brigade information security requirements, shall not be 
approved for use and will therefore be required to either: 


• Be redesigned and amended so that they comply with the requirements of the information 
security policy. 


• Meet the conditions of the dispensation process outlined in section 3 - policy compliance, 
measurement, dispensation and risk management. 


8.3 Information systems must incorporate the controls necessary to meet the information security 
requirements of the Brigade. To facilitate this, the following areas of control must be formally 
considered during system design: 


• Technical security architecture. 
• Risk assessment outcomes. 
• Access and authorisation. 
• Protection of data in transit and at rest. 
• Input and output processing controls. 
• Monitoring and audit logging. 
• Contingency. 
• Production of appropriate documentation, e.g. security profile, operational procedures, 


security standards. 
• Connectivity controls. 
• Current and emerging security standards and legal, regulatory, compliance and contractual 


requirements. 
• Design and configuration guidance published by the National Cyber Security Centre. 
• Cloud solutions shall be designed with consideration to the Cloud Security Principles. 


 
8.4 When designing a new system or enhancing an existing one, the business owner must assess the 


impact that this development or enhancement will have on the overall business process, system 
design and interfaces. Appropriate data protection and privacy controls must be integrated at the 
design stage and throughout the development life cycle, in compliance with UK GDPR and data 
protection law principles and requirements.  


8.5 The CIO may require checks on, or an audit of, actual implementations based on the information 
security policy. 


9 Development environment 


9.1 The CIO will manage and control the ICT technical environment, in which systems are developed, 
established, tested, enhanced or maintained, to ensure that products incorporate appropriate 
security controls and function as required by the business owner. 



https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
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9.2 The level and stringency of these controls must be commensurate with the sensitivity, criticality 
or value of the relevant business process and associated data, which the system supports. 


9.3 Development environments and associated processes, whether in-house or managed by a third 
party, must incorporate appropriate controls to ensure the security of the systems throughout 
their development lifecycle. 


9.4 This policy applies to the use of all development tools, methodologies and techniques as well as 
manual procedures surrounding the preparation of all new systems or changes for production 
implementation. The following areas of control must be formally considered to ensure the 
security of the development environment: 


• Access and authorisation. 
• Separation of production, test and development environments. 
• Segregation of duties. 
• Testing controls. 
• Depersonalisation of live data used in test environments. 
• Version controls. 
• Monitoring and audit. 
• Contingency. 
• Connectivity controls. 
• Specific development methodologies. 


10 Production systems and networks  


10.1 The CIO will ensure that the security of the Brigade’s on-premise and Cloud production systems, 
networks and associated data is maintained and that: 


• All production systems and networks comply with appropriate, documented security and 
control acceptance criteria for the production environment in which they function, which shall 
be based on approved risk management recommendations. 


• Adequate operating procedures, which detail how the system and network environments are 
managed, are documented and maintained. 


• Change management and version control procedures are implemented to maintain the 
integrity of the production systems and networks environment. 


• A physical and/or logical segregation between the production and non-production systems 
(e.g. test), is established. 


• An appropriate segregation of duties exists to reduce the risk of accidental or deliberate 
system misuse. 


• An effective and timely response procedure for the management of incidents exists in line 
with the other risk type policies on incident management. 


• Capacity planning and IT continuity facilities and processes, ensuring the ongoing, optimum 
level of system or network performance, are documented and maintained. 


• All connections between Brigade networks and externally owned or managed ICT resources 
or cloud services are documented and formally agreed by the business owner. 


• Appropriate administration and monitoring processes to provide assurance as to the security 
of the operational environment are documented and maintained. 


• Appropriate environmental controls exist to support the requirements of the ICT resources. 


11 Third party access  


11.1 When the management, operation or supply of Brigade information, ICT functions, systems, 
services or development services are to be undertaken by a third party, in order to manage 
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associated risks the CIO, with the Assistant Director, Technical and Commercial, must ensure 
that: 


• The risks associated with the third party access and supply chain security are assessed and 
understood. 


• Security considerations are built into third party procurement processes. 
• Security requirements to protect information, systems and services are consistent with the 


information security policy, and are agreed with the third party and incorporated into the 
contract or service agreement. 


• Personal data stored or processed by third parties shall be protected in accordance with data 
protection law and any guidance issued by the Information Commissioner’s Office and the 
Brigade’s policy number 351.  


• Third parties providing Cloud-based services to the Brigade should be required to define how 
security requirements meet each of the National Cyber Security Centre’s Cloud Security 
Principles as appropriate. 


• Third party connections must be approved, documented and appropriately secured. 
• Third party suppliers are required to provide assurance that agreed security controls are in 


place and transited through their supply chain where applicable. Third party access to the 
Brigade’s network is approved in accordance with Policy number 824 Third Party Network 
Access Policy and the third party enters into an agreement that sets out the Brigade’s security 
standards, including compliance with the ICT acceptable use policy. 


• Brigade information and assets are protected via an appropriate contract which should include 
a non-disclosure agreement (subject to the requirements of the freedom of information act). 


• Appropriate business continuity plans are developed, tested and approved. 
• Security compliance processes are established. 
• Due diligence checks are performed to ensure compliance with the information security 


policy. 
• The right to audit compliance against agreed security targets is agreed contractually. 
• Penetration testing against agreed security targets is conducted where appropriate. 
• Responsibilities and procedures for immediate reporting of and managing security incidents 


are established between the Brigade and the third party. 
• Third party contracts shall set out requirements for deleting the Brigade’s data and returning 


assets, where applicable, when contracts expire or transfer. 
• Third party user access is revoked promptly when no longer required. 


 
11.2 Cloud services must be evaluated for compliance with the Brigade’s security standards 


commensurate with the risks presented. 


11.3 Where the Brigade enters into shared service arrangements requiring access by the shared 
services partner to the Brigade’s network, policies applicable to third party access shall apply. 


11.4 Third party/outsourcing proposals that are unable to meet the appropriate Brigade security 
requirements shall not be approved. 


11.7 A risk assessment must be used to ascertain the level of risk associated with outsourcing a system 
or service, and to ensure that the appropriate level of security controls are implemented to 
safeguard the Brigade information / information system. 


11.8 Based upon the outcome of the risk assessment the approval to outsource must then be obtained 
from the relevant head of service, in conjunction with the CIO and the Assistant Director, 
Technical and Commercial. 


11.9 Security requirements for outsourced systems and services must be clearly specified and agreed 
with the supplier. 



https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200351%20-%20Data%20protection%20and%20privacy%20policy.pdf?csf=1&web=1&e=6SC77E

https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles

https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles

https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200824%20-%20third%20party%20network%20access%20policy.pdf?csf=1&web=1&e=iAqpEO
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12 Business continuity management 


Business continuity management 


12.1 The Assistant Director, Strategy and Risk has a responsibility to ensure that there is an effective 
enterprise-wide business continuity plan (BCP) in place for the Brigade. 


12.2 This will incorporate an ICT Business Continuity Plan (ICT BCP) and ICT Disaster Recovery (ICT 
DR) Plan (for which the CIO has responsibility). 


12.3 These plans should ensure: 


• That the strategy for business continuity and IT disaster recovery are clearly documented and 
understood. 


• The continuity of critical business functions and provides rapid recovery to reduce the overall 
disruption of a disaster or a disruption. 


• That ICT DR provides procedures for emergency response, extended backup operations, and 
post disaster recovery. 


• That a process of risk management is used to produce a formal business impact analysis. 
• That a programme of BCP and ICT DR education, training and awareness is implemented to 


communicate its requirements and procedures to staff. 
• BCP and ICT DR plans are tested and updated on a regular basis, with a minimum requirement 


being an annual test. 


13 Information security education, training and awareness 


Education, training and awareness 


13.1 The CIO will maintain an information security education, training and awareness programme. 


13.2 The programme will deliver appropriate and cost effective methods for delivering the necessary 
awareness and training to all levels of staff. 


13.3 Heads of service are responsible for ensuring that their staff receive information security training 
to an appropriate level for their job role and for making sure that all staff are aware of their 
responsibilities for information security, and the actions that they need to undertake in order to 
discharge those responsibilities. 


13.4 Each member of staff should understand the importance of information security to the Brigade 
and be made aware of their responsibilities and the consequences of non-compliance with the 
information security policy which could lead to disciplinary action being taken under the 
Brigade’s disciplinary procedures, which could result in action up to and including dismissal. 


14 Use of technology  


Technology 


14.1 Technology solutions used to process, store, and display or transmit Brigade information, 
whether internally or externally sourced, must be appropriately controlled and users of those 
systems must understand what is acceptable and proper behaviour. 


14.2 The CIO will ensure the development and review of specific policies governing the use of 
technology; in order to provide continued protection of ICT resources and data, against threats 
associated with the changing use of current technologies and the emergence of new 
technologies. 
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14.3 In particular these policies will cover: 


• General computer use. 
• Protecting personal data and other sensitive data, including the use of security classifications 


in documents (refer to policy number 619 LFB Security Classifications System). 
• Use of electronic communication, including email. 
• Use of the Internet and Cloud services. 
• Use of digital services. 
• Acceptable standards of behaviour when using ICT equipment and systems. 
• Policies relating to personally owned equipment. 
• Use of mobile devices and supporting security controls to protect LFB data. 
• Use of Corporately-Owned, Personally-Enabled (“COPE”) devices. 
• Remote working. 
• Use of encryption to protect sensitive information when stored or in transit, or to authenticate 


users, devices or other system resources. 
 


14.4 The Brigade’s acceptable use policies are defined in Policy number 485 - ICT Acceptable Use 
Policy. 


14.5 The CIO will formally review and approve all such policies following consultation with heads of 
service and the SIRO. 


 



https://londonfire.sharepoint.com/:b:/r/sites/BWD/policiesandprocedures/policy%20number%200485%20-%20ICT%20acceptable%20use%20policy.pdf?csf=1&web=1&e=kCddGT
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Appendix 1 – Glossary of terms 
Term Definition 


Acceptable use Describes the ways in which ICT resources can and cannot be used. 


Dispensation A temporary exemption from compliance with the information security policy 
granted by the CIO. 


Cloud computing or 
Cloud 


Internet-based computing, whereby shared resources, software, and 
information are provided to computers and other devices on demand. 


Compliance The security controls meet the requirements defined in the information 
security policy. 


Cyber attack Malicious attempts to damage, disrupt or gain unauthorised access to 
computer systems, networks, devices or information, often via the internet. 


Cyber incident A breach of the security rules for a system or service - most commonly: 


• Attempts to gain unauthorised access to a system and/or to data. 
• Unauthorised use of systems for the processing or storing of data. 
• Changes to a system’s firmware, software or hardware without the 


system owners’ consent. 
• Malicious disruption and/or denial of service. 


Cyber security The protection of devices, services and networks, and the information 
processed by them, from theft or damage. 


Denial of Service When legitimate users are denied access to computer services (or 
resources), usually by overloading the service with requests. 


Formally consider To “consider formally” embraces the use of risk assessment techniques to 
ascertain the appropriate level of security control to be applied. 


ICT resources ‘ICT resources’ refers to all technical ICT components that store, process, 
display or transmit Brigade information. This includes; networks, servers, 
workstations, software, monitors, backup media, telephony, faxes, video 
conferencing, printer's etc. 


Least privilege A process has the minimum level of privilege required to perform its 
functions. 


Need to know A principle by which information is only provided to those with a legitimate 
need for that information. 


Non compliance Failure to adhere to the minimum security controls defined in the Information 
Security Policy. 


On-premise Installed on computers on our premises. 


Policy The mandatory rules as defined by the CIO that govern the management of 
Brigade information and information systems. 


The Brigade’s information security policy defines the minimum security 
controls that must be adhered to. 







Appendix 1 


442 Issue date: 19 of 21 


Term Definition 


Practices Practices support adherence to the policies, by providing a detailed 
framework of security and control techniques and guidance that should be 
used to help the business and project management to design appropriate 
security and control facilities. 


Procedures These provide prescriptive guidelines for specific system, service and 
component implementations. They will be used by ICT operational and 
support areas and end users to support and operate the implemented 
controls. 


Risk assessment Risk assessment is a formal method of identifying and assessing the possible 
damage that could be caused in order to justify security safeguards. The cost 
of the safeguards should not be greater than the value of the asset it’s 
protecting. 


Risk management A management process used to identify, assess and reduce the level of risk 
to an acceptable level and to implementing the appropriate controls to 
maintain that level of risk. 


Risk assessment is used as part of the risk management process to determine 
the level of risk associated with systems, services or processes. Standards, 
practices, procedures and the Technical Security Architecture are then used 
to defining the detailed controls necessary to mitigate the identified level of 
risk. 


Software as a Service 
(SaaS) 


Software that is deployed over the Internet. 


Staff Refers to all Brigade staff and individuals whether permanent, temporary, 
contract, 3rd party or outsourced. 


Standards Standards detail the minimum level of security control required to secure a 
particular ICT resource, component, or environment commensurate with the 
sensitivity, value and criticality of the information which it processes. 
Adherence to these standards should ensure compliance to information 
security policy. 


Statement of 
applicability 


Describes how an organisation has interpreted and applied the ISO/IEC 
27001 Standard. It maps the ISO/IEC 27001 controls to the results of the risk 
assessment and provides the basis for the compliance project. 


Systems All ICT resources and ICT applications involved in the storage, processing, 
display and transmission of information. 


Third parties External companies with whom the Brigade has entered into contractual 
agreements. 


Technical Security 
Architecture 


The technical framework, (e.g. infrastructure), through which the 
information security policies are implemented. 


UK GDPR The EU General Data Protection Regulation as amended by Schedule 6 of 
the Data Protection Law (also known as “The Applied GDPR”). 
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Document history 


Assessments 


An equality, sustainability or health, safety and welfare impact assessment and/or a risk assessment was 
last completed on: 


EIA 09/12/19 SDIA L - 04/09/19 HSWIA 05/09/19 RA N/A 


Audit trail 


Listed below is a brief audit trail, detailing amendments made to this policy/procedure. 


Page/para nos. Brief description of change Date 
Throughout Review of policy 20/08/2009 


Throughout All references to Assistant Commissioner Risk replaced by Head of 
Strategy and Performance. 


Policy number 485 added to all ‘CoPUC’ references. 


16/11/2009 


Throughout Department names updated in line with the Top Management 
Review. 


25/10/2011 


Throughout Minor changes have been made to this policy throughout. 18/01/2013 


Throughout Policy reviewed as current, minor changes throughout. Protective 
marking scheme now replaced with security classifications system. 


11/07/2014 


Section 4 Amendments made through out to replace the incorrect 
references to L&DS with S&P where appropriate. 


01/10/2014 


Page 24 SDIA updated. 16/10/2014 


Throughout Reviewed as current with minor changes made throughout. 26/02/2020 


Throughout ‘GDPR’ updated to ‘UK GDPR’, to correct for the Brexit impacts. 24/06/2021 


   


   


Subject list 


You can find this policy under the following subjects. 


Information Technology Security 
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Freedom of Information Act exemptions 


This policy/procedure has been securely marked due to: 


Considered by: 
(responsible work team) 


FOIA exemption Security marking 
classification 
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Appendix C - KPI's Document.xlsx
KPI's

				Key Contract  Delivery Area with reference and sub area (to be read in conjuction with the contract)						Service Level Performance Criteria (SLPC)  (from Annex A part A contract KPI).		KPI Indicators		Target		Reporting frequency		KPI Data
 (Data relating to the Key contract delivery sub area which will be used to assess performance)		Metric to determine target for reporting period 		Metric  to determine achievment for reporting period		SLPC assessment - overall average %  KPI outcome target		SLPC assessment - overall average KPIs Met as % target

				2) Data Management		2.1		Changes to data records have been completed within ten business days of the change occuring.		Data		Complete in time and to quality required		100%		Monthly		Quantity of data items requiring change		Number of items required to be completed		Number of Items actually completed to timliness and quality required		100%		100%

				3) Contract Management		3.1		All performance/management reports, including financial are prepared and submitted in accordance with the contract requirements and in the agreed formats.		Reporting		Complete in time and to quality required		100%		Monthly		Delivery of tasks		Assessment of work under this head		All relavant Tasks are completed to timliness and quality required (YES = 100%, NO = assessment of % completed)		100.0%		100%

						3.2		Supplier has attended all meetings as required.		Reporting

						3.3		The supplier has administered the performance management and reporting process as required (including KPI's).		Reporting

						3.4		All agreed key actions have been responded to within the set timescales to the satisfaction of the Authority.		Key actions 		All completed in time		100%		Monthly		Quantity of Key actions		Number of items required to be completed		Number of Items actually completed to timliness and quality required		100%		100%

				4) General Estate Management		4.1		All General Estate Management actions are completed within the agreed timescales		Core Services		Completed in time		90%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required		100%		100%

						4.2		All SPQ enquires, including letting queries, access requirements, etc. are responded to within 3 working days		Core Services		Completed in time		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						4.3		Inspect 50 per cent of the property portfolio each year year on a rolling basis throughout the contract. Inspection reports to be provided.		Core Services		On target month by month		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						4.4		Maintain (and report to LFB) a diary of all lease/ licence events to include an indicator on criticality/risk 		Core Services		all leases covered/ satisfactory report		100%		Monthly		Quantity of lease/licence items		Number of leases/licences		Number of Leases/ licences where full report made

						4.5		Provide verification and validate rent, licence fees, service charges, insurance and any other relevant demands to ensure that they are fit for payment by LFB		Core Services		Completed in accordance with lease and licence documents		100%		Monthly		Quantity of lease items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

				5) Asset Valuation		5.1		Submitted annual asset valuation and insurance valuation report within agreed format and timescales		Core Services		Complete in time and to quality required		100%		Annual		Delivery of Tasks		Number of Tasks requiring delivery		Number of Tasks delivered to timliness and quality required

						5.2		Responded to any auditor queries related to the valuation reports and methodologies adopted		Core Services

				6) Rating Advice / BID Levies		6.1		Checked all received rates, BID, Levy, CIL and council tax bills for accuracy and calculation, record all relevant information and issue monthly report in accordance with monthly management timescales.  		Core Services		Complete in time and to quality required		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						6.2		Provided rates forecasts for budgeting purposes for the following two years, two months in advance of each financial year  		Core Services		Complete in time and to quality required		100%		Annual		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						6.3		Provide verification and validate rates bills to ensure that they are fit for payment by LFB		Core Services		Complete in time and to quality required		100%		Annual		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						6.4		Researched and recorded BID levy charges attributable to each property as required.		Core Services		Complete in time and to quality required		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						6.5		Provided a record of all Business Levy start and expiry dates applicable to each affected hereditament as required.		Core Services

				7) Treasury		7.1		All monthly and/or quarterly charge raising completed in accordance with leases, licences and any other relevant occupancy agreements.		Treasury Function Services		Complete in time and to quality required		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required		100%		80%

						7.2		Financial reporting provided within agreed format and timescales		Treasury Function Services		Complete in time and to quality required		100%		Monthly		Delivery of tasks		Assessment of work under this head		All relavant Tasks are completed to timliness and quality required (YES = 100%, NO = assessment of % completed)

						7.3		Arrears being proactively pursued in line with Specification requirements		Treasury Function Services		Complete in time and to quality required		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						7.4		Commercial income to be transfered to LFB within the agreed timescales. 		Treasury Function Services		Complete in time and to quality required		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

				8) Call Off and Additional Services  		8.1		To respond to the Authority's request for call off or additional services within five working days, using the agreed format and process. 		Call-Off and Additional Services		Complete in time and to quality required		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required		100%		50%

						8.2		The service will be delivered in a time scale agreed with the Authority to appropriate quality		Call-Off and Additional Services		Complete in time and to quality required		100%		Monthly		Quantity of items		Number of items required to be completed		Number of Items actually completed to timliness and quality required

						8.3		All fee quotes will comply with the scale fees defined in the contract. 		Call-Off and Additional Services







Contractor KPIs

		Provisions of Estates Professional Management Services

		Appendix C - KPI's Document 

		Service				COMPLIANCE & AUDIT

		Contractor				Company X

		Month 

		Dates 



		Key Performance Indicators 		KPI Ref		Title		Pass/Fail		Number of Failures in Month

		Make any changes or updates to all data records and the Property Portal within ten business days of the change occuring.		1.1		Data Management

		All monthly reports to be saved on the Teams site. Monthly reports to include but not limited to; Report on Site Access Management (application requests received and where fees have been recovered from MNO); Income; Arrears; Major Works Requests.		2.1		Reporting

		Maintain (and report to LFB) critical lease events to include an indicator on criticality/risk 		2.2		Reporting

		All agreed Suppliers actions from Quarterly Contract Management reviews have been responded to within the set timescales to the satisfaction of LFB.		3.1		Contract Management

		All General Telecoms Estate Management actions are completed within the agreed timescales.		4.1		General Estate Management

		Rent/Annual Site Payments - All annual/half yearly/quarterly charges raised are completed within 5 days in accordance with leases and any other relevant occupancy agreements.		5.1		Treasury

		Rent/Annual Site Payments - to be transfered to LFB as and when received, and a monthly statement of income to be issued to LFB.  		5.2		Treasury

		To deliver forecasted figures (income and fees) for the next financial year in December/January. Including forward look.  Bi annual annually in May and October to align with budget setting.		5.3		Treasury

		Maintain aged debt maintain aged debt at better than 10% total arrears over 4 months old and 3% over 12 months old.  		5.4		Treasury

		Provide a flexible reporting model to meet LFB reporting needs.		6.1		Site Access Management

		To respond to any LFB request for a call off or additional services within five working days of that request by completing a Commissioning Form. 		7.1		Call Off and Additional Services 

		Reports relating the call off services should be of high standard ensuring they are accurate, comprehensive, clear and as requested by LFB.		7.2		Call Off and Additional Services 

		The call off service will be delivered in a time scale agreed in Commissioning Form upon receipt of the signed document.		7.3		Call Off and Additional Services 

		Demonstration that Supplier has acted in LFB's best interests - to avoid any significant and/or unnessesary cost increases and where possible achieve cost avoidance (i.e. considerations to  LFB impact)		7.4		Call Off and Additional Services 





Working KPI Doc

		Provisions of Estates Professional Management Services
Appendix C - KPI's Document





		Key Contract  Delivery Area with reference and sub area (to be read in conjuction with the contract)						Service Level Performance Criteria (SLPC)		 KPI Measurement		Target		Reporting frequency		Green 95%-100%		Amber 80%-94%		Red            >79%  

		1) Data Management		1.1		Make any changes or updates to all data records and the Property Portal within ten business days of the change occuring.		Data		Complete within ten business days.		100%		When required		95%		80%		0%

		2) Reporting		2.1		All monthly reports to be saved on the Teams site. Monthly reports to include but not limited to; Report on Site Access Management (application requests received and where fees have been recovered from MNO); Income; Arrears; Major Works Requests.		Data		To be uploaded 5 days after the start of each month and to the standard/format agreed with LFB		100%		Monthly		95%		80%		0%

				2.2		Maintain (and report to LFB) critical lease events to include an indicator on criticality/risk 		Core Services		To be uploaded 5 days after the start of each month and to the standard/format agreed with LFB		100%		Monthly		95%		80%		0%

		If the report is unsatisfactory and/or delivered more than 4 working days late there will be a 5% fee reduction for that service for that month.

If the report is unsatisfactory and/or delivered more than 10 working days late there will be a 25% fee reduction for that service for that month.

		3) Contract Management		3.1		All agreed Suppliers actions from Quarterly Contract Management reviews have been responded to within the set timescales to the satisfaction of LFB.
		Key actions 		Complete in timeframe and to standard requested		100%		When required		95%		80%		0%

		4) General Estate Management		4.1		All General Telecoms Estate Management actions are completed within the agreed timescales.		Core Services		Complete in required timeframe/milestones and to quality requested		100%		When required		95%		80%		0%

		5) Treasury Function		5.1		Rent/Annual Site Payments - All annual/half yearly/quarterly charges raised are completed within 5 days in accordance with leases and any other relevant occupancy agreements.		Treasury		To be included within the monthly reports and provide statments when requested		100%		Monthly/ Quarterly		95%		80%		0%

				5.2		Rent/Annual Site Payments - to be transfered to LFB as and when received, and a monthly statement of income to be issued to LFB.  		Treasury		Statement to be received within 5 working days of the end of the previous month and funds transferred		100%		Monthly		95%		80%		0%

				5.3		To deliver forecasted figures (income and fees) for the next financial year in December/January. Including forward look.  Bi annual annually in May and October to align with budget setting.		Treasury		Provide full budget forecast and any backing data, in the timeframes required and format requested.		100%		Annual		95%		80%		0%

				5.4		Maintain aged debt maintain aged debt at better than 10% total arrears over 4 months old and 3% over 12 months old.  		Treasury		To maintain and reduce aged debt.		100%		Annual		95%		80%		0%

		The target is to issue all invoices by the due date and maintain aged debt.  If the aged debt worsens to 20% over 4 months old and 5% over 12 months old, there will be a 25% fee deduction for rent collection services that month.

		6) Site Access Management		6.1		Provide a flexible reporting model to meet LFB reporting needs.		Core Services		Complete to the standard requested		100%						80%

		7) Call Off and Additional Services  		7.1		To respond to any LFB request for a call off or additional services within five working days of that request by completing a Commissioning Form. 		Call-Off and Additional Services		Supplier to detail works required, milestones and expected completion date in a Commissioning Form to be issued to LFB for their approval within 5 working days of LFB's request. 		100%		When required		95%		80%		0%

				7.2		Reports relating the call off services should be of high standard ensuring they are accurate, comprehensive, clear and as requested by LFB.		Call-Off and Additional Services		Complete in time and to quality required. 		100%		When required		95%		80%		0%

				7.3		The call off service will be delivered in a time scale agreed in Commissioning Form upon receipt of the signed document.		Call-Off and Additional Services		Complete in required timeframe - as per the agreed milestones and completion dates.		100%		When required		95%		80%		0%

				7.4		Demonstration that Supplier has acted in LFB's best interests - to avoid any significant and/or unnessesary cost increases and where possible achieve cost avoidance (i.e. considerations to  LFB impact)		Call-Off and Additional Services		Demonstration of cost avoidance or cost negotiations		100%		When required		95%		80%		0%

		If the report is unsatisfactory and/or delivered more than 4 working days late there will be a 5% fee reduction for that service.

If the report is unsatisfactory and/or delivered more than 10 working days late there will be a 25% fee reduction for that service.

		Following the initial mobilation period of 3 months, if the Supplier's performance does not meet a target for more than 2 consecutive months, the client reserves the right to terminate or take over all or part of the contract on 3 months notice. 











Calculations

		Calculations

		Maximum cap on service credits = 10% of monthly core fee

		Each KPI is measured as a pass or fail. 

		The passes are then totalled to calculate an overall pass rate for the month eg if 4 KPIs have passed in month the total score is 44% (4/9*100)

		Service credits shall be applied as follows:

		Score of 85% +				No deduction

		Score of 75% - 84.9%				2% of monthly core fee

		Score of 65% - 74.9%				4% of monthly core fee

		Score of 55% - 64.9%				6% of monthly core fee

		Score of 45% - 54.9%				8% of monthly core fee

		Score of below 44.9%				10% of monthly core fee

		Where the overall score in any measurement period falls below 45% this shall consistute a Service Breach and shall require the Supplier to submit a Performance Improvement Plan detailing how the performance issues will be remedied. 





		If the Supplier fails an individual KPI for three successive months an additional service credit shall be applied as detailed below:

		Month 3				Additional 2% of monthly core fee above usual calculation

		Month 4				Additional 4% of monthly core fee above usual calculation

		Month 5				Additional 6% of monthly core fee above usual calculation

		Month 6				Additional 8% of monthly core fee above usual calculation

		Month 7				Material Breach
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THIS AGREEMENT is made on the 	day of	2025



BETWEEN:

(1) LONDON FIRE COMMISSIONER of 169 Union Street, London, SE1 0LL (the “LFC”); and

(2) [insert company name], a company registered in England and Wales (Company Number [insert company number]) with its registered office located at [insert registered address] (the “Contractor”)

(each a “Party” an d together, the “Parties”).



WHEREAS:

(1) The LFC published a Tender Notice on the Central Digital Platform ([insert notice number]) on [insert date] and the Procurement In-Tend portal on [insert date] inviting submission of tenders from organisations interested in providing the supply of Estates Professional Management Services (the “Services”).

(2) The Contractor submitted the Contractor’s Proposals and the LFC has chosen the Contractor to supply the Services.

(3) The Contractor has agreed to supply the Services, as more particularly set out in the Specification, on the terms and conditions set out in this Agreement.

IT IS AGREED as follows:



  

	

1

[bookmark: _Toc516656804][bookmark: _Toc126165003][bookmark: _Toc200544360]PART 1: PRELIMINARY

[bookmark: _Toc199308670][bookmark: _Toc326824886][bookmark: _Toc333247848][bookmark: _Toc333247993][bookmark: _Toc333248063][bookmark: _Toc333248437][bookmark: _Toc333248943][bookmark: _Toc516656805][bookmark: _Toc200544361][bookmark: _Toc197334338][bookmark: _Toc202329982][bookmark: _Toc209928053][bookmark: _Toc209928176][bookmark: _Toc209929290][bookmark: _Toc211396855][bookmark: _Toc211396998][bookmark: _Toc216495007][bookmark: _Toc216597662][bookmark: _Toc216597774][bookmark: _Toc217727553][bookmark: _Toc217727733][bookmark: _Toc217727907][bookmark: _Toc219715588][bookmark: _Toc222641693][bookmark: _Toc222647222][bookmark: _Toc222647333][bookmark: _Toc222729825][bookmark: _Toc233022418][bookmark: _Toc233022527][bookmark: _Toc233022698][bookmark: _Toc233022824][bookmark: _Toc364851659][bookmark: _Toc400095049]DEFINITIONS AND INTERPRETATION 

In this Agreement, unless otherwise provided or the context otherwise requires, capitalised expressions shall have the meanings set out in Schedule 1 (Definitions) or the relevant Schedule in which that capitalised expression appears. 

In this Agreement except where the context otherwise requires:

the masculine includes the feminine and vice versa;

a reference to a person includes natural persons, firms, partnerships, corporations, associations, organisations, governments, government bodies, states, foundations, and trusts and their successors and permitted assignees or transferees;

the singular includes the plural and vice versa;

a reference to any statute, enactment, order, regulation or other similar instrument in this Agreement shall be construed as a reference to the statute, enactment, order, regulation or instrument as amended or re-enacted by any subsequent statute, order, enactment, regulation or instrument;

headings are included in this Agreement for ease of reference only and shall not affect the interpretation or construction of this Agreement; 

words and phrases with a first capital letter or any derivation thereof shall (as the context so requires) have the meanings set out in Schedule 1 (Definitions);

[bookmark: _Toc219715642]a reference to any Clause, Condition, sub-clause, paragraph, Schedule, recital or annex is, except where expressly stated to the contrary, a reference to such Clause, Condition, sub-clause, paragraph, Schedule, recital or annex of and to this Agreement; 

save where stated to the contrary, any reference to this Agreement or to any other document shall include any permitted variation, amendment or suplement to such document;

[bookmark: _Toc219715644]words preceding "include", “includes”, “included”, “including”, “in particular” or any similar expression shall be construed without limitation by the terms which follow those words;

[bookmark: _Toc219715645]the words "in writing" and "written" shall be interpreted to include any document which is recorded in manuscript, typescript and any electronic communication (as defined in Section 15 of the Electronic Communications Act 2000);

[bookmark: _Toc219715646]the words "day" and "month" mean calendar day and calendar month unless otherwise stated;

times specified in the Agreement, and any variation in those times, or any other times reasonably laid down by the LFC Representative in respect of the Contractor’s obligations, shall be of the essence of the Agreement and any failure by the Contractor to adhere to such times shall (notwithstanding anything elsewhere contained in the Agreement) be a breach of this Agreement;

[bookmark: _Toc478968471][bookmark: _Toc478968575][bookmark: _Toc478969116][bookmark: _Toc478969219][bookmark: _Toc478969290][bookmark: _Toc478969536][bookmark: _Toc478969728][bookmark: _Toc219715647]all references to the Parties include their successors and permitted assignees;

except as otherwise expressly provided in this Agreement, all remedies available to the Contractor or to the LFC for default (of any nature or severity) under this Agreement are cumulative and may be exercised concurrently or separately and the exercise of any one remedy shall not exclude the exercise of any other remedy;

any reference to any British Standard shall also include any equivalent European or International standard; and

unless otherwise agreed in writing by the LFC, this Agreement and its terms overrides any of the Contractor's terms and conditions of supply for Service which the Contractor may purport to apply under any confirmation of order or similar document.

[bookmark: _Ref506820088][bookmark: El2mbO][bookmark: El2obO][bookmark: El2nbO][bookmark: _Ref506820063][bookmark: El3kbO][bookmark: _Toc98317783][bookmark: _Toc98325823][bookmark: _Toc98326154]The Parties acknowledge and agree that this Agreement is intended to benefit all of the Parties equally and have had the opportunity to take legal advice. Accordingly, the rule of construction known as "contra proferentem" shall not apply.

[bookmark: _Toc98317785][bookmark: _Toc98325825][bookmark: _Toc98326156][bookmark: _Toc222641695][bookmark: _Toc222647224][bookmark: _Toc222647335][bookmark: _Toc222729827][bookmark: _Toc233022420][bookmark: _Toc233022529][bookmark: _Toc233022700][bookmark: _Toc233022826][bookmark: _Toc364851661][bookmark: _Toc400095051]The Schedules form part of this Agreement and have effect as if set out in full in the body of this Agreement.

Responsibility for Related Parties

Subject to the provisions of this Agreement, the Contractor shall be responsible as against the LFC for the acts and omissions of the Contractor Related Parties as if they were the acts and omissions of the Contractor and the LFC shall be responsible as against the Contractor for the acts and omissions of the LFC Related Parties as if they were the acts and omissions of the LFC. The Contractor shall, as between itself and the LFC, be responsible for the selection of any Contractor Related Party.

Approval

Neither the giving of any approval, consent, examination, acknowledgement, knowledge of the terms of any agreement or document nor the review of any document or course of action by or on behalf of the LFC, nor the failure of the same, shall unless otherwise expressly stated in this Agreement, relieve the Contractor of any of its obligations under the Contract Documents or of any duty which it may have hereunder to ensure the correctness, accuracy or suitability of the matter or thing which is the subject of the approval, consent, examination, acknowledgement or knowledge.

Where in this Agreement consent is to be given such consent must be in writing unless the relevant clause in the Agreement provides otherwise.

[bookmark: _Toc200544362]PRECEDENCE OF DOCUMENTS 

Except as otherwise expressly provided, the Contract Documents are to be taken as mutually explanatory of one another. Any ambiguities or discrepancies shall be resolved by the LFC Representative who shall thereupon issue to the Contractor appropriate instructions in writing and the Contractor shall carry out and be bound by such instructions.

If there is any conflict or ambiguity between the terms of this Agreement, then a term contained in a document higher in the following list shall have priority over one contained in a document lower in the list:

these Conditions and Schedule 1 (Definitions);

Schedule 2 (Specification);

any other Schedules other than Schedule 4 (Contractor’s Proposals) and Schedule 6 (Policies and Standards);

Schedule 6 (Policies and Standards); and

Schedule 4 (Contractor’s Proposals).

[bookmark: _Toc98317787][bookmark: _Toc98325827][bookmark: _Toc98326158]If the standards in the Method Statements of Schedule 4 (Contractor’s Proposals) are greater than those in Schedule 2 (Specification), then the Method Statements prevail.

[bookmark: _Toc200544363]NON-EXCLUSIVITY

This Agreement is not exclusive, and the Commissioner shall be entitled to procure services of the same or similar nature to the Services from any third party or to carry out such services itself.

[bookmark: _Toc200544364]TERM

[bookmark: _Ref333322200]The Agreement shall commence on the Commencement Date and shall continue, unless terminated earlier in accordance with its terms or extended in accordance with Clause 4.2, until the Expiry Date.

[bookmark: _Ref135149681]The LFC may at its absolute discretion extend the Term for the period of the Further Term by giving written notice to the Contractor at least three months prior to the Expiry Date.  

Where this Agreement is extended in accordance with clause 4.2, the Expiry Date shall accordingly be deemed to be the date of the expiry of the Further Term, and the Contractor shall continue to provide the Services at the Charges prevailing on the date of the extension or as revised in accordance with Clause 56 (No Variations). 





[bookmark: _Toc516656812][bookmark: _Toc196895575][bookmark: _Toc200544365]PRE-COMMENCEMENT AND IMPLEMENTATION [NOT USED]

[bookmark: _Toc219715648][bookmark: _Toc222641724][bookmark: _Toc222647253][bookmark: _Toc222647364][bookmark: _Toc222729856][bookmark: _Toc233022449][bookmark: _Toc233022558][bookmark: _Toc233022729][bookmark: _Toc233022855][bookmark: _Toc364851690][bookmark: _Toc400095080][bookmark: _Toc199308679][bookmark: _Toc326824895][bookmark: _Toc333248002][bookmark: _Toc333248072][bookmark: _Toc333248952][bookmark: _Toc200544366]DUE DILIGENCE

[bookmark: _Toc219715649]The Contractor shall be deemed to have satisfied itself that it has gathered all information necessary to perform its obligations under this Agreement. Consequently the Contractor shall be deemed to have understood the nature and extent of the Service and to have satisfied itself that it will be able to provide the Service in full compliance with its obligations under this Agreement.

[bookmark: _Toc219715650]Prior to signing any CCN (as set out in the Change Control Procedure at Schedule 7) the Contractor shall ensure that it has obtained all such information necessary to ensure that the acknowledgements set out in this Clause 6 shall apply in relation to the Agreement as amended by such CCN. 

[bookmark: _Toc219715651]The Contractor acknowledges that there shall not be any due diligence or joint verification after the Commencement Date.

[bookmark: _Toc219715652]No warranty or undertaking is given by the LFC as to the accuracy, completeness, adequacy or fitness for purpose of any information disclosed to or made available to the Contractor (whether directly or indirectly) in the course of any due diligence in accordance with this Agreement, or that such information constitutes all of the information relevant or material to the Service. The Contractor acknowledges that it has and (as the case may be) shall make its own enquiries to satisfy itself as to the accuracy of the information supplied to it in connection with this Agreement. Accordingly, all liability on the part of the LFC in connection with:

[bookmark: _Toc219715653]any information, documents or data provided to or made available to the Contractor (whether directly or indirectly); 

[bookmark: _Toc219715654]any representations or statements made by or on behalf of the LFC; and

[bookmark: _Toc219715655]in connection with such due diligence 

is, to the maximum extent permitted by Law, hereby excluded.

[bookmark: _Toc219715656]Where the information supplied by or on behalf of the LFC is incorrect or insufficient the Contractor acknowledges that it shall not be relieved of any of its obligations under this Agreement or be entitled to claim against the LFC, except to the extent of any fraudulent misrepresentation made by, or with the actual knowledge of the LFC.

[bookmark: _Toc197334360][bookmark: _Toc202330001][bookmark: _Toc209928072][bookmark: _Toc209928195][bookmark: _Toc209929309][bookmark: _Toc211396874][bookmark: _Toc211397017][bookmark: _Toc216495026][bookmark: _Toc216597681][bookmark: _Toc216597793][bookmark: _Toc217727572][bookmark: _Toc217727752][bookmark: _Toc217727926][bookmark: _Toc219715607][bookmark: _Toc222641725][bookmark: _Toc222647254][bookmark: _Toc222647365][bookmark: _Toc222729857][bookmark: _Toc233022450][bookmark: _Toc233022559][bookmark: _Toc233022730][bookmark: _Toc233022856][bookmark: _Toc364851691][bookmark: _Toc400095081][bookmark: _Toc199308690][bookmark: _Toc326824906][bookmark: _Toc333248013][bookmark: _Toc333248083][bookmark: _Toc333249077][bookmark: _Toc333325689][bookmark: _Toc516656817][bookmark: _Toc200544367]WARRANTIES AND REPRESENTATIONS

[bookmark: _Ref506206262]Without prejudice to any other warranties expressed elsewhere in this Agreement or implied by law, the Contractor warrants and represents to the LFC that on the date hereof:

[bookmark: _Toc221532400][bookmark: _Toc221598317][bookmark: _Toc221598579]it is properly constituted and incorporated under the laws of England and Wales and has the corporate power to own its assets and to carry on its business as it is now being conducted;

[bookmark: _Toc219715737]it has full capacity and authority and all necessary licences, permits and consents to enter into and to exercise its rights and perform its obligations under this Agreement and has no conflicting obligations to any third party (whether contractual or otherwise); 

the Agreement is executed by a duly authorised representative of the Contractor;

[bookmark: _Toc219715740]all action necessary on the part of the Contractor to authorise the execution of and the performance of its obligations under the Contract Documents has been taken or, in the case of any Contract Document executed after the date of this Agreement, will be taken before such execution;

the obligations expressed to be assumed by the Contractor under the Contract Documents are, or in the case of any Contract Document executed after the Commencement Date will be, legal, valid, binding and enforceable to the extent permitted by law and each Contract Document is or will be in the proper form for enforcement in England;

the execution, delivery and performance by it of the Contract Documents does not contravene any provision of:

any existing Legislation either in force, or enacted but not yet in force, binding on the Contractor;

the memorandum and articles of association of the Contractor;

any order or decree of any court or arbitrator which is binding on the Contractor; or

any obligation which is binding upon the Contractor or upon any of its assets or revenues;

no claim is presently being assessed and no litigation, arbitration or administrative proceedings are presently in progress or, to the best of the knowledge of the Contractor, pending or threatened against it or any of its assets which will or might have a material adverse effect on the ability of the Contractor to perform its obligations under any Contract Document;

it is not the subject of any other obligation, compliance with which will or is likely to have a material adverse effect on the ability of the Contractor to perform its obligations under any Contract Document;

no proceedings or other steps have been taken and not discharged (nor, to the best of the knowledge of the Contractor, threatened) for its winding-up or dissolution or for the appointment of a receiver, administrative receiver, administrator, liquidator, trustee or similar officer in relation to any of its assets or revenues;

the copies of the Contract Documents which the Contractor has delivered or, when executed, will deliver to the LFC are or, as the case may be, will be true and complete copies of such documents and there are not in existence any other agreements or documents replacing or relating to any of the Contract Documents which would materially affect the interpretation or application of any of the Contract Documents; 

all written statements and representations in any written submissions made by the Contractor as part of the procurement process, including without limitation its response to any conditions of participation, its Contractor’s Proposals and any other documents submitted remain true and accurate except to the extent that such statements and representations have been superseded or varied by this Agreement or to the extent that the Contractor has otherwise disclosed to the LFC in writing prior to the Commencement Date;

[bookmark: _Toc219715741]the Contractor and its sub-contractors have not and will not violate any applicable Laws or Standards;

the Contractor is aware of the purposes for which the Services are required and acknowledges that the LFC is reliant upon the Contractor’s expertise and knowledge in the provision of the Services;

all materials, equipment and goods used or supplied by the Contractor in connection with the Agreement shall be sound in quality and design and fit for their purpose and in accordance with the Contractor’s Proposals;

any software, electronic or magnetic media, hardware or computer system used or supplied by the Contractor in connection with Agreement: 

[bookmark: _Toc221532404][bookmark: _Toc221598321][bookmark: _Toc221598583]shall not have its functionality or performance affected, be made inoperable or be more difficult to use by reason of any date related input or processing in or on any part of such software, electronic or magnetic media, hardware or computer system;

shall not cause any damage, loss or erosion to or interfere adversely or in any way with the compilation, content or structure of any data, database, software or other electronic or magnetic media, hardware or computer system used by, for or on behalf of the LFC, on which it is used or with which it interfaces or comes into contact; and 

any variations, enhancements or actions undertaken by the Contractor in respect of such software, electronic or magnetic media, hardware or computer system shall not affect the Contractor’s compliance with this warranty; 

all documents, drawings, computer software and any other work prepared or developed by the Contractor or supplied to the LFC under the Agreement shall not infringe any Intellectual Property Rights or any other legal or equitable right of any person.

[bookmark: _Toc219715738]all sub-contractors have full capacity power and authority to perform their obligations in connection with this Agreement and have no conflicting obligations to any third party (whether contractual or otherwise);

[bookmark: _Toc219715743]all statements and representations in pre-contractual proposals in the Contractor's response to any tender documents when made by the Contractor were, in the context they were given at the time, true, complete and accurate in all material respects, and that the Contractor has advised the LFC of any fact, matter or circumstance of which it has become aware since making such proposals which would render any such statement or representation false or misleading;

[bookmark: _Toc219715744]the Method Statements complies with and shall comply with and meet the LFC’s service requirements contained in this Agreement throughout the Term; and

[bookmark: _Toc219715746]except as provided in this Agreement, there are no express warranties, representations, undertakings or conditions (statutory or otherwise) made by either Party and all warranties, representations, undertakings and conditions (statutory or otherwise) implied to be made by either Party, including implied warranties as to satisfactory quality and fitness for a particular purpose, are hereby excluded to the maximum extent permitted by Law,

and the LFC relies upon such warranties and representations.

For the purposes of construing the warranties in Clause 7.1, references to the Services include any part of the Services. Each warranty shall be construed as a separate warranty and shall not be limited or restricted by reference to, or reference from, the terms of any other warranty or any other term of the Agreement.

Without prejudice to the LFC’s rights (whether under the Agreement or otherwise) if the Contractor is in breach of any of its warranties, the Contractor shall, if required to do so by the LFC, promptly re-supply the Services or part of them at its own expense to ensure compliance with such warranties.

[bookmark: _Toc197334343][bookmark: _Toc202329987][bookmark: _Toc209928058][bookmark: _Toc209928181][bookmark: _Toc209929295][bookmark: _Toc211396860][bookmark: _Toc211397003][bookmark: _Toc216495012][bookmark: _Toc216597667][bookmark: _Toc216597779][bookmark: _Toc217727558][bookmark: _Toc217727738][bookmark: _Toc217727912][bookmark: _Toc219715593][bookmark: _Toc222641698][bookmark: _Toc222647227][bookmark: _Toc222647338][bookmark: _Toc222729830][bookmark: _Toc233022423][bookmark: _Toc233022532][bookmark: _Toc233022703][bookmark: _Toc233022829][bookmark: _Toc364851664][bookmark: _Toc400095054][bookmark: _Toc196895578][bookmark: _Toc200544368]GUARANTEE OR BOND

8.1 If required by the LFC, the Contractor shall provide, at its expense:

a parent company guarantee (from the Contractor's ultimate parent company unless otherwise agreed with the LFC) in the form set out in Schedule 11; or

a performance bond in a form to be advised by the LFC.

The LFC shall not be obliged to make any payments under this Agreement until the parent company guarantee and/or performance bond have been provided in a form satisfactory to the LFC.



[bookmark: _Toc200544369]PART 2: THE SERVICE

[bookmark: _Toc196895580][bookmark: _Ref259694836][bookmark: _Toc200544370]implementation period

During the Implementation Period the Contractor shall work with the LFC, LFC Related Parties and other contractors in respect of activities in preparation for the Service Commencement Date, including without limitation and at its own expense:

arrange and attend as many meetings with the LFC and any former/other contractors as are reasonably necessary for the successful handover of the Services. Such meetings shall include as applicable senior representatives of the Contractor (including the Contractor Representative), any of the Contractor's Sub-Contractors in so far as the same will be directly providing any part of the Services, representatives of the LFC (including the LFC Representative), representatives of any former contractors (if applicable) and any LFC Related Parties (as applicable);

make all necessary provisions required relating to equipment, labour, Sub-Contracts, supplies and materials in order to provide the Service from the Service Commencement Date;

liaise as appropriate with the LFC, any other relevant organisation to ensure smooth transitional arrangements; 

provide the LFC with:

i. proof of insurances held;

ii. the Parent Company Guarantee and/or Bond, if applicable, in the agreed form; and

iii. details of the identities, positions and responsibilities and contact details of all Relevant Staff including, in particular, the Contractor Representative and authorised deputy; and

[bookmark: ElPgBr14]undertake any necessary fine tuning of the Method Statements and submit to the LFC for approval.

[bookmark: _Toc408425668][bookmark: _Toc505846235][bookmark: _Toc55398402][bookmark: _Toc69299572][bookmark: _Toc69300136][bookmark: _Ref98922245][bookmark: _Toc200544371]SERVICE PROVISION

With effect from the Service Commencement Date the Contractor shall provide the Services, procuring that the Services are performed to the following standards (the “Service Standard”):

the Services are provided in accordance with all the requirements of this Agreement, the Specification, the Method Statements, Good Industry Practice, relevant guidance, all applicable LFC Policies, and Legislation;

[bookmark: _Ref259710588]the Services are provided to meet the Key Performance Indicators; 

the Contractor obtains and maintains all necessary Consents which are required for the provision of the Services and shall provide the LFC with a copy of all such Consents if requested to so do by the LFC; and

the Service is at all times performed:

iv. exercising the level of skill, care and diligence reasonably to be expected from an appropriately qualified and competent professional providing services of a similar type and scope as the Services;

v. faithfully and diligently perform those duties and exercise such powers consistent with them which are from time to time necessary in connection with the provision of the Services;

vi. in a manner that is not reasonably likely to be injurious to health or to cause damage to property;

vii. in a manner consistent with the LFC discharging its statutory duties to the extent that these may have an effect on the Services and as set out in the Specification; 

viii. in a manner which could not bring the LFC into disrepute;

ix. in a manner consistent with and to ensure compliance with any applicable byelaws in so far as the Contractor is made aware of the same by the LFC from time to time;

x. by appropriately qualified, supervised, competent and trained personnel;

xi. keep detailed records of all acts and things done by it in relation to the provision of the Service and upon request will make such records available for inspection by the LFC and/or provide copies;

xii. in compliance with all instructions issued in accordance with this Agreement by or on behalf of the LFC by the LFC Representative and which they are empowered to issue under this Agreement;

xiii. in full co-operation with the LFC and its contractors;

xiv. [bookmark: ElPgBr15]it has sufficient Contractor Personnel at all times to meet its obligations under the Agreement and that such Contractor Personnel are of a suitable level of seniority and are sufficiently trained and qualified in the range of skills required; and

xv. all Contractor Personnel are courteous and polite and helpful to the public and officers at all times.

The Contractor’s performance of the Service and compliance with the Service Standard shall be monitored in accordance with the agreed procedure in Schedule 10 (Performance Monitoring System).

[bookmark: _Toc219715663]The Contractor shall have in place the Service Continuity Plan and be capable of providing the Service Continuity Services in accordance with Schedule 14 (Service Continuity) throughout the Term.

The Parties shall, at all times, act in and with complete honesty towards each other and their respective staff and employees. The Contractor and the LFC recognise that the success of the Service requires co-operation between them and representatives of each Party and shall discuss and deal with the Service in good faith and shall use their respective reasonable endeavours to resolve any disagreement arising between them relating to the Service.

The Contractor shall not be relieved or excused of any responsibility, liability or obligation under this Agreement by the appointment by the Contractor of any Sub-Contractor. The Contractor shall be responsible for the selection, pricing, performance, acts, defaults, omissions, breaches and negligence of all its Sub-Contractors, employees and agents. All references in this Agreement to any act, default, omission, breach or negligence of the Contractor shall be construed accordingly to include any such act, default, omission, breach or negligence of any such employees, agents or Sub-Contractors.

Neither the giving of any approval, consent, examination, acknowledgement, knowledge of the terms of any agreement or document nor the review of any document or course of action by or on behalf of the LFC, shall unless otherwise expressly stated in this Agreement, relieve the Contractor of any of its obligations under the Contract Documents or of any duty which it may have hereunder to ensure the correctness, accuracy or suitability of the matter or thing which is the subject of the approval, consent, examination, acknowledgement or knowledge.

[bookmark: _Toc219715678][bookmark: _Toc318559890][bookmark: _Toc341260876][bookmark: _Toc408425670][bookmark: _Ref98922110]The Contractor shall procure, maintain and observe all approvals, required to provide the Services. Failure to procure, maintain and/or observe all such approvals shall constitute a Contractor Default and shall entitle the LFC to terminate this Agreement in accordance with Clause 29 (Termination). 

Additional Services

In addition to the Services, the Contractor shall provide, at no additional cost to the LFC any services, functions and responsibilities (including any incidental services functions or responsibilities) not specifically set out in the Specification, but which are within the scope of the Services and which are reasonable.

The Contractor will perform any additional services not described as part of the Services if required by the LFC, and in doing so, payment for such additional services shall be made at the rates set out in the Contractor’s Proposals or in the absence of such rates shall be as reasonably agreed between the LFC and the Contractor prior to the Contractor carrying out such additional services.

Publicity

The LFC may publish information about the Services as it may deem appropriate from time to time and may provide copies and details of the Agreement to any government department or other body having the purpose of compiling precedents. The LFC shall prior to publication in accordance with this Clause 10.9 use its reasonable endeavours to consult with the Contractor about the content of the publication if the Contractor’s identity is disclosed in the publication.

Unless the LFC has given its prior written approval, the Contractor shall not by itself, its employees or agents, and shall procure that its Sub-Contractors shall not:

xvi. communicate with representatives of the press, television, radio or other communications media on any matter concerning this Agreement; and

xvii. permit photography or filming in or upon any property used in relation to the Agreement.

Except where the Contractor is promoting its business generally, the Contractor shall ensure that all branding in relation to the Service complies with:

xviii. the Press and PR Protocol set out in Schedule 12;

xix. the Contractor’s branding policies; and

xx. the usage of the Contractor’s name and logo.

[bookmark: ElPgBr16][bookmark: _Toc200544372]CONTRACTOR’S PROPOSALS AND METHOD STATEMENTS

Priority

For the avoidance of doubt, the Specification shall at all times have priority over the Contractor’s Proposals, which include the Method Statements, and the Contractor shall be obliged to comply with the Specification and provide the Services in accordance with the Specification.

Amendments

The Contractor may not make any material amendment to any of the Contractor’s Proposals or Method Statements unless:

xxi. an amendment is strictly necessary to comply with Legislation, the Specification, any relevant licences or consents or Good Industry Practice; and

xxii. it has obtained the prior consent of the LFC.

The LFC may propose an amendment to any Method Statements at any time, which shall be regarded as an LFC RFC (in accordance with Schedule 7 (Change Control Procedure)) unless the amendment arises from Legislation or from a Performance Failure.  

The receipt or approval of any proposal for any modification or any supporting or further information shall not constitute a waiver or variation by the LFC of any obligation of the Contractor under this Agreement and the Contract Documents and the Specification.

For the avoidance of doubt, any amendment to the Contractor’s Proposals and Method Statements shall not comprise a Change, unless otherwise agreed between the Parties.

[bookmark: _Toc98833665][bookmark: _Toc98833863][bookmark: _Toc98834060][bookmark: _Toc98834257][bookmark: _Toc98834455][bookmark: _Toc98834653][bookmark: _Toc98835027][bookmark: _Toc98835532][bookmark: _Toc98870854][bookmark: _Toc98917792][bookmark: _Toc200544373]ACCESS TO PREMISES

In the event that, and to the extent that, the Contractor is to provide all or any part of the Services under this Agreement from its own premises, the Contractor shall ensure that such premises are safe, secure and suitable for the provision of the Services. Any equipment belonging to the LFC shall be clearly marked as being the property of the LFC.

Any land or premises (including temporary buildings) made available to the Contractor by the LFC in connection with the Agreement (“LFC Premises”), shall be made available to the Contractor free of charge and shall be used by the Contractor solely for the purpose of performing its obligations under this Agreement. The Contractor shall have the use of such LFC Premises as licensee and shall vacate the same on completion, termination or abandonment of the relevant Services, the Agreement, or where a variation to the Agreement or these terms of access requires such vacation. 

The Contractor shall not use the LFC Premises for any purpose or activity other than the provision of the Services.

Subject to the operational requirements of the LFC, the LFC will give to the Contractor and to those persons employed by or on behalf of the Contractor such access to the LFC Premises as may be necessary for the proper performance of the Services. The LFC will comply with its duties under the Health and Safety at Work Act 1974, but the LFC gives no warranty as to the safety of the working conditions in which such persons will be required to work and the Contractor shall at all times be responsible for ensuring that such persons are aware of the safe working practices to the extent that the prevailing conditions allow.

The LFC is responsible for maintaining the security of LFC Premises in accordance with its standard security requirements. The Contractor shall comply with all of the LFC’s security requirements while on LFC Premises and shall ensure that all of its Contractor Personnel comply with such requirements.  

Upon request, the LFC shall provide the Contractor with details of its security procedures. On occasion the LFC shall temporarily devolve responsibility for the maintenance of the security requirements to the Contractor. The LFC shall inform the Contractor in writing of the start and end periods of the devolvement of responsibility. 

The Contractor shall hold access cards as required by the LFC. The Contractor shall be responsible for the safekeeping of any passes and other means of access provided to the Contractor by the LFC and shall only permit such passes and other means of access to be given to those of the Contractor’s employees whose names and addresses have been supplied to the LFC and then only to the extent required for the purposes of providing the Services.  In addition, the Contractor shall ensure that the LFC is informed immediately of the loss of any passes and other means of access and shall reimburse to the LFC any cost of replacement and/or any reasonable security measures implemented as a result of such loss.

The Contractor shall return all passes provided by the LFC at the end of the term of the Agreement or upon earlier termination of the Contractor’s employment. The Contractor shall ensure that all keys and passes are returned to the LFC when a Contractor’s employee ceases to be employed by the Contractor.

The LFC reserves the right under this Agreement to refuse to admit to any LFC Premises any of the Contractor Personnel who fail to comply with any of the LFC’s policies and standards referred to in Schedule 16 or any Contractor Personnel who the LFC has agreed to be substituted under this Agreement.

The Contractor shall (and shall ensure that their employees, servants, agents, Contractors or sub-contractors) observe and comply with such rules and regulations as may be in force at any time for the use of such LFC Premises as determined by the LFC, and the Contractor shall pay for the cost of making good any damage caused by the Contractor, its employees, servants, agents, suppliers or sub-contractors other than fair wear and tear. For the avoidance of doubt, damage includes damage to the fabric of the buildings, plant, fixed equipment or fittings therein.

The Parties agree that there is no intention on the part of the LFC to create a tenancy of whatsoever nature in favour of the Contractor or its employees, servants, agents, suppliers or sub-contractors and that no such tenancy has or shall come into being and, notwithstanding any rights granted pursuant to the Agreement, the LFC retains the right at any time to use in any manner the LFC sees fit any LFC Premises owned or occupied by it.

The LFC reserves the right under this Agreement to instruct any of the Contractor Personnel and the Contractor to leave any LFC Premises at any time for any reason and such Contractor Personnel shall comply with such instructions immediately.

[bookmark: _Toc98917794][bookmark: _Toc200544374]INTELLECTUAL PROPERTY

Except as expressly set out in this Agreement, during the course of this Agreement:

  the LFC shall not acquire any right, title or interest in or to the Intellectual Property Rights of the Contractor or is licensors in:

the Contractor’s Materials;

any Background IPR owned by the Contractor; and

the Contractor shall not acquire any right, title or interest in or to the Intellectual Property Rights of the LFC or its licensors in:

the LFC Software;

LFC’s Data;

the Database;

LFC’s Materials; and

Third Party Software.

Nothing in this Agreement confers upon the Contractor any right, title or interest in or to any data or other information or documents or to any Intellectual Property subsisting therein which is supplied to or otherwise furnished to the Contractor in connection with the performance by it of its obligations under this Agreement and the Contractor shall only use the same as is necessary to perform its obligations under this Agreement and for no other purpose whatsoever.

The Contractor shall not have any right to use the LFC’s names, logos or trademarks on any of its products or services, without the LFC’s prior written consent, and where permitted, use will be subject to such terms as the LFC may require.

The Contractor acknowledges and agrees that any and all Existing Intellectual Property belongs to and is vested in or is otherwise validly licensed to the LFC and the Contractor shall have no rights in or to the Existing Intellectual Property.

The Contractor acknowledges and agrees that any and all Developed Intellectual Property shall belong to or vest in the LFC. The Contractor shall procure to be done all such further acts and things and at its own expense execute all such further deeds and documents as the LFC shall reasonably require to document, secure, acknowledge or protect the LFC’s right of ownership pursuant to this Clause.

As soon as practicable after the creation of any Developed Intellectual Property the Contractor shall inform the LFC of its creation and shall at the request of the LFC provide to the LFC copies of all Developed Intellectual Property including where relevant source materials and associated documentation.

The Contractor shall indemnify and keep indemnified the LFC against all claims, demands, actions, costs, expenses (including but not limited to legal costs and disbursements on a solicitor and client basis) losses and damages arising from or incurred by reason of any infringement or alleged infringement (including but not limited to the defence of such alleged infringement of any Intellectual Property) in connection with the Contractor’s obligations and the receipt of the Service under this Agreement.

[bookmark: _Toc98917795][bookmark: _Toc200544375]THE LFC’S DATA AND SECURITY REQUIREMENTS

The Contractor acknowledges the LFC’s ownership of and right to reserve all rights to any Intellectual Property which may subsist in LFC’s Data. The Contractor shall not delete or remove any copyright notices contained within or relating to the LFC’s Data.

The Contractor shall not store, copy, disclose or use the LFC’s Data except as necessary for the performance by the Contractor of its obligations under this Agreement or as otherwise expressly authorised in writing by the LFC.

The Contractor and the LFC shall each take reasonable precautions (having regard to the nature of their other respective obligations under this Agreement) to preserve the integrity of the LFC’s Data and to prevent any corruption or loss of the LFC’s Data. 

For the avoidance of doubt, the Contractor shall not acquire any right in, or title to, any part of the LFC’s Data, whether existing prior to the Commencement Date or created after such date.

The Contractor shall not delete or remove any proprietary notices contained within or relating to the LFC’s Data.

The Contractor shall not and shall procure that the Sub-Contractors and Employees shall not store, copy, disclose, or use the LFC’s Data except as strictly necessary for the performance by the Contractor of its obligations under this Agreement or as otherwise expressly authorised in writing by the LFC.

The Contractor shall comply with the LFC’s security requirements as provided from time to time.  

The LFC shall notify the Contractor of any changes or proposed changes to the Baseline Security Requirements.

If the Contractor believes that a change or proposed change to the Baseline Security Requirement will have a material and unavoidable cost implication to the Services, it may submit a Change Request. In doing so, the Contractor must support its request by providing evidence of the cause of that increased cost and the steps that it has taken to mitigate these costs. Any changes to the Charges shall then be agreed in accordance with the Change Control Procedure.

Until and/or unless a change to the Charges is agreed by the LFC pursuant to Schedule 7 (Change Control Procedure) the Contractor shall continue to perform the Services in accordance with its existing obligations.

The Contractor shall ensure that any system on which the Contractor holds any LFC data, including back-up data, is a secure system that complies with the Security Requirements.

The Contractor shall ensure that, when disposing of any hardware during the course of performing the Services, it shall erase from any computers, storage devices and storage media any software containing all LFC Data.

If the LFC Data is corrupted, lost or sufficiently degraded as a result of the Contractor’s Default so as to be unusable, the LFC may:

require the Contractor (at the Contractor's expense) to restore or procure the restoration of the LFC Data and the Contractor shall do so as soon as practicable but not later than twenty-four (24) hours from the occurrence of the corruption, loss or degradation; and/or

itself restore or procure the restoration of LFC Data and shall be repaid by the Contractor any reasonable expenses incurred in doing so.

[bookmark: _Toc98917796]The Contractor shall preserve the integrity of LFC Data and prevent the corruption or loss of LFC Data at all times that the relevant LFC Data is under its control or the control of any Sub-contractor. 

The Contractor shall take responsibility for preserving the integrity of that LFC Data and preventing the corruption or loss of that LFC Data. If at any time the Contractor suspects or has reason to believe that any LFC Data has or may become corrupted, lost or sufficiently degraded in any way for any reason, then the Contractor shall notify the LFC immediately and inform the LFC of the remedial action the Contractor proposes to take.

[bookmark: _Toc200544376]LFC ASSETS 

Where the LFC for the purpose of the Agreement issues or provides access to vehicles and equipment for the provision of the Services (“LFC Assets”) free of charge to the Contractor such property shall be and remain the property of the LFC or, if not the LFC, its respective owner.  

The Contractor shall not in any circumstances have a lien on the LFC Assets and the Contractor shall take all reasonable steps to ensure that the title of the LFC (or that of any of its other relevant suppliers) to such LFC Assets and the exclusion of any such lien are brought to the notice of all sub-contractors and other persons making use of the LFC Assets.

Any LFC Assets made available or otherwise received by the Contractor shall be deemed to be in good condition when received by or on behalf of the Contractor unless the Contractor notifies the LFC otherwise within twenty-four (24) hours of receipt. The Contractor shall maintain all LFC Assets in good order and condition, excluding fair wear and tear, and shall use LFC Assets solely in connection with the Services and for no other purpose.

The Contractor shall ensure the security of all LFC Assets, whilst in the Contractor’s possession, either on its own premises or the LFC Premises or elsewhere during the performance of the Agreement, in accordance with the LFC’s reasonable security requirements as required from time to time. The Contractor shall be liable for any and all loss of or damage (excluding fair wear and tear) to any LFC Assets resulting from or arising out of any act or omission of the Contractor, unless the Contractor is able to demonstrate that such loss or damage was caused by the negligence or default of the LFC.  

The Contractor’s liability set out in this Clause 15 shall be reduced to the extent that such loss or damage was contributed to by the negligence or default of the LFC. The Contractor shall inform the LFC within twenty-four (24) hours of becoming aware of any defects appearing in or losses or damage occurring to LFC Assets.

[bookmark: _Toc98917797][bookmark: _Toc200544377]HEALTH AND SAFETY

The Contractor, in performing the Services, shall ensure that it and all Contractor Related Parties shall:

comply with all applicable Health and Safety Legislation including without limitation compliance with the requirements under the Management of Health and Safety at Work Regulations 1999 to carry out a suitable and sufficient risk assessment;

comply with all applicable health and safety precautions necessary including all safe methods of work in order to protect the health and safety of all Contractor Personnel, LFC Related Parties, and any other persons including (without limitation) members of the public; 

comply with its health and safety plan as developed, maintained and updated from time to time; 

comply with the LFC’s health and safety policies as amended and notified to the Contractor from time to time; 

be responsible for the suitable and safe use of the equipment used in the provision of the Services; and

comply with all reasonable instructions given to it by the LFC and/or the police and/or fire officers concerning matters arising out of or connected to the Services and representing a danger to persons or property.

For the avoidance of doubt the LFC shall not be obliged to make and the Contractor shall not be entitled to receive any additional payment by reason of:

any steps which the LFC requires the Contractor to take for health or safety reasons (including at the LFC’s request, the appointment of an independent health and safety adviser to review the Contractor’s working procedures); and/or

any part of the Services being omitted because of a stoppage required by the LFC due to health or safety reasons.

The Contractor shall comply with the requirements of the Specification in respect of reporting health and safety incidents including without limitation:

notify the LFC of any relevant new hazard or any relevant special precaution found to be necessary, and any actions required to be taken by the LFC;

notify the LFC promptly of all health and safety incidents and accidents relating to the Service reportable under the Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995 together with any serious health and safety incidents and accidents involving member of the public or the LFC’s employees and shall confirm in writing to the LFC any action taken by the Contractor or recommended to be taken by the LFC to prevent a reoccurrence; 

keep a full record of all health and safety incidents and accidents relating to the Services which shall be available for inspection by the LFC upon reasonable notice; and

promptly, upon it becoming aware, provide the LFC with full details of any significant unsafe event which relates in any way to the Services. 



[bookmark: ElPgBr21]



[bookmark: _Toc200544378][bookmark: _Toc126165023]PART 3: EMPLOYEES

[bookmark: _Toc200544379]TUPE

[bookmark: _Toc98833675][bookmark: _Toc98833873][bookmark: _Toc98834070][bookmark: _Toc98834267][bookmark: _Toc98834465][bookmark: _Toc98834663][bookmark: _Toc98835037][bookmark: _Toc98835542][bookmark: _Toc98870864][bookmark: _Toc98833676][bookmark: _Toc98833874][bookmark: _Toc98834071][bookmark: _Toc98834268][bookmark: _Toc98834466][bookmark: _Toc98834664][bookmark: _Toc98835038][bookmark: _Toc98835543][bookmark: _Toc98870865][bookmark: _Toc98833677][bookmark: _Toc98833875][bookmark: _Toc98834072][bookmark: _Toc98834269][bookmark: _Toc98834467][bookmark: _Toc98834665][bookmark: _Toc98835039][bookmark: _Toc98835544][bookmark: _Toc98870866][bookmark: _Toc98833678][bookmark: _Toc98833876][bookmark: _Toc98834073][bookmark: _Toc98834270][bookmark: _Toc98834468][bookmark: _Toc98834666][bookmark: _Toc98835040][bookmark: _Toc98835545][bookmark: _Toc98870867][bookmark: _Toc98833679][bookmark: _Toc98833877][bookmark: _Toc98834074][bookmark: _Toc98834271][bookmark: _Toc98834469][bookmark: _Toc98834667][bookmark: _Toc98835041][bookmark: _Toc98835546][bookmark: _Toc98870868][bookmark: _Toc98833680][bookmark: _Toc98833878][bookmark: _Toc98834075][bookmark: _Toc98834272][bookmark: _Toc98834470][bookmark: _Toc98834668][bookmark: _Toc98835042][bookmark: _Toc98835547][bookmark: _Toc98870869][bookmark: _Toc98833681][bookmark: _Toc98833879][bookmark: _Toc98834076][bookmark: _Toc98834273][bookmark: _Toc98834471][bookmark: _Toc98834669][bookmark: _Toc98835043][bookmark: _Toc98835548][bookmark: _Toc98870870][bookmark: _Toc98833682][bookmark: _Toc98833880][bookmark: _Toc98834077][bookmark: _Toc98834274][bookmark: _Toc98834472][bookmark: _Toc98834670][bookmark: _Toc98835044][bookmark: _Toc98835549][bookmark: _Toc98870871][bookmark: _Toc98833683][bookmark: _Toc98833881][bookmark: _Toc98834078][bookmark: _Toc98834275][bookmark: _Toc98834473][bookmark: _Toc98834671][bookmark: _Toc98835045][bookmark: _Toc98835550][bookmark: _Toc98870872][bookmark: _Toc98833684][bookmark: _Toc98833882][bookmark: _Toc98834079][bookmark: _Toc98834276][bookmark: _Toc98834474][bookmark: _Toc98834672][bookmark: _Toc98835046][bookmark: _Toc98835551][bookmark: _Toc98870873][bookmark: _Toc98833685][bookmark: _Toc98833883][bookmark: _Toc98834080][bookmark: _Toc98834277][bookmark: _Toc98834475][bookmark: _Toc98834673][bookmark: _Toc98835047][bookmark: _Toc98835552][bookmark: _Toc98870874][bookmark: _Toc98833686][bookmark: _Toc98833884][bookmark: _Toc98834081][bookmark: _Toc98834278][bookmark: _Toc98834476][bookmark: _Toc98834674][bookmark: _Toc98835048][bookmark: _Toc98835553][bookmark: _Toc98870875][bookmark: _Toc98833687][bookmark: _Toc98833885][bookmark: _Toc98834082][bookmark: _Toc98834279][bookmark: _Toc98834477][bookmark: _Toc98834675][bookmark: _Toc98835049][bookmark: _Toc98835554][bookmark: _Toc98870876][bookmark: _Toc98833688][bookmark: _Toc98833886][bookmark: _Toc98834083][bookmark: _Toc98834280][bookmark: _Toc98834478][bookmark: _Toc98834676][bookmark: _Toc98835050][bookmark: _Toc98835555][bookmark: _Toc98870877][bookmark: _Toc98833689][bookmark: _Toc98833887][bookmark: _Toc98834084][bookmark: _Toc98834281][bookmark: _Toc98834479][bookmark: _Toc98834677][bookmark: _Toc98835051][bookmark: _Toc98835556][bookmark: _Toc98870878][bookmark: _Toc98833690][bookmark: _Toc98833888][bookmark: _Toc98834085][bookmark: _Toc98834282][bookmark: _Toc98834480][bookmark: _Toc98834678][bookmark: _Toc98835052][bookmark: _Toc98835557][bookmark: _Toc98870879][bookmark: _Ref259799728][bookmark: _Ref259799985][bookmark: _Toc318559900][bookmark: _Toc341260886][bookmark: _Toc408425683][bookmark: _Toc505846249][bookmark: _Toc55398414][bookmark: _Toc69299584][bookmark: _Toc69300147][bookmark: _Hlk136342932]The provisions of Schedule 9 (TUPE and Pensions) shall apply. [NOT USED]

[bookmark: _Toc200544380]EMPLOYEES

The Contractor shall comply with the provisions of Schedule 16 (Contractor Personnel).

Contract Representative

The Contractor shall employ a representative the identity of whom will be subject to the prior approval of the LFC (not to be unreasonably withheld or delayed) to act as the Contractor Representative during the Term. The Contractor Representative shall be a dedicated role.

The Contractor Representative shall have expertise required to deliver the Services and all other members of the management and supervisory and management team shall possess the formal and practical qualifications appropriate to their tasks.

The Contractor Representative shall possess the formal and practical qualifications appropriate to their tasks.

The Contract Representative shall be the authorised representative of the Contractor and be deemed to be empowered on behalf of the Contractor for the purposes connected with this Agreement.

The Contractor Representative shall be entitled to appoint one or more persons to act as their deputy and in the event that they do so shall notify the LFC accordingly in writing and shall stipulate in such notice the name, telephone number email address and the responsibilities allocated to such deputy.

The Contractor Representative shall be available for regular meetings with the LFC and/or relevant stakeholder groups as and when required.

The Contractor Representative shall have full authority to act on behalf of the Contractor for all purposes of this Agreement. The LFC and the LFC Representative shall be entitled to treat any act or omission of the Contractor Representative in connection with this Agreement as being expressly authorised by the Contractor (save where the Contractor has notified the LFC Representative that such authority has been revoked) and the LFC shall not be required to determine whether any express authority has in fact been given.

Termination of Appointment:

xxiii. the Contractor may terminate the appointment of the Contractor Representative and appoint a substitute. Where the Contractor wishes to do so it shall by written notice to the LFC propose a substitute for approval by the LFC (such approval not to be unreasonably withheld or delayed);

xxiv. the Contractor shall replace any Contractor Representative whom the LFC, acting reasonably and giving reasons, deems to be unacceptable, within five (5) days of any such request from the LFC; and

xxv. [bookmark: ElPgBr24]the name and address of the Contractor Representative shall, at all times, be made known to the LFC by the Contractor as shall a telephone number on which the Contractor Representative or their delegate can be contacted twenty-four (24) hours a day.

LFC’s Representative

The LFC shall appoint an individual to be the LFC Representative and their deputy during the Term and keep the Contractor informed of the identity from time to time of the LFC Representative and deputy.

Authority of the LFC’s Representative

The LFC’s Representative shall have full authority to act on behalf of the LFC for all purposes of this Agreement. The Contractor shall be entitled to treat any act of the LFC Representative in connection with this Agreement as being expressly authorised by the LFC (save where the LFC has notified the Contractor that such authority has been revoked) and the Contractor shall not be required to determine whether any express authority has in fact been given.

No act or omission of the LFC, the LFC Representative or any officer, employee or other person engaged by the LFC shall, except as otherwise expressly provided in this Agreement:

in any way relieve or absolve the Contractor from, modify, or act as a waiver or estoppel of, any liability, responsibility, obligation or duty under this Agreement; or

in the absence of an express order or authorisation under the Change Control Mechanism, constitute or authorise a Change.

The LFC shall not be responsible for, and the Contractor shall not be entitled to rely on and shall not do so or claim relief, additional time, losses, expenses, damages, costs or other liabilities should the Contractor act on any notice, communication or other purported instruction given by a person alleging to act for and on behalf of the LFC unless such person was the LFC Representative.

The LFC may by notice to the Contractor change the LFC’s Representative.  Such change shall have effect on the date specified in the written notice (which date shall, other than in the case of emergency, be such date as will not cause material inconvenience to the Contractor in the execution of its obligations under this Agreement).

Safeguarding

Where the Contractor is providing a Regulated Activity the Contractor shall be a Regulated Activity Provider (as defined by the SVGA 2006) with ultimate responsibility for the management and control of the Regulated Activity (as defined by the SVGA 2006) provided under this Agreement and for the purposes of the SVGA 2006, the Contractor shall:

comply with all of its obligations under the SVGA 2006 including without limitation information sharing, Disclosure and Barring Service (DBS, as defined by the SVGA 2006) referral obligations and checking that a person is subject to monitoring; 

[bookmark: _Ref393181736]maintain and implement a safeguarding policy which is in general compliance with the LFC’s safeguarding policies; 

[bookmark: ElPgBr25]immediately inform the LFC Representative if any action undertaken in relation to any breach of the Contractor’s safeguarding policies;

be appropriately registered in relation to all persons who are or will be employed or engaged by the Contractor in the provision of the Regulated Activity; 

[bookmark: _Ref62029087]ensure that all individuals engaged in Regulated Activity are subject to a valid enhanced disclosure check undertaken through the DBS including a check against the adults’ barred list or the children’s barred list, as appropriate; 

monitor the level and validity of the checks under Clause v for each member of the Contractor Personnel; 

not employ or use the services of any person who is barred from, or whose previous conduct or records indicate that they would not be suitable to carry out the Regulated Activity or who may otherwise present a risk to a recipient of the Services;

in accordance with the SVGA 2006, refer information about any person providing the Regulated Activity to the DBS where it removes permission for such person to provide the Services (or would have, if such person had not otherwise ceased to provide the Services) because, in its opinion, such person has harmed or poses a risk of harm to a recipient of the Services;

immediately provide the LFC with all information that the LFC may reasonably require to enable the LFC to verify that the Contractor has satisfied its obligations under this Clause 18.5 and the SVGA 2006 and immediately inform the LFC if there is any reason to believe that any obligations under the SVGA 2006 are not being complied with in relation to the Services; and 

[bookmark: _Ref393181818]ensure that all Contractor Personnel working with or alongside children have regard to the need to safeguard and promote the welfare of children.

The Contractor acknowledges that the LFC may acting in accordance with the SVGA 2006 disclose information in relation to any Contractor Personnel where required to do so by the Independent Safeguarding Authority without consultation with the Contractor.

Conduct of Contractor Personnel

The LFC (acting reasonably) may: 

instruct the Contractor that disciplinary action is taken against any Contractor Personnel or any Sub-Contractor involved in the provision of the Services (in accordance with the terms and conditions of employment of the employee concerned) where such Contractor Personnel commits a misconduct or is incompetent or negligent in their duties (in which case the LFC shall co-operate with any disciplinary proceedings and shall be advised in writing of the outcome); or

[bookmark: ElPgBr26]where the LFC has reasonable grounds for considering that the presence or conduct of a member of the Contractor Personnel at any location relevant to the performance of the Services is undesirable, require the exclusion of the relevant Contractor Personnel from the relevant location(s). 

The Contractor shall have procedures in place to ensure that: 

all policies, codes and procedures (for example, but not limited to, health and safety, fire risks and precautions and emergency procedures) adopted by the Contractor and required by the Agreement are complied with by all Contractor Personnel;

there are sufficient supervisory Contractor Personnel to ensure that all of the Contractor Personnel engaged in the provision of the Services are at all times adequately supervised and properly perform their duties; and

appropriate disciplinary action is taken against any Contractor Personnel, including those of Sub-Contractors, who transgress the Contractor’s staff code of conduct and/or the provisions of this Agreement.

The Contractor shall not allow the Contractor Personnel to receive, request, solicit or act in such a manner as to induce payment, or gratuities of any kind, for any work to be carried out in accordance with the Agreement. 

The Contractor shall submit a copy of an Agreement-specific ‘Staff Code of Practice’ to the LFC’s Representative within one (1) month of the Commencement Date for approval.

Resources and Training

The Contractor shall throughout the Term procure that:

there shall be a sufficient number of Contractor Personnel (including all relevant grades of supervisory staff) available to provide the Services with the requisite level of skill and experience. This obligation shall include ensuring that:

there are sufficient supervisors to monitor the performance of the Contractor Personnel;

all Contractor Personnel whether employed or temporary or agency staff receive such induction, training and supervision as is necessary to ensure the proper performance of the Services under this Agreement;

all the Contractor Personnel are and at all times remain properly and sufficiently qualified, trained, skilled, competent, instructed and supervised with regard to:

a. [bookmark: ElPgBr27]the duty or duties which that person has to perform;

b. any relevant aspect of the Contract Documents and Service Standard that may relate thereto; and

c. the rules, procedures, policies and statutory and regulatory requirements concerning the provision of the Services and health and safety at work and all other rules and procedures relevant to the duties which that person has to perform; 

every member of Contractor Personnel:

d. holds a valid work permit to work;

e. carries out their duties and conducts themselves in an orderly and courteous manner;

f. maintains the highest professional standards, courtesy and consideration; and

g. is able to deal and communicate effectively and coherently with members of the public in a helpful, polite and restrained manner;

all drivers hold valid driving licences and that the driving licences are checked regularly to ensure they are still valid;

if any member of the Contractor Personnel appears to be under the influence of alcohol or drugs or whose attention may be impaired through the effect of drugs (whether or not prescribed by a medical practitioner) are relieved from all duties immediately; and

the Contractor Personnel carry out their duties and otherwise conduct themselves in such a way as to cause no unreasonable or unnecessary disruption to the work of any of the LFC’s staff or staff of any Fellow Contractor.

The Contractor shall maintain training records for the Contractor Personnel, which are to be open for inspection by the LFC on request.

Labour

During the term of the Agreement:

the Contractor shall comply fully with the terms of any collective agreement entered into between one or more trade unions and any association of employers of which the Contractor is a member;

the Contractor will not itself, or through a servant or agent, perform any act intended to discourage employees or prospective employees from becoming or continuing as members of a trade union; and

the Contractor will not itself, or through a servant or agent, penalise employees or prospective employees in any way by reason of their membership of a trade union.

Compliance with Clause 18.8.1 above is a condition of the Agreement. In the event that the Contractor breaches any provision of the Clause in a material respect the LFC shall have the right to terminate the Agreement.

[bookmark: _Toc389575549][bookmark: _Toc55398441][bookmark: _Toc69299611][bookmark: _Toc69300169][bookmark: _Toc197334373][bookmark: _Toc200544381]EQUALITY OF OPPORTUNITY and human rights

[bookmark: _Ref531355830]The Contractor shall comply with all applicable Equalities Legislation and the LFC’s Equalities Protocol contained in Schedule 13 (Equalities Protocol) in its performance of the Agreement and shall take all reasonable steps to ensure that all servants, employees, agents and Sub-Contractors of the Contractor engaged in the provision of the Service does not unlawfully discriminate, harass or victimise within the meaning and scope of the Equalities Legislation. This Clause 19.1 shall be without prejudice to the Contractor’s general obligation to comply with Legislation.

[bookmark: ElPgBr59]The Contractor shall (and shall procure that the Contractor Personnel shall) at all times comply with the provisions of the Human Rights Act 1998 in the performance of this Agreement. The Contractor shall also undertake, or refrain from undertaking, such acts as the LFC requests so as to enable the LFC to comply with its obligations under the Human Rights Act 1998.



[bookmark: _Toc200544382]PART 4: MONITORING

[bookmark: _Ref99542685][bookmark: _Hlk99526092][bookmark: _Toc200544383]PERFORMANCE monitoring

[bookmark: _Toc219715682]The Contractor shall provide records of, and reports summarising, the performance of the Services achieved by the Contractor against the KPIs in accordance with the requirements of Schedule 10  (Performance Monitoring System). Such recording and monitoring shall be subject to rights of audit in accordance with the provisions of Clause 22 (Records Audit and Inspection) and other relevant terms of this Agreement.

[bookmark: _Toc219715684]The Contractor shall be committed to the process of continuous improvement of the Service and all KPIs. Accordingly, the Contractor shall introduce processes including (but not limited to):

[bookmark: _Toc219715685]initiatives to achieve value for money; and

[bookmark: _Toc219715686]the introduction of improvements in the delivery of the Services (including through adoption of changes to or the introduction of new methodologies, tools and processes),

[bookmark: _Toc219715687]through which the Contractor will keep all Services under review and where it is reasonable to conclude either that the KPI should be increased to a more demanding level than the KPI in force, or that a Service not currently subject to a KPI should become so subject, the KPI shall be increased, or a new KPI introduced, as appropriate. Any increased or new KPIs shall be proposed in writing to the LFC as per the requirements in Schedule 7 (Change Control Procedure).

[bookmark: _Toc98833696][bookmark: _Toc98833894][bookmark: _Toc98834091][bookmark: _Toc98834288][bookmark: _Toc98834486][bookmark: _Toc98834684][bookmark: _Toc98835058][bookmark: _Toc98835563][bookmark: _Toc98870885][bookmark: _Toc98833697][bookmark: _Toc98833895][bookmark: _Toc98834092][bookmark: _Toc98834289][bookmark: _Toc98834487][bookmark: _Toc98834685][bookmark: _Toc98835059][bookmark: _Toc98835564][bookmark: _Toc98870886][bookmark: _Toc200544384]CONTRACT MANAGEMENT AND MANAGEMENT INFORMATION SYSTEM

[bookmark: _Toc219715694][bookmark: _Toc219715695]The Parties shall comply with the provisions of Schedule 15 (Contract Management and Management Information System) in relation to the processes for management of this Agreement.

The Contractor shall provide an appropriate Management Information System (“MIS”) in accordance with Schedule 15 (Contract Management and Management Information System).

[bookmark: _Toc219715696]The Contractor shall promptly warn the LFC whenever the Contractor has reasonable grounds to believe that any failure on the part of the LFC or any third party to carry out its obligations and responsibilities under or associated with this Agreement, or the manner in which they are carried out, will have, or threatens to have, a detrimental effect on the quality of the Services or the efficiency or cost of their supply or the performance of any other obligations of the Contractor under this Agreement.

[bookmark: _Ref133240425][bookmark: _Toc200544385]RECORDS AUDIT AND INSPECTION

The Contractor shall, and shall procure that its Sub-Contractors shall, maintain a current, accurate, complete and correct set of records pertaining to all activities relating to the performance of the Services and all transactions entered into by the Contractor for the purposes of this Agreement, including all expenditure reimbursed by the LFC and all payments made by the LFC. These records shall be open for inspection by the LFC at all reasonable times. The Contractor shall disclose and release any records, orders and instructions as required by the LFC. The Contractor shall, and shall procure that its Sub-Contractors shall, retain all such records for a period of no less than six (6) years (or such other period as may be required by law) following termination or expiry of this Agreement.

The LFC has the right to audit any and all such records at any time during the performance of this Agreement and during the six (6) year period (or such other period as may be required by law) following termination or expiry of this Agreement.

The Contractor shall allow the LFC’s authorised representatives (including auditors appointed by the Audit Commission), at any reasonable time, to undertake any inspection, audit or check of any aspect of the Contractor’s performance of the Services, including, but not limited to, inspection of the Contractor’s technical and organisational security measures for the protection of Personal Data, as required by Clause 14, at no additional cost to the LFC. The LFC shall give the Contractor reasonable notice, in writing or verbally, of its intention to undertake an inspection, audit or check under this Clause.

The Contractor shall provide the LFC with all reasonable co-operation in relation to any inspection, audit or check including:

granting access to any premises, equipment, plant, machinery or systems used in the Contractor’s performance of this Agreement, and where such premises, equipment, plant, machinery or systems are not the Contractor’s own, using reasonable endeavours to procure such access;

ensuring that appropriate security systems are in place to prevent unauthorised access to, extraction of and/or alteration to data during the audit;

making any information relating to the performance of the Agreement available for inspection and providing copies of such information if requested; and

providing any information required by the Audit Commission for the purpose of carrying out its financial audit of the LFC and for carrying out examinations into the economy, efficiency and effectiveness with which the LFC has used its resources, along with any explanations reasonably required for these purposes. 

[bookmark: _Toc219715880]The Contractor shall, for a period of at least seven (7) years from and including whichever shall be the later date of: 

[bookmark: _Toc219715881]the date of expiry or termination of this Agreement;

[bookmark: _Toc219715882]the date on which the Contractor and any relevant Sub-Contractors complete all required exit assistance in accordance with the Exit Management Plan and to the reasonable satisfaction of the LFC; or

[bookmark: _Toc219715883]such longer period as may be required to comply with its obligations under this Agreement,

[bookmark: _Toc219715884]maintain and shall procure that for such period all Sub-Contractors maintain on an open book basis, the following items:

0. [bookmark: _Toc219715885]any records or information required expressly or impliedly in connection with the rights granted to the LFC and/or any of its agents under the terms of this Clause 22; and

0. [bookmark: _Toc219715886]such other records, information and documentation as required elsewhere under this Agreement. 

[bookmark: _Toc516656819][bookmark: _Toc200544386]PART 5: PAYMENT

[bookmark: _Toc516656820][bookmark: _Toc200544387]CHARGES

[bookmark: _Hlk98320790]In consideration of and subject to the Contractor supplying the Service to the satisfaction of the LFC, the LFC will pay to the Contractor the Charges in accordance with the procedures set out in Schedule 3.

Unless otherwise expressly provided, the Charges are inclusive of (and no additional payment will be due to the Contractor in respect of) all necessary services and support including all office costs (including but not limited to the costs of and time spent on, telephone calls, facsimile transmissions, word processing, typing, photocopying, postage and couriers), travelling costs (including travelling time), production of reports and copy documents, attendance at meetings, preparing and negotiating costs, the cost of managing the Agreement (including dealing with complaints, merited or otherwise, and failure to meet standards and rectifying such failures) and anything ancillary or incidental to any of the foregoing to enable the Contractor to provide the Services whether or not available in-house to the Contractor.

The Contractor is not entitled to reimbursement for expenses unless such expenses have been incurred with the prior written consent of the LFC, in which case the Contractor shall supply appropriate evidence of expenditure in a form acceptable to the LFC.

All Charges payable under the Agreement exclude VAT unless otherwise stated. VAT, where applicable, shall be shown separately.

[bookmark: _Ref188020091][bookmark: _Ref393171469]Submission of Invoices

[bookmark: _Ref423440080][bookmark: _Ref393171619][bookmark: _Ref411932193][bookmark: _Ref393171482]Within ten (10) Working Days following the end of each Month from the Commencement Date the Contractor shall submit to the LFC Representative an invoice, which may be submitted electronically, together with a supporting statement in such form as approved from time to time by the LFC Representative. The consolidated invoice shall be accompanied by a breakdown of the Services provided and the LFC’s order number. All invoices shall be itemised and must clearly show any settlement discounts.

Verifying the Invoices

[bookmark: _Ref411932226]Within ten (10) days of receipt of the invoice and supporting statement referred to in Clause 24.5 the LFC Representative shall assess the amount properly due to the Contractor in accordance with this Agreement and notify the Contractor whether the invoice and any supporting documents are approved or rejected having regard to any adjustments including:

the valuation of any Change made pursuant to Schedule 7 (Change Control Procedure);

where the Contractor has been overpaid by the LFC by virtue of an error or fraudulent conduct by an LFC employee, agent or LFC Related Party;

any deductions for defaults issued under Clause 26 (Defaults and Remedies Available to the LFC); and

any other additions or deductions under this Agreement.

[bookmark: _Ref393171262][bookmark: _Ref393173496]Payment

Within thirty (30) days of the LFC’s receipt of a valid invoice in accordance with Clauses 23.5 and 23.6, the LFC shall pay the amount correctly invoiced.  

[bookmark: ElPgBr38]Payments due to the Contractor after the Expiry Date shall be paid by the LFC but such payments shall be dependent on the satisfactory completion of the arrangements for handover required under Clause 32 (Exit Arrangements). 

In addition to the Charges, the LFC shall, subject to receipt of a properly drawn tax invoice, pay to the Contractor such value added tax (if any) as may be properly chargeable by the Contractor in connection with the provision of the Services under Legislation from time to time in force.

[bookmark: _Ref423440798]Disputed Amounts

In the event that the LFC is not satisfied that a sum or sums in the invoice submitted in accordance with Clause 23.5 is accurate or complete, the LFC shall:

pay any undisputed amount within thirty (30) days; and

withhold any disputed amount and submit a notice to the Contractor within fifteen (15) days stating the sum which is in dispute and the reason for the dispute (a “Disputed Amount Notice”).

Within fifteen (15) days of the Contractor having received the Disputed Amount Notice, the Contractor shall respond setting out how the disputed amount was calculated.

The Parties shall meet as soon as practicable following receipt of the Contractor’s response to the Disputed Amount Notice and shall attempt to resolve the dispute amicably between them. If the Parties are unable to reach agreement the LFC shall be entitled to continue withholding the disputed amount and the matter shall be referred to the Dispute Resolution Procedure set out in Clause 46. 

In the event that the outcome of the Dispute Resolution Procedure is that:

the Contractor was properly due any part of the withheld sum, the LFC shall pay such part within seven (7) Working Days together with interest thereon at the Prescribed Rate from the date on which such payment was due; or

the LFC is not due to pay the Contractor (and the Contractor is not due to receive) any part of the withheld sum, such part shall be deemed deducted from the Charges and the Contractor shall, for the record, re-submit the invoice in the correct amount or issue a credit note.

[bookmark: _Ref423440836][bookmark: _Ref411932241]Sub-Contractors

Where the Contractor enters into a Sub-Contract, the Contractor shall include in that Sub-Contract:

provisions having the same effect as those set out in Clause 23.1 to 23.8; and

a provision requiring the counterparty to that Sub-Contract to include in any Sub-Contract which it awards provisions having the same effect as Clauses 23.1 to 23.8.

[bookmark: ElPgBr39]For the purposes of this Clause 23.9 a “Sub-Contract” means any contract between two or more suppliers at any stage of remoteness from the LFC in a sub-contracting chain, made wholly or substantially for the purpose of performing (or contributing to the performance of) the whole or any part of the Services under this Agreement.

Any loss or additional expenses incurred by the Contractor in the correction or re-submission of an invoice shall be at the Contractor’s expense.

No payment made by the LFC shall indicate or be taken to indicate the LFC’s acceptance or approval of any part of the Services or any act or omission of the Contractor, or absolve the Contractor from any obligation or liability imposed on the Contractor under this Agreement.

No payments made by the LFC under this Agreement, including the final payment, shall prevent the LFC from recovering any amount overpaid or wrongfully paid including, but not limited to, payments made to the Contractor by mistake of law or fact. The LFC shall be entitled to withhold such amount from any sums due or which may become due to the Contractor and LFC may recover such amount as a debt.

[bookmark: _Toc197334377][bookmark: _Toc202330011][bookmark: _Toc209928082][bookmark: _Toc209928205][bookmark: _Toc209929319][bookmark: _Toc211396884][bookmark: _Toc211397027][bookmark: _Toc216495036][bookmark: _Toc216597691][bookmark: _Toc216597803][bookmark: _Toc217727582][bookmark: _Toc217727762][bookmark: _Toc217727936][bookmark: _Toc219715617][bookmark: _Toc222641736][bookmark: _Toc222647265][bookmark: _Toc222647376][bookmark: _Toc222729868][bookmark: _Toc233022461][bookmark: _Toc233022570][bookmark: _Toc233022741][bookmark: _Toc233022867][bookmark: _Toc364851702][bookmark: _Toc400095092][bookmark: _Toc200544388]SET OFF

[bookmark: _Hlk125552443]All damages, costs, charges, expenses, debts, sums or other amounts owing (contingently or otherwise) to or incurred by the LFC arising out of or attributable to this Agreement may be deducted by the LFC from monies due or which may become due to the Contractor under this Agreement the LFC may recover such amount as a debt.

[bookmark: _Ref506984621][bookmark: _Toc516656822][bookmark: _Hlk126161097][bookmark: _Toc200544389]INDEXATION

[bookmark: _Hlk125552794]The Contract Price shall be revised on each anniversary of the Commencement Date (the “Review Date”) in accordance with the following provisions: 

[bookmark: _Hlk125552610]on the first anniversary of the Commencement Date, the Contract Price shall be adjusted by the percentage increase or decrease in the Index calculated from the Commencement Date to the next Review Date;

from the second anniversary onwards, the Contract Price shall be adjusted by the percentage increase or decrease in the Index calculated from the Review Date in the previous Year to the Review Date in the Year just ended. 

If the bases of computation of the Index changes, any official reconciliation between the two bases of computation published by the body charged with the compilation and maintenance of the Index (currently the Office of National Statistics) shall be binding upon the LFC and the Contractor and shall be applied in adjusting the application of the Index provided that in the absence of such official reconciliation such adjustments shall be made to the figures of the Index as to make it correspond as nearly as possible to the previous method of computation and such adjusted figures shall be used to the exclusion of the actual published figures (until officially reconciled figures are published) and in the event of a dispute regarding such adjustments such dispute may be referred by either Party to an expert agreed upon by the Parties or in default of this Agreement appointed on the application of either Party by the president for the time being of the Law Society of England and Wales.

[bookmark: _Ref506207622][bookmark: _Ref506208001]





[bookmark: _Toc200544390]PART 6: DEFAULTS, INDEMNITIES AND INSURANCE

[bookmark: _Ref99542661][bookmark: _Ref133240793][bookmark: _Toc200544391]DEFAULTS AND REMEDIES AVAILABLE TO THE LFC

[bookmark: _Ref506206166][bookmark: _Ref506206456][bookmark: _Ref506205717][bookmark: _Ref506206581][bookmark: _Ref506974822]The Contractor shall comply with the obligations of this Agreement and the provisions of Schedule 10 (Performance Monitoring System) throughout the Term in connection with the operation and delivery of the Services. 

[bookmark: _Toc506905062][bookmark: _Toc506905211][bookmark: _Toc506906727][bookmark: _Toc506976856][bookmark: _Toc506977842][bookmark: _Toc506978385][bookmark: _Toc506979842][bookmark: _Toc506991580][bookmark: _Toc507000995][bookmark: _Toc507572163]Without prejudice to any of its other obligations under this Agreement, the Contractor shall provide each element of the Services for which a KPI is applied in Schedule 10 to the required level or better. 

[bookmark: _Toc506991582][bookmark: _Toc507000997][bookmark: _Toc507572165][bookmark: _Hlk98319742][bookmark: _Hlk99526113][bookmark: _Toc506991583][bookmark: _Toc507000998][bookmark: _Toc507572166][bookmark: _Toc506991584][bookmark: _Toc507000999][bookmark: _Toc507572167][bookmark: _Toc506991585][bookmark: _Toc507001000][bookmark: _Toc507572168]The Contractor’s failure to meet the Performance Standards shall entitle the LFC to make deductions from the Charges in accordance with the provisions of Schedule 10.

[bookmark: _Hlk98319832][bookmark: _Toc506991587][bookmark: _Toc507001002][bookmark: _Toc507572170]Within fourteen (14) days of the end of each Monitoring Period the LFC will supply the Contractor with a statement showing the value of the Accrued Performance Failure Points for that Monitoring Period to be deducted from the Contractor’s invoice in accordance with Schedule 10 of the Agreement.

[bookmark: _Toc98833709][bookmark: _Toc98833907][bookmark: _Toc98834104][bookmark: _Toc98834301][bookmark: _Toc98834499][bookmark: _Toc98834697][bookmark: _Toc98835071][bookmark: _Toc98835576][bookmark: _Toc98870898][bookmark: _Toc200544392]DEFAULTS AND REMEDIES AVAILABLE TO THE CONTRACTOR

[bookmark: _Ref62039294]In the event that any undisputed amount correctly rendered by invoice by the Contractor remains unpaid by the LFC after thirty (30) days the Contractor shall notify the LFC in writing giving the LFC thirty (30) further days to pay such an invoice. If the amount remains unpaid, the Contractor shall be entitled to charge interest from the date on which the further 30-day period expired to the Working Day before payment is made at the Prescribed Rate. It is agreed between the Parties that the interest rate provided for under this Clause 27 provides the Contractor with a substantial remedy pursuant to sections 8 and 9 of the Late Payment of Commercial Debts (Interest) Act 1998.

[bookmark: _Toc98870900][bookmark: _Toc98833711][bookmark: _Toc98833909][bookmark: _Toc98834106][bookmark: _Toc98834303][bookmark: _Toc98834501][bookmark: _Toc98834699][bookmark: _Toc98835073][bookmark: _Toc98835578][bookmark: _Toc98870901][bookmark: _Toc200544393]SUSPENSION OF THE SERVICES AND STEP-IN RIGHTS

[bookmark: _Toc219715698][bookmark: _Hlk98319862]The LFC may take action to step in or suspend the Services in the following circumstances:

[bookmark: _Toc219715699]subject to clauses 28.2 to 28.4 below, the Contractor has incurred in excess of 25 Performance Failure Points pursuant to Schedule 10 in any one-month period; or

[bookmark: _Toc219715700]where the Contractor is not in breach of its obligations under this Agreement but the LFC considers that the circumstances constitute an emergency not envisaged by the LFC under or in connection with this Agreement.

[bookmark: _Toc219715702]Before the LFC exercises its rights of step-in under Clause 28.1.1 above it shall permit the Contractor the opportunity to demonstrate to the LFC’s reasonable satisfaction within 10 (ten) Working Days that the Contractor is still able to provide the Services in accordance with the terms of this Agreement and/or remedy the circumstances giving rise to the right to step-in without the requirement for the LFC to take action.

[bookmark: _Toc219715703]If the LFC is not satisfied with the Contractor’s demonstration pursuant to Clause 28.2 above, the LFC may take such steps that it considers appropriate to ensure the performance of all or part of the Services and the Contractor shall cooperate fully and in good faith with the LFC.

[bookmark: _Toc219715705]If the Contractor fails to take the steps notified to it by the LFC pursuant to Clause 28.3 above, then the LFC may take action under this Clause either through itself or with the assistance of third-party contractors.

[bookmark: _Toc219715706]If the LFC takes action pursuant to Clause 28.1 above, the LFC shall serve notice (a “Step-in Notice”) on the Contractor. The Step-in Notice shall set out the following:

[bookmark: _Toc219715707]the action the LFC wishes to take and in particular the Services it wishes to control;

[bookmark: _Toc219715708]the objective of taking the action and whether the LFC believes that the primary cause of the action is due to the Contractor’s default;

[bookmark: _Toc219715709]the date it wishes to commence the action;

[bookmark: _Toc219715710]the time period which it believes will be necessary for the action;

[bookmark: _Toc219715711]whether the LFC will require access to the Contractor’s premises and/or sites; and

[bookmark: _Toc219715712]to the extent practicable, the effect on the Contractor and its obligations to provide the Services during the period the action is being taken.

[bookmark: _Toc219715713]Following service of a Step-in Notice, the LFC shall:

[bookmark: _Toc219715714]take the action set out in the Step-in Notice and any consequential additional action as it reasonably believes is necessary (the “Required Action”);

[bookmark: _Toc219715715]keep records of the Required Action taken and provide information about the Required Action to the Contractor;

[bookmark: _Toc219715716]cooperate wherever reasonable with the Contractor in order to enable the Contractor to continue to provide any Services in relation to which the LFC is not assuming control; and

[bookmark: _Toc219715717]act reasonably in mitigating the cost that the Contractor will incur as a result of the exercise of the LFC’s rights under this Clause.

[bookmark: _Toc219715718]For so long as and to the extent that the Required Action is continuing:

[bookmark: _Toc219715719]the Contractor shall not be obliged to provide the Services to the extent that they are the subject of the Required Action; and

[bookmark: _Toc219715720]subject to Clause 28.8, the LFC shall pay to the Contractor the Charges after the deduction of any applicable Service Credits and, where the Required Action has been taken under Clause 28.1.1 or otherwise due to circumstances arising out of the Contractor’s default, the LFC’s costs of taking the Required Action.

[bookmark: _Toc219715721]If the Required Action results in a degradation of any Services not subject to the Required Action, beyond that which would have been the case had the LFC not taken the Required Action then the Contractor shall be entitled to an agreed adjustment of the Charges to take into account the Service Credits that would have reasonably applied had the Required Action not affected the Contractors ability to provide the Services to a higher level, provided that the Contractor can demonstrate to the reasonable satisfaction of the LFC that the Required Action has led to the degradation.

[bookmark: _Toc219715722]Before seeking to exercise its step-out rights under this Clause 28 the LFC shall deliver a written notice to the Contractor (a “Step-out Notice”) specifying:

[bookmark: _Toc219715723]the Required Action it has actually taken; and

[bookmark: _Toc219715724]the date on which the LFC plans to end the Required Action (the “Step-out Date”) subject to the LFC being satisfied with the Contractor’s ability to resume the provision of the Services and the Contractor’s plan developed in accordance with Clause 28.10.

[bookmark: _Toc219715725]The Contractor shall, following receipt of a Step-out Notice and not less than 10 (ten) Working Days prior to the Step-out Date, develop for the LFC’s approval a draft plan (the “Step-out Plan”) relating to the resumption by the Contractor of the Services, including any action the Contractor proposes to take to ensure that the affected Services satisfy the requirements of the Agreement.

[bookmark: _Toc219715726]If the LFC does not approve the draft Step-out Plan, the LFC shall inform the Contractor of its reasons for not approving it. The Contractor shall then revise the draft Step-out Plan taking those reasons into account and shall re-submit the revised plan to the LFC for the LFC’s approval. The LFC shall not withhold or delay its approval unnecessarily.

[bookmark: _Toc219715727]The Contractor shall bear its own costs in connection with any Step-in by the LFC.

[bookmark: _Ref62039272][bookmark: _Ref66695562][bookmark: _Toc55398426][bookmark: _Toc69299596][bookmark: _Toc69300156][bookmark: _Toc98322861][bookmark: _Ref98920880][bookmark: _Ref98921003][bookmark: _Toc200544394]TERMINATION

[bookmark: _Ref259787030]Termination for convenience by the LFC

[bookmark: _Ref455148770][bookmark: _Hlk135650474]The LFC shall be entitled to terminate this Agreement in whole or in part at any point after one (1) calendar year from the Service Commencement Date by giving to the Contractor not less than six (6) months’ notice in writing.

[bookmark: _Ref506980991][bookmark: _Ref506980841]In the event that the LFC terminates this Agreement pursuant to Clause 29.1.1 (Termination for convenience by the LFC), Clause 31.2 shall apply.

Termination on Contractor Default

If any one or more of the matters in Clause 29.2.2 (“Contractor Default”) occurs the LFC shall be entitled to forthwith terminate the Agreement in whole or in part by issuing a written notice to the Contractor to that effect in accordance with Clause 29.1. For the avoidance of doubt the occurrence of any one of the matters listed in Clause 29.2.2 shall be deemed repudiatory breach of contract by the Contractor. The right of the LFC to terminate shall be a contractual right pursuant to this Clause 29.2.1 and/or a common law right accepting the Contractor’s repudiatory breach as the circumstances dictate.

[bookmark: _Ref259787013]The matters referred to in Clause 29.2.1 above are:

the Contractor or any of its employees (whether with or without the Contractor’s knowledge) shall have committed a Performance Failure in connection with the provision of the Services or in relation to this Agreement and the matter has not been satisfactorily resolved by the Contractor by taking appropriate disciplinary action; or

the Contractor commits an act of fraud or bankruptcy; or

the Contractor misuses or infringes any of the LFC’s property rights or the LFC’s Data or uses the same other than in the provision of the Services; or

there is an Insolvency Event; or

the Contractor ceases, or threatens to cease, to carry on business; or

the combined value of the Performance Failure Points allocated to Performance Failures is greater than 30 points in any consecutive three (3) month period or 20 points in any consecutive six (6) month period; or 

the service of three (3) Default Notices within any consecutive three (3) month period; or

[bookmark: _Ref512519342]if this Agreement should not have been awarded to the Contractor in view of a serious infringement of the obligations under the Procurement Act 2023 as declared by a court of competent jurisdiction;

the Contractor has, at the time of contract award, been in one of the situations referred to in Schedule 6 of the Procurement Act 2023, and should therefore have been excluded from the procurement procedure;

the Contractor is in material breach of the provisions of terms (1) – (7) of Schedule 13 (Equalities Protocol);

the Contractor is in material breach of any of the provisions of Clause 41 (Freedom of Information) or Clause 44 (Protection of Personal Data);

any statement, representation or warranty made by the Contractor to which Clause 30.3 (Force Majeure) relates was misleading or untrue when it was first made or when deemed restated in accordance with the said Clause 30.3; 

[bookmark: EloxpO]the Contractor or any of its employees, agents, or Subcontractors shall have committed an MSA Offence;

the Contractor commits a breach of any of its obligations under this Agreement which materially and adversely affects the performance of the Services; and/or

the Contractor brings the LFC into disrepute.

[bookmark: _Ref523759298]In the event that any of the grounds listed in section 78 of the Procurement Act 2023 apply, the LFC may terminate this Agreement by giving seven (7) days’ prior written notice to the Contractor of such termination.

[bookmark: _Ref506980365][bookmark: _Ref393260083][bookmark: _Ref259786992]Procurement Challenge

In the event that this Agreement or any modification of the same is subject to a credible and substantive legal or procurement challenge of any nature and/or is deemed by any regulatory authority to be set aside or to be in breach of any Law or regulation (the “Procurement Challenge”), then the Parties shall co-operate in good faith to determine how they should manage the best way to mitigate the impact of the Procurement Challenge, which may include varying some or all of the Agreement and/or terminating the Agreement in whole or in part.

[bookmark: _Ref66695747][bookmark: _Ref506980388][bookmark: _Ref393260069]In the event that:

there is a credible and substantive legal or procurement challenge of any nature and the LFC considers that it is likely that a court would declare that the Agreement is set aside, the Agreement shall terminate forthwith; or  

[bookmark: _Hlk187844897]a court of competent jurisdiction has decided to set aside this Agreement, bringing this Agreement to an end; or

this Agreement is terminated in accordance with clause 29.1.1,

the LFC shall, without prejudice to any other right or remedy that it may have, pay to the Contractor all sums lawfully due to the Contractor in consideration of its proper provision of the Services up until the date and time of it being set aside or date of termination. The LFC shall pay such sums within thirty (30) Working Days of its receipt of a valid and properly payable invoice for the same from the Contractor. 

Save as set out in Clause 29.4.2, the LFC shall have no further liability to the Contractor, including without limitation, in relation to any loss of future profit by the Contractor accruing after the set aside, claims for restitution and/or compensation howsoever arising.

[bookmark: ElPgBr45]Upon a decision being made to set aside this Agreement, the Agreement shall terminate and the provisions of Clause 31 (Consequences of Termination) shall apply. 

The Parties have agreed the inclusion of Clause 29.4 in order to regulate their mutual rights and obligations in the event of a procurement challenge and/or this Agreement being set aside. The Parties also agree that the operation of this clause 29.4 shall provide the Contractor with sufficient restitution and compensation for the purposes of section 104(8) of the Procurement Act 2023. 

Part Termination

If the Agreement is determined in part, the Charges shall be adjusted to reflect fairly the Services which remain and if the parties are unable to agree such adjustment, the matter shall be referred to the Dispute Resolution Procedure. For the avoidance of doubt the Contractor shall not be entitled to recover through the adjusted Charges any profit that, but for the Termination, would have accrued to the Contractor in respect of the terminated Service. 

Suspension

The LFC, in its discretion but acting reasonably and taking into account the representations of the Contractor, shall be entitled to suspend part of the Services which it would otherwise be entitled to terminate pursuant to this Clause 29 until such time as the Contractor is able to demonstrate that it is able to perform the Services to the Service Standard without default. During the period of such suspension (which shall be notified in writing by the LFC) the LFC shall be entitled to abate the Charges by such amount as is necessary for the LFC to perform the Services itself or to engage a third party to do so.

The rights of the LFC under this Clause 29 are in addition and without prejudice to any right that either Party may have against the other for prior breach and to any right the LFC may have against the Contractor for the breach, default, negligence or event leading to the Termination Date.

[bookmark: _Ref259710614][bookmark: _Toc318559916][bookmark: _Toc341260902][bookmark: _Toc408425698][bookmark: _Toc505846264][bookmark: _Toc55398427][bookmark: _Toc69299597][bookmark: _Toc69300157][bookmark: _Toc200544395]FORCE MAJEURE

In this Agreement “Force Majeure” means any event which is beyond the reasonable control of, and could not have been avoided by steps which might reasonably have been expected to be taken by, a Party (“Affected Party”) and which causes or results in the Affected Party being unable to perform (in whole or part) or being delayed in performing its obligations to the other Party under this Agreement.

The Affected Party shall be relieved from liability for any delay or failure in performance of any of its obligations under this Agreement which is caused by or results from Force Majeure for so long as and to the extent the occurrence of Force Majeure and /or the effects of such occurrence could not be overcome by measures which the Affected Party might reasonably be expected to take with a view to resuming performance of its obligations.

[bookmark: _Ref136597794]If an occurrence of Force Majeure has continued for more than 90 calendar days and is having a material adverse effect on the Affected Party’s performance of its obligations under the Agreement then the other Party may terminate the Agreement in whole or in part immediately upon giving written notice to the Affected Party, in which event neither Party shall be liable to the other by reason of such termination.

[bookmark: ElPgBr46][bookmark: _Ref259787171][bookmark: _Toc318559917][bookmark: _Toc341260903][bookmark: _Toc408425699][bookmark: _Toc505846265][bookmark: _Toc55398428][bookmark: _Toc69299598][bookmark: _Toc69300158][bookmark: _Toc199308684][bookmark: _Toc326824900][bookmark: _Toc333248007][bookmark: _Toc333248077][bookmark: _Toc333249071][bookmark: _Ref506206143][bookmark: _Ref506207109][bookmark: _Ref506980404][bookmark: _Toc516656835][bookmark: _Toc200544396]CONSEQUENCES OF TERMINATION

Termination shall be without prejudice to the rights and remedies of the Contractor and the Agreement accrued before Termination and nothing in the Agreement shall prejudice the right of either Party to recover any amount outstanding as at the date of Termination.

[bookmark: _Ref66460805]On the Expiry Date or earlier Termination Date the Contractor shall:

forthwith cease to provide the Service;

cease to make use of the Intellectual Property in any way whatsoever; 

be liable immediately to compensate the LFC for any loss or damage it has sustained in consequence of any antecedent breaches of this Agreement by the Contractor;

[bookmark: _Ref66695967][bookmark: ElPgBr47]where the Agreement is terminated, fully and promptly indemnify and compensate the LFC against all loss and damage suffered by the LFC by reason of such termination and without prejudice to the generality of this Clause 31 shall fully and promptly indemnify and compensate the LFC in respect of the cost of causing to be provided such Services as would have been performed by the Contractor during the remainder of the Term to the extent that such cost exceeds sums as would have been lawfully payable to the Contractor for providing such Services (such costs to include but not be limited to all costs of closing out this Agreement and entering into new contracts with replacement contractors). The LFC shall be at liberty to have such Services provided by any persons (whether or not servants of the LFC) as the LFC in its entire discretion thinks fit and shall act reasonably but shall be under no obligation to employ the least expensive method of having such Services provided;

[bookmark: _Ref66696173]not be entitled to any further payment under the Agreement and the LFC shall be entitled to retain any payment which may have fallen due to the Contractor before termination until the Contractor has paid in full to the LFC all sums due under this or any other Agreement or to deduct therefrom any sum due from the Contractor to the LFC under this or any other Agreement;

without prejudice to the LFC’s other rights under this Agreement within ten (10) Working Days of Termination at the Contractor’s own cost return to the LFC or otherwise dispose of in accordance with the LFC’s instructions all and any:

documents and other information and materials relating to the Services;

LFC Data (which data shall if necessary, upon the LFC’s request be transferred in compatible form on to such computer system as the LFC may request) (including back-ups) and any other media; and

other LFC property and belonging to the LFC which may be in the possession or under the control of the Contractor and/or its Sub-Contractors;

make good to the LFC any accounting discrepancy and/or loss or damage attributable to a Performance Failure by the Contractor, its Staff, Sub-Contractors and agents; and

vacate and leave in good condition the LFC Premises.

In the event that the Contractor fails to comply with its obligations in Clause 31.2 the LFC shall be entitled to:

recover possession of the relevant items and for this purpose the Contractor hereby grants to the LFC and its appointed agents a licence to enter onto any land or premises belonging to or under the control of the Contractor; 

[bookmark: _Ref66460837]recover its reasonable costs incurred in connection with exercising its rights pursuant to 31.3.1, such sum to be recoverable by the LFC from the Contractor as a debt; and

within six (6) months the Parties shall carry out an accountancy reconciliation setting out any sums owed by one Party to the other and the Parties shall settle such amounts within twenty-five (25) Working Days of the reconciliation being settled and agreed.

This Clause 31 together with all other provisions of this Agreement which are expressed to survive Termination shall continue in force and effect in accordance with their terms. 

Subject as otherwise provided in the Agreement neither Party shall have any further obligation to the other under the Agreement.

[bookmark: ElPgBr48]The termination of this Agreement howsoever arising is without prejudice to the rights, duties and liabilities of either Party accrued prior to termination. The Clauses of this Agreement which expressly or impliedly have effect after termination will continue to be enforceable notwithstanding termination.

Notwithstanding any provision of this Agreement, on service of a notice of termination, this Agreement shall only terminate in accordance with the provisions of this Agreement.

Continued effect – no waiver

Notwithstanding any breach of this Agreement by either Party, and without prejudice to any other rights which the other Party may have in relation to it, the other Party may elect to continue to treat this Agreement as being in full force and effect and to enforce its rights under this Agreement. The failure of either Party to exercise any right under this Agreement, including any right to terminate this Agreement and any right to claim damages, shall not be deemed a waiver of such right for any continuing or subsequent breach.

Continued Performance

Subject to any exercise by the LFC of its rights to perform, or to procure a third party to perform, the obligations of the Contractor, the Parties shall continue to perform their obligations under this Agreement, notwithstanding the giving of any notice of default or notice of termination, until the termination of the Agreement becomes effective in accordance with the provisions of this Clause 31.

[bookmark: _Ref62032448][bookmark: _Toc55398429][bookmark: _Toc69299599][bookmark: _Toc69300159][bookmark: _Toc200544397]Exit arrangements

Prior to and at the end of the Term the Contractor shall co-operate with the LFC and any replacement contractor nominated by the LFC (the “New Contractor”) in ensuring the smooth hand-over and continued running of the Services during such hand-over and in particular, but without limitation, the Contractor shall, to the extent required by the LFC:

allow the LFC and any New Contractor reasonable right of access to the Contractor’s and Sub-Contractor’s premises, systems, procedures and Contractor Personnel, where appropriate; and

deliver to the LFC upon request all information, materials and documents relating to the  Services in its possession or under its control or in the possession or under the control of any permitted Sub-Contractors and in default of compliance with this provision the LFC may recover possession thereof and the Contractor grants a licence to the LFC or its appointed agents to enter for the purpose of any such recovery any premises of the Contractor or its permitted Sub-Contractors where any such documents, information or materials may be held.

Without prejudice to Clause 32.3 where the Agreement is terminated for a reason set out in Clause 29.2, the LFC shall immediately cease to be under any obligation to make further payment to the Contractor until the costs, loss and/or damage to the LFC resulting from or arising out of the Termination shall have been calculated, including the application of Clause 31.2.5.

When the total costs, loss and/or damage resulting from or arising out of such Termination as is referred to in Clause 32.2 have been calculated and deducted so far as practicable from any sum or sums which would but for Clause 32.2 have been due to the Contractor, any balance shown as due to the LFC shall be recoverable as a debt, or alternatively, the LFC shall pay to the Contractor any balance shown as due to the Contractor.

[bookmark: ElPgBr49]Upon the Expiry or Termination for whatever reason of this Agreement the LFC shall have the option to purchase at net book value any of the assets or equipment used by the Contractor solely in performance of its obligations under this Agreement. Where the LFC wishes to exercise this option, it shall notify the Contractor in writing accordingly not less than twenty-eight (28) days following the date on which this Agreement expires or is terminated.  

[bookmark: _Toc221089775][bookmark: _Toc221090148][bookmark: _Toc221090522][bookmark: _Toc221097745][bookmark: _Toc221099916][bookmark: _Toc199308686][bookmark: _Toc326824902][bookmark: _Toc333248009][bookmark: _Toc333248079][bookmark: _Toc333249073][bookmark: _Ref506975696][bookmark: _Toc516656837][bookmark: _Toc200544398]LIABILITY

[bookmark: _Ref414980563]The Contractor shall be responsible for and indemnify and keep indemnified the LFC, its employees, agents and sub-contractors on demand from and against all liability for:

death or personal injury;

loss of or damage to property (including  property belonging to the LFC  or for which it is responsible); and

[bookmark: _Ref506990056]actions, losses or damage, claims, demands, costs, proceedings charges and expenses (including legal expenses on an indemnity basis),

[bookmark: _Toc197334354][bookmark: _Ref506990023][bookmark: _Ref506990273][bookmark: _Ref506990287]which may arise out of, or in consequence of, the performance or non-performance of the Contractor’s obligations or of its employees, agents or sub-contractors under this Agreement except to the extent that such losses  are caused by negligence of the LFC or its employees or agents and provided that the Contractor’s liability howsoever arising under or in connection with this Agreement shall not exceed a total of £499,500.00. 

[bookmark: _Toc219715747][bookmark: _Toc222641719][bookmark: _Toc222647248][bookmark: _Toc222647359][bookmark: _Toc222729851][bookmark: _Toc233022444][bookmark: _Toc233022553][bookmark: _Toc233022724][bookmark: _Toc233022850][bookmark: _Toc364851685][bookmark: _Toc400095075][bookmark: _Toc200544399]CONTROL OF CLAIMS COVERED BY AN INDEMNITY

[bookmark: _Toc219715748]If the LFC becomes aware of a matter which may give rise to a claim under an indemnity given by the Contractor in this Agreement:

[bookmark: _Toc219715749]the LFC shall notify the Contractor as soon as is reasonably practicable and in any event within fifteen (15) Working Days (from and including the date of receipt of notice) of the matter (stating in reasonable detail the nature of the matter and, if practicable, the amount claimed) and consult with the Contractor with respect to the matter. If the matter has become the subject of proceedings, where reasonably practicable the LFC shall notify the Contractor within sufficient time to enable the Contractor to prepare any statement of case;

[bookmark: _Toc219715750]the LFC shall provide the Contractor and its advisers reasonable access to premises and personnel and to all relevant assets, documents and records that it possesses or controls for the purposes of investigating the matter and enabling the Contractor to take the steps referred to in Clause 34.1.1;

[bookmark: _Toc219715751]the Contractor shall provide to the LFC reasonable access to information and Contractor Personnel that it possesses or controls for the purposes of understanding the nature and status of the action being taken under Clause 34.1.1 and shall consult with and take due account of the views of the LFC in relation to the proposed actions to be taken prior to settlement or compromise of the claim;

[bookmark: _Toc219715752]the Contractor (at its cost) may take copies of the relevant documents or records, and photograph the premises or assets as reasonably required, save any documents or records in respect of which the LFC claims privilege;

[bookmark: _Toc219715753]each Party shall, and shall procure that its relevant employees and professional advisers shall, use the documentation and information obtained pursuant to this Clause 34 solely for the purposes described and shall otherwise keep the documentation and information confidential in accordance with Clause 42 (Confidentiality) where such information constitutes Confidential Information. When a claim subject to an indemnity is concluded, documentation provided by either Party to the other for the purposes of the claim shall be returned; and 

[bookmark: _Toc219715754]the Parties may agree that the Contractor has the exclusive conduct of the proceedings and if so the Contractor indemnifies the LFC for all costs incurred as a result of a request or choice by the Contractor to conduct such proceedings.

[bookmark: _Toc197334355][bookmark: _Toc202329998][bookmark: _Toc209928069][bookmark: _Toc209928192][bookmark: _Toc209929306][bookmark: _Toc211396871][bookmark: _Toc211397014][bookmark: _Toc216495023][bookmark: _Toc216597678][bookmark: _Toc216597790][bookmark: _Toc217727569][bookmark: _Toc217727749][bookmark: _Toc217727923][bookmark: _Toc219715604][bookmark: _Toc222641720][bookmark: _Toc222647249][bookmark: _Toc222647360][bookmark: _Toc222729852][bookmark: _Toc233022445][bookmark: _Toc233022554][bookmark: _Toc233022725][bookmark: _Toc233022851][bookmark: _Toc364851686][bookmark: _Toc400095076][bookmark: _Toc199308687][bookmark: _Toc326824903][bookmark: _Toc333248010][bookmark: _Toc333248080][bookmark: _Toc333249074][bookmark: _Toc333325688][bookmark: _Ref506207404][bookmark: _Ref506207413][bookmark: _Ref506207422][bookmark: _Ref506207433][bookmark: _Toc516656838][bookmark: _Toc200544400]INSURANCE

[bookmark: _Ref506206245]The Contractor shall, unless otherwise agreed in writing by the LFC, hold and maintain during the Term the following Insurances:

Public liability insurance in the sum of £5,000,000 for any one occurrence or series of occurrences arising out of one event;

Employer’s liability insurance in the sum in the sum of £10,000,000 for any one occurrence or series of occurences arising out of one event;

Professional indemnity insurance in the sum of £2,000,000 for any one occurrence or series of occurences arising out of one event; and

any other insurances as may be required by Legislation in relation to the provison of the  Service. 

No Party to this Agreement shall take any action or fail to take any reasonable action, or (insofar as it is reasonably within its power) permit anything to occur in relation to it, which would entitle any insurer to reduce to pay any claim under any insurance policy in which that party is insured. 

The Insurances shall be maintained from time to time on terms no less favourable than those generally available to a prudent contractor operating to Good Industry Practice in respect of risk insured in the international insurance market from time to time.

The Contractor shall promptly pay all premiums payable and other sums due in respect of the insurance policies. The Contractor shall comply with the terms and conditions of the Insurances and all reasonable requirements of the insurers, including (without limitation), in connection with the prosecution, defence and settlement of claims, the recovery of losses and the prevention of accidents. The Contractor shall bear the cost of all exclusions and limitations under the Insurances and shall pay for any excess.

The policy or policies of insurance referred to above in Clause 35.1 shall be forthwith produced to the LFC upon request together with satisfactory evidence of payment of the premiums.

The Contractor shall ensure the Insurances:

contain an ‘indemnity to principal’ clause in favour of the LFC;

contain a clause waiving the insurer’s subrogation rights against the LFC; and

are written on a claim arising basis. 

In relation to all the Insurances except employer’s liability insurance, the Contractor agrees that the LFC has the right to control and to supervise all dealings with the press and any other media in relation to any incident, event, claim or action arising in connection with the Agreement.

The Contractor shall notify the LFC within ten (10) Working Days after any notification of a claim relating to this Agreement which it considers (acting reasonably) will result in a claim in excess of £20,000 on any of the Insurances accompanies by full details of the incident giving rise to the claim. In the event of a claim being made under any of the Insurances, the Contractor shall apply the amounts recovered to make good the loss or damage in respect of which the claim is made.

[bookmark: _Toc516656839]Neither failure to comply or full compliance with the insurance provisions of this Agreement shall relieve the Contractor of its liabilities and obligations under this Agreement.

LFC Insurances

The LFC shall take out and maintain insurance in respect of the LFC Premises and the LFC Assets.

Costs associated with taking out and/or maintaining the LFC Insurances shall be the responsibility of the LFC except that if and to the extent that such costs arise as a result of any act or omissions of the Contractor, the Contractor shall be liable to the LFC in full for such costs and the LFC shall be entitled to fill reimbursement or such costs from the Contractor within ten (10) Working Days of notification. 





[bookmark: _Toc200544401]PART 7:  CHANGES

[bookmark: _Toc200544402]LFC AND CONTRACTOR CHANGES

[bookmark: _Ref259787615]The provisions of the Change Control Procedure (Schedule 7) shall apply to this Agreement.

 

[bookmark: _Toc200544403]PART 8: GENERAL

[bookmark: _Toc200544404]CONFLICT OF INTEREST

[bookmark: _Toc197334362]The Contractor acknowledges and agrees that it does not have an interest in any matter where there is or is reasonably likely to be a conflict of interest with the Services and that (except as provided below) it shall not act for any person, organisation or company where there is or is reasonably likely to be a conflict of interest with the Services. This Clause shall not prevent the Contractor from providing services to an existing client of the Contractor to whom the Contractor is currently providing services provided that the Contractor shall:

not act for any such client in respect of any transactions between any member of the LFC and such client or the LFC and such client; 

ensure that the personnel acting in any capacity for any such client are different from the Contractor Personnel involved in providing the Service or in any other work which the Contractor carries out in relation to any member of the LFC and/or the LFC; 

ensure that any personnel acting for any such client do not have access to information held by the Contractor relating to any member of the LFC and/or the LFC; and

inform the LFC of all such existing clients and the steps that it is taking to ensure compliance with Clauses 37.1.1 to 37.1.3.

The Contractor shall undertake ongoing and regular conflict of interest checks throughout the duration of the Agreement and shall notify the LFC in writing immediately on becoming aware of any actual or potential conflict of interest with the Services provided under this Agreement. Breach of Clause 35.1 or this Clause shall entitle the LFC to terminate this Agreement and any other Agreements between the Contractor and the LFC immediately.

[bookmark: _Toc219715893][bookmark: _Toc222641728][bookmark: _Toc222647257][bookmark: _Toc222647368][bookmark: _Toc222729860][bookmark: _Toc233022453][bookmark: _Toc233022562][bookmark: _Toc233022733][bookmark: _Toc233022859][bookmark: _Toc364851694][bookmark: _Toc400095084][bookmark: _Toc200544405]APPROVAL OF SUB-CONTRACTORS

[bookmark: _Toc219715894]The Contractor shall comply with the provisions of Schedule 17 (Sub-Contracts and Sub-Contractors) and the following provisions of this Clause 38 in relation to its Sub-Contractors and the terms upon which such Sub-Contractors are engaged.

[bookmark: _Toc219715895]The LFC shall be entitled to impose such conditions as it may reasonably require in relation to the selection, appointment and terms upon which any such Sub-Contractors are employed by the Contractor.

[bookmark: _Toc219715896]The Sub-Contractors named in Schedule 17 (Sub-Contracts and Sub-Contractors) shall be deemed to have been approved by the LFC as at the Commencement Date or, if later, the date upon which changes to that Schedule are made in accordance with the terms of this Agreement.

[bookmark: _Toc219715897]The LFC reserves the right (on reasonable grounds and subject to reasonable notice) to withdraw, review or limit its approval in respect of any Sub-Contractor that it has previously approved from time to time.

[bookmark: _Toc219715898]The Contractor shall procure that all Sub-Contractors procure, maintain and observe all approvals required to perform any obligations of the Contractor under this Agreement subcontracted to it by the Contractor.

[bookmark: _Toc219715899]The Contractor shall ensure that the terms of this Agreement are properly and reasonably reflected in the terms of any agreement with each such Sub-Contractor and that each one of them shall at all times be bound by the obligations of the Contractor under this Agreement. The Contractor shall ensure that its Sub-Contractors perform the obligations of the Contractor delegated to them in all respects as if they were a Party to this Agreement owing to the LFC all those obligations and duties of the LFC as provided in this Agreement.

[bookmark: _Toc199308694][bookmark: _Toc326824910][bookmark: _Toc333248017][bookmark: _Toc333248087][bookmark: _Toc333249081][bookmark: _Ref506207120][bookmark: _Toc516656826][bookmark: _Toc200544406]NON-SOLICITATION OF LFC STAFF

The Contractor hereby agrees and undertakes that it will not during the Term directly or indirectly unless with the written agreement of the LFC (which shall not be unreasonably withheld):

employ or engage any employee of the LFC, except in circumstances where the employee’s employment with the LFC has ceased before the employment or engagement with the Contractor commences;

induce or procure any employee of the LFC to do anything which if done by such employee will be a breach of any obligations they may owe to the LFC; and/or

solicit or entice away from the LFC any employee.

[bookmark: _Toc200544407]BEST VALUE

The Contractor acknowledges that the LFC is subject to a duty of Best Value. The Contractor agrees to actively promote, support, and assist the LFC in discharging its duty of Best Value and either alone or jointly with the LFC seek to identify improvements in the Services which may result in savings for the LFC or the Contractor or both.

[bookmark: _Ref133241376][bookmark: _Toc200544408]FREEDOM OF INFORMATION

The Contractor acknowledges that the LFC is subject to the FOI Legislation and agrees to assist and co-operate with the LFC to enable the LFC to comply with its obligations under the FOI Legislation.

Without prejudice to the generality of Clause 41.1, the Contractor shall and shall procure that its sub-contractors shall:

transfer to the LFC Representative (or such other person as is notified by the LFC to the Contractor) all Information Requests that it receives as soon as practicable and in any event within two (2) Working Days of receiving an Information Request; and

in relation to Information held by the Contractor on behalf of the LFC, provide the LFC with details about or a copy of all such Information that the LFC requests and such Information shall be provided within five (5) Working Days of a request from the LFC (or such other period as LFC may reasonably specify), and in such form as the LFC may reasonably specify.

The LFC shall be responsible for determining whether Information is exempt information under the FOI Legislation and for determining what Information will be disclosed in response to an Information Request in accordance with the FOI Legislation. The Contractor shall not respond directly to an Information Request unless expressly authorised to do so by the LFC.

The Contractor acknowledges that the LFC may be obliged under the FOI Legislation to disclose Information without consulting or obtaining consent from the Contractor.

Notwithstanding any other clause in this Agreement, the Contractor agrees that the LFC shall be entitled to disclose such Information about the Contractor, the Agreement and matters relating thereto as the LFC, determines necessary to comply with its obligations under the FOI Legislation.

[bookmark: _Toc219715874][bookmark: _Toc219715875]The Contractor shall and shall procure that its Sub-Contractors shall provide all assistance as may be requested by the LFC to enable it to respond to an Information Request within the time for compliance set out in section 10 of the FOIA or regulation 5 of the Environmental Information Regulations (as the case may be).

[bookmark: _Toc219715876]The Contractor acknowledges that all Information shall constitute records to be retained in accordance with Clause 22. The Contractor shall permit the LFC to inspect such records as requested from time to time. 

[bookmark: _Toc219715877]The Contractor acknowledges that the Commercially Sensitive Information listed in Schedule 8 (Commercially Sensitive Information) is of indicative value only and that the LFC may be obliged to disclose it in accordance with this Clause 41. 

This Clause 41 shall survive the expiry or termination of this Agreement.

[bookmark: _Toc200544409]CONFIDENTIALITY

The Contractor acknowledges that any Confidential Information provided by the LFC remains the property of the LFC.

The Contractor hereby warrants that:

[bookmark: _Toc221089867][bookmark: _Toc221090240][bookmark: _Toc221090614][bookmark: _Toc221097837][bookmark: _Toc221100008][bookmark: _Toc221106578][bookmark: _Toc221106864][bookmark: _Toc221108032][bookmark: _Toc219715850]confidential information is given only to such of the Contractor Personnel and professional advisors or consultants engaged to advise it in connection with the Agreement as is strictly necessary for the performance of the Agreement and only to the extent necessary for the performance of the Agreement;

any person employed or engaged by the Contractor (in connection with this Agreement in the course of such employment or engagement) shall only use Confidential Information for the purposes of this Agreement;

any person employed or engaged by the Contractor (in connection with this Agreement in the course of such employment or engagement) shall not disclose Confidential Information to any third party without the prior written consent of the LFC; 

it will take all necessary precautions to ensure that all Confidential Information is treated as confidential and not disclosed (save as aforesaid) or not used other than for the purposes of this Agreement or by its employees, servants, agents or sub-contractors; 

it will ensure that its employees, servants, agents or sub-contractors who have been passed Confidential Information comply with the obligations of this Clause 42; and 

it shall, at the LFC’s request, deliver to the LFC or destroy all documents and other materials in its possession, custody or control (or the relevant parts of such materials) that bear or incorporate any part of the Confidential Information and if instructed by the LFC in writing, remove all electronically held Confidential Information, including (without limitation) the purging of all disk-based Confidential Information and the reformatting of all disks.

The Contractor shall comply with the LFC’s security regulations including any made for the purpose of the Data Protection Legislation.

The Contractor acknowledges that damages would not be an adequate remedy for any breach of this Clause 42 and that (without prejudice to all other remedies which the LFC may be entitled to as a matter of law) the LFC shall be entitled to the remedies of injunction, specific performance and other equitable relief to enforce the provisions of this Clause and no proof of special damages shall be necessary for the enforcement of the provisions of this Clause.

[bookmark: _Toc219715846]Each Party:

[bookmark: _Toc219715847]shall treat all Confidential Information belonging to the other Party as confidential and safeguard it accordingly; and

[bookmark: _Toc219715848]shall not disclose any Confidential Information belonging to the other Party to any other person without the prior written consent of the other Party, except to such persons and to such extent as may be necessary for the performance of the Agreement or except where disclosure is otherwise expressly permitted by the provisions of the Agreement.

[bookmark: _Toc219715851]The provisions of Clauses 42.1 to 42.5 shall not apply to any Confidential Information received by one Party from the other which:

[bookmark: _Toc219715852]is or becomes public knowledge (otherwise than by breach of this clause); 

[bookmark: _Toc219715853]was in the possession of the receiving Party, without restriction as to its disclosure, before receiving it from the disclosing Party; 

[bookmark: _Toc219715854]is received from a third party who lawfully acquired it and who is under no obligation restricting its disclosure; 

[bookmark: _Toc219715855]is independently developed without access to the Confidential Information; or

[bookmark: _Toc219715856]must be disclosed pursuant to a statutory, legal or parliamentary obligation placed upon the Party making the disclosure, including any requirements for disclosure under the FOIA or the Environmental Information Regulations.

[bookmark: _Toc219715857]Nothing in Clause 42 shall prevent the LFC:

[bookmark: _Toc219715858]disclosing any Confidential Information for the purpose of:

[bookmark: _Toc219715859]the examination and certification of the LFC’s accounts; or

[bookmark: _Toc219715860]any examination pursuant to Section 7 of the Local Audit and Accountability Act 2014; or

[bookmark: _Toc219715861]disclosing any Confidential Information obtained from the Contractor:

[bookmark: _Toc219715862]to any government department, the Greater London Authority or any other Contracting Authority. All government departments, the Greater London Authority or contracting authorities receiving such Confidential Information shall be entitled to further disclose the Confidential Information to other government departments or other contracting authorities on the basis that the information is confidential and is not to be disclosed to a third party which is not part of any government department or any Contracting Authority; 

[bookmark: _Toc219715863][bookmark: _Toc219715864]to any person engaged in providing any services to the LFC for any purpose relating to or ancillary to the Agreement; or

provided that in disclosing information under Clause 42.7.2.b the LFC discloses only the information which is necessary for the purpose concerned and requires that the information is treated in confidence and that a confidentiality undertaking is given where appropriate. 

[bookmark: _Ref506206633][bookmark: _Ref506207130][bookmark: _Toc200544410]PREVENTION OF BRIBERY

[bookmark: _Ref506206690]The Contractor:

shall not, and shall procure that its Contractor Personnel and Sub-Contractors shall not commit a Prohibited Act; and

warrants, represents and undertakes that it is not aware of any financial or other advantage being given to any person working for or engaged by the LFC, or that an agreement has been reached to that effect, in connection with the execution of this Agreement (excluding any arrangement of which full details have been disclosed in writing to the LFC and which have the LFC’s consent before execution of this Agreement).

The Contractor shall:

if requested, provide the LFC with any reasonable assistance to enable the LFC to perform any activity required by any relevant government or agency for the purpose of compliance with the Bribery Act; and

within ten (10) Working Days of the Commencement Date, and annually thereafter, certify to the LFC in writing (such certification to be signed by a Director of the Contractor) compliance with this Clause 43 by the Contractor and all persons associated with it (the Contractor shall provide such supporting evidence of compliance as the LFC may reasonably request).

The Contractor shall have an anti-bribery policy to tackle prevention of any personnel or Sub-contractors from committing a Prohibited Act and shall fully enforce it.

If any breach of Clause 43.1 is suspected or known, the Contractor must notify the LFC immediately.

If the Contractor notifies the LFC that it suspects or knows that there may be a breach of Clause 43.1, the Contractor must respond promptly to the LFC's enquiries, co-operate with any investigation, and allow the LFC to audit books, records and any other relevant documentation. 

[bookmark: _Ref506205807]The LFC may terminate this Agreement by written notice with immediate effect if it reasonably suspects that the Contractor, its personnel or Sub-Contractors (in all cases whether or not acting with the Contractor's knowledge) has breached Clause 43.1. 

Any notice of termination under Clause 43.6 must specify:

the nature of the Prohibited Act;

the identity of the party whom the LFC believes has committed the Prohibited Act; and

the date on which this Agreement will terminate.

Any termination under Clause 43.6 will be without prejudice to any right or remedy which has already accrued or subsequently accrues to the LFC.

[bookmark: _Toc199308702][bookmark: _Toc326824918][bookmark: _Toc333248025][bookmark: _Toc333248095][bookmark: _Toc333249089][bookmark: _Toc333325699][bookmark: _Ref506203866][bookmark: _Ref506203879][bookmark: _Ref506203889][bookmark: _Ref506203971][bookmark: _Ref506206904][bookmark: _Ref506206923][bookmark: _Ref506207146][bookmark: _Toc516656843][bookmark: _Ref133241390][bookmark: _Toc200544411]PROTECTION OF PERSONAL DATA

The provisions of Schedule 5 (Data Protection) apply.

[bookmark: _Toc200544412]COUNTER-TERRORISM AND THE PREVENT DUTY

The Contractor is aware of the LFC’s obligations under the Counter-Terrorism and Security Act 2015 including any guidance, amendments and all subsequent regulations pursuant to this Act. The Contractor will co-operate with the LFC to assist the LFC with its requirements under the Counter-Terrorism and Security Act 2015.

Without prejudice to the generality of the foregoing the Contractor will have a general awareness of the LFC’s due regard to the need to prevent people from being drawn into terrorism and in particular the LFC’s obligation under s.26 of the Counter-Terrorism and Security Act 2015.

[bookmark: _Toc98835093][bookmark: _Toc98835598][bookmark: _Toc98870921][bookmark: _Ref103009666][bookmark: _Toc200544413]DISPUTE RESOLUTION

[bookmark: _Toc197334384]The LFC and the Contractor shall use their best efforts to negotiate in good faith and settle any dispute or difference that may arise out of or relate to this Agreement before resorting to litigation.

If any such dispute or difference is not settled through discussion between the LFC Representative and the Contractor’s Representative, the Parties may refer the dispute or difference to a director or chief executive (or equivalent) (the “Senior Personnel”) of each of the Parties for resolution.

If the dispute or difference is not resolved within fourteen (14) Working Days of referral to the Senior Personnel, either Party may propose that a structured mediation or negotiation be entered into with the assistance of a mediator.

If the Parties are unable to agree on a mediator, or if the agreed mediator is unable or unwilling to act, either Party may apply to the Centre for Dispute Resolution (“CEDR”) in London to appoint a mediator. The costs of a mediator shall be divided equally between the Parties.

If the Parties reach agreement on the resolution of the dispute or difference, such agreement shall be recorded in writing and once signed by the Parties’ authorised representatives; it shall be final and binding on the Parties.

If the Parties fail to reach agreement within forty (40) Working Days of the appointment of the mediator, such failure shall be without prejudice to the right of either Party to refer the dispute or difference to litigation.

The Contractor shall continue to provide the Services in accordance with the Agreement and without delay or disruption while a dispute or disagreement is being resolved.

[bookmark: _Toc200544414]NO ASSIGNMENT

The Contractor shall not assign or sub-contract this Agreement or any part thereof without the prior written agreement of the LFC.

Where the Contractor sub-contracts any part of its obligations under this Agreement to a third party, the Contractor shall be responsible for payments to that third party.

[bookmark: _Toc219715888]The appointment of any sub-contractor under this Clause 47 shall not relieve the Contractor from any liability under this Agreement and the Contractor shall remain solely responsible and liable to the LFC for any breach of the Agreement or any performance, non-performance, or part-performance of any of the obligations under this Agreement by any sub-contractor to the same extent as if such breach, performance, non-performance, or part-performance had been carried out by the Contractor.

The Contractor agrees that the LFC may assign, novate, sub-contract or otherwise dispose of, and be released from, any or all of its rights and/or obligations under this Agreement:

[bookmark: _Toc219715889]to any Contracting Authority (not being another Crown Body from whom the LFC is legally indivisible); or

[bookmark: _Toc219715890]to any successor to the LFC or to any other body (including any private sector body) which substantially performs any of the functions that previously had been performed by the LFC; or

[bookmark: _Toc219715891](only with the prior written consent of the Contractor (which shall not be unreasonably withheld or delayed)) to any other person, provided that the LFC’s assignee or successor in title undertakes in writing to the Contractor to be bound by the obligations of the LFC under this Agreement.

[bookmark: _Toc98833733][bookmark: _Toc98833931][bookmark: _Toc98834128][bookmark: _Toc98834325][bookmark: _Toc98834523][bookmark: _Toc98834721][bookmark: _Toc98835096][bookmark: _Toc98835601][bookmark: _Toc98870924][bookmark: _Toc200544415]ENTIRE AGREEMENT

This Agreement constitutes the entire agreement between the Parties and, save as may be expressly referred to or referenced herein, supersedes and extinguishes all previous and contemporaneous agreements, statements, promises, assurances, warranties, representations, writings, negotiations, and understandings between them, whether written or oral, relating to its subject matter, except in respect of any fraudulent misrepresentation made by either Party.

Any terms purported to apply explicitly or implicitly by the Contractor by any means (including without limitation by way of a quote, invoice or tender) are expressly excluded from this Agreement.

Each Party acknowledges that in entering into this Agreement it does not rely on, and shall have no remedies in respect of any agreement, statement, promise, assurance, warranty, representation, writing, negotiation, or understanding (whether made innocently or negligently) that is not set out in this Agreement.

Each Party agrees that it shall have no claim for innocent or negligent misrepresentation or negligent misstatement based on any statement in this Agreement.

Nothing in this clause shall limit or exclude any liability for fraud.

[bookmark: _Toc98833735][bookmark: _Toc98833933][bookmark: _Toc98834130][bookmark: _Toc98834327][bookmark: _Toc98834525][bookmark: _Toc98834723][bookmark: _Toc98835098][bookmark: _Toc98835603][bookmark: _Toc98870926][bookmark: _Ref98920080][bookmark: _Toc200544416]NOTICES

Except as otherwise expressly provided in this Agreement, no communication from one Party to the other Party shall have validity under this Agreement unless made in writing and in English, and signed by, or on behalf of, the LFC or, as the case may be, by or on behalf of the Contractor in accordance with the terms of this Agreement (where appropriate).

Except as otherwise expressly provided, any notice or other communication which either Party hereto is required or authorised by this Agreement to give or make to the other shall be given or made either by post in a prepaid letter, or by e-mail transmission, confirmed by post in a prepaid letter, addressed to the other Party in the manner referred to in Clause 49.3 below and if that letter is not returned as being undelivered that notice or communication shall be deemed for the purposes of this Agreement to have been given or made after two (2) Working Days, or four (4) hours for an e-mail transmission except that where an e-mail transmission is made after 5.00pm it shall be deemed to have been received at 9.00am the following business day (being Mondays to Fridays excluding public holidays in England).

For the purposes of this Clause 49 the address of each Party shall be:

		

		LFC

		Contractor



		Contact

		Anita Tracey

		



		Postal Address

		London Fire Brigade

169 Union Street  London  SE1 0LL



		



		Email

		Anita.tracey@london-fire.gov.uk

		





Either Party may change its address or e-mail number for service of notices and other communications by notice as provided in this Clause by written notice to the other Party.

[bookmark: _Toc200544417]WAIVER

A waiver of any right or remedy under this Agreement or by any Legislation is only effective if given in writing and signed by the waiving Party and shall not be deemed a waiver of any subsequent right or remedy.

A failure or delay by a Party to exercise any right or remedy provided under this Agreement or by any Legislation shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any further exercise of that or any other right or remedy. No single or partial exercise of any right or remedy provided under this Agreement or by any Legislation shall prevent or restrict the further exercise of that or any other right or remedy. 

[bookmark: _Toc98833738][bookmark: _Toc98833936][bookmark: _Toc98834133][bookmark: _Toc98834330][bookmark: _Toc98834528][bookmark: _Toc98834726][bookmark: _Toc98835101][bookmark: _Toc98835606][bookmark: _Toc98870929][bookmark: _Toc200544418]CONTRACTS (RIGHTS OF THIRD PARTIES) ACT 1999

Subject to Clause 17 (TUPE), a person who is not a Party to this Agreement shall not have any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any of the provisions of this Agreement but this shall not affect any other right or remedy of such a person that exists or is available apart from that act.

The Parties may terminate or rescind this Agreement, or agree to any variation, waiver or settlement in connection with it, in accordance with its terms without the consent of any other person.

[bookmark: _Toc516656830][bookmark: _Toc200544419]MODERN SLAVERY

The Contractor shall at all times comply (and shall require that each of its Sub-Contractors shall comply) with all Modern Slavery Legislation, including without limitation section 54 of the Modern Slavery Act 2015. The Contractor acknowledges, understands, and accepts that the LFC is subject to the requirements of section 52 of the Modern Slavery Act 2015 (the “Duty to Notify”) and, where so requested by the LFC, shall assist and co-operate with the LFC at its own expense in order to enable the LFC to comply with its Duty to Notify. The Contractor hereby warrants that, so far as it is aware, no MSA Offence is occurring within its business or that of its Sub-Contractors or in its supply chain.

The LFC is committed to ensuring contracts are compliant with the Modern Slavery Act 2015. Suppliers with a turnover in excess of £36 million are required to give a Statement on Slavery and Human Trafficking in their supply chain. The Statement is expected to identify:

which aspects of their supply chain they consider are at risk of slavery;

what actions they are taking to increase transparency in the areas at risk;

how they address slavery through supplier selection and flow down of requirements through the supply chain;

the level of leadership involvement in addressing the risk; and

any use of third-party certification standards, third party audits or membership of industry organisations trying to tackle worker conditions in relation to areas of identified risk. 

The Supplier shall provide annual updates on their Slavery and Human Trafficking statement, if the Supplier has a turnover in excess of £36 million. 

The Supplier shall provide equality and diversity training to all staff involved in directly delivering the Services that will have interaction with the Commissioner’s staff or members of the public on the Commissioner’s behalf. 

The Supplier shall provide a copy of their suppliers’ delivery note and invoice for purchases of timber and wood based products, which should state that the items are FSC certified and carry an FSC Chain of Custody number or that of another equivalent sustainable timber certification body. Certificates that identify a supplier as having Chain of Custody certification will not be sufficient proof that the materials supplied are certified products. 

The Supplier shall, and shall procure that its Sub-contractors shall, have valid licenses and permits required to undertake the Contract in order to comply with environmental regulations in EU and national law. The Supplier shall provide evidence of such licenses and permits to the Commissioner (for both the Supplier and its Sub-contractors) on reasonable request by the Commissioner, such evidence to be provided within twenty (20) days of such request.

[bookmark: _Toc200544420]LONDON LIVING WAGE 

Without prejudice to any other provision of this Agreement, the Contractor shall:

ensure its staff receive a fair wage reflecting the environment in which they work, and that they enjoy contractual terms which represent reasonable minimum standards; 

ensure that none of its Contractor Personnel or sub-contractors’ employees engaged in the provision of the Services are paid an hourly wage (or equivalent of an hourly wage) less than the London Living Wage (unless otherwise directed by the LFC); 

ensure that none of its Contractor Personnel or sub-contractors’ employees engaged in the provision of the Service are paid less than the amount to which they are entitled in their respective contracts of employment;

provide to the LFC such information concerning the application of the London Living Wage as the LFC or its nominees may reasonably require from time to time; 

disseminate on behalf of the LFC to its Contractor Personnel and sub-contractors’ employees engaged in the provision of the Services such questionnaires as the LFC may reasonably require from time to time and promptly collate and return to the LFC responses to such questionnaires; and

co-operate and provide all reasonable assistance in monitoring the effect of the London Living Wage on the quality of service provided under the Agreement.

[bookmark: _Ref506981527][bookmark: _Ref506981592][bookmark: _Toc516656831]Any material breach by the Contractor of the provisions of this Clause 53 shall, subject to Clause 46 (Dispute Resolution), be treated as a material breach capable of remedy in accordance with Clause 29 (Termination).

[bookmark: _Toc389478951][bookmark: _Ref506974704][bookmark: _Ref512518659][bookmark: _Ref515437060][bookmark: _Toc516656828][bookmark: _Toc200544421][bookmark: _Ref506206543]ZERO HOUR CONTRACTS 

[bookmark: _Ref506205681]The LFC expects all workers in its supply chain to be provided with fair employment conditions. The Contractor shall not use Zero Hour Contracts in the supply of the Services to the LFC for any low paid, low skilled roles without the prior approval of the LFC.

Compliance with Clause 54 above is a condition of the Agreement. In the event that the Contractor breaches any provision of this Clause 54 in a material respect the LFC shall have the right to terminate the Agreement.

[bookmark: _Toc516656832][bookmark: _Toc200544422]BLACKLISTING

The Contractor shall comply with the requirements of the Blacklists Regulations and shall ensure that it will not during the Term be a party to or concur in any discriminatory employment practice which could be construed as blacklisting or boycotting any person who has sought employment with the Contractor in breach of the Blacklists Regulations. 

[bookmark: _Toc98835105][bookmark: _Toc98835610][bookmark: _Toc98870933][bookmark: _Ref135149763][bookmark: _Toc200544423]NO VARIATIONS

No variation or amendment of this Agreement or oral promise or commitment related to it shall be valid or effective unless it is in writing, refers to this Agreement, and is duly signed or executed by the Parties (or their authorised representatives) in accordance with the requirements of Schedule 7 (Change Control Procedure). No change shall take effect unless the process set out in Schedule 7 has been complied with.

[bookmark: _Toc516656836][bookmark: _Toc197334391][bookmark: _Toc202330022][bookmark: _Toc209928093][bookmark: _Toc209928216][bookmark: _Toc209929330][bookmark: _Toc211396895][bookmark: _Toc211397038][bookmark: _Toc216495047][bookmark: _Toc216597702][bookmark: _Toc216597814][bookmark: _Toc217727593][bookmark: _Toc217727773][bookmark: _Toc217727947][bookmark: _Toc219715628][bookmark: _Toc222641747][bookmark: _Toc222647276][bookmark: _Toc222647387][bookmark: _Toc222729879][bookmark: _Toc233022472][bookmark: _Toc233022581][bookmark: _Toc233022752][bookmark: _Toc233022878][bookmark: _Toc364851713][bookmark: _Toc400095103][bookmark: _Toc200544424]PRESS AND PR PROTOCOL

[bookmark: _Ref506989846]Neither Party shall by itself, its employees, or agents (and the Contractor shall procure that its sub-contractors shall not) communicate with members of the press, television, radio, or other communications media on any matter concerning this Agreement without the prior written approval of the other Party except as set out in a protocol in the form set out in Schedule 12 (Press and PR Protocol) as amended from time to time between the Parties.

[bookmark: _Toc197334393][bookmark: _Toc202330024][bookmark: _Toc209928095][bookmark: _Toc209928218][bookmark: _Toc209929332][bookmark: _Toc211396897][bookmark: _Toc211397040][bookmark: _Toc216495049][bookmark: _Toc216597704][bookmark: _Toc216597816][bookmark: _Toc217727595][bookmark: _Toc217727775][bookmark: _Toc217727949][bookmark: _Toc219715630][bookmark: _Toc222641749][bookmark: _Toc222647278][bookmark: _Toc222647389][bookmark: _Toc222729881][bookmark: _Toc233022474][bookmark: _Toc233022583][bookmark: _Toc233022754][bookmark: _Toc233022880][bookmark: _Toc364851715][bookmark: _Toc400095105][bookmark: _Ref98956971][bookmark: _Toc200544425]SEVERABILITY

[bookmark: El2uxO]If any provision or part-provision of this Agreement is or becomes be invalid, illegal or unenforceable to any extent, it shall be deemed modified to the minimum extent necessary to make it valid, legal and enforceable. If such modification is not possible, the relevant provision or part-provision shall be deemed deleted and the Parties shall negotiate in good faith an alternative provision that, to the greatest extent possible, achieves the intended result of the deleted provision. Any modification to or deletion of a provision or part-provision under this Clause 58 shall not affect the validity and enforceability of the rest of this Agreement.

[bookmark: _Toc98833745][bookmark: _Toc98833943][bookmark: _Toc98834140][bookmark: _Toc98834337][bookmark: _Toc98834535][bookmark: _Toc98834733][bookmark: _Toc98835109][bookmark: _Toc98835614][bookmark: _Toc98870937][bookmark: _Toc197334397][bookmark: _Toc202330028][bookmark: _Toc209928099][bookmark: _Toc209928222][bookmark: _Toc209929336][bookmark: _Toc211396901][bookmark: _Toc211397044][bookmark: _Toc216495053][bookmark: _Toc216597708][bookmark: _Toc216597820][bookmark: _Toc217727599][bookmark: _Toc217727779][bookmark: _Toc217727953][bookmark: _Toc219715634][bookmark: _Toc222641753][bookmark: _Toc222647282][bookmark: _Toc222647393][bookmark: _Toc222729885][bookmark: _Toc233022478][bookmark: _Toc233022587][bookmark: _Toc233022758][bookmark: _Toc233022884][bookmark: _Toc364851719][bookmark: _Toc400095109][bookmark: _Toc200544426]NO PARTNERSHIP OR AGENCY

The Parties are independent persons and are not partners, principal and agent or employer and employee. Each Party confirms it is acting on its own behalf and not for the benefit of any other person.

Nothing in this Agreement constitutes, or will be deemed to constitute, a partnership between the Parties for any purpose whatsoever, nor make any Party the agent of the other Party or to allow either Party to hold itself out as acting on behalf of the other, save where expressly authorised by the relevant Party. None of the Parties shall have, nor will represent that they have, any authority to make any commitments on the other Party’s behalf.

[bookmark: _Toc98833747][bookmark: _Toc98833945][bookmark: _Toc98834142][bookmark: _Toc98834339][bookmark: _Toc98834537][bookmark: _Toc98834735][bookmark: _Toc98835111][bookmark: _Toc98835616][bookmark: _Toc98870939][bookmark: _Toc200544427]SURVIVAL

On termination or expiry of this Agreement, the following clauses shall continue in full force and effect: Clause 22 (Records Audit and Inspection), Clause 24 (Set-Off), Clause 31 (Consequences of Termination), Clause 32 (Exit Arrangements), Clause 33 (Liability), Clause 34 (Control of claims covered by an indemnity), Clause 35 (Insurance), Clause 41 (Freedom of Information), Clause 42 (Confidentiality), Clause 44 (Protection of Personal Data), Clause 57 (Press and PR Protocol) and Clause 62 (Governing Law and Jurisdiction).

Any other provision of this Agreement that expressly or by implication is intended to come into or continue in force on or after termination or expiry of this Agreement shall remain in full force and effect.

Termination or expiry of this Agreement shall not affect any rights, remedies, obligations, or liabilities of the parties that have accrued up to the date of termination or expiry, including the right to claim damages in respect of any breach of the Agreement which existed at or before the date of termination or expiry.

[bookmark: _Toc200544428]CHANGE In LAW

[bookmark: _Ref179947000]In the event of any Change in Law which renders the performance of any obligations to be undertaken by the Contractor more or less costly during the Term then the Contractor shall be entitled to review the Charges. Any resulting decrease in costs should be automatically transferred to the LFC and any proposed increases shall be subject to the agreement of the LFC. 

[bookmark: _Ref136599559]If a Change in Law occurs or is shortly to occur, then either Party may write to the other to express an opinion on its likely effects, giving details of its opinion of:

any necessary change in the Services;

whether any changes are required to the terms of this Agreement to deal with the Change in Law; and/or

whether relief from compliance with any obligations is required during the implementation of any Change in Law, 

in each case giving in full detail the procedure for implementing the required changes. 

As soon as practicable after receipt of any notice from either party under Clause 61.2 above, the Parties shall discuss and agree the proposed changes.   

[bookmark: _Toc197334398][bookmark: _Toc202330029][bookmark: _Toc209928100][bookmark: _Toc209928223][bookmark: _Toc209929337][bookmark: _Toc211396902][bookmark: _Toc211397045][bookmark: _Toc216495054][bookmark: _Toc216597709][bookmark: _Toc216597821][bookmark: _Toc217727600][bookmark: _Toc217727780][bookmark: _Toc217727954][bookmark: _Toc219715635][bookmark: _Toc222641755][bookmark: _Toc222647284][bookmark: _Toc222647395][bookmark: _Toc222729887][bookmark: _Toc233022480][bookmark: _Toc233022589][bookmark: _Toc233022760][bookmark: _Toc233022886][bookmark: _Toc364851721][bookmark: _Toc400095111][bookmark: _Toc200544429]GOVERNING LAW AND JURISDICTION

The Agreement, and any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with it or its subject matter of formation, shall be governed by, and construed in accordance with, the law of England and Wales.

Each Party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with the Agreement or its subject matter or formation. 

[bookmark: _Toc516656846][bookmark: _Toc200544430]MACHINERY OF GOVERNMENT CHANGES

[bookmark: _Ref415062723]If there is a restructuring of the LFC and/or its provision of services or fulfilment of functions, such that either:

[bookmark: _Ref415062692]the delivery of services or fulfilment of functions provided or fulfilled by the LFC becomes the responsibility of another Government department, agency or other public body; or

[bookmark: _Ref415062705]the delivery of services or fulfilment of functions provided or fulfilled by another Government department, agency or other public body becomes the responsibility of the LFC; or

[bookmark: _Ref415062710]the LFC is required to take on new services or fulfil new functions; or

[bookmark: _Ref415062715]any of the services or functions provided or fulfilled by the LFC cease to be provided or fulfilled by the LFC without being provided or fulfilled by any Government department, agency or other public body in place of the LFC,

then the Parties shall negotiate in good faith in accordance with Clause 56 to agree a Variation to this Agreement that appropriately reflects the amended obligations of the Parties in the light of the restructuring.

[bookmark: _Ref415062895]When there is a restructuring pursuant to Clause 63.1, the Contractor shall offer to deliver the Services to the other Government department, agency or public body which takes on responsibility for the services or functions previously the responsibility of the LFC, on terms broadly equivalent to those terms set out in this Agreement.

In the event that the LFC merges with or is taken over by another contracting authority, agency or other public body (the “Joining Authority”) during the Term, the LFC and the Joining Authority together shall be entitled to continue to receive the Services.

[bookmark: _Toc200544431]Prompt Payment

The LFC shall aim to pay its SME suppliers within ten (10) Working Days of receipt of a valid invoice, in recognition of the challenge to SMEs of poor cash flow and encourages our supply chain to adopt supporting practices.

[bookmark: _Toc200544432]Environmental Sustainability

The Contractor shall use reasonable endeavours to ensure that the Services are delivered at the least risk to the environment. This includes: 

reducing emissions affecting climate change (e.g. carbon dioxide) and air pollution (NOx and PM);

use of scarce natural resources including water;

use or production of waste and dangerous or hazardous substances; and

depletion of biodiversity through loss of habitat.

[bookmark: _Toc200544433]WASTE REDUCTION

The Contractor shall use reasonable endeavours to ensure that packaging used in relation to the Services is kept to a minimum, results in minimal waste production, provides reuse and take back options where relevant and should be made of recycled content that can be readily recycled at end of use where possible. The Contractor shall work with the LFC through the Term to identify improvements in this area.

[bookmark: _Toc200544434]eTHICAL SOURCING

The LFC is committed to ensuring that workers employed in its supply chains throughout the world are treated fairly, humanely and equitably. The Contractor shall work with its supply chain to ensure compliance with the Base Code of the Ethical Trade Initiative (ETI). 

If any breach of the Base Code of the Ethical Trade Initiative is identified for any of the Contractor’s suppliers, the Contractor shall:

within six (6) months of request or sooner at the LFC’s request, allow a third-party audit to be carried out; and 

within one (1) month of the LFC’s request, prepare a remedial action plan. 

Copies of both (audit report and remedial action plan) shall be provided by the Contractor to the LFC along with quarterly monitoring reports with evidence that the action plan is being implemented.



THIS AGREEMENT has been signed for and on behalf of the parties the day and year written above.



		Signed for and on behalf of LFC: 



		)

)



		Signature: 

……………………………………………………………

Name (BLOCK CAPITALS):

 ……………………………………

Position: 



…………………………………………………………..







		Signed for and on behalf of the Contractor:

		) 

)



		Signature: 

……………………………………………………………

Name (BLOCK CAPITALS):

 ……………………………………

Position: 



…………………………………………………………..


















[bookmark: _Ref133235838][bookmark: _Ref133235888][bookmark: _Ref133235993][bookmark: _Ref133236340][bookmark: _Ref133236356][bookmark: _Toc200544435]DEFINITIONS

In this Agreement the following terms shall have the following meanings assigned to them, except where the context requires otherwise:



		Word or Phrase

		Meaning



		Accrued Performance Failure Points

		means the aggregate number of Performance Failure Points which accrue in any one Monitoring Period;



		Affiliate

		means in relation to any person, any holding company or subsidiary of that person or any subsidiary of such holding company, and “holding company” and “subsidiary” shall have the meaning given to them in Section 1159 of the Companies Act 2006 provided that the LFC shall not be construed for any purposes as being an Affiliate of the Contractor;



		Agreement

		means this agreement between the LFC and the Contractor for the supply of the Services;



		Best Value

		means the duty imposed on the LFC by Part 1 of the Local Government Act 1999 and under which the LFC is under a statutory duty to seek continuous improvement in the way its functions are exercised, having regard to a combination of economy, efficiency and effectiveness and to the guidance issued from time to time by the Secretary of State, Audit Commission and the Chartered Institute of Public Finance and Accountancy (and their successor bodies as the case may be from time to time) pursuant to, or in connection with, Part 1 of the Local Government Act 1999;



		Business Day

		means any day excluding Saturdays, Sundays or English public holidays;



		CCN

		has the meaning given to it in Schedule 7 to this Agreement;



		Central Digital Platform

		has the meaning given to it in Regulation 5(2) of the Procurement Regulations 2024;



		Change

		has the meaning given to it in Schedule 7 to this Agreement; 



		Change Control Procedure

		means the procedure contained within Schedule 7;



		Change in Law

		means any Act, relevant laws, regulations, legislation and includes any nationally or internationally recognised standard or nationally or internationally recognised procedural best practice;



		Charges

		means the charges payable by the LFC in consideration of the due performance of the Service, as specified in or calculated in accordance with Schedule 3 to this Agreement;



		Commencement Date

		means the date of this Agreement entered into between the LFC and the Contractor regarding the commission of the Service;



		Commercially Sensitive Information

		means the sub-set of Confidential Information listed in Schedule 8 (Commercially Sensitive Information) to this Agreement;



		Conditions

		means the terms and conditions of this Agreement;



		Confidential Information

		means all information designated as such by the LFC, whether in writing or otherwise, together with all other information which relates to the business, affairs, developments, trade secrets, know-how, personnel, customers and suppliers of the LFC and other information which may by its nature be reasonably be regarded as confidential information of the LFC;



		[bookmark: _Hlk98319959]Consents

		means all permissions, consents, approvals, certificates, permits, licenses and authorisations of a Relevant Authority required for the performance of any of the Contractor’s obligations; 



		Contract Documents

		means these Conditions and all the Schedules attached to these Conditions;



		Contracting Authority

		has the meaning given to it by section 2(1) of the Procurement Act 2023;



		Contractor Default

		means a default so designated in this Agreement which entitles the LFC to terminate this Agreement or any of the  Services in accordance with Clause 29;



		Contractor Personnel

		means those members of the Contractor’s staff who are to provide the Services to the LFC; 



		Contractor Related Party

		means (a) an officer, servant or agent of the Contractor, or any Affiliate of the Contractor and any officer, servant or agent of such a person; (b) any Sub-Contractor or sub-contractor of the Contractor of any tier and any of their officers, servants or agents; and (c) any person on or at any of the Contractor’s depot at the express or implied invitation of the Contractor (other than an LFC Related Party);



		Contractor Representative

		means [insert on award] from the Contractor’s personnel who shall be responsible for the day-to-day delivery of the  Services;



		Contractor’s Proposals

		means the document completed by the Contractor including the Method Statements and set out in Schedule 4 to this Agreement;



		Data Protection Legislation

		means all applicable data protection and privacy legislation in force from time to time in the UK including the UK GDPR; the DPA 2018 (and regulations made thereunder) and the Privacy and Electronic Communications Regulations 2003 (SI 2003/2426) as amended and the guidance and codes of practice issued by the Information Commissioner or other relevant regulatory authority and applicable to a party; 



		Default Notice

		means a notice issued in accordance with clause 29.2.2;



		Developed Intellectual Property

		means any and all Intellectual Property developed or created by the Contractor solely and exclusively for this Agreement including any developments, improvements, adaptations or modifications to the Existing Intellectual Property;



		Dispute Resolution Procedure

		means the procedure set out in clause 46;



		Disputed Amount Notice

		means a notice issued by the LFC disputing an invoice amount in accordance with clause 23.8; 



		DPA 2018

		means the Data Protection Act 2018;



		Employee Liability Information

		means the information in Schedule 9 Annex 2 and Annex 3 as the same may be augmented or amended by the LFC;



		Environmental Information Regulations

		the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issued by the Information Commissioner or relevant government department in relation to such regulations;



		Equalities Legislation

		means all Legislation which makes unlawful discrimination, harassment and/or victimisation on grounds of age, disability, marital or civil partnership status, sexual orientation, gender reassignment, pregnancy and maternity, race, religion or belief, sex and sexual orientation or temporary or part-time status in employment or otherwise  including, without limitation, the Equality Act 2010, the Part-time Workers (Prevention of Less Favourable Treatment) Regulations 2000 as amended, the Fixed-term Employees (Prevention of Less Favourable Treatment) Regulations 2002 and/or any preceding, successor or amending Legislation concerning the same; 



		Equalities Protocol

		means the equalities protocol set out in Schedule 13 to this Agreement;



		Existing Intellectual Property

		means Intellectual Property which has arisen out of the Services being performed or work conducted by the LFC and which is owned by the LFC and controlled by the LFC including knowhow and which the Contractor may be authorised to use in connection with this Agreement;



		Exit Management Plan

		means the plan to be agreed between the LFC and the Contractor detailing the nature and extent of the Contractor’s obligations to provide exit assistance;



		Expiry Date

		means 31st October 2028 unless this Agreement is terminated early or extended in accordance with its terms;



		Explanatory Statement

		means a statement prepared by the Contractor submitted with the Service Statement Report in respect of any Performance Failures identified in the report explaining the reasons for the failure and steps taken to mitigate;



		Fellow Contractor

		means any other contractor or consultant engaged by the LFC from time to time to carry out works and/or services on behalf of the LFC and/or such other Fellow Contractor appointed by the LFC from time to time and notified to the Contractor;



		FOIA 

		means the Freedom of Information Act 2000 together with any guidance and/or codes of practice issued by the Information Commissioner or relevant government department in relation to such legislation;



		Force Majeure Event

		the occurrence after the date of this Agreement of:

(a) war, civil war, armed conflict or terrorism; or

(b) nuclear, chemical or biological contamination unless the source or cause of the contamination is as a result of any act by the Contractor or its Sub-Contractors or any breach by the Contractor of the terms of this Agreement; or

(c) pressure waves caused by devices travelling at supersonic speeds,

[bookmark: ElPgBr68]which directly causes either Party (the “Affected Party”) to be unable to comply with all or a material part of its obligations under this Agreement; unless any of the events listed in paragraphs (a) to (c) inclusive arises directly (or indirectly) as a result of any wilful default or wilful act of the Affected Party;



		Further Term

		means a period of 1 + 1 (2 years) exercised by the LFC under Clause 4 of this Agreement;



		Good Industry Practice

		means that degree of skill, care, prudence and foresight and operating practice which would reasonably and ordinarily be expected from time to time of a skilled and experienced contractor engaged in the same type of undertaking as that of the Contractor under the same or similar circumstances;



		Health and Safety Legislation

		the Food Safety Act 1990 (and associated regulations), the Health & Safety at Work etc Act 1974 (and associated regulations), the Fire Precautions Act 1971, the Environmental Protection Act 1990, the Water Industry Act 1991, the Water Resources Act 1991, the Management of Health and Safety at Work Regulations 1999, the Construction (Design and Management) Regulations 2007,the Food and Environment Protection Act 1985, the Electricity at Work Regulations 1989, the Workplace (Health, Safety and Welfare) Regulations 1992 and any similar or analogous health, safety or environmental legislation in force from time to time and approved Codes of Practice and Guidance Notes issued by the Health and Safety Executive;



		Implementation Period

		means the period from the Commencement Date to the Service Commencement Date;



		Index 

		[include relevant index];



		Information

		means information recorded in any form held by the LFC or held by the Contractor on behalf of the LFC;



		Information Request

		means a request for Information under the FOI Legislation;



		Insolvency Event

		where:

a) the Contractor suspends, or threatens to suspend, payment of its debts or is unable to pay its debts as they fall due or admits inability to pay its debts or (being a company or limited liability partnership) is deemed unable to pay its debts within the meaning of section 123 of the Insolvency Act 1986 OR (being an individual) is deemed either unable to pay its debts or as having no reasonable prospect of so doing, in either case, within the meaning of section 268 of the Insolvency Act 1986 OR (being a partnership) has any partner to whom any of the foregoing apply;

b) the Contractor commences negotiations with all or any class of its creditors with a view to rescheduling any of its debts, or makes a proposal for or enters into any compromise or arrangement with its creditors;

c) a petition is filed, a notice is given, a resolution is passed, or an order is made, for or in connection with the winding up of that other party (being a company, limited liability partnership or partnership);

d) an application is made to court, or an order is made, for the appointment of an administrator, or if a notice of intention to appoint an administrator is given or if an administrator is appointed, over the Contractor (being a company or limited liability partnership or partnership);

e) the holder of a qualifying floating charge over the assets of the Contractor (being a company or limited liability partnership) has become entitled to appoint or has appointed an administrative receiver; a person becomes entitled to appoint a receiver over the assets of the Contractor or a receiver is appointed over the assets of the Contractor;

f) the Contractor (being an individual) is the subject of a bankruptcy petition or order;

g) [bookmark: ElPgBr70]a creditor or encumbrancer of the Contractor attaches or takes possession of, or a distress, execution, sequestration or other such process is levied or enforced on or sued against, the whole or any part of the other party’s assets and such attachment or process is not discharged within fourteen (14) days; or

h) any event occurs, or proceeding is taken, with respect to the other party in any jurisdiction to which it is subject that has an effect equivalent or similar to any of the events mentioned in (a) to (g) (inclusive);



		Intellectual Property

		means patents, trademarks, service marks, rights in design, trade or business names, copyrights, software, database rights (whether or not any of these is registered and including applications for registration of any such thing) know how and any similar or other proprietary rights of such nature; 



		KPI

		means the Key Performance Indicators set out in Schedule 10;



		Legislation

		means all relevant Acts of Parliament and statutory regulations, instruments or orders, guidance, codes of practice, by-laws and directives, judgment of a relevant court of law, or directives or requirements of any regulatory body with which the Contractor is bound to comply, which may be in force during the period of the Agreement, as enacted, amended or interpreted from time to time;



		LFC Assets

		[bookmark: _Hlk107866633]means any equipment which the LFC provides free of charge access to for the Contractors use in the provision of the  Service;



		LFC Premises

		[bookmark: _Hlk107865441]means any land or premises (including temporary buildings) made available to the Contractor by the LFC in connection with the Agreement;



		LFC Related Party

		means an officer, agent, or employee of the LFC acting in the course of his office or employment; 



		LFC Representative

		[bookmark: _Hlk107866754]means the person or persons (together with any duly appointed deputies) appointed by the LFC as its representative in respect of this Agreement, or any replacement notified by the LFC to the Contractor;



		LFC RFC

		has the meaning given to it in Schedule 7 to this Agreement;  



		LFC’s Data

		[bookmark: _Hlk107866616]means any documents, materials and other information of any nature whatsoever relating to the LFC which has been made available to the Contractor for use in providing the Services under the Agreement;



		London Living Wage

		means the most recently identified London Living Wage hourly figure (or equivalent set figure(s)) published from time to time by the Greater London Authority or any successor body with responsibility for setting this figure;



		Material Sub-Contractor

		a Sub-Contractor that is considered material within the meaning set out in paragraph 6.1 of Schedule 17 (Sub-Contracts and Sub-Contractors);



		Method Statement(s)

		[bookmark: _Hlk107866825]means the statements prepared by the Contractor and included at Schedule 4 (Contractor’s Proposals);



		Modern Slavery Legislation

		[bookmark: ElPgBr71]means all applicable anti-slavery and human trafficking laws, statutes, regulations and codes from time to time in force, including (but not limited to) the Modern Slavery Act 2015 (as amended from time to time); 



		Monitoring Period

		means a calendar month;



		Month

		means calendar month; 



		MSA Offence

		means any activity, conduct, or practice constituting an offence under Modern Slavery Legislation, including without limitation under sections 1, 2, and 4 of the Modern Slavery Act 2015 (as amended); 



		New Contractor

		means any replacement contractor nominated by the LFC to perform the Services; 



		Services

		means the services as further described in the Specification; 



		Party

		or “Parties” means either or both parties to this Agreement and their successors and permitted assignees;



		[bookmark: _Hlk98319990]Performance Failure

		means a breach by the Contractor of its obligations under this Agreement including, for the avoidance of doubt, a defect or omission in the provision of the Services;



		Performance Failure Points

		means points awarded against the Contractor as a result of its failure to provide the Services in accordance with the Performance Standards as set out in Schedule 10 of the Agreement;



		Performance Standards

		means compliance with the standards set out in Schedule 10 of the Agreement;



		Personal Data 

		has the meaning given to it in the UK GDPR; 



		Prescribed Rate

		means four per cent (4%) above the base rate from time to time of the Bank of England;



		Procurement Challenge

		has the meaning given to it in clause 29.4.1;



		Project Manager

		means the Contractor Personnel who shall be responsible for the overall delivery of the  Service to the LFC;



		Prohibited Act

		the following constitute Prohibited Acts:

(a)	to directly or indirectly offer, promise or give any person working for or engaged by the LFC a financial or other advantage to:

(i)	induce that person to perform improperly a function or activity; or

(ii)	reward that person for improper performance of a function or activity;

(b)	to directly or indirectly request, agree to receive or accept any financial or other advantage as an inducement or a reward for improper performance of a function or activity in connection with this Agreement;

(c)	committing any offence under the Bribery Act or under other Legislation creating offences concerning fraudulent acts or at common law concerning fraudulent acts relating to this Agreement or any other contract with the LFC;

(d)	defrauding, attempting to defraud or conspiring to defraud the LFC;



		Regulated Activity

		has the meaning given to it in the SVGA 2006;



		Regulated Activity Provider

		has the meaning given to it in the SVGA 2006;



		Relevant Authority

		means any court with the relevant jurisdiction and any local, national or supra-national agency, authority, inspectorate, minister, ministry, official or public or statutory person of the government of the United Kingdom;



		Relevant Staff

		means all employees and other staff (including without limitation temporary and casual workers and agency staff as defined by Regulation 3 of the Agency Workers Regulations 2010 as amended by the Agency Workers (Amendment) Regulations 2011, and whether or not such staff are engaged or employed on a full or part time basis, but not including unpaid volunteers, interns or apprentices), who are employed or engaged on the  Service for two (2) or more hours of work in any given day in a week, for eight (8) or more consecutive weeks in a year; 



		Required Action

		has the meaning set out in clause 28.6.1; 



		Senior Personnel

		means a director or chief executive (or equivalent) of either Party;



		Service Commencement Date 

		means 1st November 2025 



		Service Continuity Plan

		means the Contractor’s plan in accordance with BS 25999  and the standards set out in the Schedule 2 (Specification) and Schedule 14 (Service Continuity)  to ensure the provision of the Services by other means or the continuing provision of  Services which produce the same or substantially the same results for the LFC as the provision of the Services themselves would have done in the event of discovery of an event, occurrence or circumstance which would or might reasonably adversely impact on the continuity of the provision of the Services (or any element of the Services);



		Service Continuity Services

		means the the provision of the Services provided under a Service Continuity Plan which produce the same or substantially the same results for the LFC as the provision of the Services themselves would have done;



		Service Credit

		means a monetary deduction from the Charges, such deduction calculated in accordance with Schedule 3;



		[bookmark: _Hlk98320007]Service Standard

		means the standard to which the Contractor shall perform the Service as further described in clause 8.1;



		Service Statement Report

		means the report prepared as set out in Schedule 15 (Contract Management and Management Information System) submitted to the LFC in respect of each Monitoring Period;



		Specification

		means the specification set out in Schedule 2 to this Agreement;



		Step-in Notice

		means a notice served by the LFC on the Contractor in accordance with clause 28.5; 



		Step-out Date

		the date on which the LFC plans to end the Required Action in accordance with clause 28.9.2; 



		Step-out Notice

		means a notice served by the LFC on the Contractor in accordance with clause 28.9; 



		Step-out Plan

		means a plan developed by the Contractor relating to the resumption by the Contractor of the Services in accordance with clause 28.10; 



		Sub-Contractor

		means any third party whom the Contractor enters into a sub-contract with to provide all or part of the Service;



		SVGA 2006

		means the Safeguarding Vulnerable Groups Act 2006; 	



		[bookmark: _Hlk107866302]Term

		means a period of 3 years set out in Clause 4 of this Agreement; 



		Termination Date

		means the date this Agreement is terminated in accordance with its terms;



		UK GDPR

		has the meaning given to it in section 3(10) (as supplemented by section 205(4)) of the DPA 2018;



		[bookmark: _Hlk125551339]Working Day

		any day of the week from Monday to Friday inclusive but excluding all public holidays in England. 





[bookmark: _Ref133236012][bookmark: _Ref133236201][bookmark: _Toc200544436]specification



[bookmark: _Hlk136609872]Please refer to 'Appendix K – Specification Document' within the ITT document, and/or review the accompanying attachment below;



      









[bookmark: _Ref133240660][bookmark: _Toc200544437]
CHARGES



         [Insert on award]




[bookmark: _Ref133236078][bookmark: _Ref133236185][bookmark: _Toc200544438]
CONTRACTOR’S Proposals





        [Insert on award]



[bookmark: _Toc200544439]
DATA PROTECTION

1. [bookmark: _Toc98917860][bookmark: _Toc103596142][bookmark: _Toc107321360][bookmark: _Toc107415202][bookmark: _Toc107838473][bookmark: _Toc126165081][bookmark: _Toc136612217][bookmark: _Toc200544440]DEFINITIONS

In this Schedule the following phrases have the following meanings:

		Word or Phrase

		meaning



		[bookmark: kix.uzhjdn92l3iu]Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Data Protection Officer 

		have the meanings given in the UK GDPR;



		Data Loss Event

		any event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Agreement, and/or actual or potential loss (“Data Loss”) and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach;



		Data Protection Impact Assessment

		means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;



		Data Subject Request

		a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;



		Joint Controllers

		where two or more Controllers jointly determine the purposes and means of processing;



		Law

		means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Processor is bound to comply;



		Processor Personnel

		means all directors, officers, employees, agents, consultants and contractors of the Processor and/or of any Sub-Processor engaged in the performance of its obligations under this Agreement;



		Protective Measures

		appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it;



		Sub-processor

		any third Party appointed to process Personal Data on behalf of that Processor related to this Agreement. 





[bookmark: kix.jwbj6d9xglxj]

For the avoidance of doubt, and notwithstanding anything to the contrary contained in this Agreement, the provisions of this Schedule 5 (Data Protection) shall survive the expiry or earlier termination of this Agreement and continue in full force and with full effect without limit in point of time. 

[bookmark: ElPgBr77]Each Party shall be solely responsible and liable for its own compliance with the Data Protection Legislation and, notwithstanding any provisions to the contrary in this Agreement, each Party (the “Indemnifying Party”) shall on first demand fully indemnify the other Party (the “Indemnified Party”) and keep the Indemnified Party fully indemnified against all Data Losses incurred, suffered, or brought against the Indemnified Party arising out of, due to, and in connection with a failure by the Indemnifying Party to comply with its obligations as a Controller under the Data Protection Legislation or a breach by the Indemnifying Party of any of its obligations under this Schedule 5 (Data Protection). For the avoidance of doubt, notwithstanding any provision to the contrary in this Agreement, the Indemnifying Party’s liability under the indemnity contained in this paragraph 1.3 shall not be limited.

Each Party warrants that in carrying out its obligations under this Agreement it will not do or omit to do anything that might cause the other Party to be in breach of the Data Protection Legislation.

[bookmark: _Toc98917861][bookmark: _Toc103596143][bookmark: _Toc107321361][bookmark: _Toc107415203][bookmark: _Toc107838474][bookmark: _Toc126165082][bookmark: _Toc136612218][bookmark: _Toc200544441]DATA PROTECTION

[bookmark: kix.ymjdoamkggw][bookmark: kix.lu6z1q2s2akd]The Parties acknowledge that for the purposes of the Data Protection Legislation, the LFC is the Controller, and the Contractor is the Processor unless otherwise specified in Annex 1. The only processing that the Processor is authorised to do is listed in Annex 1 by the Controller and may not be determined by the Processor.  

The Processor shall notify the Controller immediately if it considers that any of the Controller's instructions infringe the Data Protection Legislation.

The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Controller, include:

a systematic description of the envisaged processing operations and the purpose of the processing;

an assessment of the necessity and proportionality of the processing operations in relation to the Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

[bookmark: kix.jwocsgktdzyb]The Processor shall, in relation to any Personal Data processed in connection with its obligations under this Agreement:

[bookmark: kix.i56w6dr6cv1k]process that Personal Data only in accordance with Annex 1, unless the Processor is required to do otherwise by Law. If it is so required, the Processor shall promptly notify the Controller before processing the Personal Data unless prohibited by Law;

[bookmark: kix.efulejue9oeg]ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, which the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures), having taken account of the:

nature of the data to be protected;

[bookmark: kix.4naaai8z6pfd]harm that might result from a Data Loss Event;

state of technological development; and

cost of implementing any measures; 

[bookmark: kix.g9ycvf3mihu9]ensuring that:

the Processor Personnel do not process Personal Data except in accordance with this Agreement (and in particular Annex 1);

it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they:

[bookmark: ElPgBr78]are aware of and comply with the Processor’s duties under this paragraph;

are subject to appropriate confidentiality undertakings with the Processor or any Sub-Processor;

are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Controller or as otherwise permitted by this Agreement; and

have undergone adequate training in the use, care, protection and handling of Personal Data; and

[bookmark: kix.2g8e8an7trmb]not transfer Personal Data outside of the UK unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:

i. [bookmark: kix.c22tjhedtyz]the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with guidance issued by the UK Government or body appointed by the Government and as approved by the Controller);

[bookmark: kix.qjaz1kvyr93y]the Data Subject has enforceable rights and effective legal remedies;

[bookmark: kix.64f022h9e2ls]the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and

[bookmark: kix.yqyo2mborius]the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data;

[bookmark: kix.u6s546ha042]at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Agreement unless the Processor is required by Law to retain the Personal Data.

[bookmark: kix.k0xfh28qudaj][bookmark: _Ref532928979][bookmark: _Ref506203801]Subject to paragraph 2.6, the Processor shall notify the Controller immediately if it:

receives a Data Subject Request (or purported Data Subject Request);

receives a request to rectify, block or erase any Personal Data; 

receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; 

receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Agreement; 

receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or

becomes aware of a Data Loss Event.

[bookmark: _Ref532928932][bookmark: _Ref506203769]The Processor’s obligation to notify under paragraph 2.5 shall include the provision of further information to the Controller in phases, as details become available. 

Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under paragraph 2.5 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing:

the Controller with full details and copies of the complaint, communication or request;

[bookmark: ElPgBr79]such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Request within the relevant timescales set out in the Data Protection Legislation; 

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 

assistance as requested by the Controller following any Data Loss Event; 

assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office.

The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this paragraph 2.8. This requirement does not apply where the Processor employs fewer than 250 staff, unless:

the Controller determines that the processing is not occasional;

the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; or

the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.

[bookmark: kix.v6x2ad8z2q1m]The Processor shall allow for audits of its data processing activity by the Controller or the Controller’s designated auditor.

Each Party shall designate its own data protection officer if required by the Data Protection Legislation. 

[bookmark: _Ref532929054]Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Processor must:

notify the Controller in writing of the intended Sub-processor and processing;

obtain the written consent of the Controller; 

enter into a written agreement with the Sub-processor which give effect to the terms set out in this paragraph 2.11 such that they apply to the Sub-processor; and

provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its Sub-processors.

[bookmark: kix.xibj6wbmdnyl]The Controller may, at any time on not less than thirty (30) Working Days’ notice, revise this paragraph by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Controller may on not less than thirty (30) Working Days’ notice to the Processor amend this agreement to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

[bookmark: ElPgBr80][bookmark: _Ref506976207]The Contractor shall comply at all times with the Data Protection Legislation and shall not perform its obligations under this Agreement in such a way as to cause the LFC to breach any of its applicable obligations under the Data Protection Legislation.

The Contractor shall indemnify and keep indemnified the LFC against all losses, claims, damages, liabilities, costs and expenses (including reasonable legal costs) incurred by it in respect of any breach of this Schedule 5 by the Contractor and/or any act or omission of any sub-contractor.




[bookmark: ElPgBr81]Annex 1

Processing, Personal Data and Data Subjects



This Schedule shall be completed by the Controller, who may take account of the view of the Processor(s), however the final decision as to the content of this Schedule shall be with the Controller at its absolute discretion.  



1.1. The contact details of the Controller’s Data Protection Officer are: 

1.1.1. London Fire Brigade, 169 Union Street, London SE1 0LL. 

1.1.2. Telephone: 020 8555 1200.

1.1.3. Email: dataprotectionofficer@london-fire.gov.uk

1.1.4. ICO register number: Z7122455

1.2. The contact details of the Processor’s Data Protection Officer are: [Insert Contact details]

1.3. The Processor shall comply with any further written instructions with respect to processing by the Controller.

1.4. Any such further instructions shall be incorporated into this Schedule.

		Description

		Details[footnoteRef:2] [2:  Table to be completed with the assistance of the guidance in italics. All italics in square brackets should be deleted before the draft contract is released for tender. If you are uncertain about the data relationship, please seek legal advice.] 




		Identity of the Controller and Processor

		The Parties acknowledge that for the purposes of the Data Protection Legislation, the LFC is the Controller, and the Contractor is the Processor in accordance with paragraph 1.1.







		Subject matter of the processing

		



		Duration of the processing

		





		Nature and purposes of the processing

		



		Type of Personal Data being processed

		



		Categories of Data Subject

		





		Plan for return and destruction of the data once the processing is complete.

UNLESS requirement under union or member state law to preserve that type of data

		









[bookmark: _Ref133236104][bookmark: _Toc200544442]
POLICIES AND STANDARDS



The LFC Policies are:



1. Ethical Sourcing Policy: Policy 1006








2. Counter Fraud and Corruption Policy and Response Plan: Policy 0568







  

3. The GLA Group Responsible Procurement Policy: Policy 0696








4. The LFC’s Press and PR Protocols as per Schedule 12



5. The Equalities Protocol set out in Schedule 13



6. The Service standards as detailed in Schedule 10

  










[bookmark: _Ref133236762][bookmark: _Ref133237333][bookmark: _Ref133240455][bookmark: _Ref133240730][bookmark: _Toc200544443]
CHANGE CONTROL PROCEDURE



In this Schedule, the following words and phrases shall have the meanings set out below:

		CCN

		a change control notice issued by the LFC to the Contractor confirming acceptance of the Change Response (as agreed or determined pursuant to the Dispute Resolution) or the Contractor's RFC (as modified) as the case may be;



		Change

		a change to the Services;



		Change Response

		the Contractor’s response to an LFC RFC prepared in accordance with Paragraph 6.1 below;



		LFC RFC

		a Request for Change (RFC) issued by the LFC;



		Contractor RFC

		a Request for Change (RFC) issued by the Contractor;



		Financial Proposal

		a proposal detailing the financial impact of the proposed Change produced in accordance with Paragraph 6.4 below;



		Impact Assessment

		an impact assessment produced in accordance with Paragraph 6.2 below;



		Implementation Plan

		a plan for the implementation of a Change produced in accordance with Paragraph 6.3 below.





1. [bookmark: _Toc200544444]PURPOSE

This Schedule sets out the procedures to be used by the Parties in connection with proposed Changes. 

1. [bookmark: _Toc200544445]PRINCIPLES

Implementation of changes for which there is an agreed mechanism (excluding this Change Control Procedure) set out or referred to in this Agreement shall not constitute Changes to which this Change Control Procedure applies.

The Parties shall conduct discussions relating to proposed Changes in good faith. 

Until such time as a CCN has been signed by the LFC Representative and the Contractor Representative (or their nominated representative), the Contractor shall continue to supply the Service in accordance with the Agreement. 

Any work undertaken by the Contractor, its sub-contractors or agents which has not been authorised in advance by the LFC and which has not been otherwise agreed in accordance with this Change Control Procedure shall be undertaken entirely at the expense and liability of the Contractor.  

Any discussions, negotiations or other communications which may take place between the Parties prior to the issue of a CCN (including the submission of any written communications) shall be without prejudice to the rights of either Party.

[bookmark: _Toc200544446]REQUESTS FOR CHANGE ("RFC")

The LFC shall be entitled to:

  (a)	request any Change; and 

(b)	require a Change from time to time to reflect any Change in Law.  

The Contractor shall be entitled to request a Change to the Services from time to time to reflect any Change in Law that directly impacts upon the Contractor’s provision of the Services.

The Contractor shall only be entitled to request a Change to the Services if such Change:

(a)	enhances the Contractor’s operational effectiveness in providing the Services or takes advantage of technological developments so as to improve the provision of the Services; and

(b)	will not increase the overall cost of providing the Services; and

(c)	will not have a detrimental effect on the overall quality of the Services.

The LFC may at its absolute discretion reject any request for a Change to the Services or to the Method Statements proposed by the Contractor.

[bookmark: _Toc200544447]THE LFC RFC

If the LFC wishes to request or requires a Change, it must serve an LFC RFC on the Contractor.

The LFC RFC shall:

(a)	set out the Change required in sufficient detail to enable the Contractor to provide the Change Response; and

(b)	specify the deadline by which the Contractor shall provide to the LFC a Change Response (being not less than twenty-one (21) Working Days from and including the date of receipt of the LFC RFC) ("Response Deadline"). 

As soon as practicable, and in any event by the Response Deadline, the Contractor shall deliver to the LFC the Change Response.

As soon as practicable after the LFC receives the Change Response, the Parties shall discuss and agree the issues set out in the Change Response. In such discussions:

 (a)	the LFC may modify the LFC RFC, in which case the Contractor shall, as soon as practicable and in any event within fourteen (14) Working Days from and including the date of receipt of such modification, notify the LFC of any consequential changes to the Change Response; and

 (b)	the Contractor shall provide such additional information as the LFC reasonably requests in order to evaluate the Change Response fully.

The Contractor shall not refuse an LFC RFC unless such Change would, to the reasonable satisfaction of the LFC:

(a)	materially and adversely affect the risks to health and safety of any person;  

(b)	require the Service to be performed in any way that infringes a Law; and/or

(c)	is demonstrated by the Contractor to: 

(i)	be technically impossible to implement (where neither the Method Statements or the Services description states that the Contractor has the technical capacity and flexibility required to implement the proposed Change); or

(ii)	represent a material risk to the Services; or

(iii)	is predicted to have a material impact on the ability of the Contractor to meet any KPI where, as a result of the Change, the KPI is not modified accordingly.

If the Parties cannot agree on the contents of the Change Response then the dispute will be determined in accordance with Clause 46 (Dispute Resolution).

As soon as practicable after the contents of the Change Response have been agreed or otherwise determined pursuant to the Dispute Resolution, the LFC shall either:

(a)	issue a CCN; or 

(b)	withdraw the LFC RFC.

If the LFC does not issue a CCN within thirty (30) Working Days from and including the date of the contents of the Change Response having been agreed or determined, then the LFC RFC shall be deemed to have been withdrawn.

In the event that the LFC issues a CCN then:

(a) the Contractor shall implement the Change in accordance with the Implementation Plan; and 

(b) the Parties shall enter into any documents necessary to amend this Agreement or any relevant related document which are necessary to give effect to the Change.

[bookmark: _Toc200544448]CONTRACTOR RFC

If the Contractor wishes to request a Change, it must serve a Contractor RFC on the LFC. 

The Contractor RFC must: 

(a)	set out the proposed Change in sufficient detail to enable the LFC to evaluate it in full; 

(b)	specify the Contractor’s reasons for proposing the change in the Services; 

(c)	include an Impact Assessment, an Implementation Plan and a Financial Proposal; 

(d)	indicate if there are any dates by which a decision by the LFC is critical. 

The LFC shall evaluate the Contractor’s proposed change in the Service in good faith, taking into account all relevant issues, including whether: 

(a)	there would be a change to the financial arrangements; 

(b)	the Change affects the quality of the Service or the likelihood of successful delivery of the Services; 

(c)	the Change will interfere with the relationship of the LFC or the Contractor with third parties; 

(d)	the financial strength of the Contractor is insufficient to perform the changed Services; 

(e)	the Change materially affects the risks or costs to which the LFC are exposed; or

(f)	the Change would, if implemented, result in a change in the nature of the Services. 

As soon as practicable after receiving the Contractor RFC, the Parties shall meet and discuss the matter referred to in it. During their discussions the LFC may propose modifications or accept or reject the Contractor RFC. 

If the LFC accepts the Contractor RFC (with or without modification), the LFC shall issue a CCN.

In the event that the LFC issues a CCN then:

(a)	the Contractor shall implement the Change in accordance with the Implementation Plan; and 

(b)	the Parties shall enter into any documents necessary to amend this Agreement or any relevant related document which are necessary to give effect to the Change. 

If the LFC rejects the Contractor RFC, it shall advise the Contractor of the criteria set out in the above Paragraph 5.3 upon which its decision for such a rejection is based. 

[bookmark: _Toc200544449]CONTENT OF DOCUMENTS

Change Response

The Change Response shall consist of:

(a)	the Impact Assessment;

(b)	the Implementation Plan; and

(c)	the Financial Estimate.

Impact Assessment

The Impact Assessment shall include details of:

(a)	any impact on the provision of the Services;

(b)	any impact on the Contractor’s ability to meet its obligations under this Agreement;

(c)	any amendment required to this Agreement and/or any related document as a result of the Change;

(d)	details (where known) of the potential impact on any third parties;

(e)	details of how the proposed Change will ensure compliance with any applicable Change in Law; and

(f)	such other information as the LFC may reasonably request in (or in response to) an RFC.

Implementation Plan

The Implementation Plan shall include details of:

(a)	the activities necessary to implement the proposed Change;

(b)	appropriate allocations of responsibility;

(c)	project plan including timelines and key dates, milestones and deadlines; 

(d)	the activities required to address issues identified in the Impact Assessment; and

(e)	the activities required to implement the Financial Proposal.

Financial Proposal

The Financial Proposal shall include details of:

(a)	the estimated capital expenditure (if any), including any capital replacement costs, arising from or required to implement the Change;

(b)	the estimated increase in operating expenditure relating to the provision of the Service, with an analysis showing the costs of staff, consumables, sub-contracted and bought-in services, after the Change is implemented;

(c)	any interest, expenses or other third party financing costs to be incurred as a result of implementing the Change;

(d)	details of any estimated overhead recoveries and long-term cost savings that are anticipated after the Change is implemented; and

(e)	the profit which the Contractor seeks to achieve in the provision of the additional parts of the Services.


SCHEDULE 7 Appendix A



Template Change Control Note



		Change Control Note

		CCN Number:



		Part A: Request for Change

		



		Title:

		



		Originator:

		

		Contact Number:

		



		Sponsor:

		

		Contact Number:

		



		Date of Initiation:

		

		Required by date:

		



		Priority Category:  (emergency, fast-track or normal)

		



		Details of Proposed Change



		(To include reason for change and appropriate details/specifications. Identify any attachments as A1, A2, A3, etc. Give an indication of required amendments to the Clauses or Schedules.)



		



		Initiated by [insert name]

		Date:



		Name:

		



		Signature:

		



		Received by [insert name]

		Date:



		Name:

		



		Signature:

		







		Change Control Note

		CCN Number:



		Part B : Impact Assessment



		(identify any attachments as B1, B2, B3, etc.)

Changes to the Services, KPIs and any other Changes to the Clauses, Schedules or other documentation required to be kept by the Contractor.



		Brief Description of Change:





		Impact:

(Refer to any impact analysis attachment where applicable)



		Proposed Solution:  Sufficient detail describing the solution to meet the Request for Change, and any options considered



		Dependencies:  dependencies on:

· Third party contractors

· The LFC

· Other parties 





		Deliverables: Including:

· The work to implement the change

· The details of the Schedules that will require amendment

· The details of any Clauses that require amendment 

· The details of any documentation that requires amendment





		Project Plan:





		Costs of Implementation:

(If not applicable, mark “Not Applicable”)



		Amendments to the Clauses and Schedules:





		Other Relevant Information:

(including)







		For LFC



		For Contractor



		Name:



		Name:





		Title:



		Title:





		Signature:



		Signature:





		Date:

		Date:










[bookmark: _Toc200544450]
COMMERCIALLY SENSITIVE INFORMATION



       [Insert on award]



[bookmark: _Toc200544451]TUPE AND PENSIONS (NOT USED)

1. [bookmark: _Toc200544452][bookmark: _Ref164847856]Definitions 

For the purposes of this Schedule 9, the following terms shall have the meanings given to them below:

		Phrase

		Meaning



		Admission Agreement

		an admission agreement entered into in accordance with Regulation 5 of the LGPS Regulations (as amended from time to time) by the LFC and the Contractor or Sub-Contractor (as appropriate);



		Admission Body

		an admission body within the meaning of paragraph 1 of Part 3 of Schedule 2 of the LGPS Regulations;



		Assigned Employees

		has the meaning set out in paragraph 2.8.1.1;



		Cessation Date

		the earlier date of:

a) the date of expiry or earlier termination of the Agreement;

b) the date the Admission Body ceases to employ any Eligible Employee; or 

c) the date the Admission Body otherwise ceases to be an admission body for the purposes of the LGPS Regulations;



		LFC and Contractor

		are both defined in the Agreement;



		LFC Related Party

		means any officer, agent, employee of the LFC acting in the course of his office or employment including any Sub-Contractors supplied by the LFC in relation to the Services;



		Direct Losses

		means all damages, losses, indebtedness, claims, actions, cash, expenses (including the cost of legal or professional services, legal costs being an agent/client, client paying basis), proceedings, demands and charges whether arising under statute, contract or at common law but to avoid doubt, excluding Indirect Losses;



		Directive

		means the EC Acquired Rights Directive 2001/23/EC as amended;



		Eligible Employees

		(a) those Transferring Employees who are active members of or eligible to join the LGPS on the Commencement Date;

(b) other Relevant Employees who are active members of or eligible to join the LGPS as at the applicable Relevant Transfer Date; 



		Employee Liability Information

		means the information which a transferor is obliged to notify to a transferee pursuant to Regulation 11(1) of TUPE regarding any person employed by him who is assigned to the organised grouping of resources or employees which is the subject of a Relevant Transfer and also such employees as fall within Regulation 11(4) of TUPE;



		Existing Contractor

		means Telemaster Ltd;



		[bookmark: ElPgBr90]Final Employee List

		has the meaning set out in paragraph 2.4.2;



		First Employee List

		has the meaning set out in paragraph 2.4.1;



		Future Contractor

		has the meaning set out in paragraph 2.6.2;



		Indirect Losses

		means loss of profits, loss of use, loss of production, loss of business, loss of business opportunity, or any claim for consequential loss or for indirect loss of any nature;



		LGPS Regulations

		means the Local Government Pension Scheme Regulations 2013;



		Local Government Pension Scheme

		means the Local Government Pension Scheme established pursuant to regulations made by the Secretary of State in exercise of powers under Sections 7 and 12 of the Superannuation Act 1972 as amended from time to time;



		Charges

		is defined in the Agreement;



		Relevant Employees

		means the employees who are the subject of a Relevant Transfer;



		Relevant Transfer

		means a relevant transfer for the purposes of the Regulations;



		Relevant Transfer Date

		the date on which a Relevant Employee transfers to the Contractor and/or one or more Sub-Contractor by virtue of a Relevant Transfer;



		Retendering Information

		has the meaning set out in paragraph 2.8.1.1;



		Returning Employees

		has the meaning set out in paragraph 2.9.2;



		Services

		is defined in the Agreement;



		Sub-Contractor

		means a person to whom the Contractor sub-contracts any of its obligations to deliver the Services;



		Transferring Employee

		means an employee of the Existing Contractor whose contract of employment transfers to the Contractor under TUPE at the Commencement Date, as listed at paragraph 4 of this Schedule 5; 



		TUPE

		means the Transfer of Undertakings (Protection of Employment) Regulations 2006 (246/2006) and or any other regulations enacted for the purpose of implementing the Directive into English law.







[bookmark: ElPgBr91][bookmark: _Ref164847322][bookmark: _Toc200544453]Relevant Transfers (NOT USED)

[bookmark: _Ref164847109]Retendering

[bookmark: _Ref164846870][bookmark: ElPgBr96]The Contractor shall (and shall procure that any Sub-Contractor shall) within the period of twelve (12) months immediately preceding the expiry of this Agreement or following the service of a notice to terminate the Agreement early in accordance with its terms or as a consequence of the LFC notifying the Contractor of its intention to retender this Agreement:

[bookmark: _Ref164847644]within 20 Working Days of receiving a request from the LFC provide in respect of any person engaged or employed by the Contractor or any Sub-Contractor in the provision of the Services (the “Assigned Employees”) full and accurate details regarding the identity, number, age, sex, length of service, job title, grade and terms and conditions of employment or and the other matters listed in Annex 1 to this Schedule 9 affecting each of those Assigned Employees who it is expected, if they remain in the employment of the Contractor or of any Sub-Contractor as the case may be until immediately before the Termination Date, would be Returning Employees (the “Retendering Information”);

provide the Retendering Information promptly and at no cost to the LFC;

notify the LFC forthwith in writing of any material changes to the Retendering Information promptly as and when such changes arise;

be precluded from making any material increase or decrease in the numbers of Assigned Employees other than in the ordinary course of business and with the LFC’s written consent (such consent not to be unreasonably withheld or delayed);

be precluded from making any increase in the remuneration or other change in the terms and conditions of the Assigned Employees other than in the ordinary course of business and with the LFC’s prior written consent (such consent not to be unreasonably withheld or delayed); and

be precluded from transferring any of the Assigned Employees to another part of its business or moving other employees from elsewhere in its or their business who have not previously been employed or engaged in providing the Services to provide the Services save with the LFC’s prior written consent.

Without prejudice to paragraphs 2.8.1 and 2.8.3 the Contractor shall provide and shall procure that any Sub-Contractor shall provide Employee Liability Information to the LFC at such time or times as are required by TUPE, and shall warrant at the time of providing such Employee Liability Information, that such information will be updated to take account of any changes to such information as is required by TUPE.

[bookmark: _Ref164846875]The Contractor shall and shall keep indemnified in full the LFC and at the LFC’s request any Future Contractor against all Direct Losses arising from any claim by any party as a result of the Contractor (or any Sub-Contractor) failing to provide or promptly to provide the LFC and/or any Future Contractor where requested  by the LFC with any, or full, Retendering Information and/or Employee Liability Information or as a result of any material inaccuracy in or omission from the Retendering Information and/or Employee Liability Information.

[bookmark: _Ref164846852]Termination of Agreement

On the expiry or earlier termination of this Agreement, the LFC and the Contractor agree that it is their intention that TUPE shall apply in respect of the re-provision thereafter of any service equivalent to the Services but the position shall be determined in accordance with the law at the date of expiry or termination as the case may be and this paragraph is without prejudice to such determination.

[bookmark: _Ref164847807][bookmark: ElPgBr97]For the purposes of this paragraph 2.9 “Returning Employees” shall mean those employees wholly or mainly engaged in the provision of the Services as the case may be as immediately before the expiry or termination of this Agreement whose employment transfers to the LFC or a Future Contractor pursuant to TUPE.  Upon expiry or termination of this Agreement for whatever reason (such date being termed the “Return Date”), the provisions of this paragraph 2.9 will apply:

[bookmark: _Ref164847070]the Contractor shall or shall procure that all wages, salaries and other benefits of the Returning Employees and other employees or former employees of the Contractor or the Sub-Contractors (who had been engaged in the provision of the Services) and all PAYE tax deductions, pension contributions and national insurance contributions relating thereto in respect of the employment of the Returning Employees and such other employees or former employees of the Contractor or Sub-Contractors up to the Return Date are satisfied;

without prejudice to paragraph 2.9.2.1, the Contractor shall:

remain (and procure that Sub-Contractors shall remain) (as relevant) responsible for all the Contractor’s or Sub-Contractor’s employees (other than the Returning Employees) on or after the time of expiry or termination of this Agreement and shall indemnify the LFC and any Future Contractor against all Direct Losses incurred by the LFC or any Future Contractor resulting from any claim whatsoever whether arising before on or after the Return Date by or on behalf of any of the Contractor’s or Sub-Contractor’s employees who are not Returning Employees;

in respect of those employees who constitute Returning Employees the Contractor shall indemnify the LFC and any Future Contractor against all Direct Losses incurred by the LFC or any Future Contractor resulting from any claim whatsoever by or on behalf of any of the Returning Employees in respect of the period on or before the Return Date (whether any such claim, attributable to the period up to and on the Return Date, arises before, on or after the Return Date) including but not limited to any failure by the Contractor of any Sub-Contractor to comply with its or their obligations under Regulations 13 and 14 of TUPE and any award of compensation under Regulation 15 of TUPE and/or Article 6 of the Directive as if such legislation applied, even if it does not in fact apply save to the extent that any such failure to comply arises as a result of an act or omission of the LFC or any Future Contractor.

The LFC shall be entitled to assign the benefit of this indemnity to any Future Contractor.

Sub-Contractors

In the event that the Contractor enters into any sub-contract in connection with this Agreement, it shall impose obligations on its Sub-Contractors in the same terms as those imposed on it pursuant to paragraphs 2 (TUPE) and 3 (Pensions) of this Schedule and shall procure that the Sub-Contractor complies with such terms. The Contractor shall indemnify and keep the LFC indemnified in full against all Direct Losses, incurred or by the LFC or any Future Contractor as a result of or in connection with any failure on the part of the Contractor to comply with this paragraph and/or the Sub-Contractor’s failure to comply with such terms.

[bookmark: _Ref164847333][bookmark: _Toc200544454]Pensions for eligible employees (NOT USED) 

Indemnity for a Breach of the Admission Agreement

Without prejudice to the generality of this paragraph 3, the Contractor hereby indemnifies the LFC and/or any Future Contractor and, in each case, their sub-contractors from and against all Direct Losses suffered or incurred by it or them which arise from any breach by the Contractor or any Sub-Contractor of the terms of the Admission Agreement to the extent that such liability arises before or as a result of the termination or expiry of this Agreement (howsoever caused).

Indemnity or Bond

Without prejudice to the generality of the requirements of this paragraph 3, the Contractor shall procure that it and each relevant Sub-Contractor shall as soon as reasonably practicable obtain any indemnity or bond required in accordance with the applicable Admission Agreement.

[bookmark: _Ref164848116]Right of Set-Off

In accordance with paragraph 12(c) of Schedule 2 of the LGPS Regulations, the LFC shall have a right to set off against any payments due to the Contractor under this Agreement an amount equal to any overdue employer and employee contributions and other payments (and interest payable under the LGPS Regulations) due from the Contractor or from any relevant Sub-Contractor (as applicable) under the Admission Agreement.

[bookmark: _Ref164847520]Contractor Ceases to be an Admission Body

If the Contractor or any Sub-Contractor employs any Eligible Employees from a Relevant Transfer Date and:

the Contractor or any relevant Sub-Contractor does not wish to offer those Eligible Employees membership of the LGPS; or

the LFC, the Contractor or any relevant Sub-Contractor are of the opinion that it is not possible to operate the provisions of paragraphs 3.1 (Contractor to Become an Admission Body) to 3.5 (Right of Set Off) inclusive; or

if for any reason after the Relevant Transfer Date the Contractor or any relevant Sub-Contractor ceases to be an Admission Body other than on the date of termination or expiry of this Agreement or because it ceases to employ any Eligible Employees,

then the provisions of paragraph 3.1 (Contractor to Become an Admission Body) to 3.5 (Right of Set Off) inclusive shall not apply (without prejudice to any rights of the LFC under those paragraphs) and the provisions of paragraph 3.7 (Contractor Scheme) shall apply.

If the Contractor or any Sub-Contractor ceases to employ any Eligible Employee in delivery of the Services, then the Admission Agreement shall expire in accordance with its terms and the Contractor (or Sub-Contractor) shall cease to be an Admission Body.

[bookmark: ElPgBr99][bookmark: _Ref164848141]Contractor Scheme

[bookmark: _Ref164847902][bookmark: _Ref164847405]Where paragraph 3.1 does not apply, the Contractor shall or shall procure that any relevant Sub-Contractor shall not later than the Relevant Transfer Date or the Cessation Date (as the case may be) nominate to the LFC in writing the occupational pension scheme or schemes which it proposes shall be the “Contractor Scheme” for the purposes of this paragraph 3.7.  Such pension scheme or schemes must be:

established within three (3) months prior to the Relevant Transfer Date or Cessation Date (as the case may be);

reasonably acceptable to the LFC (such acceptance not to be unreasonably withheld or delayed);

[bookmark: _Ref164847445]a registered pension scheme for the purposes of Part 4 of the Finance Act 2004; and

certified by an actuary nominated by the LFC in accordance with relevant guidance produced by the Government Actuary’s Department as providing benefits which are the same as, broadly comparable to or better than those benefits provided by the LGPS. 

The Contractor undertakes to the LFC (for the benefit of the LFC itself and for the LFC as agent and trustee for the benefit of the Eligible Employees) that it shall and shall procure that any relevant Sub-Contractor shall procure that:

the Eligible Employees shall by three (3) months before the Relevant Transfer Date or the Cessation Date (as the case may be) be offered membership of the Contractor Scheme with effect from and including the Relevant Transfer Date or Cessation Date (as the case may be);

the Contractor Scheme shall provide benefits in respect of the Eligible Employees’ periods of service on and after the Relevant Transfer Date or Cessation Date (as the case may be ) which an actuary nominated by the LFC in accordance with relevant guidance produced by the Government Actuary’s Department shall certify to be the same as, broadly comparable to or better than the benefits which the Eligible Employees were entitled to under the LGPS at the Relevant Transfer Date or the Cessation Date (as the case may be);

on and from the Relevant Transfer Date or Cessation Date (as the case may be) until the earlier of:

(i) three (3) months after the date on which the Eligible Employees are first able to join the Contractor Scheme; and

(ii) the date on which the Eligible Employee joins the Contractor Scheme,

the Contractor shall provide death benefits for and in respect of the Eligible Employees which are certified by an actuary nominated by the LFC in accordance with relevant guidance produced by the Government Actuary’s Department as being the same as, broadly comparable to or better than those that would otherwise have been provided in respect of those Eligible Employees by the LGPS;

[bookmark: ElPgBr100]if the Contractor Scheme is terminated, a replacement pension scheme shall be provided with immediate effect for those Eligible Employees who are still employed by the Contractor or relevant Sub-Contractor. The replacement scheme must comply with this paragraph 3.7 (Contractor Scheme) as if it were the Contractor Scheme; and

before the Relevant Transfer Date or Cessation Date (as the case may be) the trustees of the Contractor Scheme shall undertake by deed to the LFC that they shall cooperate with the provisions of paragraph 3.7 (Contractor Scheme), and 3.8 (Undertaking from the Contractor) to the extent applicable to them.

[bookmark: _Ref164848180]Undertaking from the Contractor

The Contractor undertakes to the LFC (for the benefit of the LFC itself and for the LFC as agent and trustee for the benefit of the Eligible Employees) that:

[bookmark: _Ref164847459]all information which the LFC or their respective professional advisers may reasonably request from the Contractor or any relevant Sub-Contractor for the administration of the LGPS or concerning any other matters raised in paragraph 3.7 (Contractor Scheme), or this paragraph 3.8 shall be supplied to them as expeditiously as possible;

[bookmark: _Ref164847474]it shall not (and shall procure that any relevant Sub-Contractor shall not), without the consent in writing of the LFC (which shall only be given subject to the payment by the Contractor or the relevant Sub-Contractor of such reasonable costs as the LFC may require) consent to instigate, encourage or assist any event which could impose on the LFC a cost in respect of any Eligible Employee greater than the cost which would have been payable in respect of that Eligible Employee had that consent, instigation, encouragement or assistance not been given;

until the Relevant Transfer Date, it shall not (and shall procure that any relevant Sub-Contractor shall not) issue any announcements (whether in writing or not) to the Eligible Employees concerning the matters stated in paragraphs 3.1 (Contractor to Become an Admission Body) to 3.6 (Contractor ceases to be an Admission Body) inclusive without the consent in writing of the LFC (not to be unreasonably withheld or delayed);

[bookmark: _Ref164847489]it shall not (and shall procure that any relevant Sub-Contractor shall not) take or omit to take any action which would materially affect the benefits under the LGPS or under the Contractor Scheme of any Eligible Employees who are or will be employed wholly or partially in connection with the Services without the prior written agreement of the LFC (not to be unreasonably withheld or delayed) provided that the Contractor and/or such Sub-Contractor will be so entitled without the requirement of consent to give effect to any pre-existing contractual obligations to any Eligible Employees; and

it shall (and shall procure that any relevant Sub-Contractor shall) offer any of its Eligible Employees who cease to be engaged in the provision of the Services and thereby cease to be eligible for membership of the LGPS, membership of the Contractor Scheme immediately after ceasing to be so engaged (unless such an Eligible Employee has voluntarily agreed to the loss of his LGPS membership as part of the change).

Enforceability by the Eligible Employees

This paragraph 2 of Schedule 9 (Pensions for Eligible Employees) shall be enforceable by the Eligible Employees. 

Claims from Eligible Employees or Trade Unions

[bookmark: ElPgBr101]The Contractor hereby indemnifies the LFC and/or any Future Contractor and, in each case, their sub-contractors from and against all Direct Losses suffered or incurred by it or them which arise from claims by Eligible Employees of the Contractor and/or of any Sub-Contractor or by any trade unions, elected employee representatives or staff associations in respect of all or any such Eligible Employees which losses:

relate to pension rights in respect of periods of employment on and after the Relevant Transfer Date until the date of termination or expiry of this Agreement; or

arise out of the failure of the Contractor and/or any relevant Sub-Contractor to comply with the provisions of this paragraph 3 before the date of termination or expiry of this Agreement.

Liability for Costs

The costs of the LFC necessarily and reasonably incurred in connection with the Admission Agreement and/or of obtaining the necessary certification of comparability in accordance with paragraph 3.7 (Contractor Scheme) shall be borne by the Contractor.

[bookmark: _Ref164847918]Transfer to another Employer

Save on expiry or termination of this Agreement, if the employment of any Eligible Employee transfers to another employer (by way of a transfer under TUPE) the Contractor shall (and shall procure that any relevant Sub-Contractor shall):

consult with and inform those Eligible Employees of the pension provisions relating to that transfer; and

procure that the employer to which the Eligible Employees are transferred (the “New Employer”) complies with the provisions of this paragraph 3 provided that references to the “Sub-Contractor” will become references to the New Employer, references to “Relevant Transfer Date” will become references to the date of the transfer to the New Employer and references to “Eligible Employees” will become references to the Eligible Employees so transferred to the New Employer.

Pension Issues on Expiry or Termination

The Contractor shall (and shall procure that each relevant Sub-Contractor shall):

[bookmark: _Ref164847590]maintain such documents and information as will be reasonably required to manage the pension rights of and aspects of any outward transfer of any person engaged or employed by the Contractor or any Sub-Contractor in the provision of the Services on the expiry or termination of this Agreement (including without limitation identification of the Eligible Employees);

promptly provide to the LFC such documents and information mentioned in paragraph 3.13.1.1 which the LFC may reasonably request in advance of the expiry or termination of this Agreement; and

fully co-operate (and procure that the trustees of the Contractor’s Scheme shall fully co-operate) with the reasonable requests of the LFC relating to any administrative tasks necessary to deal with the pension rights of and aspects of any onward transfer of any person engaged or employed by the Contractor or any Sub-Contractor in the provision of the Services on the expiry or termination of this Agreement. 




ANNEX 1: RE-TENDERING INFORMATION (NOT USED)

ANNEX 2: THE TRANSFERRING EMPLOYEES (NOT USED)

[bookmark: ElPgBr102]ANNEX 3: THE PROPOSED WORKFORCE (NOT USED)





[bookmark: _Ref133237207][bookmark: _Toc200544463]
Performance MONITORING SYSTEM

PERFORMANCE MEASURES AND DEFAULT SUMS

1.	Introduction

1.1 This Schedule sets out the criteria to be used to evaluate the performance of the Contractor in the provision of the Services through the Performance Standards and the provisions for calculation of the value of the Accrued Performance Points.

2.	Definitions

"Accrued Performance Points" means the aggregate number of Performance Points which accrue in any one Monitoring Period.

"KPI" means the Key Performance Indicators set out in this Schedule.

"Monitoring Period" means a calendar month.

"Performance Points" means points awarded against the Contractor as a result of its failure to provide the Services in accordance with the Performance Standards all as set out in this Schedule.

"Performance Standards" means compliance with the standards set out in this Schedule.

"Performance Point Value" shall be 25. 



3.	Performance Standards and Charges

3.1	Introduction

This Clause sets out the criteria to be used to evaluate the performance of the Contractor in the provision of the Services through the Performance Standards and the provisions for calculation of the value of the Accrued Performance Points.

3.2	Performance Points System

3.2.1	The standard of performance by the Contractor of the Services will be measured by reference to the Performance Standards.

3.2.2	Performance Points shall be awarded against the Contractor for each failure to meet a Performance Standard. The Accrued Performance Points will be used to determine the amount the LFC will be entitled to deduct from the Charges.

3.2.3	The award of Performance Points for failure to meet Performance Standards will be made in accordance with the criteria set out in Paragraph 4 below.

3.2.4	The LFC shall monitor the Contractor’s compliance with the Performance Standards during each Monitoring Period and shall inform the Contractor within fourteen (14) days of the end of each Monitoring Period of the number of points awarded for that Monitoring Period and the amount the LFC is entitled to deduct from the Charges.

3.2.5	The maximum amount for which the Contractor will be liable for any one Monitoring Period for deduction of Performance Points under this Paragraph will not exceed the value equal to the amount of 30% of the total Charges due to the Contractor for the same Monitoring Period.

3.2.6 The Contractor’s continued performance against the Performance Standards may affect the continuation of the Agreement. If the Contractor attains the maximum deduction in any one Monitoring Period of 30% from the Charges set out in Paragraph 3.2.5 above then this shall constitute a material breach of this Agreement.

























4 Key Performance Indicators

For the criteria to be used to determine performance via a set of Key Performance Indicators (KPIs):



Please refer to 'Appendix C – Service Levels, Service Credits and KPIs' within the ITT document, and/or review the accompanying attachment below;





					

[bookmark: _Ref133237064][bookmark: _Toc200544464]DEED OF GUARANTEE

THIS DEED is made the                       day of                         	2025

BETWEEN:-

(1) [Insert name] (Company Number [     ]) of [insert registered address] (the “Guarantor").

(2) LONDON FIRE COMMISSIONER of 169 Union Street, London, SE1 0LL (the “LFC").

WHEREAS:-

(A) The LFC and [insert name] (the “Contractor") have entered into a binding agreement dated [insert date] (the “Agreement") whereby the Contractor will provide the Services set out in the Agreement and upon the terms and conditions contained in the documentation issued by the LFC on [insert date].

(B) The Contractor is a subsidiary company of the Guarantor.

(C) The Guarantor by an undertaking dated [insert date] has agreed to enter into a Deed of Guarantee and Indemnity on the following terms and conditions:-

NOW IT IS HEREBY AGREED AS FOLLOWS:

IN CONSIDERATION of the sum of TEN POUNDS (£10.00) (receipt whereby is hereby acknowledged by the Guarantor) and in consideration of the LFC's entering into the Agreement:

(1) The Guarantor hereby unconditionally and irrevocably guarantees to the LFC that if any sums are due and payable to the LFC by the Contractor pursuant to the terms of the Agreement and there is any default in any payment of such sum the Guarantor shall forthwith on first demand by the LFC unconditionally pay to the LFC in full the monies which are due and payable to it and unpaid by the Contractor together with all costs and expenses which the LFC may incur in enforcing this Guarantee.

(2) The Guarantor hereby unconditionally and irrevocably undertakes fully and promptly to indemnify the LFC against all damages, costs, claims, losses, demands, liabilities and expenses which may be suffered or incurred by the LFC by reason of any default on the part of the Contractor in performing and observing the terms and conditions of the Agreement and in particular such costs and expenses as may be incurred as a result of a third party providing all or any part of the Services (as defined in the Agreement) by reason of a failure by the Contractor to provide such Services in accordance with the terms of the Agreement. 

(3) It is hereby agreed that the LFC shall at all times be entitled (but not obliged) to treat the Guarantor as sole principal debtor in regard to the liability of the Guarantor PROVIDED THAT the Guarantor shall not be discharged or released from this guarantee and indemnity nor shall its liability under this guarantee and indemnity be affected or impaired by any agreement, conduct or forbearance between or afforded to the Contractor by the LFC or by any alterations in the obligations imposed on the Contractor by the Agreement or by any variations agreed to the Agreement whether or not such matters are with or without the consent of the Guarantor. The LFC shall not be obliged to require payment from the Contractor before enforcing the terms of this guarantee and indemnity and the Guarantor shall be treated in all respects as being jointly and severally liable with the Contractor for all liabilities, obligations and undertakings of the Contractor as provided in the Agreement.

(4) This guarantee and indemnity shall remain in full force and effect until all monies and liabilities now or hereafter due and owing or incurred by the Contractor to the LFC have been satisfied in full and this guarantee, undertaking, indemnity, security or other obligation given or owing to the LFC in respect of sums due or liabilities arising pursuant to the terms of the Agreement.

(5) If any monies shall become payable under or in respect of this guarantee and indemnity the Guarantor shall not, so long as any monies due and payable by the Contractor to the LFC under the terms of the Agreement remain unpaid:

(a) in respect of the amounts paid by the Guarantor under this guarantee and indemnity seek to enforce repayment by subrogation or otherwise;

(b) in the event of the insolvency, winding up, liquidation or dissolution of the Contractor prove in competition with the LFC in respect of any monies owing to the Guarantor by the Contractor on any account whatsoever but will give to the LFC the benefit of any such proof and of all monies to be so received in respect thereof.

(6) All demands made by the LFC under this guarantee and indemnity shall be sent to the Guarantor at the address set out above or such other address as may be notified by the Guarantor to the LFC. Such demand shall be deemed to have been made and received by the Guarantor:

(a) if delivered by hand, at the time of delivery; and

(b) if sent by first class mail on the next business day after the date of posting.

For the purpose of this clause, "business day" means any day other than a Saturday, Sunday or a day which is a public holiday in place both of despatch and address of the notice.

(7) No failure to exercise and no delay in exercising on the part of the LFC any right, power or privilege hereunder shall operate as a waiver thereof, nor shall any single or partial exercise of any right, power or privilege preclude any other or further exercise thereof, or the exercise of any right, power or privilege. The rights and remedies provided herein are cumulative and not exclusive of any right or remedies provided by law.

(8) The Guarantor hereby warrants and represents to the LFC that it has full power and authority to enter into and perform its obligations under this guarantee and indemnity.

(9) This guarantee and indemnity shall be binding upon the Guarantor's successors in title.

(10) This guarantee and indemnity shall remain in full force and effect notwithstanding any change in the constitution of the Guarantor, the Contractor or the LFC.

(11) [bookmark: _Toc199308709]The parties to this guarantee and indemnity do not intend that any of its terms will be enforceable, by virtue of The Contracts (Rights of Third Parties) Act 1999 or otherwise, by any person not a party to it.

(12) [bookmark: _Ref506981970][bookmark: _Toc506991614][bookmark: _Toc507001032][bookmark: _Toc507572202][bookmark: _Toc199308716][bookmark: _Toc326824932][bookmark: _Toc333248039][bookmark: _Toc333248109][bookmark: _Toc333249103][bookmark: _Toc333325713][bookmark: _Ref506981962][bookmark: _Toc506991619][bookmark: _Toc507001037][bookmark: _Toc507572207]This guarantee and indemnity shall be governed by and construed in all respects in accordance with English Law and the parties agree to submit to the exclusive jurisdiction of the English Courts as regards any claim or matter arising in relation to this guarantee and indemnity.



THIS guarantee and indemnity is executed as a deed and delivered on the date stated at the beginning of this Deed

[bookmark: _Toc354658694][bookmark: _Toc400550550][bookmark: _Toc454380218][bookmark: _Toc507001061]SIGNED as a deed by		)

[NAME OF GUARANTOR] by	)

two directors or a director and	)

the company secretary		)

				………………………………………………………

				Director

				………………………………………………………

				Director/Company Secretary

[bookmark: _Ref397872331]LONDON FIRE COMMISSIONER 	)

was hereunto affixed in the 		)

presence of 				)

…………………………………………

[bookmark: _Ref98922933][bookmark: _Toc200544465]
PRESS AND PR PROTOCOL



JOINT PROTOCOL FOR DEALING WITH ENQUIRIES FROM THE MEDIA AND THE PUBLIC



1. [bookmark: _Toc200544466]Purpose of the protocol

To record the arrangements agreed between the London Fire Commissioner and the Contractor for dealing with enquiries from the media and the public.

[bookmark: _Toc197333785][bookmark: _Toc197333917][bookmark: _Toc197334407][bookmark: _Toc199308724][bookmark: _Toc200544467]The LFC'S organisation arrangements

The LFC's Press Office has a complement of seven full-time staff and is managed by the Head of Communications.

The Press Office is generally staffed from 8.30 am until 5.30 pm Monday to Friday inclusive. Telephone Nos. 020-8536-5922. When it is not staffed the telephones in the Press Office are diverted to Brigade Control which can deal with basic media enquiries or, where necessary, page the Duty Press Officer.

[bookmark: _Toc200544468]The contractor's organisational arrangements

Names and contact arrangements for these staff are set out in Appendix A to this Protocol. The Contractor will advise the LFC of any changes to Appendix A within five (5) working days of the changes being affected.

[bookmark: _Toc200544469]LFC arrangements for dealing with enquiries from the media and publicity

The LFC (normally via the Press Office) will handle all enquiries from the media or the public relating to the LFC's Service.

So far as matters directly relating to the Service provided by the Contractor and matters relating directly to Service services are concerned, the Press Office will:



[a]	without contacting the Contractor, provide factual information to the media and the public based on information provided by the Contractor



[b]	issue a holding statement in response to enquiries and agree with the Contractor the text of any oral or written material to be issued to the media or the public



[c]	advise the Contractor contacts of any proposed LFC public relations events which could reasonably be expected to involve matters relating to the performance of the Service by the Contractor or the contractual arrangements with the LFC and agree any action to be taken by the Parties



[d]	deal expeditiously with and not unreasonably withhold approval to any material referred to in 5.1 [a] below.

[bookmark: _Toc200544470]The Contractor's arrangements for dealing with enquiries from the media and public

So far as matters relating to the Service provided by the Contractor are concerned, the Contractor will at its own expense:



[a]	provide factual information to the LFC for issue to the media and the public and update this information as required.



[b]	notify one of the LFC contacts set out in Appendix A at the earliest possible opportunity, by phone, email or fax of any enquiry from the media or the public relating to the Service, performance of the Service by the Contractor, or the Contractual arrangements with the Contractor.



[c]	contact the LFC's Press Office by phone, email or fax with requests from the media to photograph or film at any LFC property for approval by the Head of Communications and agreement as to the arrangements to be made and the requests will not be agreed until such approval is given.



[d]	advise the Head of Communications of any proposed public relations events which could reasonably be expected to involve matters relating to the Service, performance of the Service by the Contractor or the contractual arrangements with the LFC and agree any action to be taken by the Parties and the event will not proceed until such agreement is reached



[e]	so far as 5.1[c] above is concerned, where approval is given for photographing or filming on LFC property, ensure that those attending from or on behalf of the Contractor comply with all instructions issued by any LFC Employee, Officer, or Member of the LFC and sign an indemnity in the form provided by the LFC (if requested)



[f]	ensure that all of its staff and sub-contractors or other agents are apprised of the content of this protocol so far as relevant to the performance of the contract duties of the Contractor.







Signed …………………………………..	For the LFC



Signed …………………………………..	For the Contractor



[bookmark: _Toc197333786][bookmark: _Toc197333918][bookmark: _Toc197334408][bookmark: _Toc355345564][bookmark: _Toc355345565]
Appendix A



London Fire Commissioner and [insert name]



[bookmark: _Toc197334409]JOINT PROTOCOL FOR DEALING WITH MEDIA ENQUIRIES





[bookmark: _Toc355345566]The Contractor's Contacts				



[bookmark: _Toc355345567]Monday to Friday: 0800 to 1700



Core Team:



Name				Office No			Mobile No





The Contractor's marketing contact names:

[bookmark: _Toc355345568]

E-mail addresses are:











[bookmark: _Toc98833767][bookmark: _Toc98833965][bookmark: _Toc98834162][bookmark: _Toc98834359][bookmark: _Toc98834557][bookmark: _Toc98834754][bookmark: _Toc98835129][bookmark: _Toc98835634][bookmark: _Toc98870957][bookmark: _Toc98833768][bookmark: _Toc98833966][bookmark: _Toc98834163][bookmark: _Toc98834360][bookmark: _Toc98834558][bookmark: _Toc98834755][bookmark: _Toc98835130][bookmark: _Toc98835635][bookmark: _Toc98870958][bookmark: _Toc98833769][bookmark: _Toc98833967][bookmark: _Toc98834164][bookmark: _Toc98834361][bookmark: _Toc98834559][bookmark: _Toc98834756][bookmark: _Toc98835131][bookmark: _Toc98835636][bookmark: _Toc98870959][bookmark: _Toc98833770][bookmark: _Toc98833968][bookmark: _Toc98834165][bookmark: _Toc98834362][bookmark: _Toc98834560][bookmark: _Toc98834757][bookmark: _Toc98835132][bookmark: _Toc98835637][bookmark: _Toc98870960][bookmark: _Toc98833771][bookmark: _Toc98833969][bookmark: _Toc98834166][bookmark: _Toc98834363][bookmark: _Toc98834561][bookmark: _Toc98834758][bookmark: _Toc98835133][bookmark: _Toc98835638][bookmark: _Toc98870961][bookmark: _Toc98833772][bookmark: _Toc98833970][bookmark: _Toc98834167][bookmark: _Toc98834364][bookmark: _Toc98834562][bookmark: _Toc98834759][bookmark: _Toc98835134][bookmark: _Toc98835639][bookmark: _Toc98870962][bookmark: _Toc98833773][bookmark: _Toc98833971][bookmark: _Toc98834168][bookmark: _Toc98834365][bookmark: _Toc98834563][bookmark: _Toc98834760][bookmark: _Toc98835135][bookmark: _Toc98835640][bookmark: _Toc98870963][bookmark: _Toc98833774][bookmark: _Toc98833972][bookmark: _Toc98834169][bookmark: _Toc98834366][bookmark: _Toc98834564][bookmark: _Toc98834761][bookmark: _Toc98835136][bookmark: _Toc98835641][bookmark: _Toc98870964][bookmark: _Toc98833775][bookmark: _Toc98833973][bookmark: _Toc98834170][bookmark: _Toc98834367][bookmark: _Toc98834565][bookmark: _Toc98834762][bookmark: _Toc98835137][bookmark: _Toc98835642][bookmark: _Toc98870965][bookmark: _Toc98833776][bookmark: _Toc98833974][bookmark: _Toc98834171][bookmark: _Toc98834368][bookmark: _Toc98834566][bookmark: _Toc98834763][bookmark: _Toc98835138][bookmark: _Toc98835643][bookmark: _Toc98870966][bookmark: _Toc98833777][bookmark: _Toc98833975][bookmark: _Toc98834172][bookmark: _Toc98834369][bookmark: _Toc98834567][bookmark: _Toc98834764][bookmark: _Toc98835139][bookmark: _Toc98835644][bookmark: _Toc98870967][bookmark: _Toc98833778][bookmark: _Toc98833976][bookmark: _Toc98834173][bookmark: _Toc98834370][bookmark: _Toc98834568][bookmark: _Toc98834765][bookmark: _Toc98835140][bookmark: _Toc98835645][bookmark: _Toc98870968][bookmark: _Toc98833779][bookmark: _Toc98833977][bookmark: _Toc98834174][bookmark: _Toc98834371][bookmark: _Toc98834569][bookmark: _Toc98834766][bookmark: _Toc98835141][bookmark: _Toc98835646][bookmark: _Toc98870969][bookmark: _Toc98833780][bookmark: _Toc98833978][bookmark: _Toc98834175][bookmark: _Toc98834372][bookmark: _Toc98834570][bookmark: _Toc98834767][bookmark: _Toc98835142][bookmark: _Toc98835647][bookmark: _Toc98870970][bookmark: _Toc98833781][bookmark: _Toc98833979][bookmark: _Toc98834176][bookmark: _Toc98834373][bookmark: _Toc98834571][bookmark: _Toc98834768][bookmark: _Toc98835143][bookmark: _Toc98835648][bookmark: _Toc98870971][bookmark: _Toc98833782][bookmark: _Toc98833980][bookmark: _Toc98834177][bookmark: _Toc98834374][bookmark: _Toc98834572][bookmark: _Toc98834769][bookmark: _Toc98835144][bookmark: _Toc98835649][bookmark: _Toc98870972][bookmark: _Toc98833783][bookmark: _Toc98833981][bookmark: _Toc98834178][bookmark: _Toc98834375][bookmark: _Toc98834573][bookmark: _Toc98834770][bookmark: _Toc98835145][bookmark: _Toc98835650][bookmark: _Toc98870973][bookmark: _Toc98833784][bookmark: _Toc98833982][bookmark: _Toc98834179][bookmark: _Toc98834376][bookmark: _Toc98834574][bookmark: _Toc98834771][bookmark: _Toc98835146][bookmark: _Toc98835651][bookmark: _Toc98870974][bookmark: _Toc98833785][bookmark: _Toc98833983][bookmark: _Toc98834180][bookmark: _Toc98834377][bookmark: _Toc98834575][bookmark: _Toc98834772][bookmark: _Toc98835147][bookmark: _Toc98835652][bookmark: _Toc98870975][bookmark: _Toc98833786][bookmark: _Toc98833984][bookmark: _Toc98834181][bookmark: _Toc98834378][bookmark: _Toc98834576][bookmark: _Toc98834773][bookmark: _Toc98835148][bookmark: _Toc98835653][bookmark: _Toc98870976][bookmark: _Toc98833787][bookmark: _Toc98833985][bookmark: _Toc98834182][bookmark: _Toc98834379][bookmark: _Toc98834577][bookmark: _Toc98834774][bookmark: _Toc98835149][bookmark: _Toc98835654][bookmark: _Toc98870977][bookmark: _Toc98833788][bookmark: _Toc98833986][bookmark: _Toc98834183][bookmark: _Toc98834380][bookmark: _Toc98834578][bookmark: _Toc98834775][bookmark: _Toc98835150][bookmark: _Toc98835655][bookmark: _Toc98870978][bookmark: _Toc98833789][bookmark: _Toc98833987][bookmark: _Toc98834184][bookmark: _Toc98834381][bookmark: _Toc98834579][bookmark: _Toc98834776][bookmark: _Toc98835151][bookmark: _Toc98835656][bookmark: _Toc98870979][bookmark: _Toc98833790][bookmark: _Toc98833988][bookmark: _Toc98834185][bookmark: _Toc98834382][bookmark: _Toc98834580][bookmark: _Toc98834777][bookmark: _Toc98835152][bookmark: _Toc98835657][bookmark: _Toc98870980][bookmark: _Toc98833791][bookmark: _Toc98833989][bookmark: _Toc98834186][bookmark: _Toc98834383][bookmark: _Toc98834581][bookmark: _Toc98834778][bookmark: _Toc98835153][bookmark: _Toc98835658][bookmark: _Toc98870981][bookmark: _Toc98833792][bookmark: _Toc98833990][bookmark: _Toc98834187][bookmark: _Toc98834384][bookmark: _Toc98834582][bookmark: _Toc98834779][bookmark: _Toc98835154][bookmark: _Toc98835659][bookmark: _Toc98870982][bookmark: _Toc98833793][bookmark: _Toc98833991][bookmark: _Toc98834188][bookmark: _Toc98834385][bookmark: _Toc98834583][bookmark: _Toc98834780][bookmark: _Toc98835155][bookmark: _Toc98835660][bookmark: _Toc98870983][bookmark: _Toc98833794][bookmark: _Toc98833992][bookmark: _Toc98834189][bookmark: _Toc98834386][bookmark: _Toc98834584][bookmark: _Toc98834781][bookmark: _Toc98835156][bookmark: _Toc98835661][bookmark: _Toc98870984][bookmark: _Toc98833795][bookmark: _Toc98833993][bookmark: _Toc98834190][bookmark: _Toc98834387][bookmark: _Toc98834585][bookmark: _Toc98834782][bookmark: _Toc98835157][bookmark: _Toc98835662][bookmark: _Toc98870985][bookmark: _Toc98833796][bookmark: _Toc98833994][bookmark: _Toc98834191][bookmark: _Toc98834388][bookmark: _Toc98834586][bookmark: _Toc98834783][bookmark: _Toc98835158][bookmark: _Toc98835663][bookmark: _Toc98870986][bookmark: _Toc98833797][bookmark: _Toc98833995][bookmark: _Toc98834192][bookmark: _Toc98834389][bookmark: _Toc98834587][bookmark: _Toc98834784][bookmark: _Toc98835159][bookmark: _Toc98835664][bookmark: _Toc98870987][bookmark: _Toc98833798][bookmark: _Toc98833996][bookmark: _Toc98834193][bookmark: _Toc98834390][bookmark: _Toc98834588][bookmark: _Toc98834785][bookmark: _Toc98835160][bookmark: _Toc98835665][bookmark: _Toc98870988][bookmark: _Toc98833799][bookmark: _Toc98833997][bookmark: _Toc98834194][bookmark: _Toc98834391][bookmark: _Toc98834589][bookmark: _Toc98834786][bookmark: _Toc98835161][bookmark: _Toc98835666][bookmark: _Toc98870989][bookmark: _Toc98833800][bookmark: _Toc98833998][bookmark: _Toc98834195][bookmark: _Toc98834392][bookmark: _Toc98834590][bookmark: _Toc98834787][bookmark: _Toc98835162][bookmark: _Toc98835667][bookmark: _Toc98870990][bookmark: _Toc98833801][bookmark: _Toc98833999][bookmark: _Toc98834196][bookmark: _Toc98834393][bookmark: _Toc98834591][bookmark: _Toc98834788][bookmark: _Toc98835163][bookmark: _Toc98835668][bookmark: _Toc98870991][bookmark: _Toc98833802][bookmark: _Toc98834000][bookmark: _Toc98834197][bookmark: _Toc98834394][bookmark: _Toc98834592][bookmark: _Toc98834789][bookmark: _Toc98835164][bookmark: _Toc98835669][bookmark: _Toc98870992][bookmark: _Toc98833803][bookmark: _Toc98834001][bookmark: _Toc98834198][bookmark: _Toc98834395][bookmark: _Toc98834593][bookmark: _Toc98834790][bookmark: _Toc98835165][bookmark: _Toc98835670][bookmark: _Toc98870993][bookmark: _Toc98833804][bookmark: _Toc98834002][bookmark: _Toc98834199][bookmark: _Toc98834396][bookmark: _Toc98834594][bookmark: _Toc98834791][bookmark: _Toc98835166][bookmark: _Toc98835671][bookmark: _Toc98870994][bookmark: _Toc98833805][bookmark: _Toc98834003][bookmark: _Toc98834200][bookmark: _Toc98834397][bookmark: _Toc98834595][bookmark: _Toc98834792][bookmark: _Toc98835167][bookmark: _Toc98835672][bookmark: _Toc98870995][bookmark: _Toc98833806][bookmark: _Toc98834004][bookmark: _Toc98834201][bookmark: _Toc98834398][bookmark: _Toc98834596][bookmark: _Toc98834793][bookmark: _Toc98835168][bookmark: _Toc98835673][bookmark: _Toc98870996][bookmark: _Toc98833807][bookmark: _Toc98834005][bookmark: _Toc98834202][bookmark: _Toc98834399][bookmark: _Toc98834597][bookmark: _Toc98834794][bookmark: _Toc98835169][bookmark: _Toc98835674][bookmark: _Toc98870997][bookmark: _Toc98833808][bookmark: _Toc98834006][bookmark: _Toc98834203][bookmark: _Toc98834400][bookmark: _Toc98834598][bookmark: _Toc98834795][bookmark: _Toc98835170][bookmark: _Toc98835675][bookmark: _Toc98870998][bookmark: _Toc98833809][bookmark: _Toc98834007][bookmark: _Toc98834204][bookmark: _Toc98834401][bookmark: _Toc98834599][bookmark: _Toc98834796][bookmark: _Toc98835171][bookmark: _Toc98835676][bookmark: _Toc98870999][bookmark: _Toc98833810][bookmark: _Toc98834008][bookmark: _Toc98834205][bookmark: _Toc98834402][bookmark: _Toc98834600][bookmark: _Toc98834797][bookmark: _Toc98835172][bookmark: _Toc98835677][bookmark: _Toc98871000][bookmark: _Toc98833811][bookmark: _Toc98834009][bookmark: _Toc98834206][bookmark: _Toc98834403][bookmark: _Toc98834601][bookmark: _Toc98834798][bookmark: _Toc98835173][bookmark: _Toc98835678][bookmark: _Toc98871001][bookmark: _Toc98833812][bookmark: _Toc98834010][bookmark: _Toc98834207][bookmark: _Toc98834404][bookmark: _Toc98834602][bookmark: _Toc98834799][bookmark: _Toc98835174][bookmark: _Toc98835679][bookmark: _Toc98871002][bookmark: _Toc98833813][bookmark: _Toc98834011][bookmark: _Toc98834208][bookmark: _Toc98834405][bookmark: _Toc98834603][bookmark: _Toc98834800][bookmark: _Toc98835175][bookmark: _Toc98835680][bookmark: _Toc98871003][bookmark: _Toc98833814][bookmark: _Toc98834012][bookmark: _Toc98834209][bookmark: _Toc98834406][bookmark: _Toc98834604][bookmark: _Toc98834801][bookmark: _Toc98835176][bookmark: _Toc98835681][bookmark: _Toc98871004][bookmark: _Toc98833815][bookmark: _Toc98834013][bookmark: _Toc98834210][bookmark: _Toc98834407][bookmark: _Toc98834605][bookmark: _Toc98834802][bookmark: _Toc98835177][bookmark: _Toc98835682][bookmark: _Toc98871005][bookmark: _Toc98833816][bookmark: _Toc98834014][bookmark: _Toc98834211][bookmark: _Toc98834408][bookmark: _Toc98834606][bookmark: _Toc98834803][bookmark: _Toc98835178][bookmark: _Toc98835683][bookmark: _Toc98871006][bookmark: _Toc98833817][bookmark: _Toc98834015][bookmark: _Toc98834212][bookmark: _Toc98834409][bookmark: _Toc98834607][bookmark: _Toc98834804][bookmark: _Toc98835179][bookmark: _Toc98835684][bookmark: _Toc98871007][bookmark: _Toc98833818][bookmark: _Toc98834016][bookmark: _Toc98834213][bookmark: _Toc98834410][bookmark: _Toc98834608][bookmark: _Toc98834805][bookmark: _Toc98835180][bookmark: _Toc98835685][bookmark: _Toc98871008][bookmark: _Toc98833819][bookmark: _Toc98834017][bookmark: _Toc98834214][bookmark: _Toc98834411][bookmark: _Toc98834609][bookmark: _Toc98834806][bookmark: _Toc98835181][bookmark: _Toc98835686][bookmark: _Toc98871009][bookmark: _Toc98833820][bookmark: _Toc98834018][bookmark: _Toc98834215][bookmark: _Toc98834412][bookmark: _Toc98834610][bookmark: _Toc98834807][bookmark: _Toc98835182][bookmark: _Toc98835687][bookmark: _Toc98871010][bookmark: _Toc98833821][bookmark: _Toc98834019][bookmark: _Toc98834216][bookmark: _Toc98834413][bookmark: _Toc98834611][bookmark: _Toc98834808][bookmark: _Toc98835183][bookmark: _Toc98835688][bookmark: _Toc98871011][bookmark: _Toc98833822][bookmark: _Toc98834020][bookmark: _Toc98834217][bookmark: _Toc98834414][bookmark: _Toc98834612][bookmark: _Toc98834809][bookmark: _Toc98835184][bookmark: _Toc98835689][bookmark: _Toc98871012][bookmark: _Toc98833823][bookmark: _Toc98834021][bookmark: _Toc98834218][bookmark: _Toc98834415][bookmark: _Toc98834613][bookmark: _Toc98834810][bookmark: _Toc98835185][bookmark: _Toc98835690][bookmark: _Toc98871013][bookmark: _Toc98833824][bookmark: _Toc98834022][bookmark: _Toc98834219][bookmark: _Toc98834416][bookmark: _Toc98834614][bookmark: _Toc98834811][bookmark: _Toc98835186][bookmark: _Toc98835691][bookmark: _Toc98871014][bookmark: _Toc98833825][bookmark: _Toc98834023][bookmark: _Toc98834220][bookmark: _Toc98834417][bookmark: _Toc98834615][bookmark: _Toc98834812][bookmark: _Toc98835187][bookmark: _Toc98835692][bookmark: _Toc98871015][bookmark: _Toc98833826][bookmark: _Toc98834024][bookmark: _Toc98834221][bookmark: _Toc98834418][bookmark: _Toc98834616][bookmark: _Toc98834813][bookmark: _Toc98835188][bookmark: _Toc98835693][bookmark: _Toc98871016][bookmark: _Toc98833827][bookmark: _Toc98834025][bookmark: _Toc98834222][bookmark: _Toc98834419][bookmark: _Toc98834617][bookmark: _Toc98834814][bookmark: _Toc98835189][bookmark: _Toc98835694][bookmark: _Toc98871017][bookmark: _Toc98833828][bookmark: _Toc98834026][bookmark: _Toc98834223][bookmark: _Toc98834420][bookmark: _Toc98834618][bookmark: _Toc98834815][bookmark: _Toc98835190][bookmark: _Toc98835695][bookmark: _Toc98871018][bookmark: _Toc98833829][bookmark: _Toc98834027][bookmark: _Toc98834224][bookmark: _Toc98834421][bookmark: _Toc98834619][bookmark: _Toc98834816][bookmark: _Toc98835191][bookmark: _Toc98835696][bookmark: _Toc98871019][bookmark: _Toc98833830][bookmark: _Toc98834028][bookmark: _Toc98834225][bookmark: _Toc98834422][bookmark: _Toc98834620][bookmark: _Toc98834817][bookmark: _Toc98835192][bookmark: _Toc98835697][bookmark: _Toc98871020][bookmark: _Toc98833831][bookmark: _Toc98834029][bookmark: _Toc98834226][bookmark: _Toc98834423][bookmark: _Toc98834621][bookmark: _Toc98834818][bookmark: _Toc98835193][bookmark: _Toc98835698][bookmark: _Toc98871021][bookmark: _Toc98833832][bookmark: _Toc98834030][bookmark: _Toc98834227][bookmark: _Toc98834424][bookmark: _Toc98834622][bookmark: _Toc98834819][bookmark: _Toc98835194][bookmark: _Toc98835699][bookmark: _Toc98871022][bookmark: _Toc98833833][bookmark: _Toc98834031][bookmark: _Toc98834228][bookmark: _Toc98834425][bookmark: _Toc98834623][bookmark: _Toc98834820][bookmark: _Toc98835195][bookmark: _Toc98835700][bookmark: _Toc98871023][bookmark: _Toc98833834][bookmark: _Toc98834032][bookmark: _Toc98834229][bookmark: _Toc98834426][bookmark: _Toc98834624][bookmark: _Toc98834821][bookmark: _Toc98835196][bookmark: _Toc98835701][bookmark: _Toc98871024][bookmark: _Toc98833835][bookmark: _Toc98834033][bookmark: _Toc98834230][bookmark: _Toc98834427][bookmark: _Toc98834625][bookmark: _Toc98834822][bookmark: _Toc98835197][bookmark: _Toc98835702][bookmark: _Toc98871025][bookmark: _Toc98833836][bookmark: _Toc98834034][bookmark: _Toc98834231][bookmark: _Toc98834428][bookmark: _Toc98834626][bookmark: _Toc98834823][bookmark: _Toc98835198][bookmark: _Toc98835703][bookmark: _Toc98871026][bookmark: _Toc98833837][bookmark: _Toc98834035][bookmark: _Toc98834232][bookmark: _Toc98834429][bookmark: _Toc98834627][bookmark: _Toc98834824][bookmark: _Toc98835199][bookmark: _Toc98835704][bookmark: _Toc98871027][bookmark: _Toc98833838][bookmark: _Toc98834036][bookmark: _Toc98834233][bookmark: _Toc98834430][bookmark: _Toc98834628][bookmark: _Toc98834825][bookmark: _Toc98835200][bookmark: _Toc98835705][bookmark: _Toc98871028][bookmark: _Toc98833839][bookmark: _Toc98834037][bookmark: _Toc98834234][bookmark: _Toc98834431][bookmark: _Toc98834629][bookmark: _Toc98834826][bookmark: _Toc98835201][bookmark: _Toc98835706][bookmark: _Toc98871029][bookmark: _Toc400550551][bookmark: _Toc454380219][bookmark: _Toc507001062][bookmark: _Ref133240347][bookmark: _Ref133241340][bookmark: _Toc200544471]
EQUALITIES PROTOCOL

1. The Contractor must have a written Equal Opportunities Policy, which must be produced to the LFC upon request.

2. The Contractor must, in accordance with its equal opportunities policy, seek to eliminate all unlawful discrimination in relation to sex, race, disability, religion and sexual orientation in its employment and management practices and in the performance of its obligations under the Agreement. 

3. The Contractor must work with the LFC as reasonably required throughout the term of the Agreement to promote equality in accordance with the Equality Clause in the Agreement, and to ensure that the delivery of the Agreement is achieved without unlawful discrimination on the grounds of sex, race, disability, sexual orientation, or religion.

4. The Contractor must work with the LFC as reasonably required throughout the term of the Agreement to enable the LFC to fulfil its duties under the Equality Act 2010 and section 404 of the Greater London Authority Act 1999 (promoting equality of opportunity for all persons, irrespective of their race, sex, disability, age, sexual orientation or religion; eliminating unlawful discrimination; and promoting good relations between persons of different racial groups, religious beliefs, and sexual orientation).

5. In the event that the Contractor enters into any contract with a subcontractor in relation to the Agreement, the Contractor shall impose obligations on such subcontractor to comply with the duties set out at paragraphs 1 to 4 above as if the subcontractor were in the position of  the Contractor, and must take reasonable steps to ensure that its subcontractors, employees, and workers, engaged by it on work related to the Agreement, do not discriminate unlawfully against any person on any grounds

6. The Contractor must at its expense provide such evidence to the LFC upon request, as the LFC may require for the purpose of determining whether the Contractor has complied with paragraphs 1 to 5 above. In particular:

6.1. The Contractor must provide any evidence requested within such timescale as the LFC may reasonably require;

6.2. The Contractor must attend such meetings as the LFC may reasonably require, for the purpose of determining whether it has complied with paragraphs 1 to 5 above;

6.3. The Contractor must co-operate fully with the LFC in any way required during the course of the LFC’s investigation of the Contractor’s compliance with its duties.

7. The Contractor must inform the LFC forthwith in writing, should it become aware of any proceedings brought against it in connection with the Agreement by any person for breach of the Equality Act 2010.

8. The LFC reserves the right to amend this Protocol from time to time as reasonably required. The LFC will inform the Contractor of amendments to the Protocol. The Contractor is required to comply with the terms of the Protocol as amended from time to time.
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SERVICE CONTINUITY

[To be inserted from Contractor’s tender response]
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CONTRACT MANAGEMENT AND MANAGEMENT INFORMATION SYSTEM

1.	Partnering Working

1.1	The LFC and the Contractor acknowledge the benefits accruing to each of them if this Agreement is performed in a spirit of co-operation and partnering. Accordingly, the LFC and the Contractor shall each seek to work closely together in a spirit of trust and co-operation to facilitate effective performance by the Contractor of the provision of the Services.

2.	Co-operation and Liaison

2.1	The Contractor acknowledges that the successful provision of the Services requires the Contractor to co-operate and liaise with other partners and stakeholders.

2.2	The Contractor shall be under a general obligation to facilitate the development of the Services by co-operating with the LFC, its partners and stakeholders, including (without limitation):

(a)	attending liaison meetings where appropriate; and

(b)	providing to other partners and stakeholders relevant information regarding the Services in accordance with the provisions of this Agreement.

3.	Contract Management

3.1	The Contractor shall appoint a Contractor Representative who shall be responsible for the day-to-day delivery of the Services. The Contractor shall ensure that the Contractor Representative has the authority to take all day-to-day operational decisions in relation to the provision of the Services. The Contractor Representative shall not have the authority to make or agree amendments to this Agreement.

3.2	The Contractor shall appoint a Project Manager who shall be responsible for the overall delivery of the Services to the LFC. The Contractor shall ensure that the Project Manager has the authority to take all strategic decisions in relation to this Agreement. The Project Manager shall have the authority to make or agree amendments to this Agreement; such amendments are to be made in accordance with the Change Control Procedure (Schedule 7). 

3.3	The Contractor shall not remove or replace its Contractor Representative or Project Manager unless:

(a)	requested to do so by the LFC;

(b)	the Contractor Representative or Project Manager (as relevant) resigns or is dismissed; or 

(c)	the LFC agrees to such removal and replacement (such agreement shall not to be unreasonably withheld or delayed).

3.4	Any replacement for the Contractor Representative or Project Manager (as relevant) shall require the prior written consent of the LFC (such consent not to be unreasonably withheld or delayed). 

3.5	The LFC shall appoint an LFC Representative who shall have overall responsibility for managing all issues arising out of the provision of the Service or otherwise arising out of this Agreement. The identity of the LFC Representative and their replacement from time to time will be notified to the Contractor.

4.	Contract Management Manual

4.1	During the Implementation Period, the LFC shall produce a draft contract management manual for review. The LFC shall take account of all reasonable comments of the Contractor and no later than fifteen (15) Working Days prior to the Service Commencement Date shall issue the final version of the contract management manual to the Contractor. The contract management manual shall be consistent with the Agreement and specifically this Schedule. It shall include the format and frequency for contract management meetings (and agendas therefore), reporting and record keeping and details of those parties with which the Contractor must interact.

4.2	The Parties shall comply with the contract management manual to ensure effective contract management. 

5.	Joint Performance Team and Project Liaison Board

5.1	The LFC Representative and the Contractor Representative shall meet not less than once per month unless otherwise agreed by the LFC. The venue for the meeting shall be that specified by the LFC. The Contractor shall be responsible for minuting these meetings and circulating the minutes within five (5) days.

5.2	Either Party may request more frequent meetings with a view to:

(a)	ensuring that the other Party is fully briefed on relevant information material to this Agreement and to the provision of the Services;

(b)	ensuring the successful and efficient operation of this Agreement and provision of the Services;

(c)	considering operational issues with a view to improving the provision of the Services;

(d)	settling at an early stage any potential areas of dispute without the need of a formal referral to Clause 46 (Dispute Resolution); and

(e)	escalating areas of dispute within the Dispute Resolution procedure.

5.3	The LFC also intends to implement a project liaison board as a forum for communication and discussion between the parties at a senior level of strategic and other fundamental issues relating to the provision of the Service and this Agreement generally. The project liaison board shall meet at the LFC’s premises quarterly (unless otherwise agreed). The Contractor’s Project Manager will be required to attend meetings of the project board. In the event that the Contractor’s Project Manager is unavailable, the Contractor may nominate, with the consent of the LFC, an alternative appropriate person (who shall be a relevant senior manager of the Contractor) to attend meetings of the project liaison board.

6.	Risk and Issues Management

6.1	The Contractor shall have sole responsibility for the compilation and updating of a contract risk register ("Risk Register"). The Risk Register will be reviewed by the Contractor on a regular basis and will identify how all risks will be managed, resolved or mitigated throughout the Term of the Agreement. The Risk Register will be a standard service meeting agenda item.

6.2	The Contractor shall demonstrate the ability to co-ordinate all aspects of risk management including close liaison with the LFC, sub-contractors and other authorised parties.

7.	Customer Satisfaction and Complaints Management

7.1	The Contractor shall canvas, on an on-going basis, the Service users and sub-contractors to determine level of satisfaction with the Services and shall report the findings to the LFC Representative. 

7.2	The Contractor shall conduct the formal user satisfaction survey in accordance with the Agreement.

8.	Monitoring and Reporting

8.1	The Contractor shall provide the monthly reports and such other reasonable ad hoc written reports as reasonably requested by the LFC Representative. All monthly reports shall be presented in a graphical and numerical format, approved in advance, within ten (10) Working Days of the end of each month.

8.2	All reports must be generated from within the appropriate systems used by the Contractor and must contain the required information in relation to performance across all Services and allow comparative analysis.

8.3	The Contractor shall provide reports on health and safety incidents in providing the Services and will immediately notify the LFC Representative. Written reports will be provided to the LFC Representative within five (5) Working Days of the first incident being reported. A consolidated Health and Safety report will be produced on a monthly and annual basis as stated in the management information requirements. Health and safety will be a standard agenda item at the service meetings.

8.4	The processes for the authorisation, pre-authorisation or deemed authorisation of work not covered by the Charges shall be set out in the contract management manual.

9.	Management Information (MI) Requirements

9.1	The Contractor shall provide the LFC and other organisations (which have been approved in advance) with regular management information, written information and/or statistics in relation to the Services on a pre-agreed basis and may also be requested to provide additional such information on an ad-hoc basis.

9.2	The Contractor will provide the LFC with the monthly reports within ten (10) Working Days of each month end.

10.	Reports

10.1	The monthly reports will be specified in the contract management manual but shall consist of some or all of the reports set out below or reports that are similar (whether by reference to base date or to date reported).  



		

		Title

		Description of Information Required



		1.	

		Staff issues – by delivery period

		Availability of Service on a 24-hour, 21 day, 28 day and 35 day rotas.



		2.	

		Staff Issues – by experience

		Skills profiles of staff, broken down into Contractor Personnel, supervisor and driver, for each availability point.



		3.	

		Staff Issues – by responsibilities

		Availability of Contractor Representative and Project Manager on a 24-hour, 21 day, 28 day, and 35 day rotas.



		7.	

		Training issues

		Availability of Services training records, detailing assessments made, current training days achieved and still to be undertaken, and refresher training to follow up.



		8.	

		Information issues

		Detailed list of all complaints and compliments, complete with remediation activities and timescales.



		9.	

		Exception reporting

		Where availability of the Liaison Officer or  PPE (where applicable) fall below agreed minimum levels.



		10.

		Service Statement Report

		Detailed information in respect of the previous quarter’s performance in respect of each KPI, identifying any failures to meet a particular KPI during the relevant month.



		11.

		Explanatory Statement

		A brief statement included (where relevant pursuant to Schedule 10) within the Monthly Service Statement Report explaining the reasons for failing to hit a KPI and the steps taken or to be taken to mitigate the risk of future failure.
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CONTRACTOR PERSONNEL

1. [bookmark: _Toc200544475]Contractor Personnel

Nothing in this Agreement shall constitute or be deemed to constitute any of the Contractor Personnel an employee, worker, officer or agent of the LFC for any purpose whatsoever. The Contractor shall be solely responsible for all matters relating to the employment or engagement of the Contractor Personnel including compliance with all applicable laws. The Contractor will be responsible for all the income tax, national insurance contributions and/or social security charges or similar statutory payments in relation to all Contractor Personnel and will ensure that they are deducted and/or paid to the relevant authorities and/or Contractor Personnel (as the case may be).

The Contractor shall indemnify the LFC against all and any costs, expenses, liabilities, damages and losses arising out of any claim, demand, action or proceeding made or brought by any of the Contractor Personnel which arises as a result of his asserting that he is or was an employee or worker of the LFC or which arises or is alleged to arise out of any act or omission of the Contractor (or any Sub-Contractor). The Contractor shall further indemnify the LFC for any liability for income tax, national insurance contributions and/or social security charges or similar statutory payments (or penalties or interest thereon) which may be found due from the LFC in respect of any Contractor Personnel.

The Contractor shall at all relevant times ensure that there is an adequate number of Contractor Personnel to provide the Services and that the Contractor Personnel shall:

(a)	comply with such policies and security requirements (including without limitation all regulations and security requirements of the LFC) as are notified to the Contractor from time to time, provided that if such policies are changed after the Commencement Date and any new requirements in this regard materially affect the cost of the delivery of the Services such change will constitute a Change and shall be subject to the Change Control Procedure (Schedule 7);

(b)	have satisfied such background and security checks as detailed in the Specification; and

(c)	carry out their duties in relation to the provision of Services in a professional manner and in accordance with the provisions of this Agreement. 

The Contractor shall maintain up-to-date and adequate personnel records in relation to the Contractor Personnel and shall provide to the LFC such information or documents as the LFC may request from time-to-time to demonstrate that the Contractor Personnel satisfy the provisions in the Specification.

The LFC reserves the right to require the Contractor to remove from the provision of the  Services any Contractor Personnel if the LFC considers that it is not in the interests of the LFC for such Contractor Personnel to be engaged in the provision of the Services (including without limitation if the LFC is dissatisfied with the conduct or performance of such Contractor Personnel or if the LFC believes such member of the Contractor Personnel has committed any act of fraud or dishonesty). The Contractor will promptly comply with any requirement by the LFC to remove such Contractor Personnel from the provision of the Services and, where appropriate, ensure that such person is replaced promptly with another person with the appropriate qualifications, training and expertise (at no additional cost to the LFC).

The Contractor shall use all reasonable endeavours to ensure continuity of personnel amongst the Contractor Personnel.
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SUB-CONTRACTS AND SUB-CONTRACTORS

1 PURPOSE

1.1 This Schedule contains provisions relating to the engagement and management of Sub-Contractors. 

2 COMPLIANCE WITH POLICIES AND PROCEDURES

2.1 The Contractor shall ensure that all Sub-Contractors comply with:

2.1.1 the policies, standards, regulations and requirements referred to in Schedule 6 (Policies and Standards) as they apply to the Contractor; and

2.1.2 the LFC’s rules, guidelines, policies and procedures (including IT policies) that are relevant to the provision of the Service or the Sub-Contractor's access to or use of Confidential Information, LFC’s Data or resources or facilities provided by the LFC from time to time.

2.2 The Contractor shall ensure that when seeking to appoint or awarding an Agreement to a Sub-Contractor it does not discriminate on the grounds of:

2.2.1 nationality; or 

2.2.2 that the goods to be supplied under the Agreement originate from another state.

3 IDENTITY OF SUB-CONTRACTORS

3.1 Notwithstanding the criteria for qualification as a Material Sub-Contractor, the Contractor shall not enter into any arrangement with a Sub-Contractor which is likely, in the opinion of the LFC:

3.1.1 to bring the LFC into disrepute or otherwise to affect adversely the reputation or commercial standing of the LFC, the Crown or any Government Authority; or

3.1.2 to be a threat to the health, safety and/or security of any of the bodies referred to in Paragraph 3.1.1 above or any of their personnel or to the public.

4 PERFORMANCE OF SUB-CONTRACTORS

4.1 If the LFC has reasonable concerns about the performance of any Sub-Contractor:

4.1.1 the LFC shall notify the Contractor of such concerns;

4.1.2 the Contractor shall take appropriate action to address the LFC's concerns within ten (10) Working Days from and including the date of notification by the LFC of its concerns (or such other timeframe as the LFC may specify); and

4.1.3 if the LFC is not satisfied with the action taken by the Contractor, the LFC may require replacement of the Sub-Contractor.

4.2 If the LFC requires replacement of the Sub-Contractor under Paragraph 4.1.3, the Contractor shall (in accordance with a plan and reasonable timetable agreed between the Parties) cease using such Sub-Contractor to provide the relevant goods and/or services and make alternative arrangements to ensure that the Service continue to be provided (other than by such Sub-Contractor) without any disruption or interruption to the LFC.

5 TERMS OF SUB-CONTRACTS

5.1 The Contractor shall procure that its arrangements with Sub-Contractors are appropriately documented and contain the following terms:

5.1.1 rights enforceable under the Contracts (Rights of Third Parties) Act 1999 in favour of the LFC, a new contractor or a third party of the LFC’s choice to take an assignment or novation of the Sub-Contract (or part of the Sub-Contract where relevant), during the relevant exit period;

5.1.2 commercial terms which allow for the smooth transfer of Service to the LFC or a new contractor during the relevant exit period so as to facilitate the Contractor's and its Sub-Contractors' compliance with the obligations in the Exit Management Plan;

5.1.3 payment terms that will not unfairly prejudice the LFC after expiry or termination (for example, by back-loading payment terms);

5.1.4 appropriate obligations in respect of Confidential Information, the protection of the LFC’s data and security, policies, standards and regulations;

5.1.5 no prohibition or restriction on the Sub-Contractor entering into any Agreement directly with the LFC; and

5.1.6 an indemnity in favour of the LFC in respect of any claim or demand by any employee, worker or agent of the Sub-Contractor that they have an employment relationship with the LFC.

6 MATERIAL SUB-CONTRACTORS

6.1 An existing Sub-Contractor who, at the time that it entered into an agreement with the Contractor during the Term did not qualify as a Material Sub-Contractor shall be treated as such when the value attributable to its obligations under such Sub-Contract (or related Sub-Contracts) with the Contractor is in excess of £50,000 per annum (subject to indexation) or its obligations include the processing of personal data or whose services would be required in the event of recovery Service. 

6.2 In relation to Material Sub-Contractors, the Contractor shall notify the LFC of any change affecting a Material Sub-Contractor which may have a material impact on the provision of the Service, together with all reasonable information to enable the LFC to consider the likely impact of the change, and the Parties shall discuss and seek to agree ways in which any adverse impact may be minimised.

6.3 The list of approved Material Sub-Contractors is set out in Appendix A to this Schedule 17.

6.4 The Contractor shall maintain and, at the commencement of the relevant exit period, make available to the LFC on request and at no cost, full and accurate copies of the terms of all Sub-Contracts separately entered into with Sub-Contractors.




SCHEDULE 17 Appendix A



Sub-Contractors



The approved Material Sub-Contractors are:

[	]; and
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1 Introduction 



1.1 Ethical sourcing aims to align purchasing decisions with respect for basic working conditions 
along the supply chain. This policy sets out the minimum standards which the Commissioner 
expects its suppliers to observe and the procedures to assess and mitigate risks. This builds upon 
existing requirements used in contracts for workwear and IT/electronics, by setting procedures 
to cover high-risk sectors. It also implements the requirements of the Modern Slavery Act 2015 
and notes the possibilities for conditions of trade to be taken into account under the Public 
Contracts Regulations 2015.  



1.2 Like any large organisation,the London Fire Commisioner (LFC) has supply chains which stretch 
across the globe. These encompass countries where safe and ethical working practices are often 
lacking, such as Bangladesh for workwear, where a substantial loss of life occurred with the 
collapse of the Rana Plaza factory in 2013. Workers are often subjected to health and safety risks 
and the use of forced and child labour is also not uncommon in many sectors and regions, such as 
the treatment of Uyghur Muslims in the Chinese cotton industry. Not all suppliers in these 
regions will have poor practices, but the risk remains. LFC takes its responsibilities as a purchaser 
seriously and has acted in the past to ensure that its suppliers meet rigorous ethical standards, in 
particular in high-risk sectors such as clothing production and electronics.  



1.3 This document sets out the actions which LFC will take to ensure transparency in its supply chain 
and that ethical sourcing standards are met by its suppliers and their sub-contractors. This 
includes meeting new and established legal standards under the Public Contracts Regulations, 
Modern Slavery Act and International Labour Organisation conventions. Increased supply chain 
transparency and standards also provide added benefits of improved quality control, which is 
essential for a number of the high risk groups covered such as PPE. The policy focuses in 
particular upon those sectors which have been identified as posing the highest risk of poor 
working conditions. It sets out procedures to be followed both during the tender process and 
contract delivery.  



1.4 These steps, while requiring some additional work on behalf of LFC and its suppliers, will help to 
safeguard our supply chains and to avoid financial and reputational risks. The guidelines make 
use of recognised third-party certification and risk assessment tools which are already used by 
LFB and its suppliers. It sets a standard approach which can be adapted to individual contracts 
based on their sector, value and the nature of supplier relationships. It also contains a 
commitment to continually review our approach to ensure that new issues can be addressed in 
cooperation with our suppliers. 



2 References 
2.1 Code of Practice on Contracts and Tenders and Standing Orders (incorporating PCR 2015). 



2.2 Policy number 696 – The GLA Group Responsible Procurement Policy. 



2.3 Sustainability checklist for LFC (or successor body) contracts. 



2.4 GLA Group Sustainable Food Commitments. 



2.5 GLA Sustainable Timber Policy. 
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3 Definition and purpose 



3.1 The workforce of our supply chain should be able to expect the same basic standards that we 
expect: to work in safe conditions, to be treated with respect and without discrimination, and to 
earn a fair wage. Ethical sourcing is defined as: 



Ensuring that goods and services are procured with due regard to the risks to human 
welfare arising in the supply chain and minimising these risks by working with suppliers to 
identify, address and monitor them. 



3.2 We consider ethical sourcing in relation to labour standards, health and safety, environmental 
practices and business ethics. Ensuring these issues are addressed both at the procurement stage 
and in the delivery of contracts will reduce reputational, legal and financial risks to the 
Commissioner and encourage our suppliers to offer full visibility of their supply chains.  



3.3 Implementing ethical trading practices is also associated with higher quality of outputs and 
increased productivity.1 As a customer London Fire Brigade can expect to benefit from improved 
performance and quality as well as less risk of disruption to supply chains.  



4 Scope 



4.1 The core commitments apply in respect of all contracts awarded by or on behalf of the 
Commissioner. Staff working with LFB Enterprises are advised to take these commitments into 
account when conducting business on its behalf, in particular by applying the risk assessment 
process. 



4.2 The Procedure for Contracts applies to all contracts with an estimated value above the EU 
procurement thresholds, as amended from time to time. 



4.3 The requirements regarding product certification apply in respect of key contracts in high and 
medium risk sectors. The risk assessment process applies in respect of high risk sectors only.  



4.4 For the purposes of this policy, key contracts are defined as those where LFC: 



(i) Has longer-term relationships with suppliers (contract duration greater than two years 
or subject to repeated renewals); or 



(ii) requires bespoke products; or  



(iii) has significant levels of spend, typically ≥£500,000 on high or medium risk products. 



This definition is intended to capture those contracts in respect of which LFC has greater capacity 
to influence ethical sourcing practices and to monitor progress over time, or where our 
requirement for bespoke products can increase the risk of poor practice.  



4.5 For the purposes of the policy, high risk sectors are defined as: 



(i) Electronics. 



(ii) Electric vehicles. 



(iii) Textiles (clothing and PPE, footwear, bags, carpets, upholstered furniture). 



(iv) Construction sites and materials (natural stone, brick, concrete). 



 
1The effect of fair trade on quality and productivity (as well as other factors such as incomes, educational and 
health outcomes) has been the subject of numerous studies. One review of these in 2011 found positive effects on 
quality in 96% of studies, with no effect in 4% of studies. Productivity increases were found in 55% of studies, with 
no effect in 36% and negative effects in 9% of studies. (Vagneron and Roquigny, 2011 “What do we really know 
about the effects of fair trade?” Paris: PFCE). 
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and medium risk sectors are defined as: 



(v) Facilities management (including cleaning, catering and security services). 



(vi) Food and drink (especially tea and coffee, sugar, fish and poultry, cocoa, palm oil). 



(vii) Cleaning products and chemicals. 



(viii) Timber products (furniture, flooring and construction). 



The designation of high and medium risk sectors will be reviewed in accordance with paragraph 
7.3. 



5 Core commitments 



5.1 LFC will regularly review contracts to identify new areas of potential risk related to ethical 
sourcing and work with the relevant suppliers to increase the transparency of supply chains. We 
recognise that working with suppliers to address ethical issues can deliver better outcomes for 
the workforce in question than taking our business elsewhere. We will proactively engage with 
suppliers to encourage good practice and to support improvements that manage and address 
issues of non-compliance, and we will take more stringent actions where suppliers are not 
prepared to address non-compliance. 



5.2 LFC will apply the Procedure for Contracts in respect of all contracts valued above the Official 
Journal of the European Union (OJEU) thresholds. This aims to identify any ethical issues which 
may arise in the supply chain and to take appropriate measures to mitigate risks. 



5.3 For key contracts in high and medium risk sectors, LFC will seek to purchase products with 
relevant third-party certifications addressing ethical issues within the supply chain. Examples of 
relevant product certifications for each relevant sector are given in Appendix 4. 



5.4 LFB is also a member of Electronics Watch, an independent monitoring organisation that assists 
public sector buyers to meet their responsibility to protect the human rights of electronics 
workers in their global supply. For key ICT contracts considered high risk, Electronics Watch 
contractual clauses will be included as part of the terms and conditions for a supplier. They 
require our suppliers to comply with the Electronics Watch Code of labour standards (or similar) 
and exercise due diligence by identifying and mitigating risk of breeches and remedying actual 
breeches and preventing their reoccurrence. 



5.5 Where third-party product certification is unavailable, unsuitable or does not fully address ethical 
supply concerns, suppliers must disclose the production sites to be used for a contract and 
demonstrate compliance with the Ethical Trade Initiative’s (ETI) base code, incorporating the core 
International Labour Organisation conventions. They are also expected to demonstrate that their 
subcontractors comply with these requirements.  



5.6 In addition, for key contracts in high risk sectors suppliers will be asked to complete the Sedex 
risk assessment (see paragraph 6.6). The results of the risk assessment may inform evaluation of 
tenders or form part of the assessment of key performance indicators under the contract, as 
appropriate. The risk assessment is intended to improve the transparency of supply chains over 
time and will also contribute to LFC’s policy on Business continuity in the supply chain. 



6 Procedure for contracts 



6.1 Application of the Public Contracts Regulations (PCR) 2015, including the mandatory and 
discretionary grounds for exclusion, allows LFC to take into account compliance with applicable 
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social, environmental and labour laws on the part of suppliers and their subcontractors.2 If a 
supplier has been convicted of offences relating to people trafficking or child labour, it is 
mandatory to exclude them from the tender process. If a supplier has not complied with 
applicable legislation such as minimum wages or health and safety laws in any country where it 
operates, it may also be excluded. Bidders can be asked about the supply chain management 
measures which they will put in place for the delivery of a contract, which may include third-party 
audits if appropriate.  



6.2 For all contracts with companies or other organisations with turnover in excess of £36m, to whom 
the requirements of Part 6 of the Modern Slavery Act apply (Appendix 1), the organisation's 
Slavery and Human Trafficking Statement must be reviewed as part of the tender process to 
ensure that any risks are suitably addressed. This statement must be kept up to date for the 
duration of the contract and reviewed annually. The PCR 2015 provide for mandatory exclusion 
of bidders who have been convicted of an offence under the Modern Slavery Act.3 



6.3 As a guide, it is expected that company statements on slavery should include the following type 
of information to demonstrate that risks assessed, recognised where relevant, and actions are 
being taken to address those risks: 



(i) Identify which aspects of their supply chain they consider are at risk of slavery. 



(ii) What actions they are taking to increase transparency in the areas at risk. 



(iii) How they address slavery through supplier selection and flow down of requirements 
through the supply chain. 



(iv) The level of leadership involvement in addressing the risk. 



(v) Any use of third party certification standards, third party audits or membership of 
industry organisations trying to tackle worker conditions in relation to areas of 
identified risk. 



Where such information is lacking or incomplete, clarifications should be sought. 



6.4 For key contracts in high risk and medium risk sectors, suppliers should be asked to provide 
products bearing the relevant third-party certification standards set out in Appendix 4, or 
equivalent third-party certifications. Certification must be specific to the product or site of 
production and a requirement to maintain up-to-date certification must be included in the 
contract.  



6.5 Where use of these certification standards is considered unsuitable, suppliers are unable to offer 
certified products or the standards are not considered to fully address LFC’s ethical concerns, 
suppliers should be asked to: 



(i)  Disclose the proposed sites of production for the contract and all subcontractors; and 



(ii) provide evidence to demonstrate they and their subcontractors meet the ETI base 
code.  



6.6 For key contracts in high risk sectors, suppliers will be asked to carry out a risk assessment using 
the Sedex self-assessment questionnaire (SAQ). This covers the following aspects: 



• Production countries. 



 
2 Regulation 57(8)(a) PCR. This includes compliance with the core ILO labour conventions, relating to Freedom of 
Association; Protection of the Right to Organise; Collective Bargaining; Abolition of Forced Labour; Minimum Age; 
Discrimination (Employment and Occupation); Equal Remuneration and the Worst Forms of Child Labour. 
3 Regulation 57(1)(ma) PCR, inserted by the Modern Slavery Act (Consequential Amendments) Regulations 2015.  
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• Compliance with local laws. 
• Working hours and conditions. 
• Health and safety, including compliance with building codes. 
• Terms of employment and rates of pay. 
• Minimum age of employment. 



Suppliers may either be asked to carry out the risk assessment as part of the tender process or 
upon contract award. If the assessment is to be carried out during the tender procedure, the 
effect on the evaluation of tenders must be specified in the procurement documents. It is 
recommended that for contracts involving bespoke products the assessment is carried out as part 
of the tender process, to ensure risks are taken into account prior to finalising production 
arrangements. If the assessment is carried out upon contract award, the effect on key 
performance indicators, payment or other provisions must be specified in the contract. 



6.7 All SAQs shall be reviewed by the Commissioner for completeness and risk assessed for 
compliance with the ETI base code. Where the following issues are identified for a specific 
supplier the Commissioner will require the following actions: 



High risk  (i) Deemed unacceptable to the Commissioner. 



Medium risk  (i) Dependent on the nature and scope of the risk or non-
compliance identified against the ETI base code, within six 
months of request or sooner as defined by the Commissioner, a 
third party audit may be required. 



(ii) Within one month of request a remedial action plan shall be 
prepared. 



(iii) Copies of both to be provided to the Commissioner and 
quarterly monitoring reports with evidence that the action plan 
is being implemented. 



Low risk or 
acceptable 



(i) Monitoring reports to be provided to the Commissioner through 
contract management meetings. 



Incomplete 
SAQ  



(i) Within one month of request areas of incomplete information 
shall be addressed and the SAQ re-submitted for risk review by 
the Commissioner. 



 



6.8 A flow diagram summarising the above procedure is appended to the policy. 



7 Responsibilities 



7.1 The Deputy Head of Procurement is responsible for ensuring the policy is applied to all applicable 
tenders. 



7.2 The Head of Sustainable Development is responsible for ensuring that the policy is kept up to 
date. 



7.3 The Head of Sustainable Development is responsible for reviewing the list of high and medium 
risk sectors set out in Appendix 1 against the LFC Contracts Register and the sources of 
information cited in Appendix 1, to determine whether any sectors/products should be added or 
removed. This list will be reviewed at least annually. 



  











1006 Issue date: 9 March 2023 7 of 16 



Flow diagram – Ethical sourcing requirements 
 



Is the contract in a 
high risk sector? 
• Electronics. 
• Textiles (incl PPE). 
• Construction and 



materials. 
 



Is product certification either 
unsuitable, unavailable or 
does not fully address 
ethical trade concerns for 
the contract? 



Is the supplier’s 
turnover > £36m? 



Is the contract above the OJEU 
threshold (£164,176 for supplies and 



services, £4.1 million for works)? 



Yes No 



Apply exclusion criteria set 
out in PCR 2015 relating to 
compliance with all 
applicable environmental, 
social and labour laws, 
including the core ILO 
labour conventions. 



Yes No 



Review the supplier’s 
Slavery and Human 
Trafficking statement 
as part of the tender 
process and require 
annual updates to this 
under the contract 
(see Appendix 1). 



Further ethical trade 
actions are voluntary. 



Yes No 
Sedex SAQ to be 
completed as part of 
tender process or upon 
contract award. The 
satisfactory resolution 
of any risks will be a 
condition of contract 
award or part of 
contractual KPIs.  



Yes 



Suppliers to declare 
production sites and 
sub-contractors, and 
confirm their 
compliance with the 
ETI base code (see 
Appendix 5). 



Is the contract in a 
medium risk sector? 
• Food and drink. 
• Cleaning 



products. 
• Timber products. 



 



Is it a key contract? 



• Duration > 2 years or 
repeat renewals; 
• Bespoke products; OR 
• Value ≥ £500k for high or 
medium risk products. 
 



No further ethical trade 
actions are needed. 



Yes 



Apply relevant third-party 
product certification as part 
of tender process (see 
Appendix 4). 



 



No 



Further 
ethical trade 
actions are 
voluntary. 



 



Yes No 



For Electronics – 
use of electronics 
Watch T&C. 
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Appendix 1 – High and medium risk sectors 
Sector/product Typical production 



countries/regions 
Specific risks 



Electronics Southeast Asia, United States, 
Latin America and Europe, with 
components sourced globally 



Low pay; excessive working 
hours; use of conflict minerals; 
child and forced labour. 



Electric vehicle batteries Cobalt – Democratic Republic of 
Congo (DRC); Lithium - 
Australia, Chile, China; Nickel – 
Canada, Indonesia, Philippines 
and Copper – Chile 



Use of conflict minerals; child 
and forced labour; low pay, 
unsafe working conditions; 
excessive working hours. 



Textiles (clothing, footwear, 
bags, carpets, upholstered 
furniture), PPE 



India, Bangladesh, Eastern 
Europe, Malaysia, Middle East 



Low pay; excessive working 
hours; health risks to workers 
(e.g. exposure to adhesives, fire 
hazards); child and forced 
labour. 



Construction materials (natural 
stone, brick, concrete, metals) 



China, India, Turkey, Iran, Italy Unsafe working practices; low 
pay; environmental risks. 



Construction sites UK Multi-tiered supply chains, 
agency labour - can result in 
poor labour practices. 



Unethical practices including 
unlawful or excessive 
recruitment fees, unfair/ 
incorrect terms of employment, 
withholding of passports, etc. 



Facilities management: cleaning, 
catering and security services 



UK Low skilled labour; migrant 
labour; agency labour. 



Food and drink (especially tea 
and coffee, fish and poultry, 
cocoa, palm oil) 



UK, Ireland, continental Europe, 
Africa, Asia, Middle East, Latin 
America  



Low wages; bonded labour; 
slave labour in fishing; 
unsustainable production 
methods; health risks to workers 
(e.g. pesticide exposure); health 
risks to consumers (food safety); 
animal welfare. 



Cleaning products and 
chemicals 



Europe Environmental risks in 
production; health and safety in 
production and for users; animal 
testing. 



Timber products (furniture, 
flooring, construction) 



Southeast Asia, Africa, Latin 
America, Eastern Europe 



Illegal/unsustainable forestry; 
unsafe working practices. 



Legend:            -  High risk sector              -  Medium risk sector 
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Sources of information: 



• EBRD Environmental and Social Risk Categorisation 2014 www.ebrd.org. 
• Sedex Risk Assessment website www.sedexglobal.com. 
• Ethical Trading Initiative website www.ethicaltrade.org. 
• Norwegian Agency for Public Management and eGovernment (DIFI), List of High Risk Goods 



http://www.anskaffelser.no/sosialt-ansvar/information-english/high-risk-products. 
• U.S. General Services Administration and U.S. Department of Energy, Verification Guide for 



Federal Purchasers of Sustainable Products. 
• Electronics Watch https://electronicswatch.org/en. 



 



 



 



 



 



 



 



 



 



 



 





http://www.ebrd.org/


http://www.sedexglobal.com/


http://www.ethicaltrade.org/


http://www.anskaffelser.no/sosialt-ansvar/information-english/high-risk-products


http://edms/docs/proc/sust/resp/psp/Ethical%20Trade/Verification%20Guide%20for%20Federal%20Purchasers%20of%20Sustainable%20Products.pdf


http://edms/docs/proc/sust/resp/psp/Ethical%20Trade/Verification%20Guide%20for%20Federal%20Purchasers%20of%20Sustainable%20Products.pdf
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Appendix 2 – Modern Slavery Act requirements 
1 The UK Modern Slavery Act (S.I. 30 of 2015) came into effect in July 2015. It consolidates slavery 



slavery and human trafficking offences, and introduces new preventive measures, support 
systems and an independent monitoring body (the Anti-Slavery Commissioner). 



2 The Act includes new measures including trafficking reparation orders and prevention orders to 
ensure that those who pose a risk of committing modern slavery or trafficking offences cannot 
work in relevant fields, such as with children or vulnerable people. Local authorities are also 
under a duty to report suspected incidents of slavery and trafficking to the Secretary of State. 



3 The Transparency in Supply Chains Clause (Part 6), requires any company with a turnover of 
more than £36 million4 that 'supplies goods and services' and 'carries on a business, or part of a 
business, in any part of the UK' to publish an annual slavery and human trafficking 
statement. This applies regardless of the size of the company’s UK operations and must cover its 
global supply chain.  



4 In this statement, the company needs to publicly disclose the steps, if any, taken to ensure slavery 
and human trafficking are not taking place in any of its supply chains or in any part of its own 
business. 



5 An organisation’s slavery and human trafficking statement may include information about— 



(a) The organisation’s structure, its business and its supply chains; 



(b) its policies in relation to slavery and human trafficking; 



(c) its due diligence processes in relation to slavery and human trafficking in its business and 
supply chains; 



(d) the parts of its business and supply chains where there is a risk of slavery and human 
trafficking taking place, and the steps it has taken to assess and manage that risk; 



(e) its effectiveness in ensuring that slavery and human trafficking is not taking place in its 
business or supply chains, measured against such performance indicators as it considers 
appropriate; and 



(f) the training about slavery and human trafficking available to its staff. 



If the organisation has a website, it must: 



(a) Publish the slavery and human trafficking statement on that website; and 



(b) include a link to the slavery and human trafficking statement in a prominent place on that 
website’s homepage. 



6 If the organisation does not have a website, it must provide a copy of the slavery and human 
trafficking statement to anyone who makes a written request for one, and must do so 
before the end of the period of 30 days beginning with the day on which the request is received. 



7 Annual statements must be approved by the board and signed by a director or equivalent. Under 
the Companies Act 2006, directors can be held criminally liable for signing off on wrongful or 
misleading information in their annual reports. 



The Modern Slavery Act 2015 (Transparency in Supply Chains) Regulations 2015. 



 
4 The relevant level of turnover is set by regulations, with £36m being the value set as of October 2015. This is 
measured on a worldwide basis, including the turnover of any subsidiaries (including those operating wholly 
outside of the UK).  
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Appendix 3 – Use of third-party certifications in tenders 
1 The below third-party certifications wholly or partially address LFB’s ethical sourcing 



requirements for each of the listed product categories. Equivalent labels must always be 
accepted.  



2 Where these products are provided under service contracts, the service provider should be 
asked about their ability to comply with these or equivalent certifications. If appropriate, provision 
of certified products may either be included as part of the specification or assessed under the 
award criteria (i.e. bidders will receive more marks if they offer to provide certified products). 



Product type Relevant certification(s) and 
issues covered 



Label image Policy 
compliance 



(5.4) 



Electronics TCO Certified 
Socially responsible manufacturing; 
design for recycling; energy 
efficiency; non-toxic plastics; heavy 
metals and halogens; visual 
ergonomics; health and safety 



 



Partial – include 
declaration of 



ETI compliance  
in tender/ 



contract and 
Sedex SAQ 



Textiles SA 8000 Social Accountability†  
Working conditions including child 
labour; forced labour; collective 
bargaining; health and safety; 
discrimination; working hours; 
remuneration. 
Fairtrade mark (for cotton) 
Traceability; environmental and 
labour standards in production; 
price premium to support 
development. 



      
http://www.sa-



intl.org/_data/n_0001/reso
urces/live/2008StdEnglishF



inal.pdf 



Where it applies 
to specific 



manufacturing 
site(s) for the 



contract 
 
 



Yes (cotton 
only) 



Cleaning 
products 



Certified Cruelty Free 
No animal testing; audit compliance 
EU Ecolabel 
Reduction of environmental and 
health risks linked to chemicals and 
packaging 



     



Yes if both are 
required 



Tea, coffee, 
sugar, cocoa 
products and 
bananas 



Fairtrade mark 
Traceability; environmental and 
labour standards in production; 
price premium to support 
development. 



 



Yes 



Seafood and 
farmed fish 



Marine Stewardship 
Council/Aquaculture 
Stewardship Council 
Traceability; legal and sustainable 
fishery; exclusion of forced labour.  



     



Yes 





http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf


http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf


http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf


http://www.sa-intl.org/_data/n_0001/resources/live/2008StdEnglishFinal.pdf
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Product type Relevant certification(s) and 
issues covered 



Label image Policy 
compliance 



(5.4) 



Timber and 
paper 
products 



Forest Stewardship Council 
(FSC)/Programme for the 
Endorsement of Forest 
Certification (PEFC) 
Traceability (chain of custody); legal 
and sustainable timber; emissions 
and pollutants 



     



Yes 



Construction 
products 



BES 6001 Framework Standard 
Organisational management; Supply 
chain management; Environmental 
and social issues. Product search via 
www.greenbooklive.com   



Yes 



 





http://www.greenbooklive.com/
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Appendix 4 – ETI base code 
Please check www.ethicaltrade.org for version current at time of tender/contract.  



1 Employment is freely chosen 



1.1 There is no forced, bonded or involuntary prison labour. 



1.2 Workers are not required to lodge "deposits" or their identity papers with their employer and are 
free to leave their employer after reasonable notice. 



Guidance and resources 



2 Freedom of association and the right to collective bargaining are respected 



2.1 Workers, without distinction, have the right to join or form trade unions of their own choosing 
and to bargain collectively. 



2.2 The employer adopts an open attitude towards the activities of trade unions and their 
organisational activities. 



2.3 Workers’ representatives are not discriminated against and have access to carry out their 
representative functions in the workplace. 



2.4 Where the right to freedom of association and collective bargaining is restricted under law, the 
employer facilitates, and does not hinder, the development of parallel means for independent 
and free association and bargaining. 



Guidance and resources 



3 Working conditions are safe and hygienic 



3.1 A safe and hygienic working environment shall be provided, bearing in mind the prevailing 
knowledge of the industry and of any specific hazards. Adequate steps shall be taken to prevent 
accidents and injury to health arising out of, associated with, or occurring in the course of work, 
by minimising, so far as is reasonably practicable, the causes of hazards inherent in the working 
environment. 



3.2 Workers shall receive regular and recorded health and safety training, and such training shall be 
repeated for new or reassigned workers. 



3.3 Access to clean toilet facilities and to potable water, and, if appropriate, sanitary facilities for food 
storage shall be provided. 



3.4 Accommodation, where provided, shall be clean, safe, and meet the basic needs of the workers. 



3.5 The company observing the code shall assign responsibility for health and safety to a senior 
management representative. 



Guidance and resources 



4 Child labour shall not be used 



4.1 There shall be no new recruitment of child labour. 



4.2 Companies shall develop or participate in and contribute to policies and programmes which 
provide for the transition of any child found to be performing child labour to enable her or him to 
attend and remain in quality education until no longer a child, defined as being under 15 years of 
age. 



4.3 Children and young persons under 18 shall not be employed at night or in hazardous conditions. 





http://www.ethicaltrade.org/


http://www.ethicaltrade.org/eti-base-code/employment


http://www.ethicaltrade.org/eti-base-code/freedom-of-association


https://www.ethicaltrade.org/eti-base-code/3-working-conditions-are-safe-and-hygienic
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4.4 These policies and procedures shall conform to the provisions of the relevant ILO standards. 



Guidance and resources 



5 Living wages are paid 



5.1 Wages and benefits paid for a standard working week meet, at a minimum, national legal 
standards or industry benchmark standards, whichever is higher. In any event wages should 
always be enough to meet basic needs and to provide some discretionary income. 



5.2 All workers shall be provided with written and understandable Information about their 
employment conditions in respect to wages before they enter employment and about the 
particulars of their wages for the pay period concerned each time that they are paid. 



5.3 Deductions from wages as a disciplinary measure shall not be permitted nor shall any deductions 
from wages not provided for by national law be permitted without the expressed permission of 
the worker concerned. All disciplinary measures should be recorded. 



Guidance and resources 



6 Working hours are not excessive 



Note: This base code clause was revised with effect from 01 April 2014. Find out more. 



6.1 Working hours must comply with national laws, collective agreements, and the provisions of 6.2 
to 6.6 below, whichever affords the greater protection for workers. Sub-clauses 6.2 to 6.6 are 
based on international labour standards. 



6.2 Working hours, excluding overtime, shall be defined by contract, and shall not exceed 48 hours 
per week.* 



6.3 All overtime shall be voluntary. Overtime shall be used responsibly, taking into account all the 
following: the extent, frequency and hours worked by individual workers and the workforce as a 
whole. It shall not be used to replace regular employment. Overtime shall always be 
compensated at a premium rate, which is recommended to be not less than 125% of the regular 
rate of pay. 



6.4 The total hours worked in any 7 day period shall not exceed 60 hours, except where covered by 
clause 6.5 below. 



6.5 Working hours may exceed 60 hours in any 7 day period only in exceptional circumstances 
where all of the following are met: 



• This is allowed by national law; 
• this is allowed by a collective agreement freely negotiated with a workers’ organisation 



representing a significant portion of the workforce; 
• appropriate safeguards are taken to protect the workers’ health and safety; and 
• the employer can demonstrate that exceptional circumstances apply such as unexpected 



production peaks, accidents or emergencies. 



6.6 Workers shall be provided with at least one day off in every 7 day period or, where allowed by 
national law, 2 days off in every 14 day period. 



* International standards recommend the progressive reduction of normal hours of work, when 
appropriate, to 40 hours per week, without any reduction in workers’ wages as hours are 
reduced. 



Guidance and resources 





http://www.ethicaltrade.org/eti-base-code/child-labour


http://www.ethicaltrade.org/eti-base-code/living-wage


http://www.ethicaltrade.org/eti-base-code/working-hours


http://www.ethicaltrade.org/eti-base-code/working-hours
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7 No discrimination is practised 



7.1 There is no discrimination in hiring, compensation, access to training, promotion, termination or 
retirement based on race, caste, national origin, religion, age, disability, gender, marital status, 
sexual orientation, union membership or political affiliation. 



Guidance and resources 



8 Regular employment is provided 



8.1 To every extent possible work performed must be on the basis of recognised employment 
relationship established through national law and practice. 



8.2 Obligations to employees under labour or social security laws and regulations arising from the 
regular employment relationship shall not be avoided through the use of labour-only contracting, 
sub- contracting, or home-working arrangements, or through apprenticeship schemes where 
there is no real intent to impart skills or provide regular employment, nor shall any such 
obligations be avoided through the excessive use of fixed-term contracts of employment. 



 Guidance and resources 



9 No harsh or inhumane treatment is allowed 



9.1 Physical abuse or discipline, the threat of physical abuse, sexual or other harassment and verbal 
abuse or other forms of intimidation shall be prohibited. 



Guidance and resources 



The provisions of this code constitute minimum and not maximum standards, and this code should not 
be used to prevent companies from exceeding these standards. Companies applying this code are 
expected to comply with national and other applicable law and, where the provisions of law and this 
Base Code address the same subject, to apply that provision which affords the greater protection. 



 





http://www.ethicaltrade.org/eti-base-code/discrimination


http://www.ethicaltrade.org/eti-base-code/regular-employment


http://www.ethicaltrade.org/eti-base-code/no-harsh-treatment
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Document history 



Assessments 



An equality, sustainability or health, safety and welfare impact assessment and/or a risk assessment was 
last completed on: 



EIA 31/08/21 SDIA 14/09/21 HSWIA 21/09/21 RA N/A 



Audit trail 



Listed below is a brief audit trail, detailing amendments made to this policy/procedure. 



Page/para nos. Brief description of change Date 



   



   



   



   



   



Subject list 



You can find this policy under the following subjects. 



Ethnical sourcing Modern slavery 



Responsible procurement Sustainability 



  



  



 



Freedom of Information Act exemptions 



This policy/procedure has been securely marked due to: 



Considered by: 
(responsible work team) 



FOIA exemption Security marking 
classification 
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1 Introduction 



1.1 The London Fire Commissioner (LFC) is committed to openness and honesty and has an 
obligation to responsibility and accountability. The LFC recognises that as well as causing financial 
loss, fraud and corruption activities are also detrimental to the provision of services and damaging 
to the reputation of and confidence in the LFC. The LFC takes the risk of fraud and bribery 
extremely seriously and does not tolerate any such wrongdoing. It expects all individuals and 
organisations associated with the LFC to act with integrity and is determined to prevent, deter 
and detect all forms of fraud and corruption committed against it both internally and externally. 



1.2 The LFC will adopt best practice and this counter fraud and corruption policy will have due regard 
to the implementation of the recommendations made by the Nolan Committee (see Appendix 1) 
and the Chartered Institute of Public Finance and Accountancy (CIPFA) Code of Practice on 
Managing the Risk of Fraud and Corruption (The Code).  



1.3 The Code consists of the following five principles: 



• Acknowledge the responsibility of the governing body for countering fraud and corruption. 
• Identify the fraud and corruption risks. 
• Develop an appropriate counter fraud and corruption strategy. 
• Provide resources to implement the strategy. 
• Take action in response to fraud and corruption. 



1.4 The objective of this policy is to outline the LFC’s commitment and approach to tackling fraud and 
corruption and applies to all those who work for, or interact with the LFC, including employees, 
Members, contractors, suppliers, consultants, individuals, partners, any external agencies doing 
business with the LFC and service users. All suspicions of financial impropriety arising from the 
activities of any of these groups fall within the scope of this policy. The policy is supported by a 
response plan designed to the implement the policy and support delivery of the corporate 
objectives. 



LFC’s approach 



1.5 The LFC’s approach is to develop a counter fraud, bribery and anti-corruption culture and the 
prevention of fraud and corruption by designing, implementing and regularly reviewing policies 
and systems. This is further supported by work to detect and investigate fraud and corruption 
and seeking to apply sanctions and recover loss where it is found. 



2 What is fraud and corruption 



Fraud 



2.1 The Fraud Act 2006 creates a general offence of fraud and sets out three ways in which it can be 
committed: 



• Fraud by dishonest false representation. 
• Fraud by dishonestly failing to disclose information. 
• Fraud by dishonestly abusing a position of trust. 



2.2 In all three classes of fraud, for an offence to have been committed, a person must have been 
dishonest and have intended to make a gain or cause a loss to another. 



2.3 For the purposes of this policy, “fraud” will also include theft, forgery, concealment and 
conspiracy. Fraudulent acts may include stealing cash or equipment, submitting false expense 
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claims, unauthorised removal of LFC property, manipulating accounts and records, irregular 
contract arrangements and other financial irregularities. 



2.4 There is also an offence under common law of Conspiracy to Defraud. 



Corruption 



2.5 For the purposes of this policy, “corruption” is defined as the offering, promising, giving, 
requesting, receiving or agreeing to accept an inducement or reward, (i.e. a bribe), which may 
influence a person to act against the interests of the LFC. The definition of what constitutes a 
bribe is extremely broad and covers any financial or other advantage offered to someone to 
induce them to act improperly to gain personal, commercial, regulatory or contractual advantage. 
There are four key offences under the Bribery Act 2010:  



• Bribery of another person (section 1). 
• Accepting a bribe (section 2). 
• Bribing a foreign official (section 6). 
• Failing to prevent bribery (section 7).  



2.6 The Act also creates a corporate offence under section 7 which can be committed by commercial 
organisations which fail to prevent persons associated with them (including third party providers) 
from bribing another person on their behalf. The commercial organisation will have a defence if it 
can show that it had adequate procedures in place to prevent persons associated with it from 
committing bribery. To ensure that adequate procedures are in place six principles should be 
adhered to: proportionate procedures; top level commitment; risk assessment; due diligence; 
communications; monitoring and review. 



Is the LFC a ‘commercial organisation’?  



2.7 The guidance states that a “commercial organisation” is any “body” formed in the United 
Kingdom and “...it does not matter if it pursues primarily charitable or educational aims or purely 
public functions. It will be caught if it engages in commercial activities, irrespective of the purpose 
for which profits are made.”  



2.8 Therefore, for the purposes of the Act the LFC is a “commercial organisation”. 



3 Aims and objectives 



3.1 The LFC’s aims and objectives are to: 



• Risk-assess new and existing fraud threats. 
• Create a strong counter-fraud and counter-corruption culture within the LFC. 
• Maintain effective systems and procedures for the prevention and detection of fraudulent and 



corrupt activity. 
• Establish an effective response to suspected cases of fraud and corruption, to ensure all 



suspicions are properly and thoroughly investigated. 
• Take appropriate and strong action to deal with proven fraudsters. 
• Vigorously pursue all forms of redress to recover financial losses. 



3.2 The LFC has put in place a policy framework which supports the implementation of this Strategy 
and the Counter Fraud and Corruption policy, which includes the following: 



• Policy number 569 - Confidential reporting (whistleblowing) policy 
• Policy number 702 - Anti-money laundering regulations 2019 
• Policy number 465 - Registration of all external gifts, hospitality and other benefits offered to 



              Brigade employees 
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• Policy number 551 - Outside employment 
• Policy number 442 - Information security policy 
• Policy number 485 - ICT acceptable use policy 
• Policy number 392 – Discipline (conduct) procedure 
• Staff Code - Section J - Discipline and conduct 
• Codes of conduct and ethics 
• Financial Regulations 



3.3 Plans and operations are aligned to the policy and contribute to the achievement of the LFC’s 
overall goal of maintaining resilience to fraud and corruption. The LFC will make effective use of 
national and sectoral initiatives to detect or prevent fraud, such as data matching or intelligence 
sharing. The application of the LFC’s policy is based on: 



• Awareness sessions 
− Regular fraud awareness sessions will be provided to key groups of staff, and will include 



those responsible for managing central processes that support fraud prevention, such as 
those in Finance and Procurement Departments, and those that manage groups of staff 
that are responsible for significant levels of resource. The plan for the awareness sessions 
will be agreed each year as part of the internal audit plan. 



• Prevention, including deterrence and detection 
− The processes and systems in place to support fraud prevention will be regularly reviewed 



to address developing experience and practice and will include any lessons learnt from any 
fraud investigations conducted by internal audit. Disciplinary cases will be reported 
internally to act as a deterrent to future potential fraudulent activity. 



• Investigation 
− Where fraud is reported or discovered this will be investigated as appropriate, using 



internal audit, the police and other resources as the situation dictates. 



• Sanction  
− Where fraud is proven robust action will be taken against the perpetrators. This will be 



through the disciplinary process and using the police in the most serious cases. 



• Recovery of losses 
− The LFC will seek to recover losses from fraudulent activity if this is possible and 



appropriate. 



• Participation in the National Fraud Initiative and other public sector counter fraud 
partnerships. 



3.4 The policy will deliver prevention and awareness training through workshops and online training 
packages. Regular reviews by internal audit and an embedded anti fraud culture aids detection 
and investigation, with deterrence based on appropriate sanctions.  



Review 



3.5 The policy will be subject to regular review as to its effectiveness with recommendations for any 
required changes as necessary. 



3.6 The key objectives of this Counter Fraud and Corruption Strategy are to maintain minimal losses 
through fraud and corruption and further embed the management of fraud risk within the culture 
of the organisation.  



3.7 The LFC expects all staff including employees, temporary agency staff, consultants, contractors, 
volunteers and service users to act honestly, with integrity and to provide us with any 
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information, help and support we need to deal with fraud and corruption. To comply with the 
spirit, as well as the letter of the laws and regulations of all jurisdictions in which the LFC operates, 
in respect of the lawful and responsible conduct of activities.  



4 Responsibility 



4.1 The Director of Corporate Services has overall responsibility for the maintenance and operation 
of the overarching anti-fraud and corruption policy in liaison with the Commissioner, Directors, 
Assistant Director - Finance, Internal Audit Manager, Assistant Director - People Services and 
Chief Information Officer to ensure that it continues to remain compliant and meet the 
requirements of the LFC.  



4.2 From a statutory perspective the ultimate duty to prevent and detect fraud and corruption lies 
with the Director of Corporate Services, a duty is set out in Section 127 of the Greater London 
Authority Act 1999 (as amended).  



4.3 Director of Corporate Services should be alerted to all cases of suspected fraud in real time, 
ensure appropriate arrangements are in place to investigate the matter and be periodically kept 
up to date on progress and any resulting actions (including disciplinary action).  



4.4 People Services ensures through their processes that a quarterly return (including nil return) on 
discipline cases that have been considered to be fraud is submitted to the Director of Corporate 
Services and Assistant Director of Finance. 



4.5 All managers are responsible for fraud risk management in their particular service area, with 
corporate support in providing resources appropriate to the risks and by reporting on the 
management of the risk. Management are expected to embed strong counter fraud controls and 
systems; support counter fraud and corruption activities and training; and ensure other 
governance papers, strategies and policies include fraud and corruption risks wherever relevant.  



4.6 The Internal Auditor reports to the LFC annually on the effectiveness of the control environment.  
The Audit Committee will also review the counter fraud strategy.  



5 Response plan 



5.1 The detail of this policy has been translated into a set of actions (see action plan at Appendix 2) 
that are proportionate to the size and activities of the LFC, the risks it faces, and the level of 
resources deployed. The policy covers a three-year period to its next review therefore the plan of 
action has been devised to reflect the current position and maturity of the counter fraud function.  



5.2 The Counter Fraud Work Programme to manage the LFC’s fraud and corruption risks is 
structured around the LFC’s approach for meeting the aims and objectives of the strategy i.e. 
prevention and awareness; detection and investigation; and deterrence.  



5.3 Any events adversely affecting the level of resources to deliver the programme will be reported 
to senior management and the LFC at the appropriate time.  



5.4 The strategy will be regularly reviewed to focus on new or increasing risks identified as part of the 
LFC’s risk management work, and this will influence the work programme over the course of the 
strategy. Consideration will also be given to aligning the LFC’s strategy and work programme 
with guidance available in the wider public sector.  
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Review and assessment 



5.5 In line with the LFC’s Fraud Response Plan, the Director of Corporate Services will report to the 
LFC as necessary, as part of the Annual Governance Statement, to provide an update on the 
LFC’s anti-fraud, bribery and corruption processes and activities.  



5.6 The LFC will publish annually, as required by the Government’s Local Government Transparency 
Code 2015, information on its counter fraud work. 



5.7 The LFC fraud risk will also be reviewed and assessed as part of the new corporate risk 
management approach. 



6 What to do if you suspect fraud and/or corruption 



6.1 If you have reasonable suspicions that fraud and/or corruption has taken place, then you should 
advise the appropriate person. This may be your line manager, the head of department, director 
or assistant commissioner. Alternatively, you may contact directly the Internal Audit Team (see 
below for details) or Brigade discipline manager, or report through the whistleblowing 
arrangements. No Individual should fear negative consequences from reporting concerns about 
fraud, but this can be done anonymously if preferred. 



• If you feel that your concerns are warranted, deal with the matter promptly. Any delay could
have an adverse effect.



• Don’t approach or accuse any individuals directly. This may alert them and result in evidence
being destroyed.



• Don’t tell anybody else other than those with the proper authority.
• Don’t try to investigate the matter yourself. Special rules must be followed when gathering



evidence for use in criminal cases. Poorly managed investigations by staff unfamiliar with
these rules might well mean that any criminal prosecution is unsuccessful.



6.2 The LFC’s Scheme of Governance Part 6 clause 13 states that, if at any time any case of theft, 
fraud, corruption or other financial irregularity is discovered or suspected to exist which involves 
the LFC’s interest, the head of department/assistant commissioner concerned or the Brigade 
investigating officer shall at once (and before proceeding with any further investigation) notify 
the director of corporate services. The director of corporate services will then ensure that 
appropriate arrangements are in place to investigate the matter. 



6.3 Every reported incident of fraud will be taken seriously. In some cases, there may be prima facie 
grounds for concern, in other cases – where there is a lack of evidence and/or the facts are not 
easily established at first sight – it will be necessary to undertake preliminary fact-finding. This 
work will be overseen by the director of corporate services. They will determine what fact-finding 
work is required and whether a qualified fraud investigator needs to be involved at this stage. In 
doing so, they will liaise with the head of audit and assurance. 



6.4 Policy number 569 - Confidential reporting policy (whistleblowing) recognises that a concern can 
be different from a complaint or a grievance. It is not the employee who has to prove that the LFC 
is being defrauded – once they have raised that concern it is the LFC which has to address the 
concern of the employee. 



6.5 The LFC’s sanction policy on fraud, bribery and corruption is set out in the Scheme of 
Governance Financial Regulations , and the Staff Code (Section J), Policy number 392 - 
Discipline (conduct) procedure.  
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7 Investigating fraud and corruption 



7.1 Once a decision has been made to launch an investigation, the Director of Corporate Services in 
discussion with Internal Audit will appoint an officer to lead and conduct the investigation. The 
investigating officer, appropriately qualified, will in most cases be drawn from the Internal Audit 
Team. It may, however, be necessary to draw on external investigative resources; either to lead 
or support the investigation. Whoever is involved must be appropriately qualified and have the 
requisite knowledge of criminal law, the LFC’s anti-fraud and corruption framework and LFC 
disciplinary and other relevant policies. Any attempt to gather evidence by people who are 
unfamiliar with the rules may adversely affect the outcome of the case.  



Reporting on progress 



7.2 The investigating officer will periodically provide an update to director of corporate services on 
the investigation, which may include some/all the following information: 



• Progress with the investigation. 
• Estimate of resources and actions required to conclude the investigation. 
• Quantification of losses. 
• Recovery action. 
• Disciplinary action. 
• Criminal investigation and action. 
• Weaknesses identified and actions recommended to address them. 



Disciplinary action 
• Where there is an on-going police investigation, it may still be appropriate for the LFC to 



proceed with disciplinary action. Prior to commencing any action, advice will be sought from 
the police to ensure any criminal investigation will not be compromised. 



Civil recovery 
• Recovering losses is a major objective of any fraud investigation. Where the loss is substantial, 



legal advice will be obtained about the need to and feasibility of freezing through the Courts 
any assets. Legal advice can also be obtained about the prospects of recovering losses 
through the civil court, where the subject refuses repayment. 



Weaknesses identified and actions recommended or being taken to address them 
• Where an investigation identifies vulnerabilities in a particular system or process, or a lack of 



safeguards, the relevant senior officer LFC will draw up an action plan to address these. 



Responsibility  



7.3 It is the responsibility of all staff to report suspected fraudulent activity, and all the associated 
facts, promptly and accurately to an appropriate manager. All staff should then be prepared to co-
operate in any fraud investigation. 



Contacts 



7.4 The internal audit contacts are: 



• Head of Audit and Assurance: 07917 557084 
• Counter Fraud Manager 07714 611450 
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Public interest disclosure act 



7.5 In addition to providing assurances through the whistleblowing policy that genuine concerns can 
be raised without fear of victimisation, harassment, discrimination or disadvantage, the Public 
Interest Disclosure Act (PIDA) provides protection for employees, making it automatically unfair 
to dismiss or otherwise penalise employees for making a ‘protected disclosure’. 
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Appendix 1 - Nolan committee - the seven principles of 
public life 
 



Selflessness 
Holders of public office should take decisions solely in terms of the public 
interest. They should not do so in order to gain financial or other material 
benefits for themselves, their family, or their friends. 
 
Integrity 
Holders of public office should not place themselves under any financial or other 
obligation to outside individuals or organisations that might influence them in the 
performance of their official duties. 
 
Objectivity 
In carrying out public business, including making public appointments or 
recommending individuals for rewards and benefits, holders of public office 
should make choices on merit. 
 
Accountability 
Holders of public office are accountable for their decisions and actions to the 
public and must submit themselves to whatever scrutiny is appropriate to their 
office. 
 
Openness 
Holders of public office should be as open as possible about all the decisions and 
action that they take. They should give reasons for their decisions and restrict 
information only when the wider public interest clearly demands it. 
 
Honesty 
Holders of public office have a duty to declare any private interests relating to 
their public duties and to take steps to resolve any conflicts arising in a way that 
protects the public interest. 
 
Leadership 
Holders of public office should promote and support these principles by 
leadership and example. 
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Appendix 2 - Action plan 
The following actions are planned for the three-year period of the current policy to support 



• Robust anti-fraud/bribery and corruption culture 



• Confidence in reporting wrongdoing 



• Reduction of fraud 



PREVENT 



Aim Action Lead Officer 



To understand LFC exposures to risk, 
changing patterns in fraud and 
corruption threats and the potential 
consequences to the LFC and its 
service users. 



To complete and enhance the 
fraud risk register by: 



Evaluating the likelihood and 
significance of each inherent 
fraud risk, as part of the new 
risk management approach 



Assistant director 
finance 



 



DETECT 



Aim Action Lead Officer 



To detect any instances of fraud or 
suspicious activity, identify anomalies 
and ensure reporting mechanisms are 
efficient and effective. 



Report suspected fraud to 
MOPAC. 



Investigate and report 
outcomes from the National 
Fraud Initiative. 



Implement continuous 
monitoring activity in high 
risk areas 



Assistant director, 
finance 



 



DETER 



Aim Action Lead Officer 



To prevent instances of 
fraud/bribery/corruption from 
occurring and deter people from 
committing these actions. 



Awareness training 



Up to date policies 



Publicising actions 



Key messages from senior 
management 



Strong whistleblowing 
arrangements 



Assistant director, 
finance 
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Document history 



Assessments 



An equality, sustainability or health, safety and welfare impact assessment and/or a risk assessment was 
last completed on: 



EIA 18/08/08 SDIA H -  HSWIA  RA  



Audit trail 



Listed below is a brief audit trail, detailing amendments made to this policy/procedure. 



Page/para nos. Brief description of change Date 
Page 1 Corrected the work group for this policy. 24/11/2010 



Page 2 Section 2 of the Response Plan, under the heading ‘What is Fraud 
and Corruption’, changed to ensure that it reflects current 
legislation. 



22/10/2012 



Page 4 Revised contact details as Internal audit is now managed by the 
Mayor's Office for Policing and Crime (MOPAC) as part of a 
shared service agreement on behalf of the Director of Finance and 
Contractual Services. 



22/10/2012 



Page 5 Subjects list and Freedom of Information Act exemptions tables 
updated. 



03/02/2015 



Page 1 Owner changed from Director of Finance and Contractual 
Services to Head of Finance. 



14/08/2015 



Page 2 
Page 3 



Corrected reference to legislation. 
Referenced Internal Audit as the appropriate investigation service 
and referenced whistleblowing policy. 



28/09/2015 



Throughout Review of policy with support from MOPAC, to better align this 
with GLA group arrangements/best practice.  



07/07/2017 



Throughout 
 
 
 
Page 3 
Page 6 
 
 
Page 7 



Reviewed as current with changes made to reflect inception of 
London Fire Commissioner and the new structure to support this 
including the Audit Committee, and the renaming of Director of 
Finance and Contractual Services to Director of Corporate 
Services.  
Now includes reference to common law fraud offence. 
Added reference to the new risk management approach, and 
reinforces that individuals should not fear negative consequences 
from reporting fraud concerns.  
Amended phone number for counter fraud manager. 



21/07/2021 



Page 5 Addition of strengthened responsibilities. 05/04/2023 
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Subject list 



You can find this policy under the following subjects. 



Finance Fraud  



Counter fraud   



  



  



Freedom of Information Act exemptions 



This policy/procedure has been securely marked due to: 



Considered by: 
(responsible work team) 



FOIA exemption Security marking 
classification 
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As a functional body of the GLA group the London Fire Brigade has agreed to adhere to this policy. 



1 The Mayor’s vision 



1.1 “My vision for London is simple – I want all Londoners to have the same opportunities that our 
city gave to me and my family: a secure home they can afford, a good job with fair pay and 
conditions, an affordable and modern transport system and a safe, clean and healthy 
environment. 



I’m passionate about fairness and social justice and so I will continue to do my utmost to ensure 
that opportunity and prosperity are shared across our city, and that vulnerable Londoners are 
protected, not exploited. My mission is to improve London’s competitiveness and enhance our 
status as a world-leading city for business, creativity, equality and environmental sustainability. I 
want London to be a global beacon of openness, acceptance and respect for diversity. 



Now, more than ever, as our city grapples with the fallout from the Covid-19 pandemic, we 
need to be working closely with partners in our supply chain to ensure that the GLA Group’s 
extensive public procurement of products and services supports a green and fair recovery, and 
delivers lasting and positive change for all Londoners. 



Of course, we face tough choices as we navigate this crisis. But as we seek to rebuild, we do 
get to make choices about our priorities and the way forward. We can choose, for example, to 
focus on rebalancing our economy so that it creates secure and high-quality employment, 
reduces poverty, and expands prosperity to all of our communities, whilst enhancing our 
environment. 



We have identified nine missions that will helps us to meet our grand challenge of restoring 
confidence in our city, minimising the impact on London’s communities and building back 
better. The GLA’s responsible procurement programme will play a pivotal role in achieving 
these missions.” 



1.2 How can responsible procurement help deliver my vision for London?  



Through the GLA’s responsible procurement programme, we create social value in our projects 
and contracts to help to make London a more equal, fair and sustainable city and so generate 
benefits for all London’s communities now and in the future. This will be achieved by: 



(a) Working to improve our communities in partnership with local people and organisations to 
address their specific needs through relevant contract requirements and performance 
measures. 



(b) Driving fair employment practice with our suppliers to ensure that their employees receive 
fair employment terms and pay, including the London Living Wage to the extent permitted 
by law. 



(c) Breaking down barriers that restrict SMEs, community sector organisations and under-
represented groups from entering our supply chain to generate employment, skills and 
training opportunities. 



(d) Encouraging innovative approaches that advance London’s competitiveness as a world 
leading city for business, creativity and fairness. 



(e) Leading by example in the procurement of clean technologies and using resources 
efficiently. 



(f) Preserving and regenerating our natural environment and protected buildings/sites. 
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(g) Building on and sharing good practice within the GLA Group and externally. 



Sadiq Khan  



Mayor of London 



2 Context 
2.1 The principal purposes of the GLA are, for the Greater London area, the promotion of: 



• Economic development and wealth creation; 
• Social development; and 
• Improvement of the environment1 



2.2 The GLA Group spends around £9.5 billion on its procurement activities every year. The scale 
and diversity of our buying power presents considerable opportunities for effective partnership 
working, to achieve value for money and encourage innovative approaches. Responsible 
procurement led by the GLA Group and championed by the Mayor, has the potential to create a 
massive ripple effect throughout all of London’s suppliers, as well those nationally and 
internationally, that can fundamentally change the way that products and services are designed, 
provided, consumed and disposed of. 



2.3 We are committed to responsible and ethical business practice and expect similar standards from 
our suppliers and throughout our supply chain. We respect international principles of human 
rights including, but not limited to, those expressed in the UN Declaration of Human Rights, 
United Nations Guiding Principles, and the UK Government Modern Slavery Act 2015; and the 
relevant legislation in all of the countries where we procure our goods and services. 



2.4 This document is a high level strategic policy setting out the GLA Group’s plans, ambitions and 
commitments for ensuring continuous improvement in London, delivered through all the Group’s 
procurement activities as well as commissioning and funding opportunities, which supports the 
delivery of the Mayor’s commitments and related strategies. It reflects best practice and 
demonstrates that our procurement activities meet all relevant legislative requirements, such as 
the Modern Slavery Act 2015, the Social Value Act 2012, the Equality Act 2010 and others. 



2.5 The GLA Group Responsible Procurement Implementation Plan2 sets out the actions that the 
GLA Group has prioritised to deliver the RP Policy themes. This plan includes working with our 
first tier suppliers and their supply chain where possible to fully implement this policy. More 
information is set out in the ‘Implementation section’. 



3 Social value 



3.1 For the GLA Group3, responsible procurement means pioneering socially, environmentally and 
economically sustainable procurement to deliver social value. Social Value for us means an 
enhanced natural environment, improved quality of life and better value for money. It involves 



 
1 Section 30(2) Greater London Authority Act 1999 



2 https://www.london.gov.uk/sites/default/files/gla_group_rp_ip_final_for_publishing.pdf 



3 The Greater London Authority, Transport for London, the London Fire Commissioner (LFC), Mayor’s Office for 
Policing and Crime, London Legacy Development Corporation and Old Oak and Park Royal Development 
Corporation. This Policy is also supported by the Metropolitan Police Service who are accountable to the Mayor’s 
Office for Policing and Crime. For the purposes of this policy the references to the GLA Group shall include the 
Metropolitan Police Service. 





https://www.london.gov.uk/sites/default/files/gla_group_rp_ip_final_for_publishing.pdf
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working in partnership across London to provide sustained employment opportunities and 
improve working conditions. It means opening up access to contract opportunities for London’s 
diverse businesses, and voluntary and community sector organisations, encouraging improved 
practices with our suppliers and promoting greater environmental sustainability to make London a 
better place to live and work. It is through the commitments set out in this policy and 
accompanying implementation plan, and the resulting outputs that are realised, that the GLA 
Group will deliver social value through its procurement activity and supply chain. 



3.2 We will consider how what is proposed to be procured can improve the economic, social and 
environmental well-being of our communities. We will work with communities and suppliers to 
identify any specific needs and how well-being can be improved through our procurement and 
commissioning activities. 



3.3 We will lead by example by routinely considering social value outcomes available from the 
procurement of goods, works and services and asset disposal in all contracts over £100,000, as 
well as at lower levels where specific opportunities exist. 



3.4 We will consult and work with service users, communities and the supply market to improve the 
design and production of our works and services contracts that have an impact on the community 
so that outcomes are delivered in the most efficient manner, including through innovative 
solutions. 



3.5 At all times, we will ensure that procurement requirements focusing on social value are relevant 
and proportionate, reflecting need and the nature of the supply market as well as ensuring that 
opportunities for small and diverse business aren’t limited by policy requirements. 



3.6 Wherever and whenever possible, we will quantify the economic, social and environmental 
benefits delivered to our communities through procurement.  



4 Our commitment 



4.1 We will ensure that decisions taken by members of the GLA Group on the procurement of goods, 
works or services are undertaken in line with our commitments set out in this document under 
the following themes: 



1. Improving supply chain diversity 



2. Embedding fair and inclusive employment practices 



3. Enabling skills, training and employment opportunities 



4. Promoting ethical sourcing practices 



5. Improving environmental sustainability 



6. These will be applied, where relevant and proportionate, in commercial arrangements with 
partnering and contracting organisations 



5 Improving supply chain diversity4 



We will encourage equality and diversity by: 



 
4 This includes the nine protected characteristics included within the Equalities Act 2010 
http://www.legislation.gov.uk/ukpga/2010/15/section/4 





http://www.legislation.gov.uk/ukpga/2010/15/section/4
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5.1 Removing barriers in our procurement approaches and processes that inhibit Micro, Small to 
Medium Enterprises (MSMEs) 5, community sector organisations, diverse enterprises6 and under-
represented groups from easily entering our supply chain. We will ensure our procurement 
processes are transparent, straightforward, and open to the whole of the supplier community. 



5.2 Paying our suppliers promptly and paying SME suppliers within 10 working days, in recognition 
of their specific challenge around cash flow, and encourage our supply chain to adopt supporting 
practices. 



5.3 Maximising relevant opportunities to work with voluntary and community sector organisations 
including social enterprises in supply and service delivery. 



6 Embedding fair and inclusive employment practices 



We will seek fair employment practices by: 



6.1 Identifying opportunities to encourage our suppliers to employ a workforce that is representative 
of the diversity of London’s population and provide services that are inclusive. We will seek to 
work with organisations (and their supply chains) that have a good track record and can clearly 
demonstrate promoting equality and diversity within their own organisations. 



6.2 Securing the Mayor’s Good Work Standard7 as a key part of our dialogue with suppliers, 
encouraging them to join the programme, participate in the Standard’s community, and requiring 
that all suppliers have fair terms of pay, including the London Living Wage, to the extent 
permitted by law. 



6.3 Working with our suppliers to understand (and regularly assess) the terms on which people 
working in our supply chain are employed and to ensure they are not exploitative or unlawful.  



6.4 We will work with suppliers to ensure that our service requirements do not result in the 
inappropriate or exploitive use of ‘zero hours’ contracts for low paid, low skilled roles, or in any 
other employment practices that exploits people working in our supply chain. 



6.5 Supporting our suppliers to provide safe and healthy workplaces for their workforce including 
employees, self-employed workers and contractors and supporting them in improving working 
conditions. 



6.6 Reviewing our requirements to ensure the goods and services we buy support diversity and 
inclusion within our own workforce. 



 
5 The Department for Business Industrial and Energy Strategy (BEIS) declares that, a company is an SME if two of 
these three characteristics are met: annual turnover less than €50m; number of employees less than 250; or annual 
balance sheet total less than €43m. This is based on the EU definition (recommendation 2003/361/EC) that also 
defines a Micro enterprise as <10 headcount, less than €2million turnover or less than €2m balance sheet.,  



6 The GLA uses the term minority-led/diverse enterprise for a business which has a majority (51% or more) 
ownership, or a majority of their senior management team, comprising individuals from Black, Asian and minority 
ethnic groups, women, people with disabilities, lesbian, gay, bisexual, trans-person (LGBT) or faith groups. 



7  https://www.london.gov.uk/what-we-do/business-and-economy/supporting-business/what-mayors-good-
work-standard 



 





https://www.london.gov.uk/what-we-do/business-and-economy/supporting-business/what-mayors-good-work-standard


https://www.london.gov.uk/what-we-do/business-and-economy/supporting-business/what-mayors-good-work-standard
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6.7 Seeking to contract with suppliers that recognise and respect the rights of their employees to 
associate freely and to organise and bargain collectively, and that are willing to enter into a 
Trade Union Recognition Agreement if their workers choose to seek one.  



7 Enabling skills, training and employment opportunities 



We will seek skills, training and employment opportunities by: 



7.1 A relevant focus in contracts on training and employment opportunities, including 
apprenticeships, training leading to qualifications, placement positions and engagement with 
schools and colleges. 



7.2 Addressing skills shortages in key industry sectors through working with our suppliers to ensure 
that they create the skills and employment outcomes needed to maintain a high standard of 
delivery of our services to the community. 



7.3 Working with our supply chain to address under-representation of diverse groups, including 
women, people who have disabilities, younger and older people, LGBTQ+ people and people 
from a Black, Asian and minority ethnic background. 



7.4 Requiring our suppliers to target relevant opportunities to people experiencing barriers to 
employment such as long-term worklessness, disability, mental health issues, being ex-offenders 
or ex-service personnel, and communicating those opportunities to local communities. 



7.5 Support London’s just transition8 to a fair, zero-carbon economy by supporting green skills and 
jobs.   



8 Promoting ethical sourcing practices 
We will promote ethical sourcing and address risks of modern slavery by: 



8.1 Adopting the nine provisions of the Ethical Trading Initiative’s (ETI) Base Code9, or equivalent, as 
the standard we expect of our suppliers to support working conditions that are legal, fair and 
safe. 



8.2 Adopting a risk and opportunity-based approach to identify contracts and areas of spend where 
there may be a high risk of poor working conditions, modern slavery, forced labour, human rights 
abuses, sourcing from conflict-affected areas, or negative impacts on security and crime.  



8.3 Seeking to improve transparency within the supply chain, and work with suppliers and in 
partnership with the ETI and Electronics Watch to improve any poor performance identified as 
part of a process of continuous improvement, reflecting existing and emerging legislation and 
guidance. 



8.4 Operating to appropriate animal welfare standards in the management of our own animals and 
ensuring our suppliers and their sub-contractors operate to these standards. 



 
8 ‘Just transition’ means equipping organisations and individuals with the skills, infrastructure and other resources 
to participate in and benefit fully from the zero-carbon economy and ensuring equality of access to its benefits 
across the community.  



9 https://www.ethicaltrade.org/ 



 





https://www.ethicaltrade.org/
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9 Improving environmental sustainability 



We will work with suppliers to deliver a resource efficient and resilient city with high 
environmental quality, accelerating London’s transition to a low carbon and circular economy10 
by: 



9.1 Ensuring that the need to meet the Mayor’s ambitious targets on climate change and air pollution 
are given appropriate priority in procurement decisions. We will identify opportunities for 
reducing emissions that contribute to climate change and poor air quality associated with 
purchases of products, works and services. This includes sourcing of low or zero carbon energy 
wherever possible and phasing out the use of fossil fuels from our fleets, and from vehicles 
servicing and delivering to our premises, prioritising phase-out of diesel, and transitioning to zero 
or ultra-low emission vehicles.  



9.2 Giving priority to circular procurement options and business models that maximise value from 
products and services for as long as possible, keep long term expenditure down, use sustainable 
materials, and reduce financial and asset disposal risks. We will encourage and trial materials 
innovation to keep materials in circulation for longer to reduce consumption of resources and 
reduce the usage of disposable products, particularly single-use plastics. 



9.3 Applying relevant sustainability standards to support delivery of target outcomes relating to 
climate change mitigation and energy, water, materials and waste, air quality, adaptation and 
biodiversity as a minimum, including minimising the ecological harm caused by chemicals such as 
herbicides and addressing the risks presented by specific spend categories such as timber and 
food.  



9.4 Encouraging suppliers through selection processes to adopt processes and procedures to reduce 
their environmental impact. This includes certification to independent environmental 
accreditation schemes such as ISO14001, BES6001, ISO 20400, others as relevant, including 
emerging standards, or their equivalent, where relevant and proportionate. 



9.5 Applying whole life cost assessments of products and services in order to gain a better 
understanding of the full costs and benefits over the relevant lifetime. 



9.6 Encouraging the uptake of walking and cycling and working with suppliers to improve the safety 
of cyclists and walkers, through the mitigation of Work Related Road Risk11 and uptake of the 
Direct Vision Standard12 throughout the supply chain where relevant. 



10 Implementation 



To ensure effective implementation of this policy we commit to: 



10.1 Developing a relevant and proportionate GLA Group Responsible Procurement Implementation 
Plan, including relevant targets and KPIs that enable consistent monitoring and reporting of 
performance and good practice across the Group against this policy. 



 
10 A circular economy is one that produces no waste or pollution by design or intention. It keeps products, parts 
and materials at their highest use and value at all times. It is a more efficient and environmentally sound alternative 
to the traditional linear economy in which we make, use and dispose of resources. More information about the 
circular economy business models and work led by the Mayor can be found at www.london.gov.uk.  



11 www.tfl.gov.uk/wrrr  



12 www.tfl.gov.uk/direct-vision-HGVs and http://content.tfl.gov.uk/vision-zero-action-plan.pdf 





http://www.london.gov.uk/


http://www.tfl.gov.uk/wrrr


http://www.tfl.gov.uk/direct-vision-HGVs


http://content.tfl.gov.uk/vision-zero-action-plan.pdf
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10.2 Embedding relevant and proportionate responsible procurement requirements in our contracts 
and develop group-wide minimum evaluation criteria where appropriate. 



10.3 Communicating and reviewing this policy and its benefits across our Functional Bodies, our 
partners and through our supply chains, and working with national and international 
organisations and networks to share best practice and maintain the GLA Group’s leadership role 
in responsible procurement within the UK and worldwide. 



10.4 Making appropriate financial and staff resources available and providing training and mentoring 
for our staff to continue to successfully implement responsible procurement. 



10.5 Engaging with our suppliers to identify opportunities for business and market development that 
can be realised from responsible procurement and providing support and guidance to help them 
comply with our policy. 



10.6 The GLA Group Collaborative Procurement Board is responsible for overseeing the 
implementation and monitoring the performance of the Responsible Procurement Policy across 
the Greater London Authority’s Group’s procurement activities. The GLA Group Responsible 
Procurement Forum is responsible for ensuring this policy is kept up to date, reflecting legislation, 
policy, intended outcomes and best practice lessons, and will review this policy every two years. 
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last completed on: 



EIA 23/03/2021 SDIA H - 22/03/2021 HSWIA 22/03/2021 RA  
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Throughout This policy has been reviewed as current no changes required. 23/01/2013 



Page 7 ‘Subjects list’ table - template update. 09/01/2015 



Throughout Revision of all policy statements in line with GLA Group revision.  02/08/2017 



Throughout This policy has been reviewed as current with no changes made. 18/11/2020 



Throughout Revision of all policy statements in line with GLA Group revision. 25/03/2021 



Page 3, 
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KPI's


						Key Contract  Delivery Area with reference and sub area (to be read in conjuction with the contract)									Service Level Performance Criteria (SLPC)  (from Annex A part A contract KPI).			KPI Indicators			Target			Reporting frequency			KPI Data
 (Data relating to the Key contract delivery sub area which will be used to assess performance)			Metric to determine target for reporting period 			Metric  to determine achievment for reporting period			SLPC assessment - overall average %  KPI outcome target			SLPC assessment - overall average KPIs Met as % target


						2) Data Management			2.1			Changes to data records have been completed within ten business days of the change occuring.			Data			Complete in time and to quality required			100%			Monthly			Quantity of data items requiring change			Number of items required to be completed			Number of Items actually completed to timliness and quality required			100%			100%


						3) Contract Management			3.1			All performance/management reports, including financial are prepared and submitted in accordance with the contract requirements and in the agreed formats.			Reporting			Complete in time and to quality required			100%			Monthly			Delivery of tasks			Assessment of work under this head			All relavant Tasks are completed to timliness and quality required (YES = 100%, NO = assessment of % completed)			100.0%			100%


									3.2			Supplier has attended all meetings as required.			Reporting


									3.3			The supplier has administered the performance management and reporting process as required (including KPI's).			Reporting


									3.4			All agreed key actions have been responded to within the set timescales to the satisfaction of the Authority.			Key actions 			All completed in time			100%			Monthly			Quantity of Key actions			Number of items required to be completed			Number of Items actually completed to timliness and quality required			100%			100%


						4) General Estate Management			4.1			All General Estate Management actions are completed within the agreed timescales			Core Services			Completed in time			90%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required			100%			100%


									4.2			All SPQ enquires, including letting queries, access requirements, etc. are responded to within 3 working days			Core Services			Completed in time			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									4.3			Inspect 50 per cent of the property portfolio each year year on a rolling basis throughout the contract. Inspection reports to be provided.			Core Services			On target month by month			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									4.4			Maintain (and report to LFB) a diary of all lease/ licence events to include an indicator on criticality/risk 			Core Services			all leases covered/ satisfactory report			100%			Monthly			Quantity of lease/licence items			Number of leases/licences			Number of Leases/ licences where full report made


									4.5			Provide verification and validate rent, licence fees, service charges, insurance and any other relevant demands to ensure that they are fit for payment by LFB			Core Services			Completed in accordance with lease and licence documents			100%			Monthly			Quantity of lease items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


						5) Asset Valuation			5.1			Submitted annual asset valuation and insurance valuation report within agreed format and timescales			Core Services			Complete in time and to quality required			100%			Annual			Delivery of Tasks			Number of Tasks requiring delivery			Number of Tasks delivered to timliness and quality required


									5.2			Responded to any auditor queries related to the valuation reports and methodologies adopted			Core Services


						6) Rating Advice / BID Levies			6.1			Checked all received rates, BID, Levy, CIL and council tax bills for accuracy and calculation, record all relevant information and issue monthly report in accordance with monthly management timescales.  			Core Services			Complete in time and to quality required			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									6.2			Provided rates forecasts for budgeting purposes for the following two years, two months in advance of each financial year  			Core Services			Complete in time and to quality required			100%			Annual			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									6.3			Provide verification and validate rates bills to ensure that they are fit for payment by LFB			Core Services			Complete in time and to quality required			100%			Annual			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									6.4			Researched and recorded BID levy charges attributable to each property as required.			Core Services			Complete in time and to quality required			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									6.5			Provided a record of all Business Levy start and expiry dates applicable to each affected hereditament as required.			Core Services


						7) Treasury			7.1			All monthly and/or quarterly charge raising completed in accordance with leases, licences and any other relevant occupancy agreements.			Treasury Function Services			Complete in time and to quality required			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required			100%			80%


									7.2			Financial reporting provided within agreed format and timescales			Treasury Function Services			Complete in time and to quality required			100%			Monthly			Delivery of tasks			Assessment of work under this head			All relavant Tasks are completed to timliness and quality required (YES = 100%, NO = assessment of % completed)


									7.3			Arrears being proactively pursued in line with Specification requirements			Treasury Function Services			Complete in time and to quality required			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									7.4			Commercial income to be transfered to LFB within the agreed timescales. 			Treasury Function Services			Complete in time and to quality required			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


						8) Call Off and Additional Services  			8.1			To respond to the Authority's request for call off or additional services within five working days, using the agreed format and process. 			Call-Off and Additional Services			Complete in time and to quality required			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required			100%			50%


									8.2			The service will be delivered in a time scale agreed with the Authority to appropriate quality			Call-Off and Additional Services			Complete in time and to quality required			100%			Monthly			Quantity of items			Number of items required to be completed			Number of Items actually completed to timliness and quality required


									8.3			All fee quotes will comply with the scale fees defined in the contract. 			Call-Off and Additional Services
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			Service						COMPLIANCE & AUDIT


			Contractor						Company X


			Month 


			Dates 





			Key Performance Indicators 			KPI Ref			Title			Pass/Fail			Number of Failures in Month


			Make any changes or updates to all data records and the Property Portal within ten business days of the change occuring.			1.1			Data Management


			All monthly reports to be saved on the Teams site. Monthly reports to include but not limited to; Report on Site Access Management (application requests received and where fees have been recovered from MNO); Income; Arrears; Major Works Requests.			2.1			Reporting


			Maintain (and report to LFB) critical lease events to include an indicator on criticality/risk 			2.2			Reporting


			All agreed Suppliers actions from Quarterly Contract Management reviews have been responded to within the set timescales to the satisfaction of LFB.			3.1			Contract Management


			All General Telecoms Estate Management actions are completed within the agreed timescales.			4.1			General Estate Management


			Rent/Annual Site Payments - All annual/half yearly/quarterly charges raised are completed within 5 days in accordance with leases and any other relevant occupancy agreements.			5.1			Treasury


			Rent/Annual Site Payments - to be transfered to LFB as and when received, and a monthly statement of income to be issued to LFB.  			5.2			Treasury


			To deliver forecasted figures (income and fees) for the next financial year in December/January. Including forward look.  Bi annual annually in May and October to align with budget setting.			5.3			Treasury


			Maintain aged debt maintain aged debt at better than 10% total arrears over 4 months old and 3% over 12 months old.  			5.4			Treasury


			Provide a flexible reporting model to meet LFB reporting needs.			6.1			Site Access Management


			To respond to any LFB request for a call off or additional services within five working days of that request by completing a Commissioning Form. 			7.1			Call Off and Additional Services 


			Reports relating the call off services should be of high standard ensuring they are accurate, comprehensive, clear and as requested by LFB.			7.2			Call Off and Additional Services 


			The call off service will be delivered in a time scale agreed in Commissioning Form upon receipt of the signed document.			7.3			Call Off and Additional Services 


			Demonstration that Supplier has acted in LFB's best interests - to avoid any significant and/or unnessesary cost increases and where possible achieve cost avoidance (i.e. considerations to  LFB impact)			7.4			Call Off and Additional Services 
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			Key Contract  Delivery Area with reference and sub area (to be read in conjuction with the contract)									Service Level Performance Criteria (SLPC)			 KPI Measurement			Target			Reporting frequency			Green 95%-100%			Amber 80%-94%			Red            >79%  


			1) Data Management			1.1			Make any changes or updates to all data records and the Property Portal within ten business days of the change occuring.			Data			Complete within ten business days.			100%			When required			95%			80%			0%


			2) Reporting			2.1			All monthly reports to be saved on the Teams site. Monthly reports to include but not limited to; Report on Site Access Management (application requests received and where fees have been recovered from MNO); Income; Arrears; Major Works Requests.			Data			To be uploaded 5 days after the start of each month and to the standard/format agreed with LFB			100%			Monthly			95%			80%			0%


						2.2			Maintain (and report to LFB) critical lease events to include an indicator on criticality/risk 			Core Services			To be uploaded 5 days after the start of each month and to the standard/format agreed with LFB			100%			Monthly			95%			80%			0%


			If the report is unsatisfactory and/or delivered more than 4 working days late there will be a 5% fee reduction for that service for that month.

If the report is unsatisfactory and/or delivered more than 10 working days late there will be a 25% fee reduction for that service for that month.


			3) Contract Management			3.1			All agreed Suppliers actions from Quarterly Contract Management reviews have been responded to within the set timescales to the satisfaction of LFB.
			Key actions 			Complete in timeframe and to standard requested			100%			When required			95%			80%			0%


			4) General Estate Management			4.1			All General Telecoms Estate Management actions are completed within the agreed timescales.			Core Services			Complete in required timeframe/milestones and to quality requested			100%			When required			95%			80%			0%


			5) Treasury Function			5.1			Rent/Annual Site Payments - All annual/half yearly/quarterly charges raised are completed within 5 days in accordance with leases and any other relevant occupancy agreements.			Treasury			To be included within the monthly reports and provide statments when requested			100%			Monthly/ Quarterly			95%			80%			0%


						5.2			Rent/Annual Site Payments - to be transfered to LFB as and when received, and a monthly statement of income to be issued to LFB.  			Treasury			Statement to be received within 5 working days of the end of the previous month and funds transferred			100%			Monthly			95%			80%			0%


						5.3			To deliver forecasted figures (income and fees) for the next financial year in December/January. Including forward look.  Bi annual annually in May and October to align with budget setting.			Treasury			Provide full budget forecast and any backing data, in the timeframes required and format requested.			100%			Annual			95%			80%			0%


						5.4			Maintain aged debt maintain aged debt at better than 10% total arrears over 4 months old and 3% over 12 months old.  			Treasury			To maintain and reduce aged debt.			100%			Annual			95%			80%			0%


			The target is to issue all invoices by the due date and maintain aged debt.  If the aged debt worsens to 20% over 4 months old and 5% over 12 months old, there will be a 25% fee deduction for rent collection services that month.


			6) Site Access Management			6.1			Provide a flexible reporting model to meet LFB reporting needs.			Core Services			Complete to the standard requested			100%									80%


			7) Call Off and Additional Services  			7.1			To respond to any LFB request for a call off or additional services within five working days of that request by completing a Commissioning Form. 			Call-Off and Additional Services			Supplier to detail works required, milestones and expected completion date in a Commissioning Form to be issued to LFB for their approval within 5 working days of LFB's request. 			100%			When required			95%			80%			0%


						7.2			Reports relating the call off services should be of high standard ensuring they are accurate, comprehensive, clear and as requested by LFB.			Call-Off and Additional Services			Complete in time and to quality required. 			100%			When required			95%			80%			0%


						7.3			The call off service will be delivered in a time scale agreed in Commissioning Form upon receipt of the signed document.			Call-Off and Additional Services			Complete in required timeframe - as per the agreed milestones and completion dates.			100%			When required			95%			80%			0%


						7.4			Demonstration that Supplier has acted in LFB's best interests - to avoid any significant and/or unnessesary cost increases and where possible achieve cost avoidance (i.e. considerations to  LFB impact)			Call-Off and Additional Services			Demonstration of cost avoidance or cost negotiations			100%			When required			95%			80%			0%


			If the report is unsatisfactory and/or delivered more than 4 working days late there will be a 5% fee reduction for that service.

If the report is unsatisfactory and/or delivered more than 10 working days late there will be a 25% fee reduction for that service.


			Following the initial mobilation period of 3 months, if the Supplier's performance does not meet a target for more than 2 consecutive months, the client reserves the right to terminate or take over all or part of the contract on 3 months notice. 

















Calculations


			Calculations


			Maximum cap on service credits = 10% of monthly core fee


			Each KPI is measured as a pass or fail. 


			The passes are then totalled to calculate an overall pass rate for the month eg if 4 KPIs have passed in month the total score is 44% (4/9*100)


			Service credits shall be applied as follows:


			Score of 85% +						No deduction


			Score of 75% - 84.9%						2% of monthly core fee


			Score of 65% - 74.9%						4% of monthly core fee


			Score of 55% - 64.9%						6% of monthly core fee


			Score of 45% - 54.9%						8% of monthly core fee


			Score of below 44.9%						10% of monthly core fee


			Where the overall score in any measurement period falls below 45% this shall consistute a Service Breach and shall require the Supplier to submit a Performance Improvement Plan detailing how the performance issues will be remedied. 








			If the Supplier fails an individual KPI for three successive months an additional service credit shall be applied as detailed below:


			Month 3						Additional 2% of monthly core fee above usual calculation


			Month 4						Additional 4% of monthly core fee above usual calculation


			Month 5						Additional 6% of monthly core fee above usual calculation


			Month 6						Additional 8% of monthly core fee above usual calculation


			Month 7						Material Breach
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1. [bookmark: _Toc187313462]PSQ Explainer (for suppliers)

1. Public procurement is governed by regulations to ensure that procurement delivers value for money, competition, transparency and integrity.

2. The Procurement Specific Questionnaire (PSQ) has been designed to help contracting authorities ensure that suppliers share the right information when participating in a procurement. This is separate from the formal tender submission (on how the supplier proposes to meet the tender requirements). The PSQ consists of three parts:

3. Part 1 - confirmation of core supplier information: suppliers participating in procurements will now be expected to register on a central digital platform (CDP). Suppliers can submit their core supplier information and, where a procurement opportunity arises, share this information with the contracting authority via the CDP. It is free to use and will mean suppliers should no longer have to re-enter this information for each public procurement but simply ensure it is up to date and subsequently shared. The CDP is available at https://www.gov.uk/find-tender. Part 1 provides confirmation that suppliers have taken these steps.

4. Part 2 - additional exclusions information: procurement legislation provides for an ‘exclusion regime’ and a published ‘debarment’ list to safeguard procurement from suppliers who may pose a risk (for example, due to misconduct or poor performance). Suppliers must submit their own (and their connected persons[footnoteRef:2]) exclusions information via the CDP. This includes self-declarations as to whether any exclusion grounds apply to them and, if so, details about the event or conviction and what steps have been taken to prevent such circumstances from occurring again. [2:  Connected persons are persons who exercise (or have a right to exercise) significant influence or control over the supplier and those over which the supplier exercises (or has the right to exercise) significant influence or control. This includes majority shareholders, directors and shadow directors, parent and subsidiary companies and predecessor companies. The majority of the exclusion grounds state that they apply to the supplier or a connected person of the supplier.] 


5. As part of a procurement, a supplier will need to also share additional exclusions information for any suppliers that they are relying on to meet the procurement’s conditions of participation. These could either be consortium members or key sub-contractors (but excludes any guarantors). These suppliers are ‘associated persons’ and their exclusions information must be shared with the contracting authority. We recommend this is done by ensuring that associated persons register, submit and share their information via the CDP (like the prime/main supplier).

6. In addition to the sub-contractors who are being relied on to meet the conditions of participation (who are associated persons), suppliers will need to share an exhaustive list of all their intended sub-contractors, which will be checked against the debarment list.

7. If a sub-contractor is unknown at the start of the procurement (or brought in during it), this should be made clear by the supplier and relevant details of the sub-contractor should be provided once their identity and role is confirmed. This information should be shared with the contracting authority as soon as possible and at least by final tenders.

8. Part 3 - conditions of participation: contracting authorities may set conditions of participation which a supplier must satisfy in order to be awarded a public contract. They can relate to the supplier’s legal and financial capacity or their technical ability.

9. Some of the information requested in the PSQ will be for information purposes only. Other information will be assessed by the contracting authority. This might include a pass or fail mechanism, or a threshold which the supplier must meet. Under certain procurement processes, a contracting authority might use the information shared via the PSQ as part of a selection process to limit the number of participating suppliers. For example, inviting the five suppliers that submitted the highest scoring responses. Where this is the case, the contracting authority will outline the maximum number of suppliers, and the criteria used to select the limited number of suppliers, in their tender notice (section 20(4)(a) of the Procurement Act and regulation 19(2)(d) of the Procurement Regulations 2024).

10. Suppliers should note that contracting authorities have legislative duties to publish certain information which relate to the supplier in their contract award notices. This information includes, but is not limited to:

· details of the winning supplier’s associated persons 

· details of the winning supplier’s connected person information

· for certain procurements over £5 million, details of unsuccessful bidders



11. Where a supplier is unsure or requires any clarification, they should check with the contracting authority.





















2. [bookmark: _Toc187313463]
PSQ (to be completed by suppliers)

		

		



		No.

		Question



		[bookmark: _Toc183608004][bookmark: _Toc187313464]Preliminary questions



		1. 

		What is your name? (supplier name)



		

		[Insert name]



		2. 

		You must be registered on the central digital platform (CDP).

What is your central digital platform unique identifier?



		

		[Insert unique identifier]



		3. 

		Please confirm if you are bidding as a single supplier (with or without sub-contractors) or as part of a group or consortium.

If you are bidding as part of a group or consortium (including where you intend to establish a legal entity to deliver the contract), please provide: 

a. the name of the group/consortium

b. the proposed structure of the group/consortium, including the legal structure where applicable

c. the name of the lead member in the group/consortium

d. your role in the group/consortium (e.g. lead member, consortium member, sub-contractor)



		

		[Insert information]



		4. 

		Are you on the debarment list?



		

		[Insert Yes or No]

[If yes, insert details]



		[bookmark: _Toc183608005][bookmark: _Toc187313465]Part 1 – confirmation of core supplier information



		5. 

		You must submit up-to-date core supplier information on the CDP and share this with information with us via the CDP (either a share code or PDF download).

This includes:

a. basic information

b. economic and financial standing information

c. connected person information (these are persons with the right to exercise, or who actually exercise, significant influence or control over the supplier, or over whom the supplier has the right to exercise, or actually exercises, significant influence or control over, for example: directors, majority shareholders and parent and subsidiary companies)

d. exclusion grounds information

Please confirm you have shared this information with us.



		

		[Insert reference / file name]



		[bookmark: _Toc183608006][bookmark: _Toc187313466]Part 2 – additional exclusions information 



		[bookmark: _Toc183608007]Part 2A – associated persons



		6. 

		Are you relying on any associated persons to satisfy the conditions of participation? (these are other suppliers who might be sub-contractors or consortium members but not a guarantor).

[The conditions of participation are outlined in Part 3]

If so, please complete Q8, Q9 & Q10 (otherwise Q8, Q9 & Q10 are not applicable).



		

		[Insert Yes or No]



		7. 

		For each supplier/associated person, please confirm which condition(s) of participation you are relying on them to satisfy.



		

		[Insert name of supplier and brief description]

[Insert name of supplier and brief description]



		8. 

		For each associated person, you must confirm they are registered on the CDP and have shared with us their information (either a share code or PDF download):

a. basic information

b. economic and financial standing information 
(if they are being relied upon to meet conditions of participation regarding financial capacity)

c. connected person information

d. exclusion grounds information



		

		[Insert name of supplier and reference / file name]



		9. 

		Are any of your associated persons on the debarment list?



		

		[Insert Yes or No]

[If yes, insert details]



		[bookmark: _Toc183608008]Part 2B – list of all intended sub-contractors



		10. 

		Please provide: 

a. a list of all suppliers who you intend to sub-contract the performance of all or part of the contract to (either directly or in your wider supply chain)

b. their unique identifier (if they are registered on the CDP), or otherwise, a Companies House number charity number, VAT registration number, or equivalent

c. a brief description of their intended role in the performance of the contract

If you are not intending to sub-contract the performance of all or part of the contract, then this question and Q12 are not applicable.



If a sub-contractor is unknown at the start of the procurement (or brought in during it), this should be made clear by the supplier and relevant details of the sub-contractor should be provided once their identity and role is confirmed. This information should be shared with the contracting authority as soon as possible and at least by final tenders.



		

		[Insert name of supplier – unique identifier – brief description]

[Insert name of supplier – unique identifier – brief description]



		11. 

		Please confirm if any intended sub-contractor is on the debarment list.

The debarment list can be found here [insert link]



		

		[Insert Yes or No]

[If yes, insert sub-contractor(s) name and provide details]



		[bookmark: _Toc183608009][bookmark: _Toc187313467]Part 3 – questions relating to conditions of participation



		[bookmark: _Toc183608010]Part 3A – standard questions



		



		12. 

				12.1

		Documentary evidence to demonstrate financial capacity should have been submitted via the CDP. This must include either detailed audited accounts or other means of demonstrating financial status. 



		12.2

		Is your organisation duly registered with the relevant professional or statutory bodies (e.g., RICS, CIOB)

		[Insert Yes or No] 



[if yes, provide details] 





		12.3

		Do you hold the following minimum levels of insurance:
  •  Public Liability: £5M
  •  Employers’ Liability: £10M
  •  Professional Indemnity: 2M

		[Insert Yes or No]



		12.4

		Has your organisation ever been subject to insolvency proceedings, administration, or liquidation in the past five years?

		[Insert Yes or No]



		12.5

		Do you meet the minimum turnover requirement of £500k for the last financial year?

		[Insert Yes or No]



		12.6

		 Have you provided telecommunication estates professional management services to at least three clients in the last five years?

		[Insert Yes or No] 



[if yes, provide details in the table under section 17 - Relevant experience and contract examples]. 













13. Are you relying on another supplier to act as a guarantor?

If so, please provide their name and evidence of their economic and financial standing.



		

		[Insert Yes or No]

[If yes, insert reference / file name]



		14. 

		Further to question 12.3 above, Please confirm whether you already have, or can commit to obtain, prior to the award of the contract, the levels of insurance cover indicated below:

a. Employer’s (Compulsory) Liability Insurance = £10M

b. Public Liability Insurance = £5M

c. Professional Indemnity Insurance = £2M

*There is a legal requirement for certain employers to hold Employer’s (Compulsory) Liability Insurance of £5 million as a minimum. See the Health and Safety Executive website for more information: www.hse.gov.uk/pubns/hse39.pdf.



		

		[Insert Yes or No]

[Insert details of your insurances already in place]

[Insert details of your insurances which would be obtained following contract award (including information on how you will obtain this insurance – e.g. a quote)]



		Legal capacity



		15. 

		15.1 Please confirm that you meet any and all legal requirements for delivering this contract, and that in delivering this contract you will comply with all relevant UK law.



		16. 

		[Insert Yes or No]

[If yes, provide further details]



		

		15.2 Please confirm whether you have provided Qualifications and / or Trade Assurances as part of your core supplier information on the CDP (where relevant).



		

		[Insert Yes or No] or [Not Applicable]

[If yes, provide further details]





		17. 

		Please confirm that you have in place, or that you will have in place by the award of the contract, the human and technical resources to perform the contract to ensure compliance with the UK General Data Protection Regulation and to ensure the protection of the rights of data subjects.

Please provide details of the technical facilities and measures (including systems and processes) you have in place, or will have in place by contract award, to ensure compliance with UK data protection law and to ensure the protection of the rights of data subjects. Your response should include, but should not be limited to facilities and measures:

· to ensure ongoing confidentiality, integrity, availability and resilience of processing systems and services

· to comply with the rights of data subjects in respect of receiving privacy information, and access, rectification, deletion and portability of personal data

· to ensure that any consent based processing meets standards of active, informed consent, and that such consents are recorded and auditable

· to ensure legal safeguards are in place to legitimise transfers of personal data outside the UK (if such transfers will take place)

· to maintain records of personal data processing activities 

· to regularly test, assess and evaluate the effectiveness of the above measures



		

		[Insert Yes or No]

[Insert information to support your response]



		Technical ability



		18. 

		Relevant experience and contract examples

Further to question 12.6 above, please provide details of up to three contracts to meet conditions of participation relating to technical ability set out in the relevant notice or procurement documents, in any combination from either the public or private sectors (which may include samples of grant-funded work). 

Where this procurement is for goods or services, the examples must be from the past five years.

The named contact provided should be able to provide written evidence to confirm the accuracy of the information provided.

For consortium bids, or where you have indicated that you are relying on an associated person to meet the technical ability, you should provide relevant examples of where the associated person has delivered similar requirements. If this is not possible (e.g. the consortium is newly formed or a special purpose vehicle is to be created for this contract) then three separate examples should be provided between the principal member(s) of the proposed consortium or members of the special purpose vehicle or sub-contractors (three examples are not required from each member).

If you cannot provide at least two examples of previous contracts, please provide an explanation for this and how you meet the conditions of participation relating to technical ability.



		

		[Insert information below]

		

		Contract 1

		Contract 2

		Contract 3



		Name of customer

organisation who

signed the contract

		

		

		



		Name of supplier

who signed the

contract

		

		

		



		Point of contact in

the customer’s

organisation

		

		

		



		Position in the

customer’s

organisation

		

		

		



		Email address

		

		

		



		Description of

contract

		

		

		



		Contract start date

		

		

		



		Contract completion date

		

		

		



		Estimated contract

value

		

		

		







		[If you cannot provide at least two examples of previous contracts that are relevant to the requirement, in no more than 500 words please provide an explanation for this and how you meet the conditions of participation relating to technical ability – e.g. your organisation is a new start-up or you have provided services in the past but not under a contract.]









		19. 

		Experience of sub-contractor management

Where you intend to sub-contract a proportion of the contract, please demonstrate how you have previously maintained healthy supply chains with your sub-contractor(s) (which may be the intended sub-contractor(s) for this procurement or any others used previously).

The description should include the procedures you use to ensure performance of the contract.



		

		[Insert information]



		20. 

		Organisational standards

Where conditions of participation have specified organisational qualifications or standards, please provide details of how these are met, or other equivalent standards that equal or exceed what has been requested. 



		

		[Insert information]



		21. 

		Health and safety

Please describe the arrangements you have in place to manage health and safety effectively and control significant risks relevant to the contract (including risks from the use of contractors, where relevant).



		

		[Insert information]



		









































		

22. Quality Assurance



		21.1

		Does your company have a quality assurance policy or statement?

		[Insert Yes or No]



[if yes, provide details]



		21.2

		If the answer to 21.1 is yes, is it available to BlueLight Commercial/ In-Tend Procurement portal on request?

		[Insert Yes or No]





		21.3

		Do you have an externally accredited quality accreditation system (e.g. ISO 9001 / 9002 or equivalent)? 

		[Insert Yes or No]



[if yes, provide details]



		21.4

		If the answer to 21.3 is yes, please confirm that certificates can be provided on request to support the above

		[Insert Yes or No]





		21.5

		If the answer to 21.3 is no, please explain what internal quality systems are in place.



		

		[Provide details if required









		

		

23. Equality and Diversity 



If your organisation is working outside of the UK, please refer to equivalent legislation in the country that you are located.  



		22.1

		In the last three years, has any finding of unlawful discrimination been made against your organisation by an Employment Tribunal, an Employment Appeal Tribunal, or any other court (or in comparable proceedings in any jurisdiction other than the UK)? 

		[Insert Yes or No]





		22.2

		Please provide a summary of the nature of the investigation and an explanation of the outcome of the investigation to date.  

 

If the investigation upheld the complaint against your organisation, please explain what action (if any) you have taken to prevent unlawful discrimination from reoccurring. You may be excluded if you are unable to demonstrate to the Authority’s satisfaction that appropriate remedial action has been taken to prevent similar unlawful discrimination reoccurring.  Word Limit: 500 



		

		[Provide details if required]







		22.3

		In the last three years, has your organisation had a complaint upheld following an investigation by the Equality and Human Rights Commission or its predecessors (or a comparable body in any jurisdiction other than the UK), on grounds or alleged unlawful discrimination? 

		[Insert Yes or No]





		22.4

		Please provide a summary of the nature of the investigation and an explanation of the outcome of the investigation to date.  

 

If the investigation upheld the complaint against your organisation, please explain what action (if any) you have taken to prevent unlawful discrimination from reoccurring. You may be excluded if you are unable to demonstrate to the Authority’s satisfaction that appropriate remedial action has been taken to prevent similar unlawful discrimination from reoccurring.  Word Limit: 500 



		

		[Provide details if required]







		22.5

		If you use sub-contractors, do you have processes in place to check whether any of the above circumstances apply to these other organisations? 

		[Insert Yes or No]









24. Business Continuity



		Category One responders are required by the Civil Contingencies Act 2004, to have a Business Continuity Management (BCM) system in place. BCM is a critical area of business, therefore where it is necessary to procure goods or services that underpin these Critical Functions from external suppliers, documentary evidence will be required from them of their BCM processes and plans, that ensures the continuous provision of that product or service.  



		23.1

		In terms of resilience, please demonstrate how you apply Business Continuity Management to ensure the continuous provision of this product or service? 



		

		[Provide details]





		23.2

		Does your company have a Business Continuity policy and plan(s) 

		[Insert Yes or No]





		23.3

		If the answer to e is yes, is it available to BlueLight Commercial/ In-Tend Procurement portal on request? 

		[Insert Yes or No]





		23.4

		Explain how your business will continue, in the event of you experiencing a disruption.   Ensure your answer covers the following: 

 

· The activities that are essential for the delivery of your products and services and how did you identify these; 

· A summary of how your company would operate following a loss of or disruption to key resources including (but not limited to) staff, IT systems, communication systems, utilities, premises, equipment, fuel, suppliers, etc; 

· Confirmation that all your critical IT systems and data are backed up and readily available off site with disaster recovery procedures in place to restore them; 

· A description of the business continuity roles and responsibilities of your key personnel and documentary evidence that these are clearly defined; and   

The procedures you have in place to ensure immediate and regular communication with your customers and key stakeholders following any disruption. 



		

		[Provide details]





		23.5

		In order to validate your Business Continuity plan(s) and arrangements, it is essential that they are regularly reviewed, exercised and updated.   

Outline your validation process; and provide evidence that your business continuity plans have been reviewed, exercised and updated within the last 12 months: 



		

		[Provide details]









25. Risk Management 



		24.1

		Explain how your company identifies and mitigates the risk of disruption. 



		

		[Provide details]





		24.2

		Provide appropriate examples of where you have identified and mitigated against potential disruption. 



		

		[Provide details]





		24.3

		Do you have an up-to-date company risk register? 

		[Insert Yes or No]





		24.4

		If the answer to 25.3 is yes, please confirm that a copy of the risk register can be provided to BlueLight Commercial/ In-Tend Procurement portal upon request to support the above. 

		[Insert Yes or No]









26. Supply Chain Resilience 	



		25.1

		Outline your process for assessing the resilience of your key suppliers and service providers; and detail any contingencies that you have in place should you experience a loss or unavailability of their product or service: 



		

		[Provide details]









27. Bribery Act 2010	



 It is illegal to offer, promise, give, request, agree, receive or accept bribes. 



		26.1

		Does your company have a suitable policy in place to prevent acts of bribery in accordance with the Bribery Act 2010?

		[Insert Yes or No]





		26.2

		If no, please explain why, detailing what internal systems are in place to prevent acts of bribery. 



		

		[Provide details]









28. Information Management and Information Security	



		Framework Participants utilising this Framework shall be responsible for completing their own Data Protection Impact Assessment (DPIA) and will enter into any required documentation, directly between themselves and the Supplier. 

At Call Off stage, Suppliers may be asked to agree to and sign any of the following documents, that are deemed necessary to this procurement.  

Templates of these documents can be found in the table below and are for information purposes only at this stage.  



		27.1

		Please can you confirm that you will agree to and comply with: 

 

A Security Standards Agreement (SSA) 



 

		[Insert Yes or No]





		27.2

		A Data Processing Contract (DPC) 





		[Insert Yes or No]





		27.3

		An Information Sharing Agreement (ISA) 





		[Insert Yes or No]







      



		

		

29. Payments in Contracts Above £5m per annum (inc. VAT)



		If you intend to use a supply chain for this contract, you must demonstrate you have effective systems in place to ensure a reliable supply chain. This question is focused on exploring your payment systems.



		28.1 a)

		Please confirm if you intend to use a supply chain for this contract (i.e.  services that are used wholly or substantially for the purpose of performing or contributing to the performance of the whole or part of the contract)

If “No” you do not need to complete questions 29.2 or 29.3.

		[Insert Yes or No]





		28.1 b)

		Please confirm that you have systems in place to pay those in your supply chain promptly and effectively, i.e. within your agreed contractual terms.

		[Insert Yes or No]





		28.1 c)

		Please confirm you have procedures for resolving disputed payments and invoices with those in your supply chain promptly and effectively.



		

		[Insert Yes or No] 

[If Yes, please provide details]





		28.2

		In public-sector contracts only: Please confirm that you have systems in place to include (as a minimum) 30-day payment terms in all of your supply chain contracts (sub-contracts) and require that such terms are passed down through your supply chain.

		[Insert Yes or No]











		

		

		28.3 a)

























28.3 b)

		Please provide the percentage of payments and invoices paid by you to those in your immediate supply chain on all contracts for each of the two previous six-month reporting periods (as defined in DBT Guidance). This should include the percentage of invoices paid within each of the following categories:



1. within 30 days

2. in 31 to 60 days

3. in 61 days or more

4. due but not paid by the last date for payment under agreed contractual terms.



Please provide the average number of days taken by you to pay an invoice to those in your immediate supply chain on all contracts for each of the two previous six-month reporting periods. 



		Period 1













[%]

[%]

[%]

[%]





		Period 2













[%]

[%]

[%]

[%]



		

		

		[Average days]

		[Average days]



		28.3 c)

		If you are unable to demonstrate that all invoices have been paid within the agreed contractual terms, please explain why. Note: if you are required to submit an action plan, this action plan must also set out steps to address your payment within agreed terms.



		

		[Provide details]



		28.3 d)

		If you are unable to demonstrate that ≥95% of invoices payable to your supply chain on all contracts have been paid within 60 days of the receipt of the invoice in at least one of the last two six months reporting periods please provide an action plan for improvement which includes (as a minimum) the following:

1. Identification of the primary causes of failure to pay:

(a) 95% of all supply chain invoices within 60 days; and

(b) if relevant, due but not paid by the last date for payment under agreed contractual terms. 

2. Actions to address each of these causes.

3. A mechanism for and commitment to regular reporting on progress to the bidder’s audit committee (or equivalent).

4. A plan signed off by your director

5. Plan published on its website (this can be a shorter, summary plan).



		

		[Provide details]



		28.4

		If you have an existing action plan prepared for a different purpose, it is acceptable to attach this but it should contain the above features.

[Confirm attachment included if applicable]









30. Carbon Reduction in Contracts Above £5m per annum (inc. VAT)	



		29.1

		Please confirm that you have detailed your environmental management measures by completing and publishing a Carbon Reduction Plan which meets the required reporting standard and provide a link to your Carbon Reduction Plan.

		[Insert Yes or No]

[Provide Link]



		29.2

		Please confirm that your organisation is taking steps to reduce your GHG Emissions over time and is publicly committed to achieving Net Zero by 2050

		[Insert Yes or No]



		29.3

		Please provide your current Net Zero Target Date:



		[Year of Net Zero Target, e.g. 2050]



		29.4

		Supplier Emissions Declaration

		[Provide data below]



		

		Baseline Year:

		



		

		Scope 1 emissions:

		



		

		Scope 2 emissions:

		



		

		Scope 3 emissions:

		



		

		

		



		

		Current/Most Recent Reporting Year:

		



		

		Scope 1 emissions:

		



		

		Scope 2 emissions:

		



		

		Scope 3 emissions:

		







31. Skills and Apprentices in Contracts Above £10 per annum (inc. VAT)



		31.1

		Please state whether you will be supporting apprenticeships and skills development through this contract.

		[Insert Yes or No]





		31.2

		If ‘YES’ please set out how you will develop and maintain skills relevant to the contract to build a more skilled and productive workforce.  Please also provide details of the process in place to ensure that your supply chain supports skills, development and apprenticeships.



		

		[Provide details]







32. Procuring Steel in Government Contracts	



		32.1

		For projects/programmes involving a relevant steel procurement please describe the supply chain management systems, policies, standards and procedures you have in place to ensure robust supply chain management.



		

		[Provide details]



		32.2

		Please provide all the relevant details of previous breaches of health and safety legislation in the last 5 years, applicable to the country in which you operate on comparable projects, for both your organisation and all your supply chain members involved in the production or supply of steel



		

		[Provide details]



		32.3

		Please provide details of previous similar projects where you have demonstrated a high level of competency and effectiveness in managing all supply chain members involved in steel supply or production to ensure a sustainable and resilient supply of steel.



		

		[Provide details]







33. Suppliers’ Past Performance 	



		32.1

		Can you supply a list of your relevant principal contracts for goods and/or services provided in the last five years? 

		[Insert Yes or No]





		32.2

		On request can you provide a certificate from those customers on the list? 

		[Insert Yes or No]





		32.3

		If you cannot obtain a certificate from a customer, can you explain the reasons why? 

		[Insert Yes or No]





		32.4

		If the certificate states that goods and/or services supplied were not satisfactory, are you able to supply information which shows why this will not recur in this contract if you are awarded it? 

		[Insert Yes or No]





		32.5

		Can you supply the information in questions 32.1 – 32.4 above for any subcontractors [or consortium members] who you are relying upon to perform this contract?

		[Insert Yes or No]





		

		[Provide details]









34. Tackling Modern Slavery in Supply Chains



		34.1

		If you are a relevant commercial organisation subject to Section 54 of the Modern Slavery Act 2015, and if your latest statement is available electronically, please provide: 

● the web address

● precise reference of the documents.

		[Provide link / reference]







		34.2

		If your latest statement is not available electronically, please provide a copy. 

		[Confirm copy provided]



		34.3

		If you are not a relevant commercial organisation subject to Section 54 of the Modern Slavery Act 2015 (for example if your turnover is less than £36 million or you do not carry on your business, or part of your business, in the UK), please provide the above information in relation of any published statements on modern slavery or other relevant documents containing information of a similar type/level. 

		[Provide link,  reference]





		34.4

		Any modern slavery statement or other statement or document should contain at least the following information: 

a. the organisation’s structure, its business and its supply chains; 

b. its policies in relation to slavery and human trafficking; 

c. its due diligence processes in relation to slavery and human trafficking in its business and supply chains; 

d. the parts of its business and supply chains where there is a risk of slavery and human trafficking taking place, and the steps it has taken to assess and manage that risk; 

e. its effectiveness in ensuring that slavery and human trafficking is not taking place in its business or supply chains, measured against such performance indicators as it considers appropriate; 

f. the training and capacity building about slavery and human trafficking available to its staff; or 



If all of this information is not included in your modern slavery statement or other statement or documents, please provide an explanation as to why not and/or assurances that it will be included before contract award

		



		

		[Provide details]















		[bookmark: _Toc183608012][bookmark: _Toc187313468]Confirmations



		35. 

		I confirm that:

· to the best of my knowledge the answers submitted and information contained in this document are complete, accurate and not misleading

· upon request and without delay I will provide any additional information requested of us

· I understand that the response to this questionnaire will be used to assess whether our organisation is entitled to participate in, or continue to participate in, this procurement

· I understand that our organisation may be excluded from the procurement if requested information has not been provided, if any of this response or any follow up responses are incomplete, inaccurate or misleading, if confidential information has been accessed or if we have unduly influenced your decision-making in this procurement



		

		[Insert Yes or No]







		
Signed

		







		Date

		







		Name

		







		Role

		







		Phone number

		







		Email

		







		Postal address
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Annex 3 - For Information Purposes Only


Security Standards Agreement for [insert project/contract title] (contract ref: [xxx])





This agreement acts as a supplementary agreement to the [Contract /Agreement, insert URN] between the [Name of Police Force/s], hereinafter referred to as the Force(s), and [Supplier or Partner Organisation], hereinafter referred to as the Supplier. It establishes the security requirements that the Supplier shall comply with in provision of services to the Force/s.


The purpose of this agreement is to formally communicate the expectations that the Force/s, has regarding the Supplier handling of information relating to the [insert project/contract title]. The standard of protection required varies with the sensitivity of the information being shared. The primary objective of this agreement is to ensure the appropriate handling of HMG/Policing information by the Supplier, and the correct allocation of classifications and their associated handling instructions to information related to the services generated by (and provided to) the Supplier relating to [insert project/contract title].





This agreement does not preclude the security responsibilities detailed in the [Contract/Data Protection Contract, insert URN] or to be detailed in the stated contract. This version of the agreement supersedes any previous versions issued.





1. National Standards


The Force handle all HMG/policing information in line with the following national standards:


· Security Policy Framework (SPF)[footnoteRef:1] [1:  https://www.gov.uk/government/publications/security-policy-framework] 



· Authorized Professional Practice on Information Management[footnoteRef:2] [2:  https://www.app.college.police.uk/app-content/information-management/] 



· Guidance on the Management of Police Information (2nd Edition, 2010)[footnoteRef:3] [3:  https://ict.police.uk/wp-content/uploads/2016/07/mopi-refreshed-guidance.pdf ] 



· The Authorised Professional Practice for Vetting[footnoteRef:4]  [4:  http://library.college.police.uk/docs/appref/C666I0917-Vetting-APP-22.10.17.pdf] 



· PSN Code of Practice[footnoteRef:5] [5:  https://www.gov.uk/government/publications/psn-code-of-practice-cop] 



· Government Security Classification (GSC)[footnoteRef:6] [6:  https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf ] 



· NCSC Data at Rest[footnoteRef:7] [7:  https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882760/dwp-ss007-security-standard-use-of-cryptography-v1.1.pdf ] 



· NCSC Secure Sanitisation of Storage Media[footnoteRef:8] [8:  https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media ] 



· NCSC Data in Transit Protection[footnoteRef:9] [9:  https://www.ncsc.gov.uk/guidance/tls-external-facing-services ] 






And when a cloud service is been used:


· NCSC’s Cloud Security Principles[footnoteRef:10] [10:  https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles ] 






Note: These standards include all aspects of security and Information Management (data processing, communication, file classification, transmission, storage, retention and disposal). Not all the above national standards will be relevant to the [insert project/contract title].   The Supplier must ensure it has adequate governance including organisational policies for security standards including technical, logical and administrative controls that adhere to the above standards or higher.





2. Sub-Contractors/Processing and Off Shoring 


The Supplier must ensure that any sub-contractors/processing also adhere to the stated requirements via the same means. 


Any Off Shoring will only be done with direct approval from the Force/s as detailed in the [Contract /Agreement, insert URN].





3. Confidentiality and Non-disclosure of HMG/Police information


The data processed in relation to the [insert project/contract title] could have a direct impact on operational policing, the effective working of the criminal justice system and potentially the security of the nation. 


The Supplier’s attention is therefore drawn to the provisions of the Official Secrets Acts 1911 to 1989 in general, and to the provisions of Section 4 of the Official Secrets Act 1989. The Supplier shall take all reasonable steps to make sure that all individuals employed on any work in connection with the [insert project/contract title] have notice that these statutory provisions apply to them and shall continue to apply after the completion or earlier termination of this [insert project/contract title].


Staff of the Supplier may be required to sign a Force(s) Undertaking of Confidentiality/ Acknowledgment (UoC/A) and or data access agreements / remote access agreements as part of the [Contract /Agreement, insert URN].





4. Government Security Classification


All information provided under the GSC will be classed as OFFICIAL but will generally have no marking to identify it as OFFICIAL. The Force/s will label OFFICIAL-SENSITIVE as such.


File Classification – Suppliers own company policy/guidelines can be followed providing they are underwritten by current national standards, comparable with GSC and stand to regular review, audit and scrutiny.  


OFFICIAL Examples


Transmission – Use of a technical solution may be acceptable subject to prior agreement with the Force’s Information security team. For mail it must be sent in the post or via a courier service, in a sealed envelope. Envelope must be fully addressed to the named recipient and include return address details.  All technical transmissions and communications i.e. email, and file transfer solutions must use encryption standards AES 256 as minimum and TLS 1.2 protocols.


Below is a standards document that is followed by Police Forces:

















Remote Working - Suppliers own company policy/guidelines can be followed providing information cannot be inadvertently overlooked whilst being accessed remotely. Force information should be adequately protected from unauthorised access, modification and loss at all times.





Storage – For physical storage information must be held under a single barrier and/or lock and key and access only granted to those with the appropriate employment checks and vetting and ‘need to know’.  Digital data storage must be protected by infrastructure and a network protected by security in depth as directed by national guidance. 





Disposal – Disposal is as per the guidance provided by NCSC with regards to secure sanitisation of storage media and through their own policy/guidance.





OFFICIAL-SENSITIVE Examples





Transmission – All technical transmissions and communications i.e. email, and file transfer solutions must use encryption standards AES 256 as minimum and TLS 1.2 protocols.  Use of a secure technical solution following the national standards above is acceptable e.g. a CJSM email address. For mail double enveloped. Do not show classification on the outer envelope. Label the inner envelope OFFICIAL-SENSITIVE. Both envelopes should be fully addressed to the named recipient and include return address details. Material must be sent via a service with the ability to track the material until the point of successful delivery to the intended location.





Remote Working – Only to be allowed if the Supplier has a company policy/guidelines and information cannot be inadvertently overlooked whilst being accessed remotely and assets used to process OFFICIAL-SENSITIVE information are secured via the appropriate technical and organisational measures as detailed in the national standards above.





Storage – For physical storage information must be held under two different barriers and/or lock and key and access only granted to those with the appropriate employment checks and vetting and have a ‘need to know’.  Digital data storage must be protected by infrastructure and a network protected by security in depth as directed by national guidance.





Disposal - Disposal is as per the guidance provided by NCSC with regards to secure sanitisation of storage media.


This guidance is not exhaustive. If in doubt, the Supplier must contact the Force for clarity on the handling and storage of any information. A Handling Policing Data within OFFICIAL document is available on request.





5. Actions


You are requested to acknowledge receipt of this agreement and to confirm by signature (below) that the national standards stated in Section 1 have been brought to the attention of the person directly responsible for the security and information management of this project, that they are fully understood, and that the required technical and organisational security measures can and will be taken to safeguard the data concerned.








If you have any difficulty in interpreting the meaning of the above standards, please let Force(s) know.





Note: It is recommended that your organisations signs up to the Cyber Security Information Sharing Partnership (CiSP) run by the NCSC if your organisations has not already done so - CiSP - NCSC.GOV.UK





5. Signatures





Sign Here


Signed on behalf of the Supplier[footnoteRef:11] [11:  A board level member who has responsibility and accountability for Information Risk within the supplier’s organisation.] 



Date:


Sign Here


Force Accreditor(s)


Date:









image1.emf


Police Data in 



Transit






Police Data in Transit






   




pg. 1 




  




  




 




 




 




Protection of OFFICIAL Police 




Data in Transit – Risks & 




contextual risk mitigations  




 




Version: 1.0 




   




 




    




 




 




© © Crown Copyright YYYY 




For additional copies, or to enquire about the content of the document, please 




contact the National Police Information Risk Management Team at the following e-mail 




address:  information.assurance@homeoffice.pnn.police.uk 




The original electronic copy of this document is held by NPIRMT 




 




 




 







mailto:information.assurance@homeoffice.pnn.police.uk











pg. 2 




Document Control 




 




Author: Chris Tiller 




NPIRMT 




National Accreditor for Police Systems 




 07846350792 




 chris.tiller@homeoffice.pnn.police.uk 




 




 




 




Amendment Log 




VERSION DATE CHANGES AUTHORISED 




0.1 23/02/18 Initial Draft  




0.2 26/03/18 Updated following comments received from 
NPIRMT colleagues 




 




0.3 16/04/18 2nd update following rewording of introduction, 
Risks and Purpose 




 




0.4 09/05/18 3rd update to title of document and other minor 
comments addressed. 




 




0.5 23/05/18 4th update incorporating comments from external 
review 




 




1.0 29/06/18 Review and update incorporating feedback.  




 




Distribution List 




VERSION NAME ROLE 




0.1 NPIRMT  




0.2 NPIRMT + External colleagues  




0.3 George McLeod & Darren Scothern + NPIRMT colleagues  




0.4 George McLeod   




0.5 George McLeod & Adam Clark for review and distribution to 
colleagues across Home Office and Policing 




 




1.0 Police IA Community  




   




 















   




pg. 3 




Contents 




 
Introduction and Purpose…………………………………………………………………………………………………………….4 - 6 




Table Matrix of Networks…………………………………………………………………………………………………………….7-13 




MPLS network ......................................................................................................................................... 8 




Optical Fibre, Single Customer ................................................................................................................ 9 




Copper wire / leased line ...................................................................................................................... 10 




Microwave link ...................................................................................................................................... 11 




Laser link ............................................................................................................................................... 12 




Wifi link Assumes WPA2 + AES ............................................................................................................. 13 




Internet connection .............................................................................................................................. 14 




Conclusion ............................................................................................................................................. 15 




 




 




  















pg. 4 




Introduction 




The National Cyber Security Centre have notified Policing and other HMG bodies that Enhanced Grade 




Ultra Electronics AEP devices should no longer be used to protect HMG data from 1st Jan 2019. Policing 




currently uses the AEP devices to provide a cryptographic overlay on top of the Public Sector Network 




to assure the confidentiality and integrity of Police data in transit. Application has been made to the 




Key Production Authority for a replacement key which would allow the use of the current architecture 




for a maximum of a further three years, but it is clear that there is a need to migrate from the PSN for 




Policing to a new sustainable solution. 




Risk 




• The risks of compromise from a malicious attack or accidental misconfiguration to Policing 




data vary considerably depending on the sensitivity  of the information (OFFICIAL-Low/Medium/High) 




and the controls applied to ensure data protection (see also Guidance on: Handling of Policing data 




within OFFICIAL v 2.0 March 2017). The PSNP currently provides HMG approved encryption over 




Government procured MPLS infrastructure (PSN) and is considered suitable for the protection of all 




levels of OFFICIAL data. With the need to migrate from the PSNP it may be necessary, in the event that 




a suitable replacement is not provided, to consider the use of different infrastructures to provide 




Policing network connectivity. Each different infrastructure presents different risks and will therefore 




require different controls to protect data whilst in transit; A raw internet connection poses a much 




greater risk to the confidentiality and integrity of data in transit due to the possibility of any internet 




user being able to intercept the data.  However, with the implementation of additional security 




controls the connection could be suitable for up to OFFICIAL-High data. An example could be if IPSec 




VPN and TLS 1.2 were implemented the connection could be suitable for up to OFFICIAL-High data, if 




however, only an IPSec VPN is used then it may only be considered suitable for the protection of 




OFFICIAL-Medium data. It should be noted that an internet connection will not address any risks 




arising from availability as it not usual for Internet Service Providers (ISP) to have Service Level 




Agreements (SLA) for this type of connectivity.  




• A dedicated secure MPLS Network does not pose the same risk to data in transit as raw 




internet connection due to the fact that there are fewer users and threat actors with access to the 




infrastructure. With the implementation of the additional  controls of IPSec VPN and TLS 1.2, it would 




certainly be suitable for the protection of data in transit up to OFFICIAL-HIGH, including Bulk data, 




whereas, if only an IPSec VPN were implemented, whilst not be considered sufficient for bulk data 




would still be sufficient for the protection of OFFICIAL-High in transit. 




This document is designed to ensure a consistent approach is applied to protecting the confidentiality 




and integrity of police data in transit, with the controls identified in the tables preventing data being 




compromised due to insufficient protection in transit or accidental misconfiguration. 
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Purpose 




The purpose of this document is to provide guidance to the Policing community in respect of the 




commercially available cryptographic controls, which should be considered for the protection of Police 




data in transit across the diverse network technologies available, as a result of the need to migrate 




from the AEP products which are at the core of the PSNP.  




Current data protection and future GDPR regulations place a statutory duty upon policing to apply 




Organisational and Technological controls to adequately protect its data sets. There are a significant 




number of threat actors who constantly and actively seek to intercept policing data for a variety of 




motivations. The more sophisticated threat actors could easily intercept policing data, it is therefore 




imperative that we provide adequate protection to data in transit ensuring that we prevent data loss 




which would have long lasting damaging effect on National Policing and could also lead to large fines 




imposed by the ICO. 




Scope & Assumptions 




 




In the following tables a number of assumptions have been made, which in addition to the bullet 




points below, also include that a full risk assessment has been undertaken, and that Technical controls 




such as IDS, Protective Monitoring and malware controls are appropriately implemented. 




• Hardware to hardware IPSEC VPN is configured to the guidance set out by NCSC (see the 




latest guidance issued on the NCSC website at https://www.ncsc.gov.uk). 




 




• Hardware to software IPSEC VPN is configured to the guidance set out by NCSC (see the 




latest guidance issued on the NCSC website at https://www.ncsc.gov.uk) 




 




• Where TLS version 1.2 is used to protect data in transit from server to client it must be 




configured to the guidance set out be NCSC (see the latest guidance issued on the NCSC 




website at https://www.ncsc.gov.uk).   




 




• The initial configuration is assured by penetration testing and that adequate change 




control is applied to ensure through life alignment with NSCS guidance.  




 




• Devices providing VPN tunnels must be appropriately patched, maintained and 




supported.  




 




 




• The strength of cryptographic systems entropies over time. The average age of a 




Transport Layer or Secure Socket protocol is 4.8 years. Obsolescence planning is 




required to ensure the continued strength of the cryptographic solution. Our 




recommendation based upon the lifecycle of SSL/TLS protocols is that systems should be 




updated every 4.8 years as a maximum or when new protocols are released.  




 







https://www.ncsc.gov.uk/



https://www.ncsc.gov.uk/
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• End point devices terminating VPN or TLS connections must also be appropriately 




patched, maintained and supported. 




 




• Key Material and certificates are created in an appropriately ensured environment. 




 




• Key and certificate management must be subject to rigorous policy and governance 




oversight controls.    




 




• Protective Monitoring solutions have been implemented and configured to the guidance 




set out by NCSC (see the latest guidance on the NCSC website at https://ncsc.gov.uk). 




Should configuration be changed or traffic from unexpected Networks be detected 




appropriate alerts and response are generated.  




 




• An appropriate architectural pattern has been implemented.  




TLS version 1.2 is well established and compatible with most modern Networking equipment. We 




recognise that TLS version 1.3 is now set and has security advantages over and above that of version 




1.2 specifically enforced PFS (perfect forward secrecy). Where version 1.3 is available we recommend 




its use over version 1.2.   




We recognise that commercial off the shelf equipment to generate VPNs has less assurance than 




former CAPS approved devices, however we anticipate that hardware utilised to create VPNs to 




transport police data will have been subject to Common Criteria approvals and that the cryptographic 




module has been assessed to FIPS140-2 or equivalent. Where a software client is utilised to terminate 




a VPN we anticipate that the software will have been subject to FIPS140-3 assessment or equivalent.  




We recognise that a hardware appliance providing VPNs, which may also be a Firewall or Load 




Balancing appliance, is hardened, has a smaller attack surface, has fewer lines of code and has fewer 




opportunities for misconfiguration compared with software running on top of a full operating system. 




For these reasons we consider hardware to hardware VPNs to be more secure than hardware to 




software or software to software VPNs.   




The ticks and crosses in the tables, reflect the fact that to enable the transmission of OFFICIAL data 




classified as having a HIGH value, is generally built on the principle that at least 2 elements of security 




enforcing configuration (VPN and TLS 1.2) must be compromised before the data could be intercepted. 




Where there is a single security enforcing control, data could be compromised more easily or lost as 




a result of a misconfiguration, as a result only lower levels of data should be transmitted across the 




chosen Network. 




The tables enables Forces to determine the appropriate controls to protect their data in each network 




type, the controls should be considered to be the minimum required where a Force is transporting 




data from National systems or belonging to other data controllers in common from the Policing 




community of trust.  




The scope is limited to the protection of police data in transit, and does not replace the need for a 




formal risk assessment to ensure the data is appropriately assessed and that the correct network and 




other security controls are implemented to provide appropriate assurance. 
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MPLS network 
 




 
      




Additional Network Controls 
/ Virtual Private Network 




Client - Server 
cryptography 




HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 




Hardware to Hardware               
IPSEC VPN 




Minimum TLS v1.2      




       




Hardware to Software         
IPSEC VPN 




Minimum TLS v1.2      




       




None 




Minimum TLS v1.2      




       
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Optical Fibre, Single Customer  
 




 
      




Additional Network Controls 
/ Virtual Private Network 




Client - Server 
cryptography 




HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 




Hardware to Hardware               
IPSEC VPN 




Minimum TLS v1.2      




       




Hardware to Software         
IPSEC VPN 




Minimum TLS v1.2      




       




None 
Minimum TLS v1.2      




       
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Copper wire / leased line 
 




 
      




Additional Network Controls 
/ Virtual Private Network 




Client - Server 
cryptography 




HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 




Hardware to Hardware               
IPSEC VPN 




Minimum TLS v1.2      




       




Hardware to Software         
IPSEC VPN 




Minimum TLS v1.2      




       




None 




Minimum TLS v1.2      




       
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Microwave link 
 




 
      




Additional Network Controls 
/ Virtual Private Network 




Client - Server 
cryptography 




HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 




Hardware to Hardware               
IPSEC VPN 




Minimum TLS v1.2      




       




Hardware to Software         
IPSEC VPN 




Minimum TLS v1.2      




       




None 




Minimum TLS v1.2      




       
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Laser link 
 




 
      




Additional Network Controls 
/ Virtual Private Network 




Client - Server 
cryptography 




HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 




Hardware to Hardware               
IPSEC VPN 




Minimum TLS v1.2      




       




Hardware to Software         
IPSEC VPN 




Minimum TLS v1.2      




       




None 




Minimum TLS v1.2      




       
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Wifi link Assumes WPA2 + AES 
 




 
      




Additional Network Controls 
/ Virtual Private Network 




Client - Server 
cryptography 




HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 




Hardware to Hardware               
IPSEC VPN 




Minimum TLS v1.2      




       




Hardware to Software         
IPSEC VPN 




Minimum TLS v1.2      




       




None 




Minimum TLS v1.2      




       




 




 















pg. 14 




Internet connection 
 




 
      




Additional Network Controls 
/ Virtual Private Network 




Client - Server 
cryptography 




HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 




Hardware to Hardware               
IPSEC VPN 




Minimum TLS v1.2      




       




Hardware to Software         
IPSEC VPN 




Minimum TLS v1.2      




       




None 




Minimum TLS v1.2      




       
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Conclusion 
 




By following the advice and guidance as set out in the tables below and applying the appropriate 




NSCS guidance on configuration of security enforcing controls for IPSec VPN and TLS 1.2, will 




generally mean that the National Accreditor for Policing will accept the approach chosen by the 




project Technical specialists or Force ITSO/ISO, without the need for further detailed discussion or 




agreement. 




However where there is a discrepancy or challenge regarding the above approach, such as it is not 




possible to implement TLS1.2 due to use of Legacy hardware or software (which may be a risk 




managed decision for an individual SIRO), or an agreement can’t be reached regarding data 




classification. Then the National Accreditor will be available to discuss the appropriate and best 




approach to ensure the protection of the data in transit, so long as the risk assessments have been 




undertaken that provide enough detailed information to be able to correctly classify the data in 




order to make an informed decision using the guidance.     
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Annex 4 - For Information Purposes Only 


 


DATA PROCESSING CONTRACT 


 


THIS CONTRACT is made on the [add date] day of [add month year] 


 


BETWEEN 


 


1. The Parties 


 


· Add details of the relevant parties 


· The following wording may assist:- 


 


The Chief Constable of [Force Name and Address] (herein after called the “Controller”) of the one part and 


 


[add details of third party data processor name and address] (herein after called the “Processor”), [add address]. 


 


2. Purpose 


 


The Purpose of the processing is described within Schedule A. 


 


This Contract sets out the terms and conditions under which Data held by the Controller will be disclosed to and used by the Processor.  


 


The Purpose is consistent with the original purpose of the Data creation and/or collection. 


 


The Processing of Data for the Purpose will assist the Controller to fulfil his obligations as described in Schedule A. 


 


Controllership of the Police Data shall at all times remain with the Controller. 


 


3. Definitions 


 


· It is necessary to define any terms or phrases used throughout the document to ensure clarity of agreement. 


· Ensure all references to the definitions are consistent throughout the document 


· The following wording may assist: 


 


The following words and phrases used in this Contract shall have the following meanings except where the context otherwise requires: 


 


Purpose means the purpose of the Processing as set out within Schedule A. 


 


 


 


Aggregated Data means Police Data presented to the extent that no living individual can be identified from the Aggregated Data or any other Data in the possession of, or likely to come into the possession of any person obtaining the Aggregated Data. 


 


Data, Controller, Data Subject, Processor, Processing, Personal Data, Personal Data Breach, Pseudonymisation and Processing, have the same meaning as in Article 4 of UK GDPR. 


 


Data Protection Impact Assessment means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data. 


 


Data Protection Legislation means all applicable data protection and privacy legislation in force from time to time in the UK including the retained EU law version of the General Data Protection Regulation ((EU) 2016/679) (UK GDPR); the DPA 2018 (and regulations made thereunder) and the Privacy and Electronic Communications Regulations 2003 (SI 2003/2426) as amended and the guidance and codes of practice issued by the Information Commissioner or other relevant regulatory authority and applicable to a party. 


 


Domestic Law means the law of the United Kingdom or a part of the United Kingdom. 


 


Special Categories of Personal Data has the same meaning as in the UK GDPR. 


 


Data Loss Event means any event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach. 


 


Data Subject Access Request means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their personal data. 


 


Police Data means any Data including Personal Data and Special Categories of Personal Data, to be provided to, or collected by, the Data Processor and processed on behalf of the Controller as identified at Schedule A. 


 


Services means the Data Processing activity and services to be undertaken by the Data 


Processor on behalf of the Controller, as identified in Schedule A. 


 


Party means a Party to this Contract. 


 


Police Manager means [Name/ job title of designated person] who has oversight and responsibility for ensuring the Processing on behalf of the Controller or other such person as shall be notified to the Processor from time to time is in compliance with the terms of this Contract. The Police Manager will assume responsibility for co-ordinating data protection compliance, notification, security, confidentiality, audit and co-ordination of subject rights and Freedom of Information requests as directed by the terms of this Contract. 


 


Project Manager means [add name/ job title of person] who has day-to-day management responsibility for the Processing and compliance with this Contract on behalf of the Processor or such other person as shall be notified to the Controller from time to time. The Project Manager will assume responsibility for data protection compliance, notification, security, confidentiality, audit and co-ordination of subject rights and Freedom of Information requests as directed by the terms of this Contract. 


 


Protective Measures means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted. 


 


Law means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Processor is bound to comply. 


 


Contract means this Data Processing Contract together with its schedules and all other documents attached to or referred to as forming part of this contract. 


 


Confidential Information means all Police Data and any other information relating to the Controller’s customers and prospective customers, current or projected financial or trading situations, business plans, business strategies, developments and all other information relating to the Controller’s business affairs including any trade secrets, know-how and any information of a confidential nature imparted by the Controller to the Processor during the term of this Contract or coming into existence as a result of the Processor’s obligations, whether existing in hard copy form or otherwise, and whether disclosed orally or in writing. 


 


Miscellaneous 


Headings are inserted for convenience only and shall not affect the construction or interpretation of this Contract and, unless otherwise stated, references to clauses and schedules are references to the clauses of and schedules to this Contract;  


Any reference to any enactment or statutory provision shall be deemed to include a reference to such enactment or statute as extended, re-enacted, consolidated, implemented or amended and to any subordinate legislation made under it; and  


 


The word ‘including’ shall mean including without limitation or prejudice to the generality of any description, definition, term or phrase preceding that word, and the word ‘include’ and its derivatives shall be construed accordingly. 


 


 


4.0 Provision or collection of Police Data 


 


The manner and frequency of transmission of Police Data from the Controller to the Processor is set out in Schedule A. 


 


· Refer to Schedule A to set out how the Police Data will be provided to, or collected by, the Processor.   


· include the frequency of the provision or collection of Police Data 


· the means of transmission or collection of the Police Data 


 


5.0 Access to the Police Data 


 


Access to the Police Data will be restricted to the Controller or those employees of the Processor as identified in Schedule B and authorised by the Controller, directly involved in the processing of the Police Data in pursuance of the Purpose. 


 


6.0 Data Protection and Human Rights 


 


The processing of any Personal Data shall be in accordance with the obligations imposed upon the Parties to this Contract by the Data Protection Legislation. All relevant codes of practice or data protection operating rules adopted by the Parties will also reflect the data protection practices of each of the parties to this Contract. 


 


The only processing that the Processor is authorised to do is listed in Schedule A by the Controller and may not be determined by the Processor. Where deviation from Schedule A is required this will only occur where previously authorised in writing by the Police Manager to the Project Manager. 


 


The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Controller, include: 


(a) a systematic description of the envisaged processing operations and the purpose of the processing; 


(b) an assessment of the necessity and proportionality of the processing operations in relation to the Services; 


(c) an assessment of the risks to the rights and freedoms of Data Subjects; and 


(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 


 


The Processor may not contact any Data Subject except where permitted by Schedule A. 


 


The Processor shall notify the Controller immediately if it: 


(a) receives a Data Subject Access Request (or purported Data Subject Access 


Request); 


(b) receives a request to rectify, block or erase any Personal Data; 


(c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; 


(d) receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this 


Agreement; 


(e) receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or 


(f) becomes aware of a Data Loss Event. 


 


The Processor’s obligation to notify under the preceding clause shall include the provision of further information to the Controller in phases, as details become available. 


 


Taking into account the nature of the Processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under preceding clauses (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing: 


 


(a) the Controller with full details and copies of the complaint, communication or request; 


(b) such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation; 


(c) the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 


(d) assistance as requested by the Controller following any Data Loss Event; 


(e) assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office. 


 


The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Contractor employs fewer than 250 staff, unless: 


 


(a) the Controller determines that the processing is not occasional; 


(b) the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; and 


(c) the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects. 


 


The Processor shall allow for audits of its Processing activity by the Controller or the Controller’s designated auditor. 


 


The Processor shall designate a data protection officer if required by the Data Protection Legislation. 


 


Before allowing any Sub-processor to process any Personal Data related to this Contract, the Processor must: 


 


(a) notify the Controller in writing of the intended Sub-processor and processing; 


(b) obtain the written consent of the Controller or have them already listed in Schedule C; 


(c) enter into a written contract with the Sub-processor which give effect to the terms set out in this Contract such that they apply to the Sub-processor; and 


(d) provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require. 


 


The Processor shall remain fully liable for all acts or omissions of any Sub-processor. 


 


The Processor may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement). 


 


The Parties agree and declare that the information accessed pursuant to this Contract will be used and processed with regard to the rights and freedoms enshrined within the European Convention on Human Rights. Further, the Parties agree and declare that the provision of information is proportional, having regard to the purposes of the Contract and the steps taken in respect of maintaining a high degree of security and confidentiality. 


 


If any Party to this Contract receives a request for information under the provisions of the Freedom of Information Act 2000 identified as originating from another Party, the receiving Party will contact the other Party to determine whether the latter wishes to claim an exemption under the provisions of that Act. 


 


Where the Data Processor receives a request for information under the provisions of the Freedom of Information Act 2000 in respect of information provided by or relating to the Controller, the Processor will contact the Police Manager to ascertain whether the Controller wishes to claim any exemption including the determination of whether or not the Controller wishes to issue a response neither to confirm nor deny that information is held. 


 


7.0 Confidentiality 


 


· Consider what confidentiality issues apply 


· Consider what special terms and limitations may be necessary to impose on the data processors to prevent any likely damage or distress caused to data subjects 


· The following standard wording may assist: 


 


The Data Processor shall not use or divulge or communicate to any person (other than those whose province it is to know the same for the Purpose, or without the prior written authority of the Controller) any Data obtained from or created on behalf of the Controller, which it shall treat as private and confidential and safeguard accordingly9. 


 


The Data Processor shall ensure that any individuals who process Police Data under this Contract are aware of their responsibilities in connection with the use of that Police Data and have confirmed so in writing by completion of Annex C: Undertaking of Confidentiality which will be provided to the Police Manager as a pre-requisite for that individual to process Police Data. 


 


For the avoidance of doubt, the obligations or the confidentiality imposed on the Parties by this Contract shall continue in full force and effect after the expiry or termination of this Contract. 


 


Respect for the privacy and rights of Data Subjects will be afforded at all stages of the Purpose. 


 


The restrictions contained within this section shall cease to apply to any Data which may come into the public domain otherwise than through unauthorised disclosure by the Parties to the Contract. 


 


8.0 Retention, Review and Deletion 


 


The Police Data will be retained by the Processor and then securely disposed by the Processor in accordance with Schedule A. 


 


9.0 Security 


· Consider what guarantees are required from the data processor in respect of the technical and organisational security measures governing the processing to be carried out. 


· Consider what arrangements are necessary to reduce any identified risks 


· Consider what specific terms and conditions need to apply to the processing in question 


· Consider where the processing is to take place, on what premises etc., 


· Identify who will be responsible for the security both on behalf of the data processor and the controller 


· Consider how the police information will be transferred to the data processor and in what format. I.e., CD, disc, print out, by courier, secure email, etc., 


· Consider any necessary terms for passcode management 


· Consider what arrangements are necessary for secure disposal of police information 


· Consider what technical back up arrangements (including archived data) may occur and how these will be securely managed 


· Consider what vetting requirements may apply in accordance with ACPO Vetting Policy 


· Consider if the data processors will visit police premises or require access to any other police assets 


· Consider referencing system operating procedures where security arrangements are complex 


· Consider what arrangements may be necessary where the data processor may engage the services of sub-contractors, including cleaning and maintenance staff. 


· Consider what audit and inspection arrangements may be necessary to ensure that the terms of this Agreement are fulfilled 


· Consider how security breaches will be managed (you may wish to stipulate that the security incident reporting form is used – see annex A). 


 


The Data Processor recognises that the Controller has obligations relating to the security of Data in his control under the Data Protection Legislation, ISO7799 and the ACPO Information Community Security Policy. The Processor will continue to apply those relevant obligations as detailed below on behalf of the Controller during the term of this Contract. 


 


The Data Processor shall, in relation to any Personal Data processed in connection with its obligations under this Agreement: 


 


(a) process that Personal Data only in accordance with Schedule A, unless the Processor is required to do otherwise by Law. If it is so required, the Processor shall promptly notify the Customer before processing the Personal Data unless prohibited by Law; 


(b) ensure that it has in place Protective Measures, which have been reviewed and approved by the Controller (and outlined in Annex B) as appropriate to protect against a Data Loss Event having taken account of the: 


(i) nature of the data to be protected; 


(ii) harm that might result from a Data Loss Event; 


(iii) state of technological development; and 


(iv) cost of implementing any measures; 


(c) ensure that: 


(i) employees of the Processor do not process Personal Data except in accordance with this Contract (and in particular Schedule A); 


(ii) it takes all reasonable steps to ensure the reliability and integrity of any employees who have access to the Personal Data and ensure that they: 


(A) are aware of and comply with the Processor’s duties under this clause; 


(B) are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor; 


(C) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Controller or as otherwise permitted by this Agreement; and 


(D) have undergone adequate training in the use, care, protection and handling of Personal Data; and 


(d) not transfer Personal Data outside of the UK unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled: 


(i) the Controller or the Processor has provided appropriate safeguards in relation to the transfer as determined by the Controller; 


(ii) the Data Subject has enforceable rights and effective legal remedies; 


(iii) the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and 


(iv) the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data; 


(e) at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Processor on termination of the Contract unless the Processor is required by Law to retain the Personal Data. 


 


The Controller may wish to undertake suitability checks (including vetting) on any persons having access to police premises and the Police Data and further reserves the right to issue instructions that particular individuals shall not be able to participate in the Purpose without reasons being given for this decision. The Processor will ensure that each person who will participate in the Purpose understands this and provides their written consent as necessary. 


 


10.0 Indemnity 


· Consider what indemnity may be appropriate and consult legal advisors where necessary. 


 


In consideration of the provision of the Police Data for the Purpose the Processor undertakes to indemnify and keep indemnified the Controller against any liability, which may be incurred by the Controller as a result of the Processor’s breach of this Contract. 


 


Provided that this indemnity shall not apply: 


 


(a) where the liability arises from information supplied by the Controller, which is shown to have been incomplete or incorrect, unless the Controller establishes that the error did not result from any wilful wrongdoing or negligence on his part 


 


(b) unless the Controller notifies the Processor as soon as possible of any action, claim or demand to which this indemnity applies, commits the Processor to deal with the action, claim or demand by settlement or otherwise and renders the Processor all reasonable assistance in so dealing; 


 


(c) to the extent that the Controller makes any admission which may be prejudicial to the defence of the action, claim or demand. 


 


11.0 Disputes 


 


In the event of any dispute or difference arising between the Parties out of this Contract, the Designated Police Manager and the Project Manager or the persons appointed pursuant to this Contract shall meet in an effort to resolve the dispute or difference in good faith. 


 


The Parties will, with the help of the Centre for Dispute Resolution, seek to resolve disputes between them by alternative dispute resolution. If the Parties fail to agree within 56 days of the initiation of the alternative dispute resolution procedure, then the Parties shall be at liberty to commence litigation. 


 


 


12.0 Term, Termination and Variation 


 


· Specify an end date for the Contract. This should be within a realistic period to allow for the arrangements to be properly managed and reviewed where appropriate. 


 


The Controller may at any time by notice in writing terminate this Agreement/Contract forthwith if the Data Processor is in material breach of any obligation under this Contract. 


 


At the discretion of the Controller this Agreement/Contract shall terminate after the replacement of the Project Manager. 


 


Either Party may terminate this Agreement/Contract by giving 30 days’ notice in writing to the other Party. 


 


The Controller will have the final decision on any proposed variation to this Agreement/Contract. No variation of the Agreement/Contract shall be effective unless it is contained in a written instrument signed by both Parties and annexed to this Agreement/Contract 


 


13.0 Miscellaneous 


 


This Contract acts in fulfilment of part of the responsibilities of the Controller as required by Articles 28 and 29 and Recital 81 of the UK GDPR. 


 


This Contract constitutes the entire agreement between the Parties as regards the subject matter hereof and supersedes all prior oral or written Contract regarding such subject matter. 


 


Or 


 


This contract compliments the Call Off/ Procurement Contract between the Parties. 


 


If any provision of this Contract is held by a Court of competent jurisdiction to be invalid or unenforceable, such invalidity or unenforceability shall not affect the remaining provisions of this Contract, which shall remain in full force and effect. 


 


The validity, construction and interpretation of the Contract and any determination of the performance which it requires shall be governed by the Domestic Law and the Parties hereby submit to the exclusive jurisdiction of the English Courts. 


 


 


Signed on behalf of the Chief Constable of [Force Name] 


 


 


............................................................................................................................................. 


 


 


 


In the presence of  


 


 


........................................................................................................................... 


 


 


 


Signed on behalf of ........................................................................................................................ 


 


 


 


In the presence of .......................................................................................................................... 


 


Include the following or refer to other documents providing the same as necessary 


 


Schedule A: Part 1: Details of Police Data to be provided to, or collected by, the Processor and processed on behalf of the Controller. 


 


The Processor shall comply with any further written instructions with respect to processing from the Controller. 


 


 


Any such further instructions shall be incorporated into this schedule. 


 


			Subject matter of the Processing 


 


			[high level short description of what the processing is about] 





			Duration of the Processing 


			[including the commencement and conclusion dates for the data processing] 


 





			Purposes of the Processing 


			[the purpose should be described as specifically as possible, but cover all intended purposes] 


 


[Detail if the purpose is under the UK GDPR/DPA Part 2, DPA Part 3 or both] 





			Nature of the Processing 


			[the specific processing activities to be undertaken by the Processor including any operation such as collection, recording, organisation, structuring, storage, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc.] 


 


[where necessary, include any authorisation and conditions for the creation and subsequent use (including publication) of Aggregated Data by the Data Processor] 


 


[refer to other documents as necessary] 


 


Consider:  


 


Whether there are any data matching issues and how these will be managed 


 


Whether there are any processing issues which may be likely to cause damage or distress to any data subject and mitigate as necessary 


 


If there are any other documents or standards which may be relevant to the processing  


 





			Type of Personal Data 


			[include, where relevant: 


 


the information system from which the police data will be derived 


 


the data fields which comprise the Police Data. Examples may include name, address, date of birth, biometric data, images, etc.] 


 


[Also includes Criminal Offence, Special Category and Health data if processed] 





			Categories of Data Subject 


			[Examples may include police officers, employees, suppliers, members of the public, suspects, victims of crime] 





			Arrangements for return or destruction of the data once processing is complete 


			[Describe how long the data will be retained for and how it will be returned or destroyed. This should set appropriate parameters for retention and disposal of police information consistent with any security conditions and identify the title or post holder responsible for the retention, review and deletion of police data subject to this Contract.] 








 


 


Part 2: Details of legal basis for the processing 


 


Add lawful base or bases which are in accordance with Article 6 of the UK GDPR.  


  


If the Police Data includes Special Categories of Personal Data, also add a separate condition for the processing of such special category data under Article 9.    


  


If the Police Data includes Criminal Offence Data, include the legal authority or official authority for the processing under Article 10.  


 


Schedule B: Details of employees of the Processor authorised to have access to and otherwise process the Police Data. 


 


Include: 


 


The full names of those individuals and any other information necessary to 


specifically identify them 


 


Confirmation that each individual has signed an ‘Undertaking of Confidentiality’ if required (based on Annex C). 


 


Schedule C: Details of sub-processors authorised by the Controller for use in this Contract. 


 


Annex A: Security Report 


 


 


Annex B:  


 


Attach IT and IA Standard document here 





Annex C: Undertaking of Confidentiality 


 


 


Undertaking of Confidentiality 


 


I ………………………………………………………. as an employee of the Processor as defined in the Contract between the [Force name] and [Processor] to which this Undertaking is appended, hereby acknowledge the responsibilities arising from this Contract. 


 


I understand that my part in fulfilling the Purpose means that I may have access to the Data and that such access shall include 


· reading or viewing of information held on computer or displayed by some other electronic means, 


· reading or viewing manually held information in written, printed or photographic form, or 


· overhearing any radio, telephone or verbal communication. 


 


I undertake that; - 


 


· I shall not communicate to nor discuss with any other person the contents of the Data except to those persons authorised by the Controller as is necessary to progress the agreed Purpose. 


· I shall not retain, extract, copy or in any way use any Data to which I have been afforded access during the course of my duties for any other purpose. 


· I will only operate computer applications or manual systems that I have been trained to use. This training will include the requirements of the Data Protection Legislation which prescribes the way in which personal data may be obtained, stored and processed. 


· I will comply with the appropriate physical and system security procedures made known to me by the Processor. 


· I will act only under instruction from the Police Manager or other relevant official in the processing of any Data. 


 


I understand that the Data is subject to the provisions of the Data Protection Act 2018 and that by knowingly or recklessly acting outside the scope of this Agreement I may incur criminal and/or civil liabilities. 


 


I undertake to seek advice and guidance from the Police Manager or other relevant official of the Controller in the event that I have any doubts or concerns about my responsibilities or the authorised use of the Data defined in the Contract. 


 


I have read, understood and accept the above. 


 


 


 


Name ............................................................................................................................................. 


 


 


Signature ....................................................................................................................................... 


 


 


Date ............................................................................................................................................... 
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Annex 5 – INFORMATION SHARING AGREEMENT For Information Purposes Only 


 


NPCC NATIONAL ISA SIGN-OFF CHECK LIST 


 


The below table is intended to ensure the correct process is followed for sign off of national information / data sharing agreements or MoUs. 


 


			 


			Action 


			Complete 


			Date 





			1 


			Subject Matter Expert (SME) within NPCC National Portfolio identified 


 


Name: ………………………………………. 


			 


			 





			2 


			Coordination Committee (CC) and National Portfolio Lead (NPL) for sign-off identified 


 


CC: ……..…………………………………… 


 


NPL: ………………………………………… 


			 


			 





			3 


			Data Protection SPoC from local force identified & contact made 


 


Name: ……………………………………… 


			 


			 





			4 


			NPFDU notified of intention to create/update national ISA via isaadminmb@acro.pnn.police.uk 


			 


			 





			5 


			Data Protection Impact Assessment (DPIA)  completed 


			 


			 





			6 


			First draft completed and sent to NPFDU by SME / DP SPoC 


			 


			 





			7 


			Regional DP Consultation coordinated by NPFDU 


 


Deadline: ………………………………….. 


			 


			 





			8 


			Feedback from consultation returned to SME / DP SPoC 


			 


			 





			9 


			Final draft approved by SME / DP SPoC 


			 


			 





			10 


			Final draft approved by National Portfolio Lead 


			 


			 





			11 


			National ISA signed-off by the relevant Coordination Committee 


			 


			 





			12 


			Final signed copy of national ISA sent to isaadminmb@acro.pnn.police.uk 


			 


			 








 


  


National Police Chiefs’ Council (NPCC) 


On behalf of each of the Police Forces listed in Appendix 2 of this ISA 


 


and 


 


[Insert Parties] 


 


			Freedom of Information Act  





			This document (including attachments and appendices) may be subject to an FOI request and the NPCC FOI Officer & Decision Maker will consult with you on receipt of a request prior to any disclosure.  For external Public Authorities in receipt of an FOI, please consult with npcc.foi.request@cru.pnn.police.uk 





			 





			Government Security Classification 


			OFFICIAL / OFFICIAL-SENSITIVE / OFFICIAL-SENSITIVE-COMMERCIAL/ OFFICIAL-SENSITIVE-PERSONAL / OFFICAL-SENSITIVE-OPERATIONAL 





			Publication Scheme Y/N 


			Yes / No 





			Title 


			[Enter Details] 





			Version 


			V0.1 [DRAFT] 





			Summary 


			[Enter Details] 





			Unit, Dept 


			[Enter Details] 





			Author 


			[Enter Details] 





			Review Date 


			[Enter Details] 





			Date Issued 


			[Enter Details] 





			ISA Ref 


			[Enter Details] 





			 





			Information Governance & Security 





			In compliance with the Government’s Security Policy Framework’s (SPF) mandatory requirements, please ensure any onsite printing is supervised, and storage and security of papers are in compliance with the SPF.  Dissemination or further distribution of this paper is strictly on a need to know basis and in compliance with other security controls and legislative obligations.  If you require any advice, please contact  npcc.foi.request@cru.pnn.police.uk 
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This Information Sharing Agreement (ISA) defines the arrangements for the regular or volume sharing of personal information between the Parties, ensuring that sharing is justified, lawful and secure. 


 


Appendix 1 should be completed by the Parties as a record of the Data Protection Impact Assessment conducted in accordance with the requirements of Data Protection Legislation. 


 


			1. PARTIES TO THE AGREEMENT 





			1. Full name, address and ICO registration number of all parties 


 


Party 1 


Name:        National Police Chiefs’ Council on behalf of all Police Forces of England & Wales referred to as NPCC throughout this document. 


 


Address:     10 Victoria Street, London, SW1H 0NN 


ICO Registration Number: ZA495495 


 


Party 2 


Name:      [Enter the name of the Partner Agency] referred to as [insert abbreviation for Partner Agency] throughout this document. 


    


Address: 


ICO Registration Number: 


 





			2. Controllership 


 


The NPCC is a non-statutory entity that is a collaboration between Chief Officers under the terms of the NPCC s22a Collaboration Agreement.  In relation to the carrying out of their collaborative functions for the NPCC or responsibilities under the s22a agreement, it is understood that each individual Chief Officer is the Data Controller for their own force’s data with the Chair of the NPCC [********] Coordination Committee acting as Lead Data Controller for purpose of this agreement. 


 


[Add in Controllership of other Parties] 


 


Once data is shared each controller owns the data in their own right. 


 





			2. PURPOSE OF THE DATA SHARING 





			1. Describe the purpose and necessity of the processing 


· What are the aims of the sharing - what do you want to achieve? 


· What are the objectives of the sharing 


· What are the risks of sharing to individuals - risk to individual if data further processed 


· What are the risks of sharing to wider public - trust in the Police undermined 


· Does the processing actually achieve the purpose? 


· Is there another less intrusive way to achieve the same outcome? 


 





			2. Benefits of the processing 


· What are the benefits of the sharing to individual(s) – What is the intended effect on individuals - safeguarding/preventing harm? 


· What are the benefits to wider public – preventing offences 


 





			3. Re-use of data 


Information disclosed by any Party is protected against unlawful reuse by the second data protection principle, which prohibits data collected for one purpose being reused for another. If data disclosed is needed for another purpose, it will be reused only if the new purpose is lawful or a lawful exemption applies, and only data necessary and proportionate to that new purpose will be used. 


 


Therefore, parties undertake to ensure that any use or reuse of the data disclosed is lawful, compliant with the data protection principles and processed using appropriate safeguards to the rights and freedoms of the data subject. 


· Is usage ‘not incompatible’ with the purpose for which it was collected? 


· Why was the information originally collected 


· Explain how this sharing compatible with the original purpose 


 


Example: 


Any Personal Data will only be used for the specific purpose for which it is shared, and recipients will not release information to any third party without obtaining the express written authority of the disclosing partner, including requests from the public, disclosure within judicial proceedings and safeguarding forums, unless required by law. 


 


All information that is disclosed under this agreement remains the property of the original data owner. As controllers in their own right, each party is responsible for ensuring that the appropriate staff have access to personal information that is adequate, relevant and limited to what is necessary for the intended purpose. 


 





			3. LEGAL FRAMEWORK 





			1. Legislative Framework 


Provide the legislative framework supporting the processing activity for both parties 


 


 


 





			2. Lawful Basis 


Consider whether the activity is being carried out under general (GDPR/Part 2 of the DPA) or law enforcement processing (Part 3 of the DPA), or both.   


Identify all of the relevant lawful bases for both parties. 


 


 


 





			3. Fair Processing – Law Enforcement 


The first data protection principle - Processing must be both lawful and fair. 


 


In the case of this information sharing individuals may be impacted as follows: 


· Lose their right to a private family life 


· Lose confidence in the police	 


· Lose trust in the police 


· Be adversely treated by others 


· Be open to discrimination 


· Interferes with duty of confidentiality 


 


These adverse impacts can however be justified on the grounds of: 


· National security 


· Public safety 


· Economic wellbeing 


· Prevention of disorder or crime 


· Protection of health or morals 


· Protection of rights and freedoms of others 


 


In addition we only process the personal data in ways the data subject would reasonably expect and we do not deceive or mislead people when we collect their personal data -  we ensure this by providing privacy information in our Privacy Information Notice: 


 


[Add a link to the relevant Parties’ Privacy Information Notice – for all Forces represented by the NPCC, this can be provided in Appendix 2] 


 





			4. Fair Processing – non-Law Enforcement 


Non-Law Enforcement processing must lawful, fair and transparent. 


 


In order to be transparent we have provided privacy information to the data subjects by taking the following reasonable steps: 


 


· The sharing is covered in all the parties main Privacy Information Notices (PINs) 


· A specific privacy information notice is provided to the data subject at the point of collection 


· We also have additional ways of providing privacy information E.g. Information leaflets, just in time notices 


 





			4. SCOPE OF THE DATA SHARING 





			4.1 Scope of the processing 


Identify 


· how much data will be collected 


· how many individuals will be impacted 


· what geographical area is covered 


 





			4.2 Categories of Personal Data 


Identify  


· the specific information to be shared 


· category of the information (Personal Data, Special category Personal Data, Criminal Offence Data) 


 


 





			4.3 Categories of Data Subject 


Identify 


· Explain how data is classified and updated e.g. Suspect, offender, victim, other 


· Set out how you will differentiate between fact and opinion when sharing data and make a clear distinction, where relevant and as far as possible, between personal data relating to different categories of data subject 





			4.4 Location of Data 


Identify  


· which systems will be used by both parties to transfer and store the shared personal data 


· technical and organisational measures to protect the data (confidentiality, integrity & availability) 


· State who will be allowed access to the data (need to know basis only) 


 


As a minimum you should agree with your Parties that they will adhere to the standards set out in the Force’s GSC Policy. 


 





			5. HANDLING CONDITIONS 





			5.1 Handling Conditions 


Law enforcement processing 


· Explain how fact and opinion is differentiated as far as possible 


· Explain the reasonable steps that are taken to verify the data 


 


How will you ensure data quality and data minimisation? 


· Confirm that all data fields to be transferred are necessary 


· Confirm that data fields are correct before transfer 


· Confirm that any risk of transferring collaterally intrusive data (including excessive data which may be present in otherwise necessary fields) is: 


· Necessary 


· Unavoidable 


· Recorded as a risk 


· Explain where personal data is used for research, at what point it will be anonymised 


 


Compatibility of data sets 


· Confirm that the recipient can use the data in the agreed format 


· Have data standards have been agreed or have been agreed as acceptable in the transferred data 


· If files are to be converted explain how accuracy will be verified 


 





			5.2 Duty of Confidentiality 


Does a duty of confidentiality exist? 


· Explain whether the information was imparted in circumstances giving rise to an obligation of confidence (implied or explicit) 


 


What justification is there for overriding this? 


· Explicit consent 


· Substantial Public interest 


· Vital Interests 


 


Example: 


This Agreement takes into account the Common Law duty of confidentiality which applies where information has a necessary quality of confidence or where information is imparted in circumstances giving rise to an obligation of confidence that is either explicit or implied. Where the duty applies, disclosure will be justified by the provision of a public task carried out in the public interest to protect life and property. 


 





			6. RETENTION AND DESTRUCTION 





			· State how long will the information be kept? 


· State how will it be destroyed? 


· Describe the specific arrangements 


“Information shared under this Agreement will be securely stored and disposed of when no longer required for the purpose for which it is provided, unless further retention is justified as lawful.” 


 


 


Or: 


 


 


· State how long will the information be kept 


· State how will it be destroyed 


· Describe the specific arrangements 


 


As a minimum you should agree with your Parties that they will adhere to the standards set out in the National/Force Retention Schedule. 


 


Example: 


Each party to this ISA is required to store records securely and only retain information for as long as necessary in accordance with their published retention periods. Retention periods may vary between organisations.  


 


The recipient of the information is required to retain records only as long as necessary for the purpose it was obtained.  They should be reviewed every three months and securely destroyed once no longer required.   


 


Files received containing information from partner sources will be reviewed and deleted in line with the receiving organisation’s policy. 


 


Consideration should be given to pseudo- or anonymisation of the Personal Data at the earliest point to comply with the principle of data minimisation. 


 


 





			7. FREEDOM OF INFORMATION (FOI) & INFORMATION RIGHTS 





			6.1 FOI/EIR 


 


It is recognised that parties to this agreement may receive a request for information made under Freedom of Information Act 2000 (FOIA) and for the purposes of the Environmental Information Regulations 2004 (EIR) that relates to the operation of this agreement. Where applicable, all parties will observe the Code of Practice made under Section 45 of the FOIA, relating to consultation with others who are likely to be affected by the disclosure (or non-disclosure) of the information requested. The Code also relates to the process by which one authority may also transfer all or part of a request to another authority if it relates to information held only by the other authority. 


 


The Parties will demonstrate a commitment to openness and transparency regarding information sharing activities under this agreement. In the event that a FOI/EIR request relating to information sharing activities under this agreement is received by either Party, each Party agrees to: 


 


· consult with the other Party on whether or not to disclose any information obtained from that Party 


· as a matter of good practice, the receiving Party will liaise with the originating Party to ensure that the release of the information to the individual will not prejudice any ongoing investigation/proceedings and will apply any appropriate exemptions to prevent disclosure where necessary 


· allow the other Party a period of at least 5 working days to respond to that consultation 


· consider any arguments from the other Party as to why the data should not be disclosed, and where possible reach agreement before any disclosure is made. 


 


It is noted that, ultimately, the decision to disclose requested information or apply exemptions lies with the Party who received the request.   


 





			6.2 INFORMATION RIGHTS 


 


An individual data subject’s Information Rights differ depending on the regime under which it is processed.  Under law enforcement processing, the rights of the data subject include the right of access, rectification, erasure or restriction of processing.  There is no automated decision-making intended as part of this processing activity.  Under general processing, these rights are wider in scope to include the right to object to processing and data portability. 


 


Individuals can request a copy of all the information an organisation holds on them, by making a Right of Access request (RoAR). This may include information that was disclosed to the NPoCC-SIB under this agreement.  Where this is the case, as a matter of good practice, the NPoCC-SIB will liaise with the relevant force (as Data Controller for their own force’s data) to ensure that the release of the information to the individual will not prejudice any ongoing investigation/proceedings. 


 


The DPA allows limits to be applied to data subject rights where processing of their personal data is for both general and law enforcement purposes.  Information provided to data subjects may be exempt or restricted where it is necessary and proportionate to do so. 


 


Where a request is received to rectify, erase or restrict any personal data shared under this agreement relevant parties must inform each other, where it is possible and proportionate to do so. 


 





			8. BREACHES & COMPLAINTS 





			Parties will give all reasonable assistance as necessary to the relevant Data Controller to enable them to: 


· Comply with a request from a data subject 


· Respond to an Information Notice issued by the Information Commissioner 


· Investigate any breach of the Agreement 


 


If a complaint is received from a data subject and it relates to a breach of the Agreement then the complaint should be referred to the signatory of the Party whose action is the subject of the complaint. 


 


Any personal data breaches relating to data shared under this Agreement must be reported to the owning agency as soon as possible and in any case within 24 hours. 


 


Any breach of information by a signatory partner is their responsibility. Each agency is accountable for any misuse of information supplied and the consequences of such misuse. Any disclosure of information by an employee made in bad faith, or for motives of personal gain, should be the subject of an internal inquiry and be treated as a serious matter. 


 





			9. COST 





			There will be no charges made to one Participant by the other as a direct result of this agreement. 


 





			10. REVIEW 





			This ISA will be reviewed, as a minimum, # months after its implementation and every two years thereafter.  The ISA should always be reviewed if listed signatory organisations change.  Any changes will be signed and verified by both parties. 


 





			Start date: 


 


Initial Review date: ……………                    Annual review date: …………… 


 








  


 


			11. SIGNATORIES 





			The partner agencies signing this agreement accept that the procedures laid down in this document provide a secure framework for the sharing of information between their agencies in a manner compliant with their statutory and professional responsibilities. 


 


As such they undertake to: 


 


· Implement and adhere to the procedures and structures set out in this agreement. 


 


· Accept responsibility to ensure that all staff involved are trained and fully aware of the procedures and structures of the agreement. 


 


· Ensure that where these procedures are complied with, then no restriction will be placed on the sharing of information other than those specified within this agreement. 


 


· Engage in a review of this agreement with partners six months after its implementation and annually thereafter.  


 


 





			NPCC Lead on behalf of all Police Forces of England & Wales: 


 


Name: [Info required] 


 


Title/Role: [Info required] 


 


 


Signature: …………………………………… Date: …………… 


 





			Party 2: 


 


Name: [Info required] 


 


Title/Role: [Info required] 


 


 


Signature: …………………………………… Date: …………… 


 








 


  


Appendix 1 


 


[DPIA to be inserted] 


 


Appendix 2 


As Data Controller, the Chief Officer for each Police Force has overall responsibility for their compliance with Data Protection legislation.  This Agreement was signed off by the relevant NPCC Lead on behalf of all Chief Constables of England and Wales, however, if the information sharing will be facilitated by each individual Police Force, relevant contact details are listed below.   


 


			POLICE FORCE 


			Email address of Data Protection Officer (DPO) 


			Email address of Specific Point of Contact (SPOC) for this purpose 


			Privacy Information Notice (PIN) 





			Avon & Somerset Constabulary 


			[Add email address] 


			[Add email address] 


			[Add link] 





			Bedfordshire Police 


			 


			 


			 





			Cambridgeshire Constabulary 


			 


			 


			 





			Cheshire Constabulary 


			 


			 


			 





			City of London Police 


			 


			 


			 





			Cleveland Police 


			 


			 


			 





			Cumbria Constabulary 


			 


			 


			 





			Derbyshire Constabulary 


			 


			 


			 





			Devon & Cornwall Police 


			 


			 


			 





			Dorset Police 


			 


			 


			 





			Durham Constabulary 


			 


			 


			 





			Dyfed-Powys Police 


			 


			 


			 





			Essex Police 


			 


			 


			 





			Gloucestershire Constabulary 


			 


			 


			 





			Greater Manchester Police 


			 


			 


			 





			Gwent Police 


			 


			 


			 





			Hampshire Constabulary 


			 


			 


			 





			Hertfordshire Constabulary 


			 


			 


			 





			Humberside Police 


			 


			 


			 





			Kent Police 


			 


			 


			 





			Lancashire Constabulary 


			 


			 


			 





			Leicestershire Constabulary 


			 


			 


			 





			Lincolnshire Police 


			 


			 


			 





			Merseyside Police 


			 


			 


			 





			Metropolitan Police Services 


			 


			 


			 





			Norfolk Constabulary 


			 


			 


			 





			North Wales Police 


			 


			 


			 





			North Yorkshire Police 


			 


			 


			 





			Northamptonshire Police 


			 


			 


			 





			Northumbria Police 


			 


			 


			 





			Nottinghamshire Police 


			 


			 


			 





			South Wales Police 


			 


			 


			 





			South Yorkshire Police 


			 


			 


			 





			Staffordshire Police 


			 


			 


			 





			Suffolk Constabulary 


			 


			 


			 





			Surrey Police 


			 


			 


			 





			Sussex Police 


			 


			 


			 





			Thames Valley Police 


			 


			 


			 





			Warwickshire Police 


			 


			 


			 





			West Mercia Police 


			 


			 


			 





			West Midlands Police 


			 


			 


			 





			West Yorkshire Police 


			 


			 


			 





			Wiltshire Police 


			 


			 


			 








 


 


 







image1.jpg

Government

Commercial
Function







