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1. [bookmark: _Toc187313462]PSQ Explainer (for suppliers)
1. Public procurement is governed by regulations to ensure that procurement delivers value for money, competition, transparency and integrity.
2. The Procurement Specific Questionnaire (PSQ) has been designed to help contracting authorities ensure that suppliers share the right information when participating in a procurement. This is separate from the formal tender submission (on how the supplier proposes to meet the tender requirements). The PSQ consists of three parts:
3. Part 1 - confirmation of core supplier information: suppliers participating in procurements will now be expected to register on a central digital platform (CDP). Suppliers can submit their core supplier information and, where a procurement opportunity arises, share this information with the contracting authority via the CDP. It is free to use and will mean suppliers should no longer have to re-enter this information for each public procurement but simply ensure it is up to date and subsequently shared. The CDP is available at https://www.gov.uk/find-tender. Part 1 provides confirmation that suppliers have taken these steps.
4. Part 2 - additional exclusions information: procurement legislation provides for an ‘exclusion regime’ and a published ‘debarment’ list to safeguard procurement from suppliers who may pose a risk (for example, due to misconduct or poor performance). Suppliers must submit their own (and their connected persons[footnoteRef:2]) exclusions information via the CDP. This includes self-declarations as to whether any exclusion grounds apply to them and, if so, details about the event or conviction and what steps have been taken to prevent such circumstances from occurring again. [2:  Connected persons are persons who exercise (or have a right to exercise) significant influence or control over the supplier and those over which the supplier exercises (or has the right to exercise) significant influence or control. This includes majority shareholders, directors and shadow directors, parent and subsidiary companies and predecessor companies. The majority of the exclusion grounds state that they apply to the supplier or a connected person of the supplier.] 

5. As part of a procurement, a supplier will need to also share additional exclusions information for any suppliers that they are relying on to meet the procurement’s conditions of participation. These could either be consortium members or key sub-contractors (but excludes any guarantors). These suppliers are ‘associated persons’ and their exclusions information must be shared with the contracting authority. We recommend this is done by ensuring that associated persons register, submit and share their information via the CDP (like the prime/main supplier).
6. In addition to the sub-contractors who are being relied on to meet the conditions of participation (who are associated persons), suppliers will need to share an exhaustive list of all their intended sub-contractors, which will be checked against the debarment list.
7. If a sub-contractor is unknown at the start of the procurement (or brought in during it), this should be made clear by the supplier and relevant details of the sub-contractor should be provided once their identity and role is confirmed. This information should be shared with the contracting authority as soon as possible and at least by final tenders.
8. Part 3 - conditions of participation: contracting authorities may set conditions of participation which a supplier must satisfy in order to be awarded a public contract. They can relate to the supplier’s legal and financial capacity or their technical ability.
9. Some of the information requested in the PSQ will be for information purposes only. Other information will be assessed by the contracting authority. This might include a pass or fail mechanism, or a threshold which the supplier must meet. Under certain procurement processes, a contracting authority might use the information shared via the PSQ as part of a selection process to limit the number of participating suppliers. For example, inviting the five suppliers that submitted the highest scoring responses. Where this is the case, the contracting authority will outline the maximum number of suppliers, and the criteria used to select the limited number of suppliers, in their tender notice (section 20(4)(a) of the Procurement Act and regulation 19(2)(d) of the Procurement Regulations 2024).
10. Suppliers should note that contracting authorities have legislative duties to publish certain information which relate to the supplier in their contract award notices. This information includes, but is not limited to:
· details of the winning supplier’s associated persons 
· details of the winning supplier’s connected person information
· for certain procurements over £5 million, details of unsuccessful bidders

11. Where a supplier is unsure or requires any clarification, they should check with the contracting authority.










2. [bookmark: _Toc187313463]
PSQ (to be completed by suppliers)
	
	

	No.
	Question

	[bookmark: _Toc183608004][bookmark: _Toc187313464]Preliminary questions

	1. 
	What is your name? (supplier name)

	
	[Insert name]

	2. 
	You must be registered on the central digital platform (CDP).
What is your central digital platform unique identifier?

	
	[Insert unique identifier]

	3. 
	Please confirm if you are bidding as a single supplier (with or without sub-contractors) or as part of a group or consortium.
If you are bidding as part of a group or consortium (including where you intend to establish a legal entity to deliver the contract), please provide: 
a. the name of the group/consortium
b. the proposed structure of the group/consortium, including the legal structure where applicable
c. the name of the lead member in the group/consortium
d. your role in the group/consortium (e.g. lead member, consortium member, sub-contractor)

	
	[Insert information]

	4. 
	Are you on the debarment list?

	
	[Insert Yes or No]
[If yes, insert details]

	[bookmark: _Toc183608005][bookmark: _Toc187313465]Part 1 – confirmation of core supplier information

	5. 
	You must submit up-to-date core supplier information on the CDP and share this with information with us via the CDP (either a share code or PDF download).
This includes:
a. basic information
b. economic and financial standing information
c. connected person information (these are persons with the right to exercise, or who actually exercise, significant influence or control over the supplier, or over whom the supplier has the right to exercise, or actually exercises, significant influence or control over, for example: directors, majority shareholders and parent and subsidiary companies)
d. exclusion grounds information
Please confirm you have shared this information with us.

	
	[Insert reference / file name]

	[bookmark: _Toc183608006][bookmark: _Toc187313466]Part 2 – additional exclusions information 

	[bookmark: _Toc183608007]Part 2A – associated persons

	6. 
	Are you relying on any associated persons to satisfy the conditions of participation? (these are other suppliers who might be sub-contractors or consortium members but not a guarantor).
[The conditions of participation are outlined in Part 3]
If so, please complete Q8, Q9 & Q10 (otherwise Q8, Q9 & Q10 are not applicable).

	
	[Insert Yes or No]

	7. 
	For each supplier/associated person, please confirm which condition(s) of participation you are relying on them to satisfy.

	
	[Insert name of supplier and brief description]
[Insert name of supplier and brief description]

	8. 
	For each associated person, you must confirm they are registered on the CDP and have shared with us their information (either a share code or PDF download):
a. basic information
b. economic and financial standing information 
(if they are being relied upon to meet conditions of participation regarding financial capacity)
c. connected person information
d. exclusion grounds information

	
	[Insert name of supplier and reference / file name]

	9. 
	Are any of your associated persons on the debarment list?

	
	[Insert Yes or No]
[If yes, insert details]

	[bookmark: _Toc183608008]Part 2B – list of all intended sub-contractors

	10. 
	Please provide: 
a. a list of all suppliers who you intend to sub-contract the performance of all or part of the contract to (either directly or in your wider supply chain)
b. their unique identifier (if they are registered on the CDP), or otherwise, a Companies House number charity number, VAT registration number, or equivalent
c. a brief description of their intended role in the performance of the contract
If you are not intending to sub-contract the performance of all or part of the contract, then this question and Q12 are not applicable.

If a sub-contractor is unknown at the start of the procurement (or brought in during it), this should be made clear by the supplier and relevant details of the sub-contractor should be provided once their identity and role is confirmed. This information should be shared with the contracting authority as soon as possible and at least by final tenders.

	
	[Insert name of supplier – unique identifier – brief description]
[Insert name of supplier – unique identifier – brief description]

	11. 
	Please confirm if any intended sub-contractor is on the debarment list.
The debarment list can be found here [insert link]

	
	[Insert Yes or No]
[If yes, insert sub-contractor(s) name and provide details]

	[bookmark: _Toc183608009][bookmark: _Toc187313467]Part 3 – questions relating to conditions of participation

	[bookmark: _Toc183608010]Part 3A – standard questions

	

	12. 
		12.1
	Documentary evidence to demonstrate financial capacity should have been submitted via the CDP. This must include either detailed audited accounts or other means of demonstrating financial status. 

	12.2
	Is your organisation duly registered with the relevant professional or statutory bodies (e.g., RICS, CIOB)
	[Insert Yes or No] 

[if yes, provide details] 


	12.3
	Do you hold the following minimum levels of insurance:
  •  Public Liability: £5M
  •  Employers’ Liability: £10M
  •  Professional Indemnity: 2M
	[Insert Yes or No]

	12.4
	Has your organisation ever been subject to insolvency proceedings, administration, or liquidation in the past five years?
	[Insert Yes or No]

	12.5
	Do you meet the minimum turnover requirement of £500k for the last financial year?
	[Insert Yes or No]

	12.6
	 Have you provided telecommunication estates professional management services to at least three clients in the last five years?
	[Insert Yes or No] 

[if yes, provide details in the table under section 17 - Relevant experience and contract examples]. 






13. Are you relying on another supplier to act as a guarantor?
If so, please provide their name and evidence of their economic and financial standing.

	
	[Insert Yes or No]
[If yes, insert reference / file name]

	14. 
	Further to question 12.3 above, Please confirm whether you already have, or can commit to obtain, prior to the award of the contract, the levels of insurance cover indicated below:
a. Employer’s (Compulsory) Liability Insurance = £10M
b. Public Liability Insurance = £5M
c. Professional Indemnity Insurance = £2M
*There is a legal requirement for certain employers to hold Employer’s (Compulsory) Liability Insurance of £5 million as a minimum. See the Health and Safety Executive website for more information: www.hse.gov.uk/pubns/hse39.pdf.

	
	[Insert Yes or No]
[Insert details of your insurances already in place]
[Insert details of your insurances which would be obtained following contract award (including information on how you will obtain this insurance – e.g. a quote)]

	Legal capacity

	15. 
	15.1 Please confirm that you meet any and all legal requirements for delivering this contract, and that in delivering this contract you will comply with all relevant UK law.

	16. 
	[Insert Yes or No]
[If yes, provide further details]

	
	15.2 Please confirm whether you have provided Qualifications and / or Trade Assurances as part of your core supplier information on the CDP (where relevant).

	
	[Insert Yes or No] or [Not Applicable]
[If yes, provide further details]


	17. 
	Please confirm that you have in place, or that you will have in place by the award of the contract, the human and technical resources to perform the contract to ensure compliance with the UK General Data Protection Regulation and to ensure the protection of the rights of data subjects.
Please provide details of the technical facilities and measures (including systems and processes) you have in place, or will have in place by contract award, to ensure compliance with UK data protection law and to ensure the protection of the rights of data subjects. Your response should include, but should not be limited to facilities and measures:
· to ensure ongoing confidentiality, integrity, availability and resilience of processing systems and services
· to comply with the rights of data subjects in respect of receiving privacy information, and access, rectification, deletion and portability of personal data
· to ensure that any consent based processing meets standards of active, informed consent, and that such consents are recorded and auditable
· to ensure legal safeguards are in place to legitimise transfers of personal data outside the UK (if such transfers will take place)
· to maintain records of personal data processing activities 
· to regularly test, assess and evaluate the effectiveness of the above measures

	
	[Insert Yes or No]
[Insert information to support your response]

	Technical ability

	18. 
	Relevant experience and contract examples
Further to question 12.6 above, please provide details of up to three contracts to meet conditions of participation relating to technical ability set out in the relevant notice or procurement documents, in any combination from either the public or private sectors (which may include samples of grant-funded work). 
Where this procurement is for goods or services, the examples must be from the past five years.
The named contact provided should be able to provide written evidence to confirm the accuracy of the information provided.
For consortium bids, or where you have indicated that you are relying on an associated person to meet the technical ability, you should provide relevant examples of where the associated person has delivered similar requirements. If this is not possible (e.g. the consortium is newly formed or a special purpose vehicle is to be created for this contract) then three separate examples should be provided between the principal member(s) of the proposed consortium or members of the special purpose vehicle or sub-contractors (three examples are not required from each member).
If you cannot provide at least two examples of previous contracts, please provide an explanation for this and how you meet the conditions of participation relating to technical ability.

	
	[Insert information below]
	
	Contract 1
	Contract 2
	Contract 3

	Name of customer
organisation who
signed the contract
	
	
	

	Name of supplier
who signed the
contract
	
	
	

	Point of contact in
the customer’s
organisation
	
	
	

	Position in the
customer’s
organisation
	
	
	

	Email address
	
	
	

	Description of
contract
	
	
	

	Contract start date
	
	
	

	Contract completion date
	
	
	

	Estimated contract
value
	
	
	



	[If you cannot provide at least two examples of previous contracts that are relevant to the requirement, in no more than 500 words please provide an explanation for this and how you meet the conditions of participation relating to technical ability – e.g. your organisation is a new start-up or you have provided services in the past but not under a contract.]




	19. 
	Experience of sub-contractor management
Where you intend to sub-contract a proportion of the contract, please demonstrate how you have previously maintained healthy supply chains with your sub-contractor(s) (which may be the intended sub-contractor(s) for this procurement or any others used previously).
The description should include the procedures you use to ensure performance of the contract.

	
	[Insert information]

	20. 
	Organisational standards
Where conditions of participation have specified organisational qualifications or standards, please provide details of how these are met, or other equivalent standards that equal or exceed what has been requested. 

	
	[Insert information]

	21. 
	Health and safety
Please describe the arrangements you have in place to manage health and safety effectively and control significant risks relevant to the contract (including risks from the use of contractors, where relevant).

	
	[Insert information]

	




















	
22. Quality Assurance

	21.1
	Does your company have a quality assurance policy or statement?
	[Insert Yes or No]

[if yes, provide details]

	21.2
	If the answer to 21.1 is yes, is it available to BlueLight Commercial/ In-Tend Procurement portal on request?
	[Insert Yes or No]


	21.3
	Do you have an externally accredited quality accreditation system (e.g. ISO 9001 / 9002 or equivalent)? 
	[Insert Yes or No]

[if yes, provide details]

	21.4
	If the answer to 21.3 is yes, please confirm that certificates can be provided on request to support the above
	[Insert Yes or No]


	21.5
	If the answer to 21.3 is no, please explain what internal quality systems are in place.

	
	[Provide details if required




	
	
23. Equality and Diversity 

If your organisation is working outside of the UK, please refer to equivalent legislation in the country that you are located.  

	22.1
	In the last three years, has any finding of unlawful discrimination been made against your organisation by an Employment Tribunal, an Employment Appeal Tribunal, or any other court (or in comparable proceedings in any jurisdiction other than the UK)? 
	[Insert Yes or No]


	22.2
	Please provide a summary of the nature of the investigation and an explanation of the outcome of the investigation to date.  
 
If the investigation upheld the complaint against your organisation, please explain what action (if any) you have taken to prevent unlawful discrimination from reoccurring. You may be excluded if you are unable to demonstrate to the Authority’s satisfaction that appropriate remedial action has been taken to prevent similar unlawful discrimination reoccurring.  Word Limit: 500 

	
	[Provide details if required]



	22.3
	In the last three years, has your organisation had a complaint upheld following an investigation by the Equality and Human Rights Commission or its predecessors (or a comparable body in any jurisdiction other than the UK), on grounds or alleged unlawful discrimination? 
	[Insert Yes or No]


	22.4
	Please provide a summary of the nature of the investigation and an explanation of the outcome of the investigation to date.  
 
If the investigation upheld the complaint against your organisation, please explain what action (if any) you have taken to prevent unlawful discrimination from reoccurring. You may be excluded if you are unable to demonstrate to the Authority’s satisfaction that appropriate remedial action has been taken to prevent similar unlawful discrimination from reoccurring.  Word Limit: 500 

	
	[Provide details if required]



	22.5
	If you use sub-contractors, do you have processes in place to check whether any of the above circumstances apply to these other organisations? 
	[Insert Yes or No]




24. Business Continuity

	Category One responders are required by the Civil Contingencies Act 2004, to have a Business Continuity Management (BCM) system in place. BCM is a critical area of business, therefore where it is necessary to procure goods or services that underpin these Critical Functions from external suppliers, documentary evidence will be required from them of their BCM processes and plans, that ensures the continuous provision of that product or service.  

	23.1
	In terms of resilience, please demonstrate how you apply Business Continuity Management to ensure the continuous provision of this product or service? 

	
	[Provide details]


	23.2
	Does your company have a Business Continuity policy and plan(s) 
	[Insert Yes or No]


	23.3
	If the answer to e is yes, is it available to BlueLight Commercial/ In-Tend Procurement portal on request? 
	[Insert Yes or No]


	23.4
	Explain how your business will continue, in the event of you experiencing a disruption.   Ensure your answer covers the following: 
 
· The activities that are essential for the delivery of your products and services and how did you identify these; 
· A summary of how your company would operate following a loss of or disruption to key resources including (but not limited to) staff, IT systems, communication systems, utilities, premises, equipment, fuel, suppliers, etc; 
· Confirmation that all your critical IT systems and data are backed up and readily available off site with disaster recovery procedures in place to restore them; 
· A description of the business continuity roles and responsibilities of your key personnel and documentary evidence that these are clearly defined; and   
The procedures you have in place to ensure immediate and regular communication with your customers and key stakeholders following any disruption. 

	
	[Provide details]


	23.5
	In order to validate your Business Continuity plan(s) and arrangements, it is essential that they are regularly reviewed, exercised and updated.   
Outline your validation process; and provide evidence that your business continuity plans have been reviewed, exercised and updated within the last 12 months: 

	
	[Provide details]




25. Risk Management 

	24.1
	Explain how your company identifies and mitigates the risk of disruption. 

	
	[Provide details]


	24.2
	Provide appropriate examples of where you have identified and mitigated against potential disruption. 

	
	[Provide details]


	24.3
	Do you have an up-to-date company risk register? 
	[Insert Yes or No]


	24.4
	If the answer to 25.3 is yes, please confirm that a copy of the risk register can be provided to BlueLight Commercial/ In-Tend Procurement portal upon request to support the above. 
	[Insert Yes or No]




26. Supply Chain Resilience 	

	25.1
	Outline your process for assessing the resilience of your key suppliers and service providers; and detail any contingencies that you have in place should you experience a loss or unavailability of their product or service: 

	
	[Provide details]




27. Bribery Act 2010	

 It is illegal to offer, promise, give, request, agree, receive or accept bribes. 

	26.1
	Does your company have a suitable policy in place to prevent acts of bribery in accordance with the Bribery Act 2010?
	[Insert Yes or No]


	26.2
	If no, please explain why, detailing what internal systems are in place to prevent acts of bribery. 

	
	[Provide details]




28. Information Management and Information Security	

	Framework Participants utilising this Framework shall be responsible for completing their own Data Protection Impact Assessment (DPIA) and will enter into any required documentation, directly between themselves and the Supplier. 
At Call Off stage, Suppliers may be asked to agree to and sign any of the following documents, that are deemed necessary to this procurement.  
Templates of these documents can be found in the table below and are for information purposes only at this stage.  

	27.1
	Please can you confirm that you will agree to and comply with: 
 
A Security Standards Agreement (SSA) 

 
	[Insert Yes or No]


	27.2
	A Data Processing Contract (DPC) 


	[Insert Yes or No]


	27.3
	An Information Sharing Agreement (ISA) 


	[Insert Yes or No]



      

	
	
29. Payments in Contracts Above £5m per annum (inc. VAT)

	If you intend to use a supply chain for this contract, you must demonstrate you have effective systems in place to ensure a reliable supply chain. This question is focused on exploring your payment systems.

	28.1 a)
	Please confirm if you intend to use a supply chain for this contract (i.e.  services that are used wholly or substantially for the purpose of performing or contributing to the performance of the whole or part of the contract)
If “No” you do not need to complete questions 29.2 or 29.3.
	[Insert Yes or No]


	28.1 b)
	Please confirm that you have systems in place to pay those in your supply chain promptly and effectively, i.e. within your agreed contractual terms.
	[Insert Yes or No]


	28.1 c)
	Please confirm you have procedures for resolving disputed payments and invoices with those in your supply chain promptly and effectively.

	
	[Insert Yes or No] 
[If Yes, please provide details]


	28.2
	In public-sector contracts only: Please confirm that you have systems in place to include (as a minimum) 30-day payment terms in all of your supply chain contracts (sub-contracts) and require that such terms are passed down through your supply chain.
	[Insert Yes or No]





	
	
	28.3 a)












28.3 b)
	Please provide the percentage of payments and invoices paid by you to those in your immediate supply chain on all contracts for each of the two previous six-month reporting periods (as defined in DBT Guidance). This should include the percentage of invoices paid within each of the following categories:

1. within 30 days
2. in 31 to 60 days
3. in 61 days or more
4. due but not paid by the last date for payment under agreed contractual terms.

Please provide the average number of days taken by you to pay an invoice to those in your immediate supply chain on all contracts for each of the two previous six-month reporting periods. 

	Period 1






[%]
[%]
[%]
[%]


	Period 2






[%]
[%]
[%]
[%]

	
	
	[Average days]
	[Average days]

	28.3 c)
	If you are unable to demonstrate that all invoices have been paid within the agreed contractual terms, please explain why. Note: if you are required to submit an action plan, this action plan must also set out steps to address your payment within agreed terms.

	
	[Provide details]

	28.3 d)
	If you are unable to demonstrate that ≥95% of invoices payable to your supply chain on all contracts have been paid within 60 days of the receipt of the invoice in at least one of the last two six months reporting periods please provide an action plan for improvement which includes (as a minimum) the following:
1. Identification of the primary causes of failure to pay:
(a) 95% of all supply chain invoices within 60 days; and
(b) if relevant, due but not paid by the last date for payment under agreed contractual terms. 
2. Actions to address each of these causes.
3. A mechanism for and commitment to regular reporting on progress to the bidder’s audit committee (or equivalent).
4. A plan signed off by your director
5. Plan published on its website (this can be a shorter, summary plan).

	
	[Provide details]

	28.4
	If you have an existing action plan prepared for a different purpose, it is acceptable to attach this but it should contain the above features.
[Confirm attachment included if applicable]




30. Carbon Reduction in Contracts Above £5m per annum (inc. VAT)	

	29.1
	Please confirm that you have detailed your environmental management measures by completing and publishing a Carbon Reduction Plan which meets the required reporting standard and provide a link to your Carbon Reduction Plan.
	[Insert Yes or No]
[Provide Link]

	29.2
	Please confirm that your organisation is taking steps to reduce your GHG Emissions over time and is publicly committed to achieving Net Zero by 2050
	[Insert Yes or No]

	29.3
	Please provide your current Net Zero Target Date:

	[Year of Net Zero Target, e.g. 2050]

	29.4
	Supplier Emissions Declaration
	[Provide data below]

	
	Baseline Year:
	

	
	Scope 1 emissions:
	

	
	Scope 2 emissions:
	

	
	Scope 3 emissions:
	

	
	
	

	
	Current/Most Recent Reporting Year:
	

	
	Scope 1 emissions:
	

	
	Scope 2 emissions:
	

	
	Scope 3 emissions:
	



31. Skills and Apprentices in Contracts Above £10 per annum (inc. VAT)

	31.1
	Please state whether you will be supporting apprenticeships and skills development through this contract.
	[Insert Yes or No]


	31.2
	If ‘YES’ please set out how you will develop and maintain skills relevant to the contract to build a more skilled and productive workforce.  Please also provide details of the process in place to ensure that your supply chain supports skills, development and apprenticeships.

	
	[Provide details]



32. Procuring Steel in Government Contracts	

	32.1
	For projects/programmes involving a relevant steel procurement please describe the supply chain management systems, policies, standards and procedures you have in place to ensure robust supply chain management.

	
	[Provide details]

	32.2
	Please provide all the relevant details of previous breaches of health and safety legislation in the last 5 years, applicable to the country in which you operate on comparable projects, for both your organisation and all your supply chain members involved in the production or supply of steel

	
	[Provide details]

	32.3
	Please provide details of previous similar projects where you have demonstrated a high level of competency and effectiveness in managing all supply chain members involved in steel supply or production to ensure a sustainable and resilient supply of steel.

	
	[Provide details]



33. Suppliers’ Past Performance 	

	32.1
	Can you supply a list of your relevant principal contracts for goods and/or services provided in the last five years? 
	[Insert Yes or No]


	32.2
	On request can you provide a certificate from those customers on the list? 
	[Insert Yes or No]


	32.3
	If you cannot obtain a certificate from a customer, can you explain the reasons why? 
	[Insert Yes or No]


	32.4
	If the certificate states that goods and/or services supplied were not satisfactory, are you able to supply information which shows why this will not recur in this contract if you are awarded it? 
	[Insert Yes or No]


	32.5
	Can you supply the information in questions 32.1 – 32.4 above for any subcontractors [or consortium members] who you are relying upon to perform this contract?
	[Insert Yes or No]


	
	[Provide details]




34. Tackling Modern Slavery in Supply Chains

	34.1
	If you are a relevant commercial organisation subject to Section 54 of the Modern Slavery Act 2015, and if your latest statement is available electronically, please provide: 
● the web address
● precise reference of the documents.
	[Provide link / reference]



	34.2
	If your latest statement is not available electronically, please provide a copy. 
	[Confirm copy provided]

	34.3
	If you are not a relevant commercial organisation subject to Section 54 of the Modern Slavery Act 2015 (for example if your turnover is less than £36 million or you do not carry on your business, or part of your business, in the UK), please provide the above information in relation of any published statements on modern slavery or other relevant documents containing information of a similar type/level. 
	[Provide link,  reference]


	34.4
	Any modern slavery statement or other statement or document should contain at least the following information: 
a. the organisation’s structure, its business and its supply chains; 
b. its policies in relation to slavery and human trafficking; 
c. its due diligence processes in relation to slavery and human trafficking in its business and supply chains; 
d. the parts of its business and supply chains where there is a risk of slavery and human trafficking taking place, and the steps it has taken to assess and manage that risk; 
e. its effectiveness in ensuring that slavery and human trafficking is not taking place in its business or supply chains, measured against such performance indicators as it considers appropriate; 
f. the training and capacity building about slavery and human trafficking available to its staff; or 

If all of this information is not included in your modern slavery statement or other statement or documents, please provide an explanation as to why not and/or assurances that it will be included before contract award
	

	
	[Provide details]







	[bookmark: _Toc183608012][bookmark: _Toc187313468]Confirmations

	35. 
	I confirm that:
· to the best of my knowledge the answers submitted and information contained in this document are complete, accurate and not misleading
· upon request and without delay I will provide any additional information requested of us
· I understand that the response to this questionnaire will be used to assess whether our organisation is entitled to participate in, or continue to participate in, this procurement
· I understand that our organisation may be excluded from the procurement if requested information has not been provided, if any of this response or any follow up responses are incomplete, inaccurate or misleading, if confidential information has been accessed or if we have unduly influenced your decision-making in this procurement

	
	[Insert Yes or No]



	
Signed
	



	Date
	



	Name
	



	Role
	



	Phone number
	



	Email
	



	Postal address
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Annex 3 - For Information Purposes Only

Security Standards Agreement for [insert project/contract title] (contract ref: [xxx])



This agreement acts as a supplementary agreement to the [Contract /Agreement, insert URN] between the [Name of Police Force/s], hereinafter referred to as the Force(s), and [Supplier or Partner Organisation], hereinafter referred to as the Supplier. It establishes the security requirements that the Supplier shall comply with in provision of services to the Force/s.

The purpose of this agreement is to formally communicate the expectations that the Force/s, has regarding the Supplier handling of information relating to the [insert project/contract title]. The standard of protection required varies with the sensitivity of the information being shared. The primary objective of this agreement is to ensure the appropriate handling of HMG/Policing information by the Supplier, and the correct allocation of classifications and their associated handling instructions to information related to the services generated by (and provided to) the Supplier relating to [insert project/contract title].



This agreement does not preclude the security responsibilities detailed in the [Contract/Data Protection Contract, insert URN] or to be detailed in the stated contract. This version of the agreement supersedes any previous versions issued.



1. National Standards

The Force handle all HMG/policing information in line with the following national standards:

· Security Policy Framework (SPF)[footnoteRef:1] [1:  https://www.gov.uk/government/publications/security-policy-framework] 


· Authorized Professional Practice on Information Management[footnoteRef:2] [2:  https://www.app.college.police.uk/app-content/information-management/] 


· Guidance on the Management of Police Information (2nd Edition, 2010)[footnoteRef:3] [3:  https://ict.police.uk/wp-content/uploads/2016/07/mopi-refreshed-guidance.pdf ] 


· The Authorised Professional Practice for Vetting[footnoteRef:4]  [4:  http://library.college.police.uk/docs/appref/C666I0917-Vetting-APP-22.10.17.pdf] 


· PSN Code of Practice[footnoteRef:5] [5:  https://www.gov.uk/government/publications/psn-code-of-practice-cop] 


· Government Security Classification (GSC)[footnoteRef:6] [6:  https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf ] 


· NCSC Data at Rest[footnoteRef:7] [7:  https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882760/dwp-ss007-security-standard-use-of-cryptography-v1.1.pdf ] 


· NCSC Secure Sanitisation of Storage Media[footnoteRef:8] [8:  https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media ] 


· NCSC Data in Transit Protection[footnoteRef:9] [9:  https://www.ncsc.gov.uk/guidance/tls-external-facing-services ] 




And when a cloud service is been used:

· NCSC’s Cloud Security Principles[footnoteRef:10] [10:  https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles ] 




Note: These standards include all aspects of security and Information Management (data processing, communication, file classification, transmission, storage, retention and disposal). Not all the above national standards will be relevant to the [insert project/contract title].   The Supplier must ensure it has adequate governance including organisational policies for security standards including technical, logical and administrative controls that adhere to the above standards or higher.



2. Sub-Contractors/Processing and Off Shoring 

The Supplier must ensure that any sub-contractors/processing also adhere to the stated requirements via the same means. 

Any Off Shoring will only be done with direct approval from the Force/s as detailed in the [Contract /Agreement, insert URN].



3. Confidentiality and Non-disclosure of HMG/Police information

The data processed in relation to the [insert project/contract title] could have a direct impact on operational policing, the effective working of the criminal justice system and potentially the security of the nation. 

The Supplier’s attention is therefore drawn to the provisions of the Official Secrets Acts 1911 to 1989 in general, and to the provisions of Section 4 of the Official Secrets Act 1989. The Supplier shall take all reasonable steps to make sure that all individuals employed on any work in connection with the [insert project/contract title] have notice that these statutory provisions apply to them and shall continue to apply after the completion or earlier termination of this [insert project/contract title].

Staff of the Supplier may be required to sign a Force(s) Undertaking of Confidentiality/ Acknowledgment (UoC/A) and or data access agreements / remote access agreements as part of the [Contract /Agreement, insert URN].



4. Government Security Classification

All information provided under the GSC will be classed as OFFICIAL but will generally have no marking to identify it as OFFICIAL. The Force/s will label OFFICIAL-SENSITIVE as such.

File Classification – Suppliers own company policy/guidelines can be followed providing they are underwritten by current national standards, comparable with GSC and stand to regular review, audit and scrutiny.  

OFFICIAL Examples

Transmission – Use of a technical solution may be acceptable subject to prior agreement with the Force’s Information security team. For mail it must be sent in the post or via a courier service, in a sealed envelope. Envelope must be fully addressed to the named recipient and include return address details.  All technical transmissions and communications i.e. email, and file transfer solutions must use encryption standards AES 256 as minimum and TLS 1.2 protocols.

Below is a standards document that is followed by Police Forces:











Remote Working - Suppliers own company policy/guidelines can be followed providing information cannot be inadvertently overlooked whilst being accessed remotely. Force information should be adequately protected from unauthorised access, modification and loss at all times.



Storage – For physical storage information must be held under a single barrier and/or lock and key and access only granted to those with the appropriate employment checks and vetting and ‘need to know’.  Digital data storage must be protected by infrastructure and a network protected by security in depth as directed by national guidance. 



Disposal – Disposal is as per the guidance provided by NCSC with regards to secure sanitisation of storage media and through their own policy/guidance.



OFFICIAL-SENSITIVE Examples



Transmission – All technical transmissions and communications i.e. email, and file transfer solutions must use encryption standards AES 256 as minimum and TLS 1.2 protocols.  Use of a secure technical solution following the national standards above is acceptable e.g. a CJSM email address. For mail double enveloped. Do not show classification on the outer envelope. Label the inner envelope OFFICIAL-SENSITIVE. Both envelopes should be fully addressed to the named recipient and include return address details. Material must be sent via a service with the ability to track the material until the point of successful delivery to the intended location.



Remote Working – Only to be allowed if the Supplier has a company policy/guidelines and information cannot be inadvertently overlooked whilst being accessed remotely and assets used to process OFFICIAL-SENSITIVE information are secured via the appropriate technical and organisational measures as detailed in the national standards above.



Storage – For physical storage information must be held under two different barriers and/or lock and key and access only granted to those with the appropriate employment checks and vetting and have a ‘need to know’.  Digital data storage must be protected by infrastructure and a network protected by security in depth as directed by national guidance.



Disposal - Disposal is as per the guidance provided by NCSC with regards to secure sanitisation of storage media.

This guidance is not exhaustive. If in doubt, the Supplier must contact the Force for clarity on the handling and storage of any information. A Handling Policing Data within OFFICIAL document is available on request.



5. Actions

You are requested to acknowledge receipt of this agreement and to confirm by signature (below) that the national standards stated in Section 1 have been brought to the attention of the person directly responsible for the security and information management of this project, that they are fully understood, and that the required technical and organisational security measures can and will be taken to safeguard the data concerned.





If you have any difficulty in interpreting the meaning of the above standards, please let Force(s) know.



Note: It is recommended that your organisations signs up to the Cyber Security Information Sharing Partnership (CiSP) run by the NCSC if your organisations has not already done so - CiSP - NCSC.GOV.UK



5. Signatures



Sign Here

Signed on behalf of the Supplier[footnoteRef:11] [11:  A board level member who has responsibility and accountability for Information Risk within the supplier’s organisation.] 


Date:

Sign Here

Force Accreditor(s)

Date:
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Introduction 



The National Cyber Security Centre have notified Policing and other HMG bodies that Enhanced Grade 



Ultra Electronics AEP devices should no longer be used to protect HMG data from 1st Jan 2019. Policing 



currently uses the AEP devices to provide a cryptographic overlay on top of the Public Sector Network 



to assure the confidentiality and integrity of Police data in transit. Application has been made to the 



Key Production Authority for a replacement key which would allow the use of the current architecture 



for a maximum of a further three years, but it is clear that there is a need to migrate from the PSN for 



Policing to a new sustainable solution. 



Risk 



• The risks of compromise from a malicious attack or accidental misconfiguration to Policing 



data vary considerably depending on the sensitivity  of the information (OFFICIAL-Low/Medium/High) 



and the controls applied to ensure data protection (see also Guidance on: Handling of Policing data 



within OFFICIAL v 2.0 March 2017). The PSNP currently provides HMG approved encryption over 



Government procured MPLS infrastructure (PSN) and is considered suitable for the protection of all 



levels of OFFICIAL data. With the need to migrate from the PSNP it may be necessary, in the event that 



a suitable replacement is not provided, to consider the use of different infrastructures to provide 



Policing network connectivity. Each different infrastructure presents different risks and will therefore 



require different controls to protect data whilst in transit; A raw internet connection poses a much 



greater risk to the confidentiality and integrity of data in transit due to the possibility of any internet 



user being able to intercept the data.  However, with the implementation of additional security 



controls the connection could be suitable for up to OFFICIAL-High data. An example could be if IPSec 



VPN and TLS 1.2 were implemented the connection could be suitable for up to OFFICIAL-High data, if 



however, only an IPSec VPN is used then it may only be considered suitable for the protection of 



OFFICIAL-Medium data. It should be noted that an internet connection will not address any risks 



arising from availability as it not usual for Internet Service Providers (ISP) to have Service Level 



Agreements (SLA) for this type of connectivity.  



• A dedicated secure MPLS Network does not pose the same risk to data in transit as raw 



internet connection due to the fact that there are fewer users and threat actors with access to the 



infrastructure. With the implementation of the additional  controls of IPSec VPN and TLS 1.2, it would 



certainly be suitable for the protection of data in transit up to OFFICIAL-HIGH, including Bulk data, 



whereas, if only an IPSec VPN were implemented, whilst not be considered sufficient for bulk data 



would still be sufficient for the protection of OFFICIAL-High in transit. 



This document is designed to ensure a consistent approach is applied to protecting the confidentiality 



and integrity of police data in transit, with the controls identified in the tables preventing data being 



compromised due to insufficient protection in transit or accidental misconfiguration. 
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Purpose 



The purpose of this document is to provide guidance to the Policing community in respect of the 



commercially available cryptographic controls, which should be considered for the protection of Police 



data in transit across the diverse network technologies available, as a result of the need to migrate 



from the AEP products which are at the core of the PSNP.  



Current data protection and future GDPR regulations place a statutory duty upon policing to apply 



Organisational and Technological controls to adequately protect its data sets. There are a significant 



number of threat actors who constantly and actively seek to intercept policing data for a variety of 



motivations. The more sophisticated threat actors could easily intercept policing data, it is therefore 



imperative that we provide adequate protection to data in transit ensuring that we prevent data loss 



which would have long lasting damaging effect on National Policing and could also lead to large fines 



imposed by the ICO. 



Scope & Assumptions 



 



In the following tables a number of assumptions have been made, which in addition to the bullet 



points below, also include that a full risk assessment has been undertaken, and that Technical controls 



such as IDS, Protective Monitoring and malware controls are appropriately implemented. 



• Hardware to hardware IPSEC VPN is configured to the guidance set out by NCSC (see the 



latest guidance issued on the NCSC website at https://www.ncsc.gov.uk). 



 



• Hardware to software IPSEC VPN is configured to the guidance set out by NCSC (see the 



latest guidance issued on the NCSC website at https://www.ncsc.gov.uk) 



 



• Where TLS version 1.2 is used to protect data in transit from server to client it must be 



configured to the guidance set out be NCSC (see the latest guidance issued on the NCSC 



website at https://www.ncsc.gov.uk).   



 



• The initial configuration is assured by penetration testing and that adequate change 



control is applied to ensure through life alignment with NSCS guidance.  



 



• Devices providing VPN tunnels must be appropriately patched, maintained and 



supported.  



 



 



• The strength of cryptographic systems entropies over time. The average age of a 



Transport Layer or Secure Socket protocol is 4.8 years. Obsolescence planning is 



required to ensure the continued strength of the cryptographic solution. Our 



recommendation based upon the lifecycle of SSL/TLS protocols is that systems should be 



updated every 4.8 years as a maximum or when new protocols are released.  



 





https://www.ncsc.gov.uk/


https://www.ncsc.gov.uk/
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• End point devices terminating VPN or TLS connections must also be appropriately 



patched, maintained and supported. 



 



• Key Material and certificates are created in an appropriately ensured environment. 



 



• Key and certificate management must be subject to rigorous policy and governance 



oversight controls.    



 



• Protective Monitoring solutions have been implemented and configured to the guidance 



set out by NCSC (see the latest guidance on the NCSC website at https://ncsc.gov.uk). 



Should configuration be changed or traffic from unexpected Networks be detected 



appropriate alerts and response are generated.  



 



• An appropriate architectural pattern has been implemented.  



TLS version 1.2 is well established and compatible with most modern Networking equipment. We 



recognise that TLS version 1.3 is now set and has security advantages over and above that of version 



1.2 specifically enforced PFS (perfect forward secrecy). Where version 1.3 is available we recommend 



its use over version 1.2.   



We recognise that commercial off the shelf equipment to generate VPNs has less assurance than 



former CAPS approved devices, however we anticipate that hardware utilised to create VPNs to 



transport police data will have been subject to Common Criteria approvals and that the cryptographic 



module has been assessed to FIPS140-2 or equivalent. Where a software client is utilised to terminate 



a VPN we anticipate that the software will have been subject to FIPS140-3 assessment or equivalent.  



We recognise that a hardware appliance providing VPNs, which may also be a Firewall or Load 



Balancing appliance, is hardened, has a smaller attack surface, has fewer lines of code and has fewer 



opportunities for misconfiguration compared with software running on top of a full operating system. 



For these reasons we consider hardware to hardware VPNs to be more secure than hardware to 



software or software to software VPNs.   



The ticks and crosses in the tables, reflect the fact that to enable the transmission of OFFICIAL data 



classified as having a HIGH value, is generally built on the principle that at least 2 elements of security 



enforcing configuration (VPN and TLS 1.2) must be compromised before the data could be intercepted. 



Where there is a single security enforcing control, data could be compromised more easily or lost as 



a result of a misconfiguration, as a result only lower levels of data should be transmitted across the 



chosen Network. 



The tables enables Forces to determine the appropriate controls to protect their data in each network 



type, the controls should be considered to be the minimum required where a Force is transporting 



data from National systems or belonging to other data controllers in common from the Policing 



community of trust.  



The scope is limited to the protection of police data in transit, and does not replace the need for a 



formal risk assessment to ensure the data is appropriately assessed and that the correct network and 



other security controls are implemented to provide appropriate assurance. 
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MPLS network 
 



 
      



Additional Network Controls 
/ Virtual Private Network 



Client - Server 
cryptography 



HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 



Hardware to Hardware               
IPSEC VPN 



Minimum TLS v1.2      



       



Hardware to Software         
IPSEC VPN 



Minimum TLS v1.2      



       



None 



Minimum TLS v1.2      



       
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Optical Fibre, Single Customer  
 



 
      



Additional Network Controls 
/ Virtual Private Network 



Client - Server 
cryptography 



HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 



Hardware to Hardware               
IPSEC VPN 



Minimum TLS v1.2      



       



Hardware to Software         
IPSEC VPN 



Minimum TLS v1.2      



       



None 
Minimum TLS v1.2      



       
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Copper wire / leased line 
 



 
      



Additional Network Controls 
/ Virtual Private Network 



Client - Server 
cryptography 



HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 



Hardware to Hardware               
IPSEC VPN 



Minimum TLS v1.2      



       



Hardware to Software         
IPSEC VPN 



Minimum TLS v1.2      



       



None 



Minimum TLS v1.2      



       
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Microwave link 
 



 
      



Additional Network Controls 
/ Virtual Private Network 



Client - Server 
cryptography 



HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 



Hardware to Hardware               
IPSEC VPN 



Minimum TLS v1.2      



       



Hardware to Software         
IPSEC VPN 



Minimum TLS v1.2      



       



None 



Minimum TLS v1.2      



       
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Laser link 
 



 
      



Additional Network Controls 
/ Virtual Private Network 



Client - Server 
cryptography 



HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 



Hardware to Hardware               
IPSEC VPN 



Minimum TLS v1.2      



       



Hardware to Software         
IPSEC VPN 



Minimum TLS v1.2      



       



None 



Minimum TLS v1.2      



       
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Wifi link Assumes WPA2 + AES 
 



 
      



Additional Network Controls 
/ Virtual Private Network 



Client - Server 
cryptography 



HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 



Hardware to Hardware               
IPSEC VPN 



Minimum TLS v1.2      



       



Hardware to Software         
IPSEC VPN 



Minimum TLS v1.2      



       



None 



Minimum TLS v1.2      



       
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Internet connection 
 



 
      



Additional Network Controls 
/ Virtual Private Network 



Client - Server 
cryptography 



HIGH BULK HIGH  MEDIUM BULK MEDIUM LOW BULK LOW 



Hardware to Hardware               
IPSEC VPN 



Minimum TLS v1.2      



       



Hardware to Software         
IPSEC VPN 



Minimum TLS v1.2      



       



None 



Minimum TLS v1.2      



       
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Conclusion 
 



By following the advice and guidance as set out in the tables below and applying the appropriate 



NSCS guidance on configuration of security enforcing controls for IPSec VPN and TLS 1.2, will 



generally mean that the National Accreditor for Policing will accept the approach chosen by the 



project Technical specialists or Force ITSO/ISO, without the need for further detailed discussion or 



agreement. 



However where there is a discrepancy or challenge regarding the above approach, such as it is not 



possible to implement TLS1.2 due to use of Legacy hardware or software (which may be a risk 



managed decision for an individual SIRO), or an agreement can’t be reached regarding data 



classification. Then the National Accreditor will be available to discuss the appropriate and best 



approach to ensure the protection of the data in transit, so long as the risk assessments have been 



undertaken that provide enough detailed information to be able to correctly classify the data in 



order to make an informed decision using the guidance.     
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Annex 4 - For Information Purposes Only 

 

DATA PROCESSING CONTRACT 

 

THIS CONTRACT is made on the [add date] day of [add month year] 

 

BETWEEN 

 

1. The Parties 

 

· Add details of the relevant parties 

· The following wording may assist:- 

 

The Chief Constable of [Force Name and Address] (herein after called the “Controller”) of the one part and 

 

[add details of third party data processor name and address] (herein after called the “Processor”), [add address]. 

 

2. Purpose 

 

The Purpose of the processing is described within Schedule A. 

 

This Contract sets out the terms and conditions under which Data held by the Controller will be disclosed to and used by the Processor.  

 

The Purpose is consistent with the original purpose of the Data creation and/or collection. 

 

The Processing of Data for the Purpose will assist the Controller to fulfil his obligations as described in Schedule A. 

 

Controllership of the Police Data shall at all times remain with the Controller. 

 

3. Definitions 

 

· It is necessary to define any terms or phrases used throughout the document to ensure clarity of agreement. 

· Ensure all references to the definitions are consistent throughout the document 

· The following wording may assist: 

 

The following words and phrases used in this Contract shall have the following meanings except where the context otherwise requires: 

 

Purpose means the purpose of the Processing as set out within Schedule A. 

 

 

 

Aggregated Data means Police Data presented to the extent that no living individual can be identified from the Aggregated Data or any other Data in the possession of, or likely to come into the possession of any person obtaining the Aggregated Data. 

 

Data, Controller, Data Subject, Processor, Processing, Personal Data, Personal Data Breach, Pseudonymisation and Processing, have the same meaning as in Article 4 of UK GDPR. 

 

Data Protection Impact Assessment means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data. 

 

Data Protection Legislation means all applicable data protection and privacy legislation in force from time to time in the UK including the retained EU law version of the General Data Protection Regulation ((EU) 2016/679) (UK GDPR); the DPA 2018 (and regulations made thereunder) and the Privacy and Electronic Communications Regulations 2003 (SI 2003/2426) as amended and the guidance and codes of practice issued by the Information Commissioner or other relevant regulatory authority and applicable to a party. 

 

Domestic Law means the law of the United Kingdom or a part of the United Kingdom. 

 

Special Categories of Personal Data has the same meaning as in the UK GDPR. 

 

Data Loss Event means any event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach. 

 

Data Subject Access Request means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their personal data. 

 

Police Data means any Data including Personal Data and Special Categories of Personal Data, to be provided to, or collected by, the Data Processor and processed on behalf of the Controller as identified at Schedule A. 

 

Services means the Data Processing activity and services to be undertaken by the Data 

Processor on behalf of the Controller, as identified in Schedule A. 

 

Party means a Party to this Contract. 

 

Police Manager means [Name/ job title of designated person] who has oversight and responsibility for ensuring the Processing on behalf of the Controller or other such person as shall be notified to the Processor from time to time is in compliance with the terms of this Contract. The Police Manager will assume responsibility for co-ordinating data protection compliance, notification, security, confidentiality, audit and co-ordination of subject rights and Freedom of Information requests as directed by the terms of this Contract. 

 

Project Manager means [add name/ job title of person] who has day-to-day management responsibility for the Processing and compliance with this Contract on behalf of the Processor or such other person as shall be notified to the Controller from time to time. The Project Manager will assume responsibility for data protection compliance, notification, security, confidentiality, audit and co-ordination of subject rights and Freedom of Information requests as directed by the terms of this Contract. 

 

Protective Measures means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted. 

 

Law means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Processor is bound to comply. 

 

Contract means this Data Processing Contract together with its schedules and all other documents attached to or referred to as forming part of this contract. 

 

Confidential Information means all Police Data and any other information relating to the Controller’s customers and prospective customers, current or projected financial or trading situations, business plans, business strategies, developments and all other information relating to the Controller’s business affairs including any trade secrets, know-how and any information of a confidential nature imparted by the Controller to the Processor during the term of this Contract or coming into existence as a result of the Processor’s obligations, whether existing in hard copy form or otherwise, and whether disclosed orally or in writing. 

 

Miscellaneous 

Headings are inserted for convenience only and shall not affect the construction or interpretation of this Contract and, unless otherwise stated, references to clauses and schedules are references to the clauses of and schedules to this Contract;  

Any reference to any enactment or statutory provision shall be deemed to include a reference to such enactment or statute as extended, re-enacted, consolidated, implemented or amended and to any subordinate legislation made under it; and  

 

The word ‘including’ shall mean including without limitation or prejudice to the generality of any description, definition, term or phrase preceding that word, and the word ‘include’ and its derivatives shall be construed accordingly. 

 

 

4.0 Provision or collection of Police Data 

 

The manner and frequency of transmission of Police Data from the Controller to the Processor is set out in Schedule A. 

 

· Refer to Schedule A to set out how the Police Data will be provided to, or collected by, the Processor.   

· include the frequency of the provision or collection of Police Data 

· the means of transmission or collection of the Police Data 

 

5.0 Access to the Police Data 

 

Access to the Police Data will be restricted to the Controller or those employees of the Processor as identified in Schedule B and authorised by the Controller, directly involved in the processing of the Police Data in pursuance of the Purpose. 

 

6.0 Data Protection and Human Rights 

 

The processing of any Personal Data shall be in accordance with the obligations imposed upon the Parties to this Contract by the Data Protection Legislation. All relevant codes of practice or data protection operating rules adopted by the Parties will also reflect the data protection practices of each of the parties to this Contract. 

 

The only processing that the Processor is authorised to do is listed in Schedule A by the Controller and may not be determined by the Processor. Where deviation from Schedule A is required this will only occur where previously authorised in writing by the Police Manager to the Project Manager. 

 

The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Controller, include: 

(a) a systematic description of the envisaged processing operations and the purpose of the processing; 

(b) an assessment of the necessity and proportionality of the processing operations in relation to the Services; 

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and 

(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 

 

The Processor may not contact any Data Subject except where permitted by Schedule A. 

 

The Processor shall notify the Controller immediately if it: 

(a) receives a Data Subject Access Request (or purported Data Subject Access 

Request); 

(b) receives a request to rectify, block or erase any Personal Data; 

(c) receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; 

(d) receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this 

Agreement; 

(e) receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or 

(f) becomes aware of a Data Loss Event. 

 

The Processor’s obligation to notify under the preceding clause shall include the provision of further information to the Controller in phases, as details become available. 

 

Taking into account the nature of the Processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under preceding clauses (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing: 

 

(a) the Controller with full details and copies of the complaint, communication or request; 

(b) such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation; 

(c) the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 

(d) assistance as requested by the Controller following any Data Loss Event; 

(e) assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office. 

 

The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Contractor employs fewer than 250 staff, unless: 

 

(a) the Controller determines that the processing is not occasional; 

(b) the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the UK GDPR; and 

(c) the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects. 

 

The Processor shall allow for audits of its Processing activity by the Controller or the Controller’s designated auditor. 

 

The Processor shall designate a data protection officer if required by the Data Protection Legislation. 

 

Before allowing any Sub-processor to process any Personal Data related to this Contract, the Processor must: 

 

(a) notify the Controller in writing of the intended Sub-processor and processing; 

(b) obtain the written consent of the Controller or have them already listed in Schedule C; 

(c) enter into a written contract with the Sub-processor which give effect to the terms set out in this Contract such that they apply to the Sub-processor; and 

(d) provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require. 

 

The Processor shall remain fully liable for all acts or omissions of any Sub-processor. 

 

The Processor may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement). 

 

The Parties agree and declare that the information accessed pursuant to this Contract will be used and processed with regard to the rights and freedoms enshrined within the European Convention on Human Rights. Further, the Parties agree and declare that the provision of information is proportional, having regard to the purposes of the Contract and the steps taken in respect of maintaining a high degree of security and confidentiality. 

 

If any Party to this Contract receives a request for information under the provisions of the Freedom of Information Act 2000 identified as originating from another Party, the receiving Party will contact the other Party to determine whether the latter wishes to claim an exemption under the provisions of that Act. 

 

Where the Data Processor receives a request for information under the provisions of the Freedom of Information Act 2000 in respect of information provided by or relating to the Controller, the Processor will contact the Police Manager to ascertain whether the Controller wishes to claim any exemption including the determination of whether or not the Controller wishes to issue a response neither to confirm nor deny that information is held. 

 

7.0 Confidentiality 

 

· Consider what confidentiality issues apply 

· Consider what special terms and limitations may be necessary to impose on the data processors to prevent any likely damage or distress caused to data subjects 

· The following standard wording may assist: 

 

The Data Processor shall not use or divulge or communicate to any person (other than those whose province it is to know the same for the Purpose, or without the prior written authority of the Controller) any Data obtained from or created on behalf of the Controller, which it shall treat as private and confidential and safeguard accordingly9. 

 

The Data Processor shall ensure that any individuals who process Police Data under this Contract are aware of their responsibilities in connection with the use of that Police Data and have confirmed so in writing by completion of Annex C: Undertaking of Confidentiality which will be provided to the Police Manager as a pre-requisite for that individual to process Police Data. 

 

For the avoidance of doubt, the obligations or the confidentiality imposed on the Parties by this Contract shall continue in full force and effect after the expiry or termination of this Contract. 

 

Respect for the privacy and rights of Data Subjects will be afforded at all stages of the Purpose. 

 

The restrictions contained within this section shall cease to apply to any Data which may come into the public domain otherwise than through unauthorised disclosure by the Parties to the Contract. 

 

8.0 Retention, Review and Deletion 

 

The Police Data will be retained by the Processor and then securely disposed by the Processor in accordance with Schedule A. 

 

9.0 Security 

· Consider what guarantees are required from the data processor in respect of the technical and organisational security measures governing the processing to be carried out. 

· Consider what arrangements are necessary to reduce any identified risks 

· Consider what specific terms and conditions need to apply to the processing in question 

· Consider where the processing is to take place, on what premises etc., 

· Identify who will be responsible for the security both on behalf of the data processor and the controller 

· Consider how the police information will be transferred to the data processor and in what format. I.e., CD, disc, print out, by courier, secure email, etc., 

· Consider any necessary terms for passcode management 

· Consider what arrangements are necessary for secure disposal of police information 

· Consider what technical back up arrangements (including archived data) may occur and how these will be securely managed 

· Consider what vetting requirements may apply in accordance with ACPO Vetting Policy 

· Consider if the data processors will visit police premises or require access to any other police assets 

· Consider referencing system operating procedures where security arrangements are complex 

· Consider what arrangements may be necessary where the data processor may engage the services of sub-contractors, including cleaning and maintenance staff. 

· Consider what audit and inspection arrangements may be necessary to ensure that the terms of this Agreement are fulfilled 

· Consider how security breaches will be managed (you may wish to stipulate that the security incident reporting form is used – see annex A). 

 

The Data Processor recognises that the Controller has obligations relating to the security of Data in his control under the Data Protection Legislation, ISO7799 and the ACPO Information Community Security Policy. The Processor will continue to apply those relevant obligations as detailed below on behalf of the Controller during the term of this Contract. 

 

The Data Processor shall, in relation to any Personal Data processed in connection with its obligations under this Agreement: 

 

(a) process that Personal Data only in accordance with Schedule A, unless the Processor is required to do otherwise by Law. If it is so required, the Processor shall promptly notify the Customer before processing the Personal Data unless prohibited by Law; 

(b) ensure that it has in place Protective Measures, which have been reviewed and approved by the Controller (and outlined in Annex B) as appropriate to protect against a Data Loss Event having taken account of the: 

(i) nature of the data to be protected; 

(ii) harm that might result from a Data Loss Event; 

(iii) state of technological development; and 

(iv) cost of implementing any measures; 

(c) ensure that: 

(i) employees of the Processor do not process Personal Data except in accordance with this Contract (and in particular Schedule A); 

(ii) it takes all reasonable steps to ensure the reliability and integrity of any employees who have access to the Personal Data and ensure that they: 

(A) are aware of and comply with the Processor’s duties under this clause; 

(B) are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor; 

(C) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Controller or as otherwise permitted by this Agreement; and 

(D) have undergone adequate training in the use, care, protection and handling of Personal Data; and 

(d) not transfer Personal Data outside of the UK unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled: 

(i) the Controller or the Processor has provided appropriate safeguards in relation to the transfer as determined by the Controller; 

(ii) the Data Subject has enforceable rights and effective legal remedies; 

(iii) the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and 

(iv) the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data; 

(e) at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Processor on termination of the Contract unless the Processor is required by Law to retain the Personal Data. 

 

The Controller may wish to undertake suitability checks (including vetting) on any persons having access to police premises and the Police Data and further reserves the right to issue instructions that particular individuals shall not be able to participate in the Purpose without reasons being given for this decision. The Processor will ensure that each person who will participate in the Purpose understands this and provides their written consent as necessary. 

 

10.0 Indemnity 

· Consider what indemnity may be appropriate and consult legal advisors where necessary. 

 

In consideration of the provision of the Police Data for the Purpose the Processor undertakes to indemnify and keep indemnified the Controller against any liability, which may be incurred by the Controller as a result of the Processor’s breach of this Contract. 

 

Provided that this indemnity shall not apply: 

 

(a) where the liability arises from information supplied by the Controller, which is shown to have been incomplete or incorrect, unless the Controller establishes that the error did not result from any wilful wrongdoing or negligence on his part 

 

(b) unless the Controller notifies the Processor as soon as possible of any action, claim or demand to which this indemnity applies, commits the Processor to deal with the action, claim or demand by settlement or otherwise and renders the Processor all reasonable assistance in so dealing; 

 

(c) to the extent that the Controller makes any admission which may be prejudicial to the defence of the action, claim or demand. 

 

11.0 Disputes 

 

In the event of any dispute or difference arising between the Parties out of this Contract, the Designated Police Manager and the Project Manager or the persons appointed pursuant to this Contract shall meet in an effort to resolve the dispute or difference in good faith. 

 

The Parties will, with the help of the Centre for Dispute Resolution, seek to resolve disputes between them by alternative dispute resolution. If the Parties fail to agree within 56 days of the initiation of the alternative dispute resolution procedure, then the Parties shall be at liberty to commence litigation. 

 

 

12.0 Term, Termination and Variation 

 

· Specify an end date for the Contract. This should be within a realistic period to allow for the arrangements to be properly managed and reviewed where appropriate. 

 

The Controller may at any time by notice in writing terminate this Agreement/Contract forthwith if the Data Processor is in material breach of any obligation under this Contract. 

 

At the discretion of the Controller this Agreement/Contract shall terminate after the replacement of the Project Manager. 

 

Either Party may terminate this Agreement/Contract by giving 30 days’ notice in writing to the other Party. 

 

The Controller will have the final decision on any proposed variation to this Agreement/Contract. No variation of the Agreement/Contract shall be effective unless it is contained in a written instrument signed by both Parties and annexed to this Agreement/Contract 

 

13.0 Miscellaneous 

 

This Contract acts in fulfilment of part of the responsibilities of the Controller as required by Articles 28 and 29 and Recital 81 of the UK GDPR. 

 

This Contract constitutes the entire agreement between the Parties as regards the subject matter hereof and supersedes all prior oral or written Contract regarding such subject matter. 

 

Or 

 

This contract compliments the Call Off/ Procurement Contract between the Parties. 

 

If any provision of this Contract is held by a Court of competent jurisdiction to be invalid or unenforceable, such invalidity or unenforceability shall not affect the remaining provisions of this Contract, which shall remain in full force and effect. 

 

The validity, construction and interpretation of the Contract and any determination of the performance which it requires shall be governed by the Domestic Law and the Parties hereby submit to the exclusive jurisdiction of the English Courts. 

 

 

Signed on behalf of the Chief Constable of [Force Name] 

 

 

............................................................................................................................................. 

 

 

 

In the presence of  

 

 

........................................................................................................................... 

 

 

 

Signed on behalf of ........................................................................................................................ 

 

 

 

In the presence of .......................................................................................................................... 

 

Include the following or refer to other documents providing the same as necessary 

 

Schedule A: Part 1: Details of Police Data to be provided to, or collected by, the Processor and processed on behalf of the Controller. 

 

The Processor shall comply with any further written instructions with respect to processing from the Controller. 

 

 

Any such further instructions shall be incorporated into this schedule. 

 

		Subject matter of the Processing 

 

		[high level short description of what the processing is about] 



		Duration of the Processing 

		[including the commencement and conclusion dates for the data processing] 

 



		Purposes of the Processing 

		[the purpose should be described as specifically as possible, but cover all intended purposes] 

 

[Detail if the purpose is under the UK GDPR/DPA Part 2, DPA Part 3 or both] 



		Nature of the Processing 

		[the specific processing activities to be undertaken by the Processor including any operation such as collection, recording, organisation, structuring, storage, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc.] 

 

[where necessary, include any authorisation and conditions for the creation and subsequent use (including publication) of Aggregated Data by the Data Processor] 

 

[refer to other documents as necessary] 

 

Consider:  

 

Whether there are any data matching issues and how these will be managed 

 

Whether there are any processing issues which may be likely to cause damage or distress to any data subject and mitigate as necessary 

 

If there are any other documents or standards which may be relevant to the processing  

 



		Type of Personal Data 

		[include, where relevant: 

 

the information system from which the police data will be derived 

 

the data fields which comprise the Police Data. Examples may include name, address, date of birth, biometric data, images, etc.] 

 

[Also includes Criminal Offence, Special Category and Health data if processed] 



		Categories of Data Subject 

		[Examples may include police officers, employees, suppliers, members of the public, suspects, victims of crime] 



		Arrangements for return or destruction of the data once processing is complete 

		[Describe how long the data will be retained for and how it will be returned or destroyed. This should set appropriate parameters for retention and disposal of police information consistent with any security conditions and identify the title or post holder responsible for the retention, review and deletion of police data subject to this Contract.] 





 

 

Part 2: Details of legal basis for the processing 

 

Add lawful base or bases which are in accordance with Article 6 of the UK GDPR.  

  

If the Police Data includes Special Categories of Personal Data, also add a separate condition for the processing of such special category data under Article 9.    

  

If the Police Data includes Criminal Offence Data, include the legal authority or official authority for the processing under Article 10.  

 

Schedule B: Details of employees of the Processor authorised to have access to and otherwise process the Police Data. 

 

Include: 

 

The full names of those individuals and any other information necessary to 

specifically identify them 

 

Confirmation that each individual has signed an ‘Undertaking of Confidentiality’ if required (based on Annex C). 

 

Schedule C: Details of sub-processors authorised by the Controller for use in this Contract. 

 

Annex A: Security Report 

 

 

Annex B:  

 

Attach IT and IA Standard document here 



Annex C: Undertaking of Confidentiality 

 

 

Undertaking of Confidentiality 

 

I ………………………………………………………. as an employee of the Processor as defined in the Contract between the [Force name] and [Processor] to which this Undertaking is appended, hereby acknowledge the responsibilities arising from this Contract. 

 

I understand that my part in fulfilling the Purpose means that I may have access to the Data and that such access shall include 

· reading or viewing of information held on computer or displayed by some other electronic means, 

· reading or viewing manually held information in written, printed or photographic form, or 

· overhearing any radio, telephone or verbal communication. 

 

I undertake that; - 

 

· I shall not communicate to nor discuss with any other person the contents of the Data except to those persons authorised by the Controller as is necessary to progress the agreed Purpose. 

· I shall not retain, extract, copy or in any way use any Data to which I have been afforded access during the course of my duties for any other purpose. 

· I will only operate computer applications or manual systems that I have been trained to use. This training will include the requirements of the Data Protection Legislation which prescribes the way in which personal data may be obtained, stored and processed. 

· I will comply with the appropriate physical and system security procedures made known to me by the Processor. 

· I will act only under instruction from the Police Manager or other relevant official in the processing of any Data. 

 

I understand that the Data is subject to the provisions of the Data Protection Act 2018 and that by knowingly or recklessly acting outside the scope of this Agreement I may incur criminal and/or civil liabilities. 

 

I undertake to seek advice and guidance from the Police Manager or other relevant official of the Controller in the event that I have any doubts or concerns about my responsibilities or the authorised use of the Data defined in the Contract. 

 

I have read, understood and accept the above. 

 

 

 

Name ............................................................................................................................................. 

 

 

Signature ....................................................................................................................................... 

 

 

Date ............................................................................................................................................... 
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Annex 5 – INFORMATION SHARING AGREEMENT For Information Purposes Only 

 

NPCC NATIONAL ISA SIGN-OFF CHECK LIST 

 

The below table is intended to ensure the correct process is followed for sign off of national information / data sharing agreements or MoUs. 

 

		 

		Action 

		Complete 

		Date 



		1 

		Subject Matter Expert (SME) within NPCC National Portfolio identified 

 

Name: ………………………………………. 

		 

		 



		2 

		Coordination Committee (CC) and National Portfolio Lead (NPL) for sign-off identified 

 

CC: ……..…………………………………… 

 

NPL: ………………………………………… 

		 

		 



		3 

		Data Protection SPoC from local force identified & contact made 

 

Name: ……………………………………… 

		 

		 



		4 

		NPFDU notified of intention to create/update national ISA via isaadminmb@acro.pnn.police.uk 

		 

		 



		5 

		Data Protection Impact Assessment (DPIA)  completed 

		 

		 



		6 

		First draft completed and sent to NPFDU by SME / DP SPoC 

		 

		 



		7 

		Regional DP Consultation coordinated by NPFDU 

 

Deadline: ………………………………….. 

		 

		 



		8 

		Feedback from consultation returned to SME / DP SPoC 

		 

		 



		9 

		Final draft approved by SME / DP SPoC 

		 

		 



		10 

		Final draft approved by National Portfolio Lead 

		 

		 



		11 

		National ISA signed-off by the relevant Coordination Committee 

		 

		 



		12 

		Final signed copy of national ISA sent to isaadminmb@acro.pnn.police.uk 

		 

		 





 

  

National Police Chiefs’ Council (NPCC) 

On behalf of each of the Police Forces listed in Appendix 2 of this ISA 

 

and 

 

[Insert Parties] 

 

		Freedom of Information Act  



		This document (including attachments and appendices) may be subject to an FOI request and the NPCC FOI Officer & Decision Maker will consult with you on receipt of a request prior to any disclosure.  For external Public Authorities in receipt of an FOI, please consult with npcc.foi.request@cru.pnn.police.uk 



		 



		Government Security Classification 

		OFFICIAL / OFFICIAL-SENSITIVE / OFFICIAL-SENSITIVE-COMMERCIAL/ OFFICIAL-SENSITIVE-PERSONAL / OFFICAL-SENSITIVE-OPERATIONAL 



		Publication Scheme Y/N 

		Yes / No 



		Title 

		[Enter Details] 



		Version 

		V0.1 [DRAFT] 



		Summary 

		[Enter Details] 



		Unit, Dept 

		[Enter Details] 



		Author 

		[Enter Details] 



		Review Date 

		[Enter Details] 



		Date Issued 

		[Enter Details] 



		ISA Ref 

		[Enter Details] 



		 



		Information Governance & Security 



		In compliance with the Government’s Security Policy Framework’s (SPF) mandatory requirements, please ensure any onsite printing is supervised, and storage and security of papers are in compliance with the SPF.  Dissemination or further distribution of this paper is strictly on a need to know basis and in compliance with other security controls and legislative obligations.  If you require any advice, please contact  npcc.foi.request@cru.pnn.police.uk 

 

https://www.gov.uk/government/publications/security-policy-framework/hmg-security-policy-framework#risk-management 





 

 

This Information Sharing Agreement (ISA) defines the arrangements for the regular or volume sharing of personal information between the Parties, ensuring that sharing is justified, lawful and secure. 

 

Appendix 1 should be completed by the Parties as a record of the Data Protection Impact Assessment conducted in accordance with the requirements of Data Protection Legislation. 

 

		1. PARTIES TO THE AGREEMENT 



		1. Full name, address and ICO registration number of all parties 

 

Party 1 

Name:        National Police Chiefs’ Council on behalf of all Police Forces of England & Wales referred to as NPCC throughout this document. 

 

Address:     10 Victoria Street, London, SW1H 0NN 

ICO Registration Number: ZA495495 

 

Party 2 

Name:      [Enter the name of the Partner Agency] referred to as [insert abbreviation for Partner Agency] throughout this document. 

    

Address: 

ICO Registration Number: 

 



		2. Controllership 

 

The NPCC is a non-statutory entity that is a collaboration between Chief Officers under the terms of the NPCC s22a Collaboration Agreement.  In relation to the carrying out of their collaborative functions for the NPCC or responsibilities under the s22a agreement, it is understood that each individual Chief Officer is the Data Controller for their own force’s data with the Chair of the NPCC [********] Coordination Committee acting as Lead Data Controller for purpose of this agreement. 

 

[Add in Controllership of other Parties] 

 

Once data is shared each controller owns the data in their own right. 

 



		2. PURPOSE OF THE DATA SHARING 



		1. Describe the purpose and necessity of the processing 

· What are the aims of the sharing - what do you want to achieve? 

· What are the objectives of the sharing 

· What are the risks of sharing to individuals - risk to individual if data further processed 

· What are the risks of sharing to wider public - trust in the Police undermined 

· Does the processing actually achieve the purpose? 

· Is there another less intrusive way to achieve the same outcome? 

 



		2. Benefits of the processing 

· What are the benefits of the sharing to individual(s) – What is the intended effect on individuals - safeguarding/preventing harm? 

· What are the benefits to wider public – preventing offences 

 



		3. Re-use of data 

Information disclosed by any Party is protected against unlawful reuse by the second data protection principle, which prohibits data collected for one purpose being reused for another. If data disclosed is needed for another purpose, it will be reused only if the new purpose is lawful or a lawful exemption applies, and only data necessary and proportionate to that new purpose will be used. 

 

Therefore, parties undertake to ensure that any use or reuse of the data disclosed is lawful, compliant with the data protection principles and processed using appropriate safeguards to the rights and freedoms of the data subject. 

· Is usage ‘not incompatible’ with the purpose for which it was collected? 

· Why was the information originally collected 

· Explain how this sharing compatible with the original purpose 

 

Example: 

Any Personal Data will only be used for the specific purpose for which it is shared, and recipients will not release information to any third party without obtaining the express written authority of the disclosing partner, including requests from the public, disclosure within judicial proceedings and safeguarding forums, unless required by law. 

 

All information that is disclosed under this agreement remains the property of the original data owner. As controllers in their own right, each party is responsible for ensuring that the appropriate staff have access to personal information that is adequate, relevant and limited to what is necessary for the intended purpose. 

 



		3. LEGAL FRAMEWORK 



		1. Legislative Framework 

Provide the legislative framework supporting the processing activity for both parties 

 

 

 



		2. Lawful Basis 

Consider whether the activity is being carried out under general (GDPR/Part 2 of the DPA) or law enforcement processing (Part 3 of the DPA), or both.   

Identify all of the relevant lawful bases for both parties. 

 

 

 



		3. Fair Processing – Law Enforcement 

The first data protection principle - Processing must be both lawful and fair. 

 

In the case of this information sharing individuals may be impacted as follows: 

· Lose their right to a private family life 

· Lose confidence in the police	 

· Lose trust in the police 

· Be adversely treated by others 

· Be open to discrimination 

· Interferes with duty of confidentiality 

 

These adverse impacts can however be justified on the grounds of: 

· National security 

· Public safety 

· Economic wellbeing 

· Prevention of disorder or crime 

· Protection of health or morals 

· Protection of rights and freedoms of others 

 

In addition we only process the personal data in ways the data subject would reasonably expect and we do not deceive or mislead people when we collect their personal data -  we ensure this by providing privacy information in our Privacy Information Notice: 

 

[Add a link to the relevant Parties’ Privacy Information Notice – for all Forces represented by the NPCC, this can be provided in Appendix 2] 

 



		4. Fair Processing – non-Law Enforcement 

Non-Law Enforcement processing must lawful, fair and transparent. 

 

In order to be transparent we have provided privacy information to the data subjects by taking the following reasonable steps: 

 

· The sharing is covered in all the parties main Privacy Information Notices (PINs) 

· A specific privacy information notice is provided to the data subject at the point of collection 

· We also have additional ways of providing privacy information E.g. Information leaflets, just in time notices 

 



		4. SCOPE OF THE DATA SHARING 



		4.1 Scope of the processing 

Identify 

· how much data will be collected 

· how many individuals will be impacted 

· what geographical area is covered 

 



		4.2 Categories of Personal Data 

Identify  

· the specific information to be shared 

· category of the information (Personal Data, Special category Personal Data, Criminal Offence Data) 

 

 



		4.3 Categories of Data Subject 

Identify 

· Explain how data is classified and updated e.g. Suspect, offender, victim, other 

· Set out how you will differentiate between fact and opinion when sharing data and make a clear distinction, where relevant and as far as possible, between personal data relating to different categories of data subject 



		4.4 Location of Data 

Identify  

· which systems will be used by both parties to transfer and store the shared personal data 

· technical and organisational measures to protect the data (confidentiality, integrity & availability) 

· State who will be allowed access to the data (need to know basis only) 

 

As a minimum you should agree with your Parties that they will adhere to the standards set out in the Force’s GSC Policy. 

 



		5. HANDLING CONDITIONS 



		5.1 Handling Conditions 

Law enforcement processing 

· Explain how fact and opinion is differentiated as far as possible 

· Explain the reasonable steps that are taken to verify the data 

 

How will you ensure data quality and data minimisation? 

· Confirm that all data fields to be transferred are necessary 

· Confirm that data fields are correct before transfer 

· Confirm that any risk of transferring collaterally intrusive data (including excessive data which may be present in otherwise necessary fields) is: 

· Necessary 

· Unavoidable 

· Recorded as a risk 

· Explain where personal data is used for research, at what point it will be anonymised 

 

Compatibility of data sets 

· Confirm that the recipient can use the data in the agreed format 

· Have data standards have been agreed or have been agreed as acceptable in the transferred data 

· If files are to be converted explain how accuracy will be verified 

 



		5.2 Duty of Confidentiality 

Does a duty of confidentiality exist? 

· Explain whether the information was imparted in circumstances giving rise to an obligation of confidence (implied or explicit) 

 

What justification is there for overriding this? 

· Explicit consent 

· Substantial Public interest 

· Vital Interests 

 

Example: 

This Agreement takes into account the Common Law duty of confidentiality which applies where information has a necessary quality of confidence or where information is imparted in circumstances giving rise to an obligation of confidence that is either explicit or implied. Where the duty applies, disclosure will be justified by the provision of a public task carried out in the public interest to protect life and property. 

 



		6. RETENTION AND DESTRUCTION 



		· State how long will the information be kept? 

· State how will it be destroyed? 

· Describe the specific arrangements 

“Information shared under this Agreement will be securely stored and disposed of when no longer required for the purpose for which it is provided, unless further retention is justified as lawful.” 

 

 

Or: 

 

 

· State how long will the information be kept 

· State how will it be destroyed 

· Describe the specific arrangements 

 

As a minimum you should agree with your Parties that they will adhere to the standards set out in the National/Force Retention Schedule. 

 

Example: 

Each party to this ISA is required to store records securely and only retain information for as long as necessary in accordance with their published retention periods. Retention periods may vary between organisations.  

 

The recipient of the information is required to retain records only as long as necessary for the purpose it was obtained.  They should be reviewed every three months and securely destroyed once no longer required.   

 

Files received containing information from partner sources will be reviewed and deleted in line with the receiving organisation’s policy. 

 

Consideration should be given to pseudo- or anonymisation of the Personal Data at the earliest point to comply with the principle of data minimisation. 

 

 



		7. FREEDOM OF INFORMATION (FOI) & INFORMATION RIGHTS 



		6.1 FOI/EIR 

 

It is recognised that parties to this agreement may receive a request for information made under Freedom of Information Act 2000 (FOIA) and for the purposes of the Environmental Information Regulations 2004 (EIR) that relates to the operation of this agreement. Where applicable, all parties will observe the Code of Practice made under Section 45 of the FOIA, relating to consultation with others who are likely to be affected by the disclosure (or non-disclosure) of the information requested. The Code also relates to the process by which one authority may also transfer all or part of a request to another authority if it relates to information held only by the other authority. 

 

The Parties will demonstrate a commitment to openness and transparency regarding information sharing activities under this agreement. In the event that a FOI/EIR request relating to information sharing activities under this agreement is received by either Party, each Party agrees to: 

 

· consult with the other Party on whether or not to disclose any information obtained from that Party 

· as a matter of good practice, the receiving Party will liaise with the originating Party to ensure that the release of the information to the individual will not prejudice any ongoing investigation/proceedings and will apply any appropriate exemptions to prevent disclosure where necessary 

· allow the other Party a period of at least 5 working days to respond to that consultation 

· consider any arguments from the other Party as to why the data should not be disclosed, and where possible reach agreement before any disclosure is made. 

 

It is noted that, ultimately, the decision to disclose requested information or apply exemptions lies with the Party who received the request.   

 



		6.2 INFORMATION RIGHTS 

 

An individual data subject’s Information Rights differ depending on the regime under which it is processed.  Under law enforcement processing, the rights of the data subject include the right of access, rectification, erasure or restriction of processing.  There is no automated decision-making intended as part of this processing activity.  Under general processing, these rights are wider in scope to include the right to object to processing and data portability. 

 

Individuals can request a copy of all the information an organisation holds on them, by making a Right of Access request (RoAR). This may include information that was disclosed to the NPoCC-SIB under this agreement.  Where this is the case, as a matter of good practice, the NPoCC-SIB will liaise with the relevant force (as Data Controller for their own force’s data) to ensure that the release of the information to the individual will not prejudice any ongoing investigation/proceedings. 

 

The DPA allows limits to be applied to data subject rights where processing of their personal data is for both general and law enforcement purposes.  Information provided to data subjects may be exempt or restricted where it is necessary and proportionate to do so. 

 

Where a request is received to rectify, erase or restrict any personal data shared under this agreement relevant parties must inform each other, where it is possible and proportionate to do so. 

 



		8. BREACHES & COMPLAINTS 



		Parties will give all reasonable assistance as necessary to the relevant Data Controller to enable them to: 

· Comply with a request from a data subject 

· Respond to an Information Notice issued by the Information Commissioner 

· Investigate any breach of the Agreement 

 

If a complaint is received from a data subject and it relates to a breach of the Agreement then the complaint should be referred to the signatory of the Party whose action is the subject of the complaint. 

 

Any personal data breaches relating to data shared under this Agreement must be reported to the owning agency as soon as possible and in any case within 24 hours. 

 

Any breach of information by a signatory partner is their responsibility. Each agency is accountable for any misuse of information supplied and the consequences of such misuse. Any disclosure of information by an employee made in bad faith, or for motives of personal gain, should be the subject of an internal inquiry and be treated as a serious matter. 

 



		9. COST 



		There will be no charges made to one Participant by the other as a direct result of this agreement. 

 



		10. REVIEW 



		This ISA will be reviewed, as a minimum, # months after its implementation and every two years thereafter.  The ISA should always be reviewed if listed signatory organisations change.  Any changes will be signed and verified by both parties. 

 



		Start date: 

 

Initial Review date: ……………                    Annual review date: …………… 

 





  

 

		11. SIGNATORIES 



		The partner agencies signing this agreement accept that the procedures laid down in this document provide a secure framework for the sharing of information between their agencies in a manner compliant with their statutory and professional responsibilities. 

 

As such they undertake to: 

 

· Implement and adhere to the procedures and structures set out in this agreement. 

 

· Accept responsibility to ensure that all staff involved are trained and fully aware of the procedures and structures of the agreement. 

 

· Ensure that where these procedures are complied with, then no restriction will be placed on the sharing of information other than those specified within this agreement. 

 

· Engage in a review of this agreement with partners six months after its implementation and annually thereafter.  

 

 



		NPCC Lead on behalf of all Police Forces of England & Wales: 

 

Name: [Info required] 

 

Title/Role: [Info required] 

 

 

Signature: …………………………………… Date: …………… 

 



		Party 2: 

 

Name: [Info required] 

 

Title/Role: [Info required] 

 

 

Signature: …………………………………… Date: …………… 

 





 

  

Appendix 1 

 

[DPIA to be inserted] 

 

Appendix 2 

As Data Controller, the Chief Officer for each Police Force has overall responsibility for their compliance with Data Protection legislation.  This Agreement was signed off by the relevant NPCC Lead on behalf of all Chief Constables of England and Wales, however, if the information sharing will be facilitated by each individual Police Force, relevant contact details are listed below.   

 

		POLICE FORCE 

		Email address of Data Protection Officer (DPO) 

		Email address of Specific Point of Contact (SPOC) for this purpose 

		Privacy Information Notice (PIN) 



		Avon & Somerset Constabulary 

		[Add email address] 

		[Add email address] 

		[Add link] 



		Bedfordshire Police 

		 

		 

		 



		Cambridgeshire Constabulary 

		 

		 

		 



		Cheshire Constabulary 

		 

		 

		 



		City of London Police 

		 

		 

		 



		Cleveland Police 

		 

		 

		 



		Cumbria Constabulary 

		 

		 

		 



		Derbyshire Constabulary 

		 

		 

		 



		Devon & Cornwall Police 

		 

		 

		 



		Dorset Police 

		 

		 

		 



		Durham Constabulary 

		 

		 

		 



		Dyfed-Powys Police 

		 

		 

		 



		Essex Police 

		 

		 

		 



		Gloucestershire Constabulary 

		 

		 

		 



		Greater Manchester Police 

		 

		 

		 



		Gwent Police 

		 

		 

		 



		Hampshire Constabulary 

		 

		 

		 



		Hertfordshire Constabulary 

		 

		 

		 



		Humberside Police 

		 

		 

		 



		Kent Police 

		 

		 

		 



		Lancashire Constabulary 

		 

		 

		 



		Leicestershire Constabulary 

		 

		 

		 



		Lincolnshire Police 

		 

		 

		 



		Merseyside Police 

		 

		 

		 



		Metropolitan Police Services 

		 

		 

		 



		Norfolk Constabulary 

		 

		 

		 



		North Wales Police 

		 

		 

		 



		North Yorkshire Police 

		 

		 

		 



		Northamptonshire Police 

		 

		 

		 



		Northumbria Police 

		 

		 

		 



		Nottinghamshire Police 

		 

		 

		 



		South Wales Police 

		 

		 

		 



		South Yorkshire Police 

		 

		 

		 



		Staffordshire Police 

		 

		 

		 



		Suffolk Constabulary 

		 

		 

		 



		Surrey Police 

		 

		 

		 



		Sussex Police 

		 

		 

		 



		Thames Valley Police 

		 

		 

		 



		Warwickshire Police 

		 

		 

		 



		West Mercia Police 

		 

		 

		 



		West Midlands Police 

		 

		 

		 



		West Yorkshire Police 

		 

		 

		 



		Wiltshire Police 
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