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[bookmark: _Toc211506327]Introduction
Norfolk County Council is looking to purchase replacement virtual server infrastructure and hyperconverged virtual server infrastructure. Details of the specification for this equipment can be found further in this document.

For information, in tandem to this procurement NCC are also looking to purchase network equipment and services to replace its existing legacy Huawei based network solution, Wi-Fi, Firewalls, switch gear, access points and optionally content filtering solution. This will also support and enhance the existing zero trust network strategy. These services are used by all staff across Norfolk County Council and some partners.
These services will be deployed across 220 locations in Norfolk, accessed by our 8500 staff, libraries, museums and Fire and Rescue service.
Norfolk County Council is seeking to ensure we have a complete seamless solution, following industry best practice, drawing on a modern approach to technology and design.




















[bookmark: _Toc211506328]Strategic Objectives
The strategic objective is to replace or modernise the existing server infrastructure, ensuring that the infrastructure is kept in manufacturer mainstream support for a minimum of 5 years. The existing service is comprised of:
· HPE Gen10 x20 servers
· NetApp two tier storage
· Hyper-V based hypervisor
· Server-Storage Network Infrastructure 10/25 Gbps switches 
· Backup and DR infrastructure

[bookmark: _Hlk210295200]Devolution
NCC is in the early stages of a devolution programme, with the creation of a single Norfolk & Suffolk combined county authority. This is likely to include the police and fire services.
All contracts and licences associated with the new service must be transferable to the new unitary authority(s) and be able scale up or down to meet the requirements.
Local Government Reorganisation (LGR)
NCC is in the early stages of a Local Government Reorganisation, with the creation of one or more unitary authorities that will replace the existing eight council authorities within Norfolk (Seven district authorities and one county council).
All contracts and licences associated with the new service must be transferable to the new unitary authority(s) and be able to scale up or down to meet the requirements.
Key Benefits
The redesign of the service must:
· Reduce complexity
· Remove potential points of failure
· Improve overall service security, including improved data loss protection
· Improved digital transformation ability, with the increased ability to react to future technological developments and the outcomes of the LGR

All replacement hardware or services will connect to the existing network infrastructure located in the two NCC data centres. 
It should be noted that the existing network infrastructure is undergoing an independent procurement exercise, likely to run in parallel with this procurement. The new server infrastructure will be connected to the old network initially, before transitioning to the new network Q3/Q4 2026.
For reference purposes an overview of the existing NCC core network service has been included later in this document.



[bookmark: _Toc211506329]Guiding Principles

The IT services that Norfolk County Council provide should meet all NCCs strategic objectives and industry best practices. The overall guiding principles of the NCC IT strategy are:

Cloud network strategy
NCC has adopted a ‘Cloud first where appropriate’ approach, to support scenarios where on-premises hosting is not suitable. 
All cloud hosted services will be assessed carefully against internal hosting, using the following criteria:
· Cost
· Security requirements
· Performance requirements
· Resilience requirements
· Application/Service importance 
Internally hosted services will still be considered where appropriate.
It is to be noted that this procurement is expected to deliver an on-premises hosted solution.
However, where on site hosting is the preferred option, all services must be designed with full resilience, with pre go-live, and annual thereafter, resilience testing.
Where services are cloud managed, they should continue to operate in the event of a connection failure to said cloud. However, where subscription-based services are offered, these should be carefully considered for cost/benefit.
All services should be capable of being centrally/internet managed.
Asset reuse
Cost reduction remains a key driver for NCC, wherever possible the reuse of existing assets should be considered, particularly where assets require minimal management or intervention. However, the following should be carefully considered:
· Security - does the reuse of assets compromise security.
· PSN accreditation - does the reuse of assets compromise NCCs PSN certification.
· Management - does the reuse of assets compromise NCCs ability to manage equipment in a manner that causes a potential increase to downtime, or an increase in cost to manage said assets.
· Product support - is the product still supported by the vendor, with security patches and updates available. If not:
· Does the product need ongoing vendor support or updates?
Zero-trust networking
· The existing overarching strategy of a Zero-trust network architecture should be adhered to and enhanced wherever possible. This will drive out complexity, reduce cost, and improve resilience and security.
· The security and trust of the endpoints, including NCC client devices, cloud services and the demarcation point of application services that remain hosted within the NCC data centres is critical.

User Experience & resilience
All client devices must have a consistent user experience, regardless of where they are connecting to the network; from the County Hall campus, a WAN site, or from a public/home network.
Wherever possible it should be possible to monitor the status of the user and service experience. 
This could also include a real time dashboard for key service and sites.
The service should be fully resilient. All core services should have no single point of failure. 
Full use of new or alternate technologies must be considered. This could include the reduction of physical devices.
Secure by Design
All new services should have security considered and designed in at all stages, and from the start.
All new services should consider NCC’s PSN requirements and be fully supported for security updates for the life of the contract.
Supports a likely future aim of full accreditation to the new Cyber Assessment Framework (CAF).
Cost Savings
Wherever possible cost savings should be sought.	












[bookmark: _Toc211506330]About Norfolk County Council
Norfolk County Council serves a population of approximately 850,000, delivering a range of services from corporate and ‘service specific’ sites. 
NCC Departments
· Adult Social Care Services, including Learning Difficulties
· Children’s Services
· Customer Service, including a 60 seat Customer Service Centre, which answers approximately 200,000 calls a year. There are also a series of face-to-face outlets and electronic service delivery channels
· Democratic Services, including support for 84 elected members
· Community Safety (for example Trading Standards) and Emergency Planning which co-ordinates the management of incidents across Norfolk
· Community and Environmental Services including Libraries, Museums, Adult Education, Hethel Engineering Centre, managing Norfolk's waste, gypsy, roma and traveller liaison, highway maintenance, street lighting, gritting roads, planning, trading standards, park and rides, public transport and traffic control, delivering the Better Broadband for Norfolk programme
· Support Services including Finance, HR & Payroll, Legal Services and ICT
· Norfolk Fire and Rescue Service
Staff
The IT service is used by approximately 9,000 ICT users and 8,000 workstations. All staff and third parties have remote access to ICT services.  
Partners/Agencies
The Council provides ICT Services for Great Yarmouth Borough Council and works with multiple partner agencies. Strategic partners such as our Environmental Services contractors working together with Health Professionals often work at NCC offices, and NCC staff also work at partner/agency offices, for example NCC social workers in hospitals.








[bookmark: _Toc513194700][bookmark: _Toc211506331]Norfolk County Council Business Units
Norfolk County Council operates multiple business units, each with distinct business objectives. The level of support provided by the D&T (Digital & Transformation) department will vary. Business Units include:
· NCC Corporate. Including:
· Adult Services
· Children’s Services
· HR
· Customer Services
· Finance
· Business Support
· Community and Environmental
· Democratic Services
· Libraries and Museums
· Norfolk Fire and Rescue
· Great Yarmouth Borough Council

[bookmark: _Hlk210295233]Norfolk County Council is currently undergoing the two major reorganisation programmes:
Devolution
The creation of a Norfolk and Suffolk mayoral combined County Authority.
Local Government Review (LGR)
The creation of one or more unitary authorities to replace the existing 8 council authorities within Norfolk (7 district authorities and 1 county council).
The outcome of these programmes may affect the number of business units, the number of staff and number of offices that Norfolk County Council operate.
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1. [bookmark: _Toc211506332]Virtual Server Infrastructure – High Level Overview

Norfolk County Council is using a traditional tiered Compute and Storage platform, leveraging a mix of NetApp, HPE, Cisco and Microsoft technologies. Below is a detailed description:

	Service
	Current Product
	Description
	Current Issues

	Compute
	HPE DL380 Gen10 Servers
	· 20 Servers in total. 12 installed at the primary site and 8 at the secondary site
· Each server has 2 x Xeon Gold 6126, 768GB RAM, Single 256GB SSD, 2 x QLogic Inc. QLogic 57810 10GB Adaptors (LAN, Storage, Management), 2 x BCM5719 Gigabit Ethernet (DMZ)
· All units contain redundant PSU and fans
	Approaching end of life (August 2026)
Failure rate increased in the last quarter

	Storage
	NetApp
	· Primary Site:
Dual Head AFF-A250 with 
1x NS224NSM8E NVME Disk Shelf (18x 7.68TB in total) and Dual Head FAS2720 with 2x DS212-12 NLSAS Disk Shelves (24x 16TB in total)
· Secondary Site:
Dual Head AFF-A250 with 
1x NS224NSM8E NVME Disk Shelf (18x 7.68TB in total) and Dual Head FAS2720 with 3x DS212-12 NLSAS Disk Shelves (36x 16TB in total)

Shared Features
· Used features: volume encryption, SnapMirror, SnapVault, SnapShot, Volume Cloning
· Policy driven configurations
· AD integration
· iSCSI, SMB (v2, v3), NFS (v3, v4)
· All units contain redundant PSU and Fans. 
· 25Gb NIC resilient connectivity

	None

	Hypervisor
	Microsoft Hyper-V (Server 2019 based)
	· Hypervisor configured with two Windows failover clusters with Live Migration and Hight Availability capabilities as well as Hyper-V Replica
· Management using System Centre virtual machine manager 2022
	Limited performance monitoring and alerting capabilities

	Switching
	Cisco Nexus C93180YC-EX
Includes N2K-C2248TP-E-1GE
	· Two of these products are installed at primary and two at the secondary site
· High resilience configuration
· Storage and core connectivity at 25Gbps in a dual resilient link
· Server connectivity at 10Gbps in a dual resilient link
· All units contain redundant PSU and fans.
	Reached end of life 

	Backup
	NetApp SnapVault, SnapMirror, SnapShot
	· This capability is built in the NetApp storage
	None

	Disaster Recovery
	Hyper-V Replica
	· Configured between primary and secondary clusters
· It only replicated the production VMS (approx. 325)
	Requires more time for recovery after pausing
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[bookmark: _Toc211506333]High Level Network Overview
An overview of the existing NCC network service, including the Core network located within the NCC data centres in included below.
This has been provided for reference purposes. It does not form part of this lot within the procurement.
NCC currently operates an SD (Software Defined) based WAN (Wide Area Network) and LAN (Local Area Network). This was subsequently supplemented with a zero-trust based network access model delivered using DIA (Direct Internet Access) circuits from all WAN sites or when working from remote locations.
Elements of a SASE (Secure Access Service Edge) model have been applied to specific portions of the NCC IT service.
Each element of the network is described in greater detail in the subsequent sections.
Core Network service
Although NCCs strategy is to move all services to cloud hosting, a number of services currently remain within NCC data centres.

All locally hosted services are located within two data centres in Norwich. The primary data centre is located within the County Hall building, and the secondary data centre is located within the Millennium Library.

The majority of services (90%) are actively served from the County Hall DC, with the Millennium DC service predominantly as a resilient DC.
All core network equipment is replicated across both DCs. With fully resilient interconnectivity and internet resilience implemented within each.
The majority of all core network devices and DC firewalls are Huawei based, except for:
· Cisco Nexus switches serving the virtual server infrastructure
· Meraki MX firewalls service as the internet demarcation
· Cisco Catalyst switches for Layer 2 connectivity between the County Hall DC and Millennium DC

SD based Local Area Network - Procured in 2019 via CAE

All WAN and LAN devices were replaced with a Huawei based SD network solution. This included all routers, switches, access points, and core network infrastructure devices, including core firewalls.
The new SD network continued to use the Capita managed MPLS (Multi-protocol Label Switching) based backhaul, based on fixed/leased circuits. The Capita managed MPLS infrastructure was replaced by the Zero Trust/DIA network in 2023/24.
Zero Trust Network Access (ZTNA)/DIA network
Procured in 2023/24 via Abzorb for internet connectivity and Cisco for the Umbrella product. This supplemented the existing ZTNA model used by all NCC laptops when working remotely from home or third party locations.

The new design kept the Huawei based network equipment, overlaying this on an internet based backhaul using IPSEC tunnels where communication with NCC DC hosted services is still required, with security now based on a zero-trust network access (ZTNA) connectivity model.
Strong end-point protection on NCC laptops has been key to the implementation of a Zero-Trust network access model.

The NCC ZTNA implementation leverages all security controls at the client endpoints and all network ingress/egress points. The transit is not trusted.
This includes full NCC client (Laptop/PC) endpoint protection, including multifactor authentication and encrypted access to application services. Full security controls are implemented at the County Hall data centre demarcation points.

[bookmark: _Ref181793819][bookmark: _Ref181793837][bookmark: _Ref182465506][bookmark: _Ref182465512][bookmark: _Toc211506334]DC Core Network

[bookmark: _Ref181858519][bookmark: _Ref181858527][bookmark: _Toc211506335]Infrastructure Services
The NCC network is centralised across two data centres located at County Hall (primary) and the Millennium Library (secondary), which is approx. 2.5 miles from the primary data centre in County Hall. Each data centre is fully environmentally controlled with UPS/Battery backup. The County Hall data centre has additional generator based electrical backup. While all core network equipment is replicated across both data centres, the County Call DC hosts the majority of users and active services.
The primary data centre at County Hall is split between two rooms. Room LG09 is the primary DC room, located on the Lower ground floor. Room B35 is the secondary room, located in the basement at the opposite end of the building. All key circuits are diversely routed to each of the comms rooms. Key infrastructure hardware is clustered and split between the two comms rooms.
The Millennium library DC operates from a single room.

The core networks in each data centre are fully hardware resilient and are comprised of:
· Huawei USG Firewalls (see section 9.1 Core Firewalls)
· Huawei 12700 chassis-based core switches
· Incorporating wireless controllers
· Huawei Layer 2 and 3 switches to demarcate the zones:
· DMZ
· Internet
· Third Parties
· Cisco Layer 3 Nexus switches for DC connectivity for the VM infrastructure
· Huawei routers for WAN site GRE termination for all WAN sites
· Meraki MX450 firewalls for the internet demarcation at both DCs
· Huawei WAN termination CPE
· Cisco Catalyst 9500 switches to support the 2 x 10Gb inter DC connectivity between the County Hall DC and Millennium DC

VRF (Virtual Routing & Forwarding) segmentation is configured across the network, all user and service groups have a defined VRF. All inter VRF routing is performed by the DC based core Huawei USG firewalls. Firewall polices are also applied to restrict inter VRF access. VRFs include, but are not limited to:
VRFs for user access include (primary VRFs listed only)
· VRF_USR_CORP
· Corporate devices, including laptops, PCs, and printers
· VRF_USR_LIB
· Libraries public terminals
· VRF_USR_GYBC
· Great Yarmouth Borough Council devices, including laptops, PCs and printers
· VRF_USR_3RDPARTY
· Non NCC user, including NORSE CCTV cameras in libraries and museums
· VRF_USR_DIRECT_INTERNET
· Used for direct internet breakout at all WAN sites by all corporate staff laptops
· Split tunnelling has not been allowed
· VRF is not advertised outside of the local site
· VRF_RSC_RAS_PRIVATE
· All NCC hosted RAS (AOVPN – Always On VPN) services. All NCC laptops connect to the VRF via the RAS/AOVPN client


· VRFs for infrastructure services include (primary VRFs listed only):
· VRF_RSC_DC_SERVICE
· All internally NCC hosted VM servers within the DC environment
· VRF_RSC_DC_DMZ
· All internet facing NCC hosted VM servers within the DC environment
· VRF_RSC_PSN
· Connection to PSN gateway
· VRF_RSC_HSCN
· Connection to HSCN (NHS) gateway
· VRF_RSC_3RDPARTY
· Connection to other 3rd party gateways

BGP based routing is implemented across the core with all inter VRF routing occurring within the Huawei USG Firewalls (see section 9.1 Core Firewalls)


	Service
	Current Product
	Description

	Core L3 switches
	County Hall: dual Huawei 12708 chassis based L3 switches operating in an SVF cluster, each with:
· 3 x 32 port 10Gb card
· 2 x 6 port 40Gb card
· Dual supervisor cards
· Wi-Fi controller


Millennium: dual Huawei 12704 chassis based L3 switches operating in an SVF cluster, each with:
· 2 x 32 port 10Gb card
· Dual supervisor cards
· Wi-Fi controller



	Provide all core connectivity and routing functionality of the core DC networks.

Provide County Hall to Millennium data centre interconnectivity via multiple L2 trunks. These are either configure as VXLAN trunks directly on the 12708, or via traditional L2 trunks on the Cisco Catalyst switches.


	Huawei Layer 2 and 3 switches to demarcate the zones:
· DMZ
· Internet
· Third Parties

	· 8 x Huawei s5730si
· 9 x Huawei s5720ei

	All switches are installed in a fully resilient configuration with redundant devices installed.
Each service/zone is replicated across the two data centres, with L2 connectivity provided by the 12700s.
 
All devices connect to the local core 12700 switch in each of the DCs.

Provide infrastructure connectivity and segregation to the zones:
· DMZ
· For VM servers
· Internet
· For connection to the internet demarcation
· Third Parties
· For connection to third parties

	Virtual infrastructure Switches
	4 x Cisco Nexus C93180YC-EX, Including Cisco N2K-C2248TP-E-1GE

	Configured as two resilient stacks within each of the two DCs.

Provides L3 LAN connectivity to the VM server infrastructure.

Connects directly to the local 12700 core switches.

All Server VLANs are configured on the Nexus switches using HSRP or VRRP. 90% of VLANs are active with the County Hall DC cluster, all VLANS are configured with HSRP/VRRP resilience to the alternate data centre. Nexus L2 connectivity between data centres is achieved via VXLAN trunks on the 12700 or via the cisco catalyst switches.

BGP peered to the core 12700 switches.


	Huawei routers for WAN site GRE termination
	4 x Huawei NE20 routers
	2 x NE20 routers installed within each of the 2 data centres.

Provide a termination point for the GRE tunnel from all WAN sites (circa 200).
All WAN traffic for DC hosted service is routed over the GRE tunnels 

Each WAN site (circa 200) will connect via an IPSEC tunnel to the Cisco Meraki firewalls. These IPSEC tunnels carry a GRE tunnel that terminate on the NE20s in a primary, secondary, tertiary topology.
Primary and secondary tunnels terminate in the County Hall DC, and the tertiary in the Millennium DC.

	Inter DC L2 connectivity

	4 x Cisco catalyst 9500 switches
	Installed as a resilient pair in each of the DCs.

Provide layer 2 connectivity between the two data centres via two 10Gb point to point circuits.



[bookmark: _Ref181795966][bookmark: _Ref181795970][bookmark: _Toc211506336]Network Access Control & Management
	Service
	Current Product
	Description

	Network Authentication
	Huawei Agile Controller
	Virtual service hosted on the NCC VM infrastructure.

Provides RADIUS and TACACS authentication for the SD network, including:

· TACACS services for the management of all Huawei devices
· Guest wireless captive portals
· Guest wireless authentication via the captive portal and client persistence


	Network Management 
	Huawei Esight
	2 x devices, with one device installed in each of the NCC DCs. 

Provides reporting, network monitoring, and configuration backup and deployment functions for the Huawei based network.




[bookmark: _Toc211506337]DC Demarcation
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	Service
	Current Product
	Description

	Internet Demarcation Firewall
	Cisco Meraki MX450
Cisco MS125-24 switches
	Two clusters of 2 firewalls, with one cluster installed with the County Hall DC and one within the Millennium DC.
Includes 4 x MS125-24 switches for L2 connectivity (2 at County Hall and 2 at Millennium).

Provides the demarcation between the internet service and the internal core networks (via the Huawei USG firewalls).

Provides the IPSEC termination for all circa 200 NCC WAN sites.


	Core Network Demarcation Firewall
	Huawei USG 6680
	Two clusters of 2 firewalls, with one cluster installed with the County Hall DC and one within the Millennium DC.

Provides all intra DC segregation. All intra VRF traffic is routed via the USG firewalls, with VRF specific policies applied.

Provide IPSEC tunnel connections to circa 20 third parties.

Does not provide any additional IPS/IDS functionality.



[bookmark: _Toc211506339]Internet Bearers

	Service
	Current Product
	Description

	Core DC Internet Bearers
	Resilient Abzorb 10Gb bearer (with 3Gb CDR)
	Provided by Abzorb under the existing WAN contract.

1 pair of resilient 10Gb bearers with 3Gb CDR are installed into the County Hall DC, with another 10/3Gb resilient pair in Millennium Library.

An independent /26 & /27 IP range (96 addresses) is provided for County Hall, and an independent /26 & /27 (96 addresses) provided for Millennium.

Provide inbound/outbound internet services to the NCC DCs


	Tertiary DC Internet Bearers
	Resilient BT 1Gb bearer
	Resilient pair, with the primary circuit installed in the County Hall DC, and the secondary installed in the Millennium DC.

Legacy internet connection that is used only for most of the 3rd Party IPSEC tunnels






[bookmark: _Toc211506340]Wide Area Network
Excluding the County Hall campus, circa 200 WAN sites are deployed across the County.
· 47 Libraries
· 44 Fire stations
· 9 GYBC sites
· The remainder are corporate offices
All WAN sites have a Huawei router, and various numbers of Huawei switches and Access points.
All WAN routers connect via 3 GRE tunnels to the Huawei NE20 data centre CPE, these GRE tunnels are all routed over 2 IPSEC tunnels via the local DIA circuits to the Meraki MX450 firewalls. 
· Primary IPSEC Tunnel to County Hall Meraki firewalls. Carries:
· GRE tunnel 1 to the County Hall WAN CPE – Huawei NE20_01
· GRE tunnel 2 to the County Hall WAN CPE – Huawei NE20_02
· Secondary IPSEC Tunnel to Millennium Library Meraki firewalls. Carries:
· GRE tunnel 3 to the Millennium WAN CPE – Huawei NE20_03
Only VRFs required for the operation of the WAN site are advertised to the site (see section 8 DC Core Network)
All WAN sites have configured a direct internet breakout VRF (VRF_USR_DIRECT_INTERNET). All zero-trust based corporate laptops will break out directly to the internet and use the remote access AOVPN (Always on VPN) based service if access to resources located in the NCC DCs is required. These devices will not route traffic via the IPSEC tunnels.
Please see Appendix B & C for high level topology diagrams
All WAN sites and the County Hall campus host multiple Layer 2 switches and wireless access points for user LAN connectivity.
The majority of LAN switch port are hard configured with the appropriate VLAN/VRF. SD based control is largely not configured on switch ports.

[bookmark: _Toc211506341]WAN connectivity

	Service
	Current Product
	Description

	WAN Connectivity
	DIA (Direct Internet) Access circuits.
	All WAN circuits are DIA, provided under the Abzorb managed contract.

All sites have a minimum of 1 fixed IP address.

	4G Backup
	Cisco Meraki router & 4G Cradlepoint 
	4 x 4G backup solutions are available. These can be deployed at any WAN site when the primary DIA circuit will be down for an extended period.

	WAN Router CPE
	Either:
· Huawei AR6120 
· Huawei AR6121 or
· Huawei AR1220EV
	Connectivity
Provides:

· WAN connectivity via IPSEC tunnel to the NCC DCs
· Local breakout to directly access internet-based services






[bookmark: _Toc211506342]LAN & Wi-Fi connectivity at WAN SItes
LAN connectivity from WAN sites operates the same as that for County Hall. See section 11.2 Wired Connectivity.
Wi-Fi connectivity from WAN sites operates the same as that for County Hall. See section 11.1 Wi-Fi.
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LAN connectivity has been divided into two sections covering Wi-Fi and wired connection methods.
All WAN sites and the County Hall campus host multiple Layer 2 switches and wireless access points for user LAN connectivity.
The majority of LAN switch ports are hard configured with the appropriate VLAN/VRF. SD based control is largely not configured on switch ports.
All wireless access points are configured in controller mode and require a CAPWAP based tunnel to the core 12700 based wireless controllers to function. 
SSIDs include:
	SSID
	Purpose
	Authentication Method and Network Access

	 NCC-Atom
	EPOS terminals
	wpa2 psk + MAC
Traffic breaks out directly to the internet.

	 NFRS
	Norfolk Fire and Rescue devices
	wpa2 dot1x aes

Traffic breaks out to NCC LAN.



	 NCC-Print
	NCC managed printers
	wpa2 psk

Traffic breaks out directly to the internet.



	 NCC-Staff
	NCC managed mobile phones
	wpa2 psk

Traffic breaks out to NCC LAN.



	 GYBC_Guest
	Public access from GYBC offices
	Open access. Landing page with T&C acceptance required.

All traffic routed back via NCC DC’s and via transparent proxies for filtering.



	 Norfolk_CC
	NCC Staff located at County Hall
	wpa2 dot1x aes
PEAP based authentication using certificates for NCC corporate devices.

Traffic breaks out to NCC LAN.


	 Norfolk_PSK
	
	wpa2 psk

Traffic breaks out to NCC LAN.



	 mobile-build
	NCC managed mobile phones
	wpa2 psk

Traffic breaks out to NCC LAN.



	 NCC-partners
	NCC partner Wi-Fi
	wpa2 psk

Traffic breaks out to NCC LAN.



	 Libraries
	
	wpa2 psk

Traffic breaks out to NCC LAN.


	 NCC_Libraries
	Public access from libraries

	Open access. Landing page with T&C acceptance required.

All traffic routed back via NCC DC’s and via transparent proxies for filtering.



	 Norfolk_CC_v2
	NCC Staff located at WAN sites
	wpa2 dot1x aes
PEAP based authentication for NCC corporate devices located at WAN sites.
Traffic breaks out directly to the internet.


	 Norfolk_Guest
	Public access from NCC offices
	Open access. Landing page with T&C acceptance required.

All traffic routed back via NCC DC’s and via transparent proxies for filtering.



	 Norfolk_Portal
	
	wpa2 psk

Traffic breaks out to NCC LAN.



	 govroam
	Govroam
	All internet traffic is routed via resilient transparent firewalls hosted in the NCC DCs. Authentication is carried out over RADIUS with JISC’s govroam RADIUS Servers via NCC’s Radius Proxies.
All traffic routed back via NCC DC’s and via transparent proxies for filtering.


	 eduroam
	Eduroam
	All internet traffic is routed via resilient transparent firewalls hosted in the NCC DCs. Authentication is carried out over RADIUS with JISC’s govroam RADIUS Servers via NCC’s Radius Proxies.
All traffic routed back via NCC DC’s and via transparent proxies for filtering.


	 NCC_Libraries_Wi-Fi
	
	Open access. Landing page with T&C acceptance required.

All traffic routed back via NCC DC’s and via transparent proxies for filtering.



	 NCC-BODYCAM
	Norfolk Fire and Rescue Service. Body worn cameras
	wpa2 psk

Traffic breaks out directly to the internet.


	 NCC-Facilities
	Building management services
	wpa2 psk

Break out to NCC LAN. 3rd Party VLAN.


	 N-CORP
	Hertfordshire ICB SSID
	wpa2 dot1x aes

Break out to NCC LAN. 3rd Party-NHS VLAN. Routes via HSCN.


	 N-SMART
	Hertfordshire ICB SSID
	wpa2 dot1x aes

Break out to NCC LAN. 3rd Party-NHS VLAN. Routes via HSCN.








[bookmark: _Ref181795048][bookmark: _Toc211506344]Wi-fi
	Service
	Current Product
	Description

	Access Points
	Either:
· Huawei AP6052DN
· Huawei AP6750-10T
· Huawei AP7152DN
	Currently NCC has circa 663 Huawei access points deployed across the WAN and within the County Hall campus.

Circa 90% of all NCC corporate device connections are now wireless based. Wireless is a critical user service.

All access points are configured in a controller model, requiring CAPWAP based tunnel to the core wireless controllers located in County Hall. All configuration is completed centrally and automatically deployed to all access points. This includes the configuration of new SSIDs and any associated landing pages.

Multiple wireless SSID’s are configured, including those for staff access, and public guest access.
Except for the SSID for corporate staff (Norfolk_CC_v2), all wireless traffic is routed to the NCC DCs via the CAPWAP tunnel.
Following the implementation of the zero-trust DIA model at all Corporate WAN sites, NCC staff using wireless at an NCC office will break out directly to the internet.

Authentication to the wireless service will vary based on user/device. Corporate laptops will use 802.1x PEAP based authentication, Guest devices will be presented with a captive portal, and some other devices (e.g. smartphones) will use a PSK.

All corporate laptop authentication via 802.1x/PEAP is performed by the on-site Microsoft NPS service.

Additional Huawei RADIUS services (Agile Controller) provides guest authentication to the guest wireless networks and serve the wireless landing pages/captive portals to wireless clients. (see NAC section below)



	Wireless Controller
	Huawei Embedded controller within the Core 12700 switches
	CAPWAP termination for all NCC access points

	Authentication
	Either:
· Huawei Agile Service or
· Microsoft NPS
	See section 8.2 Network Access Control & Management




[bookmark: _Ref181795034]

[bookmark: _Ref182465545][bookmark: _Ref182465556][bookmark: _Toc211506345]Wired Connectivity
	Service
	Current Product
	Description

	Switches
	Either:
· Huawei 48 port S5730-68C-PWR-SI-AC
· Huawei 24 port S5730-48C-PWR-SI-AC or S5735-L24P4S-A

	Circa 330 LAN Huawei switches exist, with 238 of these installed across the WAN and 92 within the campus network in County Hall.

Circa 90% of all corporate laptop connections are now wireless based. Therefore, the switches are largely currently supporting local devices that cannot support wireless connectivity.

These provide wired LAN access to all non-wireless capable devices or based on a policy/configuration decision. This includes:
· Printers
· Libraries public terminals
· CCTV
· BMS
· Some NFRS (Fire Service) devices

SD LAN based 802.1x authentication to the wired LAN was originally intended but has now largely been removed except for a few remaining printers. All switch configuration is now based on the manual configuration of ports into the correct access VLAN appropriate for the use scenario. It should be noted that the requirement to reconfigure switch ports is an uncommon occurrence. 
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[bookmark: _Toc211506346]Secure Web Gateway Services
[bookmark: _Ref182464329][bookmark: _Toc211506347]Internet Filtering

	Service
	Current Product
	Description

	Internet Filtering (for NCC devices)
	Cisco Umbrella (NCC licence)
	Provide all corporate web filtering.

7500 licences.

Licences expire November 2026.

Provided by the Cisco anyconnect client installed on all devices.

Used by:

· All corporate laptops and desktops
· All libraries public terminals

Provides DNS and category-based filtering.

	Internet Filtering (for SIA devices)
	Cisco Umbrella (Abzorb licence)
	89 licences.

Used by guest devices with SIA children’s homes only.

DNS filtering provided only.

	Guest/bypass proxy
	PFSense
	Installed as a virtual service within the NCC VM infrastructure.

Used by:
· NCC guest wireless traffic
· NCC servers
· Web bypass traffic that is routed via the County Hall DCs






[bookmark: _Toc211506348]Third party Connections
[bookmark: _Toc211506349]NCC DC Third-Party Gateway

Third party connections that terminate within NCC will either be connected via a private leased line circuit or via an IPSEC tunnel over the internet.
IPSEC connections will terminate directly on a DC firewall, leased line circuits will terminate within the 3rd party DMZ using a 3rd party VRF. All third-party traffic will be routed via the DC Huawei USG firewalls.

	Service
	Current Product
	Description

	Core Network Demarcation Firewall

See section 9.1 Core Firewalls
	Huawei USG 6680
	See section 9.1 Core Firewalls.

Terminates all third party IPSEC tunnels, including:

· Azure
· NEC
· Goss
· Aquila
· BluePrism
· Civica
· Motorola
· Centerprise
· Voluntary Norfolk
· MAIT


	Internet Demarcation Firewall

See section 9.1 Core Firewalls
	Cisco Meraki MX450
Cisco MS125-24 switches
	See section 9.1 Core Firewalls.

Terminates all WAN IPSEC tunnels, and:

· PSN


	Huawei Layer 2 and 3 switches to demarcate the zones:
· Third Parties

See section 8.1 Infrastructure Services

	See section 8.1 Infrastructure Services

	See section 8.1 Infrastructure Services.

Terminates all physical lease line 3rd party circuits.

· HSCN (provided by MLL)
· Youth Justice Board
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[bookmark: _Toc211506350]IaaS & SaaS
[bookmark: _Toc211506351]Office 365

	Service
	Current Product
	Description

	CASB
(Cloud Access Security Broker)
	Microsoft Defender for Cloud
	Used only for:
· intelligence gathering 
· Cloud access analytics
· Usage & threat reporting
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[bookmark: _Toc211506352]APPENDIX B – Corporate User Connectivity Diagram





[bookmark: _Toc172637688][bookmark: _Toc211506353]APPENDIX c – High Level RAS/AOVPN Topology




[bookmark: _Toc172637689][bookmark: _Toc211506354]APPENDIX D – High Level Network Topology
Topology is replicated within the Millennium DC
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WAN Site Overview

 200 sites.

 Connect via IPSEC tunnels over DIA circuits to the NCC data centre firewalls.

 NCC SD based LAN transits via GRE tunnels over the IPSEC tunnels to each WAN site

 Corporate devices on wired LAN:

 Connect to the appropriate user VRF. For corporate staff this is VRF_USR_CORP

 All PSN traffic is routed via the NCC DC over the SD network IPSEC tunnels. 

 Corporate devices on wireless:

 All Access Points CAPWAP tunnelled to the NCC DC wireless controllers

 Corporate laptops/PCs connect to SSID via cert based authentication

 All devices will use the standard NCC RAS policy

 All direct internet traffic will break out locally direct to the internet

 All internally hosted services, including PSN traffic, will route via the AOVPN 

client to the NCC DCs via secure tunnel.
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COUNTY HALL, NORWICH

PC Estate Overview

 Approx 8,000 active devices.

 All installed with zero trust networking, 

including:

 AOVPN

 Cisco Umbrella

 Client firewall

County Hall Site Overview

 Up to 2,500 user connections possible

 Corporate devices on LAN:

 Connect to the appropriate user VRF. For 

corporate staff this is VRF_USR_CORP

 All PSN traffic is routed via the NCC DC firewalls

 Corporate devices on wireless:

 All Access Points CAPWAP tunnelled to the NCC 

DC wireless controllers

 Corporate laptops/PCs connect to SSID via cert 

based authentication

 Connect to the appropriate user VRF. For 

corporate staff this is VRF_USR_CORP

 All PSN traffic is routed via the NCC DC firewall

RAS Policy

 AOVPN connection enforced when connecting from non-secure 

network. Secure networks are:

 Wired LAN connection at WAN Site

 Wired LAN connection at County Hall LAN

 Wireless connection at County Hall

 Split tunnelling implemented. All direct internet traffic will break out 

locally direct to the internet

 All internally hosted services, including PSN traffic, will route via the 

AOVPN client to the NCC DCs via secure tunnel.

PSN Services (consumed by NCC)

 DWP Searchlight

 Joint Asset Recovery Database

 No PSN services served from NCC DC

Public/guest Wireless Overview

 All Access Points CAPWAP tunnelled to the NCC 

DC wireless controllers

 Guest devices connect to bespoke guest SSIDs

 Connect to the appropriate user VRF. For public 

use this is VRF_USR_PUBLIC

 All traffic segregated by the USG6680 firewalls

 No access to PSN services permitted

Public/Guest WiFi
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WAN Site Overview
200 sites.
Connect via IPSEC tunnels over DIA circuits to the NCC data centre firewalls.
NCC SD based LAN transits via GRE tunnels over the IPSEC tunnels to each WAN site
Corporate devices on wired LAN:
Connect to the appropriate user VRF. For corporate staff this is VRF_USR_CORP
All PSN traffic is routed via the NCC DC over the SD network IPSEC tunnels. 
Corporate devices on wireless:
All Access Points CAPWAP tunnelled to the NCC DC wireless controllers
Corporate laptops/PCs connect to SSID via cert based authentication
All devices will use the standard NCC RAS policy
All direct internet traffic will break out locally direct to the internet
All internally hosted services, including PSN traffic, will route via the AOVPN client to the NCC DCs via secure tunnel.
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