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IT support provision
Specification v2
Date: 22/01/2026

Changes from v1:

The core scope of the services required as detailed in Section 3 have not changed in this version.

Clarification of the services provided by the incumbent as outlined in Appendix 1 has been provided to ensure a clear and transparent list of all the services currently provided that are in and out of scope.

In version 1 of the Specification, the second heading of Appendix 1 on page 9 was incorrectly titled ‘Activities previously outside of Managed Service Scope’. The heading should have been titled ‘Activities included in Managed Serviced Scope’. 

· Clarification of Service Scope (Section 3)
· Clarification of services provided by incumbent (Appendix 1)
· 
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1. [bookmark: _Toc19806814][bookmark: _Toc20242837][bookmark: _Toc26467918][bookmark: _Toc26467979]About this Specification
1.1 As explained in the accompanying Invitation to Tender (ITT), UKAD wishes to appoint a supplier to provide IT support to the organisation. Any capitalised terms used within this document shall have the meanings ascribed to them in the Glossary of the ITT document.
1.2 The purpose of this document is to provide a description of the services which will be required. Bidders should therefore read this document thoroughly to decide whether they wish to bid for this opportunity. The Bidder which enters into the Contract with UKAD following completion of the procurement process shall be referred to as the 'Supplier'.
1.3 For the avoidance of doubt, the services described in this Specification are for the purposes of describing the type of services which may be required by UKAD throughout the duration of the Contract. While some services are required from 'day 1' of entering into the Contract (as more particularly described later in this document), UKAD does not provide any guarantee in respect of any further volume of services that may be required, or that all such services shall be required at all.
1.4 This Specification is divided into the following sections:
1.4.1 Estate Overview – provides a list of UKAD's existing hardware/software estate;
1.4.2 In-scope services – provides a description of the services which the Supplier is to provide from 'day 1' of entering into the Contract;
1.4.3 Services provided by the incumbent supplier – provides an overview of the type and volume of work undertaken by UKAD's current supplier (Elysian IT) for Bidders' reference; and
1.4.4 Out of scope services – details of the services which will not fall within the scope of this contract.
1.5 It is of utmost importance that the supplier appointed to deliver the services as described within this Specification is sufficiently skilled, and has previous experience of, delivering IT services to a client with similar challenges/operating environment to UKAD.  UKAD holds electronic records which contain personal data concerning professional athletes.  If such information was disclosed into the public domain, this could give rise to significant harm to both UKAD as an organisation and to the athletes concerned.  Therefore, the successful supplier will need to have particular regard to these challenges when performing the services.  Expertise and understanding in areas such as cyber-security will be of paramount importance in facilitating the protection of such data.
1.6 Further, UKAD wishes to appoint a supplier which is able to adopt a fast and comprehensive approach to patching.  UKAD will consider the case study examples provided by Bidders within Appendix III Part A - Selection Questionnaire of the ITT to decide whether the Bidder is able to satisfactorily evidence that it has previously successfully adhered to such requirements.  Bidders who are unable to demonstrate such experience by way of providing previous contract examples will be awarded a 'fail' in respect of the Selection Questionnaire.
1.7 UKAD wishes to appoint a supplier which is proactive in respect of identifying opportunities to improve its IT systems/operating environment and create efficiencies.  UKAD may therefore appoint the supplier to provide consultancy services and/or carry out additional IT support work to implement such improvements.  Such work will be carried out in accordance with the day rates provided by the supplier in response to the Procurement.
2. [bookmark: _Toc26467919][bookmark: _Toc26467980]Estate Overview
2.1 At a high level, UKAD's current IT estate currently consists of:
[bookmark: _Toc1042051]Microsoft Azure Server Estate
3 Servers & 1 VM hosted in Azure ARM (UK South Datacentre);
	Name
	Role
	Comment

	AUK-DZP-PRE-001
	Production Public Web Server 1
	Web Site managed by OtherMedia

	AUK-DZP-PRE-002
	Production Public Web Server 2
	Web Site managed by OtherMedia

	AUK-DZU-PRE-001
	UAT Web Server 1
	Web Site managed by OtherMedia

	AUK-PRD-ADAMS-01
	ADAMS export and imports 
	Has local accounts for finance team to connect and elevate



Microsoft Office 365 
Utilised for: 
· Exchange Online – in hybrid configuration 
· SharePoint Online – customised structure for all UKAD corporate content 
· OneDrive for Business – provisioned for personal storage 
· Microsoft Teams
· Office ProPlus – for desktop installation 
Microsoft EntraID
· User authentication and Identity management 
· Conditional access 
· UKAD RBAC 
· User auditing (sign in) 
Microsoft Enterprise Mobility Suite Configured for: 
· Global Secure Access
· Multi-Factor Authentication 
· Azure Information Protection 
· Azure Self-Service Password Reset 
• 	Intune – configured for management of: 
· Windows11 Desktop Management 
· iOS and Android Mobile Device Management policies 
Desktop Environment 
HP Probook laptops running Windows 11 with updates managed by Microsoft Service Rings. 
· Windows Defender Anti Virus 
· Office Pro Plus 
· Information Protection Client 
· Edge/Chrome/Firefox 
· Assorted 3rd party applications (e.g. Adobe Creative Suite, File Maker Advanced) 
Other 
· Microsoft Teams (externally hosted) for instant message, presence, screen share and telephony via SIP trunk. 
· Mobile devices (iPhones, iPads) 
· Loughborough Office only:
· Local LAN – Cisco switches and Patch Panels 
· UPS (switches) 
· Meraki WIFI Access Points (Private and Public) 
· Dual (HA) Internet connectivity
· Local Printer/MFD
· Desks

3. [bookmark: _Toc26467920][bookmark: _Toc26467981]In-scope services
3.1 UKAD does not currently have a dedicated IT team 'in-house', it does, however employ a full-time individual with IT expertise, who will act as the primary point of contact between UKAD and the Supplier. It is therefore envisaged that the Supplier will provide the majority of support needed to maintain UKAD's IT estate and software environments. 
3.2 The role of the Supplier will therefore encompass the following:
3.2.1 on-site support resource – the Supplier is to ensure that at least one member of its staff will be present at UKAD's current premises London and SportPark 2 days per month (bi-weekly alternating sites), for at least 7.5 hours per day. Such individual(s) should be sufficiently skilled in the areas covered by this Specification. Any expenses incurred in providing on-site support resource (including travel expenses) must be included as part of the Supplier's annual fixed fee.  
3.2.2 remote support – to consist of providing ad-hoc support in the following areas as required: 
3.2.2.1 helpdesk support during UK office hours (Monday to Friday between the hours of 09:00 and 17:00, excluding bank holidays); 
3.2.2.2 issue management and resolution; 
3.2.2.3 issue ticketing solution; 
3.2.2.4 monthly reporting (as further described within the Contract); 
3.2.2.5 attendance at quarterly review meetings. The purpose of these meetings is to discuss the performance of the appointed supplier over the previous quarter, discuss updates on agreed action points and discuss recommendations for development of UKAD's IT infrastructure (e.g. to enhance cyber-security, review projects in progress and update on current projects etc.).  The attendees at such meetings should be sufficiently skilled, briefed and authorised to participate in such discussions. 
3.2.2.6 ad-hoc support and guidance in respect of UKAD's IT strategy.
3.2.2.7 attendance at regular IT Governance meetings to review and adjudicate on changes to the estate. 
3.3 It is currently envisaged that the support required shall encompass support and issue resolution for the following: 
3.3.1 UKAD Microsoft cloud services; 
3.3.1.1 UKAD Office 365 Tenant (excluding Teams telephony elements); 
3.3.1.2 UKAD Azure Tenant (Virtual Machine Environment – Infrastructure as a Service IAAS); 
3.3.1.3 UKAD Device Management (Intune); 
3.3.1.4 Azure two factor authentication;                   
3.3.1.5 UKAD Active Directory (including Active Directory synchronisation to Microsoft Cloud services); 
3.3.1.6 Entra Connect; 
3.3.2 Management of UKAD domain name services (DNS); 
3.3.3 Desktop support (Windows 11) and patch management;
3.3.4 Windows & IOS mobile device policies.
3.4 The appointed Supplier shall also be required to comply with a number of service levels which are described within the Contract.
4. [bookmark: _Toc26467921][bookmark: _Toc26467982]Services provided by the incumbent supplier
4.1 For Bidders' reference, UKAD has set out in Appendix 1 of this Specification a synopsis of the services provided by its incumbent supplier (ElysianIT) during the previous 4 years. This is provided for reference only and should not be construed as an accurate depiction of the services which may be required from UKAD during the Contract.
5. [bookmark: _Toc26467922][bookmark: _Toc26467983]Out of scope services
5.1 The list below provides a description of the services which will not fall within the scope of the appointed Supplier:
5.1.1 telephony provision;
5.1.1.1 hosted Teams for telephony;
5.1.1.2 telephone number provisioning and allocation;
5.1.1.3 call hours/calling plans;
5.1.1.4 SIP Trunk;
5.1.1.5 auto attendance/voicemail management;
5.1.1.6 call queues/hunt groups;
5.1.1.7 call centre/reception services;
5.2 networking provision
5.2.1 CISCO network switches;
5.2.2 CISCO Meraki Wi-fi access points;
5.2.3 CISCO routers;
5.2.4 Cisco ASA firewalls / Site to Site VPN;
5.2.5 Support UKAD LAN and Wi-fi networking issues / changes;
5.2.6 Internet Service Provision;
5.2.7 Dual high availability leased line;
5.3 IT related activities conducted by UKAD;
5.4 Hardware procurement (desktop and mobile devices); and
5.5 Mobile hardware and hardware allocation and mobile device enrolment in Intune.
[bookmark: _Toc355103716]


[bookmark: _Toc26467923][bookmark: _Toc26467984]Appendix 1 – Scope of services delivered by the incumbent supplier
[bookmark: _Toc1042060]Desktop and End User Support
Provision of remote and onsite support service subject to SLAs for response and resolution times as defined below.
[bookmark: OLE_LINK5]Onsite support for 30 days per year.
Provide 1st and 2nd line end user support (on and offsite):
Troubleshooting, remediation of end user issues
Operating system, Microsoft applications, mobile devices
Management of approximately 900 tickets per year
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	Period
	Q1
	Q2
	Q3
	Q4
	Total Tickets

	2021/22
	224
	201
	247
	242
	914

	2022/23
	223
	203
	148
	192
	766

	2023/24
	191
	224
	277
	210
	902

	2024/25
	195
	217
	205
	242
	859

	2025/26
	241
	255
	
	
	


[bookmark: _Toc1042061]
Activities previously outside of included in Managed Service Scope 
· Hardware (Laptops, Desktops, Monitors and peripherals) 
· Identity hardware issues and resolve where possible 
· Manage hardware issues; advise UKAD of resolution options, provide replacement specifications 
· Liaise with hardware vendors and manage warranty repairs 
· Replace hardware components when appropriate 
· Identify and recommend replacement/upgrades (including providing costed options) e.g. Laptops, port replicators, mobile devices 
· Printing 
· Liaises with 3rd party provider on printing service (Apogee) 
· Liaises with 3rd party provider on user access management (setup users, pin codes, issue resolution)
· Printer issue resolution (post 3rd party maintenance and repair) – print client install; email smtp account, provision of scan folder 
· Manage UKAD printing issues and liaise with 3rd party (Apogee) to provide resolution 
· 3rd Party Applications 
· Install 3rd party client applications 
· Maintain licence assignment and application register 
· Manage, liaise and work with 3rd parties to identify resolutions for application issues 
· Provide 3rd party client application compatibility advice and test with proof of concept/investigation where appropriate (e.g. Adobe Acrobat DC, HCP Print Client) 
· Provide advice and guidance options to UKAD for 3rd party software incompatibility and issue resolution 
· Microsoft Global Secure Access
· Monitor and resolve Device Compliance (Laptops, Mobile Devices) 
· Ensure devices meet the required compliance standard of UKAD (Encryption(BitLocker/IOS), SecureBoot, Password Policy, Firewall enabled, Minimum PIN length) 
 
Infrastructure Support (in scope)
· Provide 1st, 2nd and 3rd line infrastructure support (on and offsite): 
· Troubleshooting, remediation of issues 
· Liaison with Microsoft and 3rd parties 
· Subject to SLAs for response and resolution times 
· Infrastructure Server Patch Management 
· Maintain Patch Management process/regime  
· Identify required security patches 
· Management of deployment releases 
· Monitor deployment process 
· Liaison and Scheduling with UKAD for any downtime for service 
· Patch out of hours as required 
· Active Directory 
· Maintain AD EntraID structure and health (replicated in Azure)
· Execute Joiner/Mover to the UKAD RBAC model 
· Execute Leaver processes 
· Management of the UKAD RBAC model 
· DNS
· Cloud Identity Management 
· Management of Seamless Single sign on service 
· Management of Conditional Access Policies to meet UKAD security requirements (e.g. block user access from non UKAD network joined machines) 
· Replace with Radius SaaS and SCEPman certificate issuing
· Office 365 
· Exchange Online 
· Mailbox Provisioning 
· Unified Messaging enablement 
· Mailbox delegation management 
· Manage and Monitor message hygiene (Anti-SPAM, ATP (Safe Links & Attachments), AntiMalware, Anti Phishing) 
· Maintain Dynamic Distribution Group management (Membership rules) 
· SharePoint Online 
· Resolving User Issues 
· User Guidance and ‘How to’ 
· Maintain UKAD site topology 
· Create SharePoint sites as requested to UKAD templates  
· Microsoft Teams
· Resolving User Issues
· User Guidance and “’How to”
· OneDrive for Business 
· Resolving User Issues 
· User Guidance and ‘How to’ 
· Delve 
· Resolving User Issues 
· User Guidance and ‘How to’ 
· Viva Engage
· Resolving User Issues 
· User Guidance and ‘How to’ 
· EntraID
· Maintain user provisioning and Office 365 Licencing 
· Maintain Self Service Password reset solution 
· Maintain Company Branding for cloud services sign in pages 
 
Environment Maintenance (in scope)
· Creation and management of Windows 11 Operating System images 
· Injecting Hardware drivers 
· Removing Consumer Applications 
· Installing LOB applications 
· Undertake update tests and resolve deployment issues 
· Maintain GPOs to UKAD build standard 
· Microsoft Intune 
· Maintain client Intune enrolment for end user device 
· Deploying Windows updates through Update Rings 
· Windows Autopilot
· Monitoring and reporting
· Resolve deployment issues 
· Package and deploy UKAD appropriate LOB applications 
· Monitoring and reporting 
· Resolve deployment issues 
· Monitor Device Compliance and resolve non-complaint devices (e.g. Bitlocker enabled) 
· Maintain Apple store synchronization including updating Apple Store tokens
Mobile Device Management (in scope)
· Mobile Device policies 
· Creation and Management of Enrolment Profiles for iOS devices 
· Creation and Management of Device Restrictions and Policies 
· Uploading Corporate identifiers for enrolment 
· Releasing mobile devices from Email Quarantine 
· Mobile Application Management 
· Creation and Management of MAM Policies for Corporate owned devices. • Deployment management for standard Business applications 
Microsoft Licensing Management (in scope)
· Review of Azure and Office 365 licencing renewals and provide renewal options 
· Advise UKAD on Microsoft licencing vehicles and align to UAKD licencing requirements
· Renegotiation of all Microsoft licensing on an annual basis  
· Provide advice and guidance to UKAD for licencing renewals and identify cost savings 
Ticketing and Reporting (in scope)
· Provide Service Desk solution 
· Dedicated UK service desk and UK phone number 
· Dedicated support email address 
· Dedicated Office 365 integrated Self-Service ticketing portal 
· Monitor and manage support tickets and requests: 
· Maintain service availability Announcements 
· Maintain FAQs 
· Create, manage and resolve support tickets 
· Provide monthly support reporting: 
· Summary of months support tickets, tasks, advice 
· Tickets logged, resolved, carried over to next month, Affected service categories 
· Summary on Priority 1 support ticket(s) 
· Summary on any SLA Breached support tickets and actions taken to prevent reoccurrence 
· Top 5 support ticket loggers 
· 3 Month trends – Tickets logged, Affected service categories 
· Office 365 license assignment summary table
· NCSC Reporting 
· Azure compute consumption graph 
· Email Protection Graphs 
· Top SPAM Recipients 
· Top Malware Recipients 
· Overall SPAM detection and Prevention 
Quarterly Review Meetings (in scope)
Undertake preparation for quarterly onsite review meetings for UKAD to cover: 
· Arrange meeting date and prepare meeting materials and lead review meeting 
· Review minutes and actions from previous quarter review 
· Review Support report and performance for quarter 
· Provide summary of UKAD IT estate regarding immediate issues arising (if required) 
· Provide strategic guidance: 
· Office 365 technology enhancement review - Proactive review regarding Microsoft Office 365 enhancements that are relevant and of which UKAD could take advantage  
· Azure technology enhancement review - Proactive review regarding Azure enhancements that are relevant and that UKAD could take advantage of 
· Advise on Security enhancements or updated Microsoft technologies options to maintain or strengthen UKAD security stance 
· Review with UKAD plans and needs moving into following quarters 
· Provide status of current IT projects being undertaken and agree future IT projects 
· Review UKAD 3rd party IT projects and agree and support UKAD with supporting action/activities/advice 
· Maintain and distribute meeting minutes and actions 
· Undertake actions arising 
Activities previously outside Managed Service Scope
· Maintain Azure Backup and Recovery 
· Daily Backup and monitoring of all Azure Virtual Machines 
· Identify and resolve backup failures 
· Ensure Backup and Recovery process is maintained and viable 
· Public Web Site Infrastructure 
· Support Azure PaaS for UKAD migrated public web site 
· Liaison with 3rd party solution provider 
· ClearDB escalation point 
· SendGrid escalation point 
· Maintain backups 
· Custom Application Support and Development including:
· TUE Submission Portal and Conflict of Interest Applications
· Whistlebot chatbot
· Underpinning technologies include:
· Copilot Studio
· Entra External ID
· React JS
· Azure DevOps
· Web Filter Management (Defender for Cloud) 
· Manage and maintain Web Access Rules for Blocking and whitelisting websites 
· User / Group Management 
· Liaison with 3rd Party (Microsoft)  
· Defender for Endpoint
· Package and deploy latest Defender for Endpoint client throughout UKAD via Intune 
· Monitor and resolve package deployment issues 
· Monitor Defender for detections 
· Liaise with 3rd party (Microsoft) 
· Office 365 
· Maintain Information Protection Labels and Policies for Sensitive Labels 
· Maintain Tenant to meet UKAD security requirements 
· Microsoft Cloud App Security 
· Support the configuration and provide advice and guidance 
· Business Continuity Planning 
· Maintain Infrastructure BCP procedures in line with UKAD business BCP 
Provide advice to UKAD as required

Consultancy and Change Management (ad hoc – out of scope)
· Provide consultancy (projects) to UKAD for enhancements to the IT estate for the technologies summarised in Section 2 within the terms given in Section 3. 
· Provide SharePoint Online consultancy and development for ‘The Hub’ Intranet and Collaboration solution 
Service Level Arrangements (indicative)
	Target response time for all Priority Calls 
	2 working hours 

	Target fix time for Problem resolution for Priority 1 
	24 hours*/1 Working day 

	Target fix time for Problem resolution for Priority 2 
	48 hours*/2 Working days 

	Target fix time for Problem resolution for Priority 3 
	120 hours*/5 Working days 

	Problem resolution for Priority 4 
	Reasonable endeavours 

	Problem resolution for Priority 5 
	By agreement 
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